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5.1  Introduction & Scope 

This report examines how a Ministry of Defence in a small state can respond 

to and defend against hybrid threats and cognitive warfare so as to ensure 

sovereignty in the information space and contribute to cognitive security. 
More specifically, this report focuses on practical measures – how a Ministry 

of Defence can organise, equip, and coordinate with partners to detect, with-

stand, and counter hybrid threats and cognitive warfare, thereby protecting 

sovereignty in the information space.23 

The report takes as its point of departure the fact that different terms originat-

ing in the cognitive dimension are today increasingly being used to understand 

and address challenges of defence and military policy. This trend is evident 

both in the context of Austria and in the broader NATO context.24 In the context 

of Austria, in April 2025, the SI – Directorate General for Defence Policy held 

a symposium on “Cognitive – Warfare, Security and Resilience” to initiate a 

whole-of-state and whole-of-society discourse.25 In the NATO context, these 

discussions, while ongoing for some time, culminated in December 2025 with 

the publication of the NATO Chief Scientist’s 2025 Report on Cognitive War-

fare, which was released to consolidate and advance the Alliance’s conceptual 

and operational understanding of the cognitive dimension.26

With its focus on concrete measures for cognitive security, cognitive warfare, 

and hybrid threats, this report addresses three interrelated phenomena, all 

of which are located, at least in part, within the cognitive domain. In order 

to clarify this foundation, it is necessary to define the cognitive domain 

23	 During the research, analysis and writing process and in the generation of 
figures, a number of generative AI and AI-assisted technologies have been used 
for support, ChatGPT, Gemini and Grammarly. The authors carefully reviewed, 
edited, and validated all results and content to ensure their accuracy and integ-
rity and take full responsibility for the final published work.

24	 See, inter alia: “NATO Cognitive Warfare Concept” (18 June 2025), 1372084/2025, 
as well as the Austria-led MCDC Project “Countering Cognitive Warfare“.

25	 See “Kognitiv – Kriegsführung, Sicherheit und Resilienz; Symposium 09.04.2025, 
09:00-16:30; -Einladung”, S90500/17-GDVPol/2025.

26	 NATO Science and Technology Organisation, Cognitive Warfare: NATO Chief 
Scientist Research Report (Brussels: STO - NATO Science & Technological Organ-
isation, 2025), accessed March 10, 2026, https://www.sto.nato.int/wp-content/
uploads/chief-scientist-report-cognitive-warfare-final.pdf.

https://www.sto.nato.int/wp-content/uploads/chief-scientist-report-cognitive-warfare-final.pdf
https://www.sto.nato.int/wp-content/uploads/chief-scientist-report-cognitive-warfare-final.pdf
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and the cognitive realm more precisely. Cognition here includes “mental 

activities and relates to the issue of how humans in their mental constitution 

can relate (mental representation/cognitive semantics) to things or content 

(such as information) in the world (outside of themselves)”, which in turn “are 

essential building blocks of conceptions of truth, convictions, desires and will” 

and “constitute the basis of decision-making and acting (from potentiality to 

actuality).”27 In this sense, cognition forms the precondition for meaningful 

action and political agency.

With the cognitive realm being “understood as the freedom-enabling area in 

which feelings, perception, understanding, knowledge, convictions and values, 

hence cognitive systems of individuals, individual groups, the entire popula-

tion as well as institutions and the state, exist, and is the area of subjective 

and objective decision-making based on informed and justified reasoning.”28 

The cognitive realm thus constitutes a foundational sphere for democratic 

governance and sovereign statehood.

When analysing hybrid threats and cognitive warfare and cognitive security, 

they can be understood as being part of a continuum of competition, where 

cooperation, rivalry, confrontation, and armed conflict between states and 

non-state actors involve the exercise of power and the assertion of interests 

across the entire spectrum of available means and instruments.29 (See figure 1.)

27	 S90500/62-GDVPol/2025, Hybrid threats and cognitive realm: Definition of de-
fence policy terms and their relationships (English, unpublished), 1. See, by way 
of comparison. Thomas Metzinger, ed., Grundkurs Philosophie Des Geistes - Band 
1: Phänomenales Bewusstsein (Mentis Verlag, 2009), 18f. (cited in Ibid., 1.)

28	 S90500/62-GDVPol/2025, Hybrid threats and cognitive realm: Definition of 
defence policy terms and their relationships (English, unpublished), 1. citing 
S90516/1-GDVPol/2022, Hybride und zukünftige Konfliktaustragung in der kogni-
tiven Domäne, Positionspapier GDVPol.

29	 S90500/62-GDVPol/2025, Hybrid threats and cognitive realm:  
Definition of defence policy terms and their relationships.
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Hybrid threats are here, following the definition of the Hybrid CoE in Helsinki, 

understood as an umbrella term for  

“…harmful activities that are planned and carried out with malign intent. They 

aim to undermine a target, such as a state or an institution, through a variety 

of means, often combined. Such means include information manipulation, cyber-

attacks, economic influence or coercion, covert political manoeuvring, coercive 

diplomacy, or threats of military force. Hybrid threats describe a wide array of 

harmful activities with different goals, ranging from influence operations and 

interference all the way to hybrid warfare.”30 

With hybrid threats, the focus moves from territorial possession or physical 

destruction towards asserting one’s own interests through defamation, control, 

or domination of the behaviour of the opponent.31

30	 Hybrid CoE, “Hybrid Threat as a Concept,” accessed March 11, 2026, https://
www.hybridcoe.fi/hybrid-threats-as-a-phenomenon/. Also see Mikael Weiss-
mann, “Conceptualising and Countering Hybrid Threats and Hybrid Warfare: The 
Role of the Military in the Grey Zone,” in Weissmann et al., Hybrid Warfare.

31	 S90500/2-DionSihPol/2021, Sicherheits- und verteidigungspolitische Heraus-
forderungen durch hybride und zukünftige Formen der Konfliktaustragung cited 
in S90500/62-GDVPol/2025, Hybrid threats and cognitive realm: Definition of 
defence policy terms and their relationships.

Figure 1: Continuum of competition 
Source: S90500/62-GDVPol/2025, Hybrid threats and cognitive realm:  
Definition of defence policy terms and their relationships (English, unpublished).

Cognitive
Warfare

Cognitive
Security

Continuum of  
competition

Hybrid  
threats

Cognitive 
domain

https://www.hybridcoe.fi/hybrid-threats-as-a-phenomenon/
https://www.hybridcoe.fi/hybrid-threats-as-a-phenomenon/
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Cognitive warfare, in turn, can be understood as synchronised and system-

atic activities designed to shape perception, judgement, and decision-making 

among individuals, groups, institutions, and wider populations by deliberately 

manipulating and influencing both conscious and subconscious cognitive 

processes. They target the informational aspect and the integrity of cognitive 

processes. It refers to “a strategy that focuses on altering how a target popu-

lation thinks – and through that how it acts.” [Bold in original]32 It “focuses on 

attacking and degrading rationality, which can lead to exploitation of vulner-

abilities and systemic weakening.”33 It should be noted that cognitive warfare 

does not happen in a vacuum, but is “…conducted in synchronization with 

other instruments of power, can affect attitudes and behaviour by influencing, 

protecting, or disrupting individual and group cognition to gain advantage.“34 It 

can also target subconscious processes through direct methods of intervention 

in physical/mental processes due to developments in fields like biotechnology 

and neurotechnology, for example, through substances, neurological implants, 

or through attacks on intersections such as brain-computer interfaces.

Cognitive security, the defensive counterpart, is a concept that sits at the 

intersection of national security, information operations, psychology, and digi-

tal technologies. It focuses on safeguarding the cognitive processes – beliefs, 

perceptions, decision-making – of individuals and groups from manipulation, 

deception, and undue influence, especially in the context of modern information 

environments.35

32	 Oliver Backes and Andrew Swab, “Cognitive Warfare: The Russian Threat to 
Election Integrity in the Baltic States” (Belfer Center for Science and International 
Affairs, Harvard Kennedy School, Cambridge, MA, 2019), https://www.belfercenter.
org/sites/default/files/pantheon_files/2019-11/CognitiveWarfare.pdf, 8.

33	 Allied Command Transformation, “Cognitive Warfare,” no date, accessed April 25, 
2026, https://www.act.nato.int/activities/cognitive-warfare/.

34	 Allied Command Transformation, “Cognitive Warfare: Strengthening and 
Defending the Mind,” published April 5, 2023. Accessed September 9, 2025, 
https://www.act.nato.int/article/cognitive-warfare-strengthening-and-defend-
ing-the-mind/.

35	 Bay S., Bertolin G., Biteniece N., Christie E., Dek A., Fredheim R., Gallacher J.D., 
Kononova K., Marchenko T., Responding to Cognitive Security Challenges (Riga: 
NATO Strategic Communications Centre of Excellence, 2019); Hilkka Grahn and 
Toni Taipalus, “Defining Comprehensive Cognitive Security in the Digital Era: 
Literature Review and Concept Analysis,” Journal of Information Warfare 24, 
no. 2 (2025); Rand Waltzman, “The Weaponization of Information: The Need for 
Cognitive Security” (Rand, Santa Monica, Calif., 2017), https://www.rand.org/
content/dam/rand/pubs/testimonies/CT400/CT473/RAND_CT473.pdf

https://www.belfercenter.org/sites/default/files/pantheon_files/2019-11/CognitiveWarfare.pdf
https://www.belfercenter.org/sites/default/files/pantheon_files/2019-11/CognitiveWarfare.pdf
https://www.act.nato.int/activities/cognitive-warfare/
https://www.act.nato.int/article/cognitive-warfare-strengthening-and-defending-the-mind/
https://www.act.nato.int/article/cognitive-warfare-strengthening-and-defending-the-mind/
https://www.rand.org/content/dam/rand/pubs/testimonies/CT400/CT473/RAND_CT473.pdf
https://www.rand.org/content/dam/rand/pubs/testimonies/CT400/CT473/RAND_CT473.pdf
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Cognitive security can thus be understood as the capacity to withstand cogni-

tive warfare and other forms of malign influence by protecting human cognition 

at both individual and collective levels. Being very similar to psychological 

defence,36 both concepts capture measures aimed at strengthening the ability 

to resist psychological and cognitive warfare and thereby withstand manipu-

lation and attempts at malign influence at the individual, societal, as well as 

institutional levels. In the Austrian context, the Geistige Landesverteidigung 

(Intellectual national defence)37 represents a crucial instrument. 

The importance of not only hybrid threats but also cognitive warfare in the 

military sphere has intensified in recent years, especially in light of experiences 

from Ukraine and beyond. Cognitive warfare has also gained growing attention 

within NATO, highlighting both its military dimensions and the critical role of 

the defence and security sector, including the armed forces. In fact, NATO 

increasingly frames cognitive warfare as a distinct domain of competition that 

targets human perception and decision-making rather than physical assets.38 

This underscores the need to understand the role of the Ministry of Defence 

and the armed forces in small non-NATO EU member states such as Austria.

Taken together, these conceptual clarifications provide the analytical founda-

tion for the remainder of this report and frame the subsequent discussion of a 

Ministry of Defence’s role in safeguarding sovereignty in the information space.

Against this backdrop, this report is structured around three key themes: the 

role of holistic governance in strengthening resilience against influence opera-

36	 Jesper Falkheimer and James Pamment, eds., Psychological Defence and 
Information Influence: A Textbook on Theory and Practice (Psychological Defence 
Agency, 2025); James Pamment and Elsa Isaksson, Psychological Defence: 
Concepts and Principles for the 2020s, MPF report series 6/2024 (Karlstad: 
Psychological Defence Agency, 2024).

37	 cf. Austrian Constitution, https://www.ris.bka.gv.at/Dokumente/ 
Erv/ERV_1930_1/ERV_1930_1.html, (Accessed on 14 November 2025).

38	 In NATO, the Allied Command Transformation manages the Cognitive Warfare 
Exploratory Concept, which is part of the larger Warfare Development Agenda.  
https://www.act.nato.int/activities/cognitive-warfare/ (last accessed 11 March 
2026). Also see report from the First NATO scientific meeting on Cognitive War-
fare (France) in 21 June 2021:  Bernard Claverie and François Du Cluzel, ““Cogni-
tive Warfare”: The Advent of the Concept of “Cognitics” in the Field of Warfare,” 
in Cognitive Warfare: The Future of Cognitive Dominance, ed. Bernard Claverie et 
al. (NATO Collaboration Support Office, 2022).

https://www.ris.bka.gv.at/Dokumente/ Erv/ERV_1930_1/ERV_1930_1.html
https://www.ris.bka.gv.at/Dokumente/ Erv/ERV_1930_1/ERV_1930_1.html
https://www.act.nato.int/activities/cognitive-warfare/
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tions and the contributions a Ministry of Defence can make; the identification 

of priority target groups for engagement; and the instruments, skills, and tasks 

needed to meet these. The report pays particular attention to hybrid threats, 

including cognitive warfare, and underscores the need for a comprehensive 

defensive toolkit.

This report is organised into three substantive parts. The first part situates the 

problem within the broader security environment by examining holistic gov-

ernance, the changing character of hybrid threats, and the place of cognitive 

warfare within the peace-crisis-war continuum. It then develops the report’s 

two core analytical models – the Hybridity Blizzard Model and the Hourglass 

Model – in order to clarify both the complexity of the threat environment and 

the specific role of a Ministry of Defence as an analytical, coordinating, and 

enabling actor within a whole-of-society defence system. 

The second part turns from diagnosis to practice by outlining the capacities, 

instruments, and tasks available to a Ministry of Defence, and by introducing 

an ethical-legal decision framework centred on what a MoD could do, should 

do, and may legitimately carry out. The final part then identifies the principal 

target audiences for MoD engagement and considers how different stakeholder 

groups may need to be approached in different ways. 

5.2  Delimitations

It is important to clarify that this report does not address the governance 

of the information environment in its entirety. The information environment 

is broader than the remit of any single ministry and encompasses political 

leadership, civilian authorities, regulatory bodies, the private sector, civil 

society, the media, educational institutions, and the general public. While 

holistic governance necessarily spans this full spectrum, the present report 

is deliberately limited to the responsibilities, authorities, and capabilities of 

the Ministry of Defence and entities under its command.

Accordingly, when referring to “governance of the information space” or to a 

“whole-of-society approach”, this report does so from the vantage point of 

the Ministry of Defence as one – albeit central – actor within a wider system. 
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A MoD cannot and should not seek to assume functions that properly belong 

to civilian authorities, civil society, or political leadership. Rather, its role is to 

contribute its specific capabilities – including intelligence, strategic analysis, 

military planning, and strategic communication – in support of a broader, 

constitutionally grounded framework of democratic governance.

This limitation does not diminish the importance of holistic governance; on the 

contrary, it underscores the necessity of clearly delineated mandates, robust 

inter-agency coordination, and respect for legal and democratic boundaries. 

The analysis that follows therefore focuses on what a Ministry of Defence 

can and should do within the information environment, while recognising that 

effective cognitive security ultimately depends on coordinated action across 

the whole-of-government and whole-of-society spectrum.

5.3  �Holistic governance, hybrid threats  
and the role of a Ministry of Defence

How can holistic governance in the information space strengthen protec-
tion against influence operations, and what contribution can a Ministry 
of Defence make to this?

The international security environment has become increasingly contested and 

unpredictable. The international order is characterised by asymmetric conflicts 

and great power competition, with countries such as Russia, China, Iran and 

North Korea pursuing strategies to achieve national goals by developing and 

combining unconventional, less resource-intensive means for competing with 

the West on the global stage. Asymmetric strategies are also utilised by non-

state actors. Centrally, these strategies increasingly include cognitive warfare – 

deliberate efforts to target perception, attention and trust of individuals and 

groups in order to shape their behaviour and erode societal cohesion.

Consequently, security challenges arising from hybrid threats that exploit and 

combine kinetic and non-kinetic tools – ranging from cyberattacks approaching 

or amounting to sabotage, sabotage of public and private property as well 

as of critical infrastructure, GPS jamming, and even assassination plots, to 

coercive diplomacy and economic dependencies – have ascended on security 
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agendas across the globe including in Europe. These salient concerns contin-

uously present new challenges for liberal democracies such as Austria, their 

Ministries of Defence, Armed forces and intelligence agencies, for the broader 

security and defence sector, as well as for their societies as a whole. Cognitive 

warfare, in turn, operates in the cognitive domain. It is a human-domain layer 

of hybrid threats, amplifying the effects of other tools by undermining trust 

in institutions, corrupting information environments, and inducing maladaptive 

decisions among leaders and publics.

Whether hybrid threats, cognitive warfare, or other forms of influence op-

erations, they do not respect borders and, in fact, seek to exploit borders, 

divisions, and rules. The role of Ministries of Defence has also been increasingly 

highlighted, as it has become apparent in the last years that the boundary 

between peace and war is increasingly blurred, with hybrid attacks occurring 

not only with growing frequency but also often crossing or skirting the tradi-

tional threshold of war. While attribution – at least publicly – may not always 

be possible, the number and severity of incidents have risen sharply. These 

include drone interceptions, airspace violations, cyberattacks approaching or 

amounting to sabotage, sabotage of public and private property, as well as 

critical infrastructure. 

Part of the role of MoDs is closely linked to intelligence, as the intelligence 

community stands at the forefront of identifying and analysing hybrid threats 

and cognitive warfare in the current security environment. It is also an impor-

tant part of building capacity for cognitive security, enabling the protection of 

human cognition across the population, at both individual and collective levels, 

to withstand cognitive warfare and other forms of malign influence. It has an 

important role in coordinating and integrating the information acquired among 

key societal actors affected by these threats or responsible for countering 

them. This includes detection and attribution of cognitive operations, timely 

warning of attempts to manipulate public sentiment or decision-making, and 

support for resilience and psychological defence through actionable assess-

ments and tailored communication.

The prevalence of hybrid threats and cognitive warfare poses a set of chal-

lenges for the intelligence community, which relate directly to the nature of 

these threats. Hybrid threats are complex because they can target a wide 

range of societal vulnerabilities across the PMESII spectrum (political, military, 
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economic, social, information, and infrastructure) using methods that may not 

be susceptible to early detection. The same is the case with cognitive warfare, 

though it specifically targets the cognitive dimension seeking to exploit social 

fault lines and biases. 

5.4  �The bigger picture –  
Holistic governance and whole-of-society 
defence as a prerequisite for success

“Whole-of-society” defence should form the governance backbone for a 

smaller state. Countering hybrid and cognitive threats demands continuous, 

interactive loops across – and within – a wide array of actors in the public, 
private, and civil spheres.

This perspective points to the need for strong, practical coordination mech-

anisms and underscores the Ministry of Defence’s role as an engine and a 

crucial force in whole-of-society defence, as part of holistic governance, 

especially as attacks increasingly approach or cross the war threshold and the 

use of kinetic or near-kinetic means such as drones becomes more frequent. 

In short, the MoD’s convening role in holistic governance rests on its unique 

capabilities and command of actors with such capabilities (e.g. armed forces, 

military intelligence).
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In this report, we argue that two core process models may work as enablers:

Firstly, the Hybridity Blizzard Model explains why coordination must span 

both short-term warning and response and long-term resilience-building.39 It is 

well suited to capture the dynamics across the full conflict spectrum, including 

peace, crisis, war, and the grey-zone framing, and it clarifies the MoD’s role 

as an engine within the system.

Second, the Hourglass Model positions the MoD to: 

•	 aggregate identification and analysis of threats and attacks, as well as 

own and adversaries’ vulnerabilities, 

•	 aggregate analysis and tailor dissemination to relevant actors within 

the public, private as well as civil spheres, and within the security and 

defence sector, including the MoD itself, the armed forces and intelli-

gence and security services, and 

•	 ensure effective reception and absorption among key actors  

across organisations and spheres.40

The model highlights bottlenecks and the need for feedback-rich, whole-of-so-

ciety practice. The hourglass also provides a way to understand how 

intelligence must be aggregated and tailored to secure absorption among 

consumers, including non-traditional ones.

The model highlights bottlenecks and the need for feedback-rich, whole-of-so-

ciety practice. The hourglass also provides a way to understand how 

intelligence must be aggregated and tailored to secure absorption among 

consumers, including non-traditional ones.

39	 Mikael Weissmann, “Framtida Hotbilders Påverkan För Säkerhetstjänsterna,” in 
Framtidens Säkerhetstjänst I Totalförsvaret, Swedish Defence University Report 
Series (2024), https://fhs.diva-portal.org/smash/get/diva2:1846156/FULLTEXT01.
pdf; Niklas Nilsson, Mikael Weissmann, and Björn Palmertz, “Hybrid Threats and 
the Intelligence Community: Priming for a Volatile Age,” International Journal of 
Intelligence and CounterIntelligence, 2026, https://doi.org/10.1080/08850607.
2024.2435265. Also, see Mikael Weissmann, Niklas Nilsson, and Björn Palmertz, 
“Moving Out of the Blizzard,” in Weissmann et al., Hybrid Warfare.

40	 Nilsson, Weissmann and Palmertz, “Hybrid Threats and the Intelligence  
Community: Priming for a Volatile Age.”

https://fhs.diva-portal.org/smash/get/diva2:1846156/FULLTEXT01.pdf
https://fhs.diva-portal.org/smash/get/diva2:1846156/FULLTEXT01.pdf
https://doi.org/10.1080/08850607.2024.2435265
https://doi.org/10.1080/08850607.2024.2435265
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Before turning to these models, we briefly establish the broader context by 

illustrating the complexity of the security environment, which spans peace, 
crisis, war and the grey-zone.

5.5  �The complexity of the security environment: 
peace, crisis, war and the grey-zone

A useful way to understand current and future hybrid threat and cognitive 

warfare scenarios today and in the future is to take the idea of the grey 

zone as an analytical starting point. The idea of the grey zone can best be 

understood as  

“[…] a collective term for antagonistic threats and risks in the borderland 

between war and peace. These are characterised by variation and an unclear 

context, resulting in considerable uncertainty. The individual threats have both 

civilian and military dimensions.” [authors’ own translation]41 

We would argue that the concept remains essential, even as hybrid attacks 

increasingly approach – or cross – the threshold of war and the use of kinetic 

or near-kinetic means (e.g., drones) becomes more frequent. At the same time, 

the traditionally distinct crisis stage before war has become increasingly 

blurred, and “peace” is increasingly permeated by persistent hybrid activity 

and cognitive operations.

Accordingly, the grey-zone should be reconceptualised not merely as a space 

between war and peace, but as a persistent operating condition in which 

attacks, interference, and influence are continuously present.

The two models below illustrate this shift. First, the traditional view depicts 

the grey-zone as the area between war and peace, where a broad repertoire 

of strategic measures and instruments – ranging from diplomatic and economic 

means, to unconventional and military means – is employed to deter, coerce, 

or influence (see Figure 2). These means, in turn, can be expected to target 

41	 Col Dr Anders Palmgren, 2017-01-25 cited in Weissmann, “Framtida hotbilders 
påverkan för säkerhetstjänsterna,” 41.
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vulnerabilities across the PMESII spectrum (political, military, economic, social, 

information, and infrastructure). Second, the reconceptualised view presents 

the grey-zone as an enduring condition across the peace-crisis-war continuum, 

requiring whole-of-society awareness, continuous sensing, and coordinated 

responses (see Figure 3).

In the post-2022 reality shaped by Russia’s full-scale invasion of Ukraine, the 

grey-zone has expanded to encompass almost everything short of all-out 

conventional war. Actions that would have been regarded as acts of war before 

2022 are now increasingly blurred into the grey-zone. In this environment, 

“latent” or “manifest” conflict often provides the most accurate description 

of relations between states that are not outright allies, while the traditional 

“crisis” phase has narrowed considerably. The boundaries between manifest 

conflict, crisis, and acts of war have become indistinct. Even situations that 

appear latent may still involve sudden spikes of high-intensity attacks that 

are close to or transcend the acts of war threshold. Moreover, such activities 

now occur simultaneously across multiple domains and by multiple means, 

as will be illustrated in the next section with the Hybridity Blizzard Model.
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Figure 2: The Strategic Map (Traditional version) 
Source: Developed from Col Dr Anders Palmgren (Swedish Armed Forces),  
based on Sweden’s Military Strategic Doctrine (MSD 16) (Swedish Armed Forces 2016): 35.  
The author has added “War”, “Grey Zone” and “Peace” from the Swedish Original.
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5.6  �The complexity of hybrid threats  
and cognitive warfare

To capture the dynamics of hybrid threats and cognitive warfare, it is essential 

to consider the aggressor–defender relationship across both the short-term 

and long-term perspectives. We argue for illustrating this relationship in the 

form of the “Hybridity Blizzard Model”, which schematically outlines how the 

time and actor dimensions interact and co-evolve. Both dimensions matter 

because hybrid threats are neither one-off events nor activities that can be 

cleanly separated from their context (Figure 4).42 The model distinguishes be-

tween us as the defenders and our adversaries as the aggressor. It furthermore 

distinguishes between two temporal dimensions, “short-term” and “long-term”. 

In the short term, the relationship consists of a battle with ongoing, reciprocal 

interactions between the aggressor’s hybrid threats and cognitive warfare and 

the defender’s responses and countermeasures. This is a continuous process 

with no predetermined beginning or end.

42	 Weissmann, “Framtida hotbilders påverkan för säkerhetstjänsterna”; Nilsson, 
Weissmann and Palmertz, “Hybrid Threats and the Intelligence Community: 
Priming for a Volatile Age”. Also, see Weissmann, Nilsson and Palmertz, “Moving 
out of the blizzard.”
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In the long-term, the focus shifts to our (the defenders’) vulnerabilities and 

to the resilience and psychological defence built to mitigate them to ensure 

cognitive security and an efficient whole-of-defence system. The aggressor 

seeks to identify and exploit vulnerabilities. The defender’s systematic iden-

tification of its own vulnerabilities enables the building of an efficient whole-

of-defence system including ensuring cognitive security. These efforts change 

the vulnerability landscape – typically reducing exposure, but potentially also 

creating new vulnerabilities that the aggressor can in turn identify and exploit.

There is also a bidirectional link between the short-term and long-term 

perspectives. When the aggressor designs hybrid methods, identified vulner-

abilities are central to target selection; by striking at weaknesses, existing 

vulnerabilities may deepen and become focal points for subsequent attacks. 

On the defender’s side, short-term responses and countermeasures are condi-

tioned by the existing whole-of-society defence system and cognitive security. 

In turn, those responses feed back into the effectiveness and resilience of the 

overarching social defence system (strengthening or, if misapplied, eroding 

it). In short, both sides are engaged in a continuous back-and-forth between 

short-term action and long-term adaptation. This interplay spans the PMESII 

spectrum and reinforces the need for whole-of-society coordination.

Hybrid threats and cognitive warfare tend to thrive in conditions of ambigu-

ity, overload, and denial. The image of a blizzard is useful here: the target is 

VulnerabilitiesAdversary
(Aggressor)

Us
(Defender)

Short Term Long Term

Target selection

Reinforce existing
vulnerabilities

Increase or decrease
ability to respond

Hybrid Threats & 
Cognitive Warfare

Responses &
Countermeasures

Whole-of-society
Defence &

Cognitive Security

Increase or decrease
whole of society defence

Hybrid Threats &
Cognitive Warfare

Responses &
Countermeasures

Increase or decrease 
of vulnerability

Identification of
own vulnerabilities

Figure 4: Hybridity Blizzard Model. Developed from Weissmann, Nilsson,  
and Palmertz (2021); Nilsson, Weissmann, and Palmertz (2026).
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buffeted from multiple directions by countless attacks of all severities that 

cannot be neatly separated, or localised, impeding timely and effective de-

fensive action (see Figure 5). In principle, many more arrows could be added 

to the model. On the short-term side – where the snowstorm analogy is most 

vivid – the environment is especially chaotic: 

•	 threats cannot always be identified – they remain ambiguous, unattrib-

uted, or even indeterminate to the defender; and 

•	 there is a non-trivial risk of false positives.

This ambiguity is problematic in its own right – akin to “crying wolf,” where 

repeated false alarms risk eroding trust in warnings and response mecha-

nisms. This risk is particularly acute in a Ministry of Defence context, where 

the disclosure and communication of intelligence are closely tied to strategic 

decision-making and to the trust placed in the MoD, the armed forces, and 

ultimately the government itself. Yet it can also be deliberately engineered 

as part of a broader strategy. For instance, are you observing a proxy actor, 

or is the “proxy” operating independently, outside any larger design? Are 

anomalies in the power grid or the financial infrastructure manifestations of 

hybrid action, or are they simply glitches? Is a perceived threat to military 

medical services or food supply a deliberate hybrid operation, or merely a 

routine hazard with no hostile actor behind it?

Hybrid Threats &
Cognitive Warfare Vulnerabilities

Responses &
Countermeasures

Short Term Long Term

Target selection

Reinforce existing
vulnerabilities

Increase or decrease
whole of society defence

Increase or decrease
ability to respond

Identification of
own vulnerabilities

Increase or decrease 
of vulnerability

Whole-of-society
Defence &

Cognitive Security

?

Adversary
(Aggressor)

Us
(Defender)

Figure 5: Hybrid threats and cognitive warfare. Developed from Weissmann, Nilsson, 
and Palmertz (2021); Nilsson, Weissmann, and Palmertz (2026).
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The coloured and dotted arrows in the bottom left part of the figure represent 

attacks that are, from right to left, identified (hybrid threats and cognitive war-

fare that are detected), ambiguous (hybrid threats and cognitive warfare that 

are not detected), unattributed (anonymous or proxy), and undetermined/
unknown (it is not possible to ascertain if hybrid measures).

5.7  �MoD as an engine in the whole-of-society 
defence system (The Hourglass Model) 

Building societal resilience in the face of broadly defined hybrid threats 

and cognitive warfare requires an equally broad response in the form of a 

whole-of-society approach to defence and cognitive security. There are sev-

eral layers to this concept that become especially salient in the discussion 

of hybrid threats. The main responsibility for countering and preventing the 

societal impact of antagonistic threats lies with governments and competent 

government agencies, not least the MoD and entities under its command. 

Depending on the type of threat concerned, relevant agencies can consist of 

the armed forces, police authorities, and emergency management agencies, 

etc. However, given the composite and synergistic nature of these threats, 

government responses require a purposeful fusion of a wide variety of func-

tions – including regional and local government, cultural and educational 

institutions, healthcare, energy and transportation, financial institutions, 

regulators, research, journalism – many of which are not usually considered 

part of the security apparatus. 

The aim is to integrate state responses through a whole-of-government 

approach supported by horizontal arrangements that avoid stovepipes in 

information-sharing, decision-making and capability utilisation. From a MoD 

perspective, the convening role is to enable productive partnerships and pre-

paredness across all sectors and actors, including at the federal government 

level as well as regional and local levels, and in the public, private as well 

as the civil sectors. It is also important to not forget the general public. In 

addition, a MoD needs the same collaboration and preparedness within its 

own structure and in relation to those under its command.
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The Hourglass outlined below illustrates the three critical processes in the 

interaction between the MoD and key actors as well as within the MoD and 

its commanded entities. The successful execution of these processes is crucial 
to realising the MoD’s potential in forging a whole-of-society approach to 

countering hybrid threats and cognitive warfare.

The Hourglass Model positions a MoD to 

•	 aggregate the identification and analysis of threats and attacks, as well 

as own and adversaries’ vulnerabilities,

•	 to aggregate analysis and tailor dissemination to

	– key actors across the public, private and civil spheres – including 

within the MoD the security and defence sector – as well as 

	– relevant parts of the MoD and entities under its command  

(e.g. sections of the armed forces, military intelligence and  

military security services), and

•	 ensure effective reception and absorption among  

key actors across organisations and spheres, including  

within and its subordinate commands.

The model highlights bottlenecks and the need for feedback-rich, whole-of-so-

ciety practice (see Figure 6).43

43	 The hourglass model presented here is a development of the “Intelligence Anal-
ysis Interaction Model” outlined in Nilsson, Weissmann and Palmertz, “Hybrid 
Threats and the Intelligence Community: Priming for a Volatile Age.”
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The model also provides a way to understand how intelligence must be aggre-
gated and tailored to secure absorption among non-traditional consumers, 

which is an area where the MoD and military intelligence should be expected 

to play an increasing role as hybrid threats and cognitive warfare intensify, 

including in the information sphere, and the role of military means and actors 

expands. Europe is moving closer to open conflict. Furthermore, as the war 

in Ukraine has shown, there is a general shift in intelligence towards greater 

disclosure and strategic communication, rather than keeping everything se-

cret. In parallel, OSINT (Open Source Intelligence) has expanded, with more 

non-traditional actors contributing to intelligence and a wider whole-of-society 

recipient base; central government and the military cannot do it alone. 

In this report, the Hourglass Model is used in two complementary ways to 

clarify the role of a Ministry of Defence: the MoD Internal Hourglass and the 

MoD System Hourglass (see Figure 7).
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Figure 6: The MoD hourglass model. Author’s model.  
Drawing from Nilsson, Weissmann, and Palmertz (2026).
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The former focuses on how the MoD organises its own processes within the 

ministry and entities under its command. One could in principle expand the 

internal model to include the Ministry of Interior and/or the federal govern-

ment in the hourglass. If so, the logic and processes would still be the same. 

However, for the purpose of this report, focusing on the MoD itself is most 

relevant. In contrast, the latter targets how the MoD connects its defence 

intelligence and capabilities to other ministries and government actors, includ-

ing public agencies at the national, regional and local levels and key actors 

in the private and civil sectors. 

The two models can be thought of as working in parallel with the MoD as the 

common denominator. 

In both versions, the hourglass clarifies the role of the Ministry of Defence 

through five core tasks/roles. The difference is who the recipient/audience/

consumer is. 

1.	 Identification and analysis of threats and vulnerabilities,  

2.	 Aggregation of findings and tailoring of dissemination and strategic 

communication to relevant consumers (including non-traditional  

consumers and possibly the general public), 
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Figure 7: The MoD Internal and System Hourglass. Author’s model.  
Drawing from Nilsson, Weissmann, and Palmertz (2026).
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3.	 Actors’ response, ranging from direct counter measures  

to capability development for the future),

4.	 Resilience building, focusing on learning and building long-term capabili-

ties and structures to enhance both own and system-wide (whole-of-so-

ciety) defence. 

5.	 Finally, recipient-informed improvement, by ensuring feedback channels 

to the MoD to ensure enhanced learning from previous communications 

and the needs of the recipients, to continuously calibrate the system for 

the future. 

In both models, information flows in at the top; the MoD monitors and collects 

information to analyse it in the upper bowl.  

1.	 Analysis of threats and vulnerabilities, where the MoD identifies and 

analyses antagonistic threats and national vulnerabilities. This process 

is represented in the upper part of the Hourglass, depicting how the 

vast flow of information could be narrowed down in order to identify 

threats and vulnerabilities in the haystack of information. These are 

then analysed and transformed from information into actionable 

intelligence and recommendations to be tailored for dissemination and 

strategically communicated within and outside the MoD structure, as 

well as to the public.

2.	 The tailored dissemination and strategic communication denotes a 

bottleneck in the interaction between the MoD and the key audiences 

within the ministry, the security and defence sector as well as across 

public, private and civil actors. This part of the model is not only a 

bottleneck but also a necessary conduit to optimise policy and counter-

measures in response to hybrid threats and cognitive warfare that are 

informed by the best possible knowledge.  

Two components stand out as critical with regard to optimal communication 

of intelligence: aggregated analysis and tailored dissemination. In the same 

way that aggregated data is needed in order to produce good analyses, ag-

gregated analysis is required to produce the best possible assessment of a 

question or an attack, threat or vulnerability in focus. Tailored dissemination 

is required in order to meet the particular needs and requirements of the 

specific target audience. Since responses to hybrid threats and cognitive 

warfare can potentially involve a wide range of actors, many of which are 

not included in the conventional audience and consumer base of the MoD, 
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dissemination must be calibrated to sectoral context and maturity, including 

inexperienced consumers.

3.	 The response and resilience (reception and absorption?) building 

among key audiences denotes the implementation process whereby 

new insights and needs broadly feed into a whole-of-society approach 

to devise responses to identified and anticipated hybrid threats and 

cognitive warfare. This is represented by capability development in the 

lower part of the Hourglass.  

Ideally, the three processes of analysis – dissemination – reception should be 

interactive rather than a one-way street. On the defence side, the MoD requires 

feedback from actors on their needs and requirements as well as incident 

reporting in order to enhance its ability to identify threats and vulnerabilities 

and to refine monitoring and analyses, and development of capabilities and 

instruments offered. Feedback is also an important component of tailoring 

dissemination. Yet this reciprocal process rarely functions optimally: time 

constraints, institutional stovepipes and cultural discrepancies frequently 

present barriers to systematic feedback to the MoD, while channels into the 

often guarded MoD environment are limited. This is particularly so in the case 

of intelligence and security services. 

Linking back to the Hybridity Blizzard Model and the challenges facing the 

MoD in the contemporary operational environment, the “targeting and vul-

nerability reinforcement” dimension is catered for by the upper part of the 

Hourglass, where the MoD identifies and analyses threats and vulnerabilities. 

These analyses then need to be channelled to relevant actors to facilitate re-

sponses and resilience, providing the necessary input for successful capability 

development among key actors inside and outside the MoD, as shown by the 

lower part of the Hourglass. This dissemination and strategic communication 

layer between the analysis level and the receivers (audiences) is a critical 

bottleneck in the decision and response cycle. Here, sophisticated and timely 

aggregated analysis delivered through tailored dissemination and strategic 

communication to relevant actors is crucial.

The success of the Hourglass model depends on the optimal execution of the 

three critical processes: MoD analysis of threats and vulnerabilities, aggregated 

analysis and tailored dissemination and strategic communication, and the 
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reception and absorption among key actors to ensure successful response and 

resilience building. To counter hybrid threats, including information operations 

and cognitive warfare, building societal resilience requires a whole-of-society 

approach, where the responsibility is not limited to either the government 

or the MoD, but also includes numerous organisations across the public and 

private sphere nationally and internationally. Within government, the MoD 

plays a pivotal role in identifying vulnerabilities and establishing situational 

awareness, but the nature of the threats and responses requires a reassess-

ment of what role a MoD can and should have, including what information 

and intelligence and military capabilities and instruments that can be shared, 

how and for what purpose. 

5.8  Role of the MoD

Three core roles can be identified for the Austrian MoD (see Table 1): 

•	 Firstly, BMLV acting alone (including entities under its command).  

This category of action is self-explanatory.

•	 Secondly, BMLV with others. Here, the role of the MoD is established 

within a national system consisting of military and civilian stakeholders, 

each with their own areas of responsibility. Increasingly, thinking about 

whole-of-society security positions each stakeholder as a centre of 

excellence for its own domain. In theory, each stakeholder can advise 

(not command) others within their area of expertise; for example, a 

transport authority might need advice from the national cyber centre, 

or municipal authorities from the media regulator. Here, the MoD has 

a unique role and mandate to strengthen the stakeholder network 

through its enhanced knowledge of the physical security domain.

•	 Thirdly, BMLV working with international partners (e.g. EU, NATO 

centers). Likewise, international actors have created stakeholder net-

works centred on sharing information and experience. EU institutions, 

complemented by centres of excellence and ad hoc coalitions, facilitate 

international sharing of best practices, research, training, as well as 

opportunities for collective analysis, attribution, and deterrence. 
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Alone With others With international 
partners

BMLV acting alone  
(mandated roles)44

Government –  
National/Regional
Local –
Public/private/ 
civil spheres

State partners, 
International organisa-
tions and partners, 
EU

5.9  �MoD’s contribution to whole-of-society 
defence and cognitive security 

The analysis above clarifies how the Ministry of Defence (MoD) and entities 

under its command can anchor holistic governance against hybrid threats 

including – especially cognitive warfare and influence operations – by opera-

tionalising the Hourglass logic both within the MoD (MoD Internal Hourglass) 

and across society (MoD System Hourglass). In both versions, information flows 

in at the top, is narrowed through analysis, and then expanded into tailored 

actions and capability development, with feedback closing the loop.

The MoD’s contribution to whole-of-society defence and cognitive security is 

concentrated in five core roles:

1.	 Identify & analyse: Detection and analysis of threats and of own/

adversary vulnerabilities to generate actionable insight.

2.	 Aggregate & tailor (dissemination/StratCom): Fusion of findings 

across domains and calibrated dissemination to the right consumers – 

including non-traditional stakeholders and, when appropriate, the 

general public – recognising this layer as a critical bottleneck.

3.	 Enable responses: Facilitation of responses and countermeasures 

among public, private, and civil actors, while directing immediate MoD 

actions where required.

44	 MoD itself, Austrian Armed Forces (Bundesheer), Foreign military intelligence 
(Heeresnachrichtenamt (HNA), Military security & counterintelligence (Abwehramt)

Table 2: Roles of the MoD
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4.	 Build resilience: Help institutionalise lessons, strengthen structures, 

and develop capabilities for durable cognitive security within the MoD 

and across the system.

5.	 Close the loop (recipient-informed improvement): Ensure systematic 

feedback from recipients to refine monitoring, analysis, dissemination, 

capabilities, and instruments over time. This area should not be under-

estimated, as all too often there is a lack of feedback on information, 

intelligence, and recommendations. There is also a frequent tendency 

to neglect after-action review and feedback when more immediate 

challenges demand attention. Furthermore, functional channels for 

feedback are often lacking, making it difficult to ensure that insights 

from recipients are systematically captured and integrated.

Executed together, these roles allow the MoD to act not only as a key 

contributor but also as an engine of whole-of-society defence – integrating 

government, private and civil sectors as well as the public into a feedback-rich 

practice that enables and enhances the ability to respond and overall cognitive 

security. This is essential as Europe faces intensifying hybrid activity, including 

in the information and cognitive domains, where timely, aggregated analysis 

and tailored communication – received, absorbed, and acted upon – determine 

whether resilience is merely asserted or actually achieved.

5.10  �MoD Instruments: Capacity,  
Instruments and Tasks

What instruments are available to a Ministry of Defence, what capabilities 
and tasks are required?

When looking more concretely at what the MoD in a small European state such 

as Austria can contribute in terms of concrete actions against hybrid threats 

such as cognitive warfare and information operations, there is a broad range 

of options. We are, at this point, value-neutral, and not focused on any specific 

state, or on the mandate and capabilities of the Austrian MoD; instead we will 

list a wide array of available instruments. 
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In this study, we do not assess whether they are ethical, whether they should 

be done, or whether they overlap. We present a range of possibilities – some 

available today, others that could be developed in the future – without draw-

ing conclusions about whether they should be carried out, their legality or 

compliance with regulations, or whether Austria should or can pursue them.

Hence, below you will find an outline of examples of what the MoD could 

contribute today or in the future, followed by a list in the form of capabilities 

(what the MoD needs to make instruments work), instruments (what the MoD 

can wield to deliver effects), and tasks (what the MoD can credibly do and 

contribute). 

Thereafter, the possible MoD capabilities, instruments, and tasks will be 

discussed from the perspective of what is available, what should (and could) 

be developed, and the ‘carry out’ aspect, including ethical judgements, as-

sessments, and decisions that need to be made.

5.11  �What a Ministry of Defence Can 
Contribute to Holistic Governance and 
Security in the Information Sphere

A number of possible examples/areas of MoD contribution to Holistic Govern-

ance and Security in the Information Sphere can be identified: 

• National Information-Environment Picture (NIEP)

• All-Source Fusion & Prioritised Threat & Vulnerability Assessments (TVAs)

• Crisis Narrative Cell/National Security or Defence Communications

(strategic communication)

• Public Advisory System

• Platform & Media Liaison (limited to issues related to national security)

• Sector Hardening Programs

• Rapid Support Cadres

• Exercises & Drills (“hybridity blizzards”)

• Education, Training & Awareness

• Standards, Tooling & Procurement Enablement

• International Alignment & Lift

• Recipient-Informed Improvement (closed loop)
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•	 Community & Local-Leader Networks

•	 Operational Research & Experimentation

•	 Outcome-Centred Metrics

5.12  �Ethical-Legal Decision Framework  
(“Could/Should/Carry Out”)

The development and use of any tool – including those outlined above – can 

be assessed in an Ethical-Legal Decision Framework (“Could/Should/Carry 

Out”). The framework above outlines MoD:

•	 Capabilities,

•	 Instruments and 

•	 Tasks.

These now need to be separated into:

•	 available,

•	 should (and) could, and 

•	 the “carry out” aspect, 

including the ethical judgements, assessments, and decisions that need to 

be made. One thing is what we could do, and another is what we should do. 

For a liberal Western democracy like Austria, the decisive test is not only 

whether we can act but also whether actions are ethically and legally defen-

sible, proportionate, and consistent with our values; this is what separates 

us from authoritarian adversaries such as Russia or Iran. Legitimacy – not 

just effectiveness – is a strategic advantage. If we adopt the same tools and 

tactics as our adversaries, we risk winning the contest while forfeiting what 

we seek to protect. The real question, therefore, is arguably not how far we 

can go, but how far we should go.

This question applies whether a measure is known to the public or undertaken 

in secret. While not every action needs to be public, every action must be 

ethically and legally defensible; secrecy may alter how measures are carried 

out; secrecy may alter if a tool is used or measure carried out, but the question 

how far we should go remains as relevant.
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More concretely, we here propose a triad of questions to formalise the frame-

work into tools (see Table 3):

1. COULD: could the tool be developed? Here there is a need for a

legality and feasibility check; is it feasible for a small state, and can it

be done within existing legal frameworks and mandates? If not, is that
by design and purpose, or can it be changed?

2. SHOULD: should the tool be developed? Here a layer of ethics, values,

reputational risk, and second-order effects needs to be added, and

questions asked and pondered. This applies both to capabilities that

the MoD already has and to new capabilities it considers or should

consider acquiring.

3. CARRY OUT: shift focus to the actual authorisation and implementation

phase of the tool. Here the authorisation chain becomes important,

including questions about transparency levels (public/attributed/unat-

tributed) as well as safeguards and logging (including oversight).

More concretely, the ‘carry out’ phase should always include asking the fol-

lowing three questions before developing any tool, wielding an instrument, 

or fulfilling a task:

• Are we allowed to do this?

• Should we do this?

• If we should and can, do we need special permission

or a change e.g., in laws, funding, or staff?

A recurring concern that should be mentioned in relation to building cogni-

tive security is the risk of ‘securitisation of society’. There is a risk that an 

expanded security framing will gradually normalise exceptional measures, blur 

the boundary between defence and domestic governance, and shift everyday 

democratic life towards suspicion and control. If measures intended to protect 

citizens are perceived as surveillance, propaganda, or political policing, they 

can erode trust in public institutions, chill legitimate speech, and deepen po-

larisation – thereby creating the very vulnerabilities that cognitive operations 

seek to exploit. In the cognitive domain, legitimacy is not a constraint external 

to security; it is a core security asset that adversaries actively target.

To manage these risks, measures should be designed around clear boundaries 

and safeguards, including tests of necessity and proportionality and – not 

least – the separation between capability development and employment 
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(‘could/should/carry out’). Independent oversight is important, including 

parliamentary, judicial, and data-protection scrutiny, and transparency and 

auditability need to be ensured where possible. It is also important to take 

data minimisation and retention rules into account, alongside purpose limi-

tation, access controls, and documented authorisation chains. A preference 

for enabling measures (preparedness, coordination, trusted communication, 

education and inoculation) should normally be maintained over coercive inter-

ventions, even where deterrence requires credible offensive capabilities. The 

latter should be developed, held, and governed in ways that prevent routine 

domestic application and ensure strict authorisation, logging, and review. 

In practice, the credibility of cognitive security policy depends not only on 

effectiveness against adversaries, but on sustained public confidence that the 

state is protecting democratic space rather than shrinking it.

Triad for formalising the proposed framework into a tool

Could? legality & feasibility checks

Should? ethics, values, reputational risk, second-order effects

Carry Out? authorisation chain, transparency level (public/
attributed/unattributed), safeguards & logging 
(including oversight), other organisational changes

Table 3: Triad for proposed formalising the proposed framework into a tool

Having set out the ethical–legal challenge, the next step is to outline a practical 

tool/ structured framework for assessing the role of the Ministry of Defence 

to support decision-making. This model organises  

•	 capabilities, 

•	 instruments, and  

•	 tasks into three stages: 

what is available, what the MoD should (and could) employ, and what it should 

actually carry out.
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5.13  Capacity-instruments-task model for MoD

Against authoritarian adversaries who recognise few limits, liberal democracies 

must manage defence contributions according to different standards. A Ministry 

of Defence must know not only what it can do, but also what it should do – and 

what it must not do if it is to preserve the values it seeks to defend. To make 

this distinction operational, we present a framework that organises MoD  

•	 capabilities, 

•	 instruments, and 

•	 tasks into three stages: 

what is available, what should (and could) be developed and employed, and 

what should – or should not – be carried out (see Table 4).

This model is deliberately neutral with regard to specific countries or ethical 

judgements; it does not prescribe particular choices. It is not the role of 

researchers to decide what a Ministry of Defence should or should not do. 

Those decisions belong to the MoD itself, acting within its mandate, national 

law, and democratic oversight. However, as outlined above, the questions must 

be asked: what is desirable, what is appropriate, and what is defensible? The 

framework is intended as a structured way of asking those questions, and as 

an enabler of more transparent and legitimate decision-making.

Ultimately, effective defence against hybrid threats, cognitive warfare, and 

information operations depends not just on the tools a state has at its disposal, 

but on how it chooses to use them. Whether or not a measure is adopted in 

the end is the responsibility of the Ministry of Defence. From our perspective, 

the critical issue is that the questions are posed, debated, and answered within 

a clear ethical and legal framework – not what any single answer may be.

Capability Instrument Task

Available  
(current practice)

Strategic communication 
about public policy. Abil-
ity to warn public about 
threats.

Free or low-cost analysis 
tools, official accounts, 
annual report about 
national security threats

Analysing and informing 
public opinion about 
security issues

Should 
& could?

“Shaping” the debate: 
Develop a strategic 
analytical capability, 
track main debates, & 
proactive engagement 
with main voices. 

Corporate-level analysis 
tools, work (including 
payments) with influ-
encers & intermediaries. 
More visible profile for 
some figures within MOD.

Analyse social media 
discourse and sentiment 
and intervene with facts 
(sometimes through 
intermediaries) where 
appropriate.
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Such a tool could be used to weigh up many issues about the future direction 

of the MoD in relation to more proactively protecting the country from hybrid 

threats. For example, topics to weigh up could include:

Could/should the MOD (perhaps in partnership with other institutions) …

• Develop a national information campaign (with before/after measurement)

about the will to defend/spirit of resistance. Perhaps with a focus on

minority groups in Austria who traditionally do not engage with the MoD.

• National effort to explain the wider societal role of the MoD (“More than

War”) in schools and particularly as a career path.

• Convene key nongovernmental societal actors with closed-door brief-

ings about hybrid threats relevant to their sectors.

• Develop a series of position papers outlining the MoD’s view on dif-

ferent forms of hybrid threats (as a more specialised complement to

annual security risks reporting). Could be an indirect focus (i.e. “trends

in Europe that Austrians should be aware of”).

• Conduct a society-wide information campaign about certain themes under

the hybrid umbrella (e.g. a focus on risks to critical infrastructure from sab-

otage, or on how certain behaviours fuel transnational organised crime).

• Approach universities about security threats to the research sector from

hostile states (e.g., dual use, IP exfiltration, undue influence, espionage).

• Train NGOs, journalists, and researchers in open source analysis cen-

tred on hybrid, explaining the MoD’s role in this work more clearly and

offering points of contact.

• Run simulations and exercises to test response capabilities to hybrid

threats. Use simple tools such as MoD-branded card decks (hybrid

threat attack and response gaming) to support engagement.

Capability Instrument Task

Carry Out
(Ethical considerations)

Continuous scanning of 
the information envi-
ronment to understand 
debate could be seen as 
eavesdropping & undue 
influence over public 
policy. 

Are we allowed to do 
this? Should we do this? 
If we should and can, but 
it is against regulations 
and laws, should we do it 
anyway?

What new permissions, 
resources are required? 
E.g. exceptions from
GDPR. Who should we
partner with?

Table 4: Weighing up the potential for the MoD to take a more 
proactive approach to public debates about the hybrid threat
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5.14  Target audience 

Which target audiences should the MOD address with its measures?

So far, we have developed the idea of a MoD acting as a centre of excellence 

within national and international systems of stakeholders that encompass 

the whole-of-society. Note that from this perspective, the idea of “audience” 

and “stakeholder” become interchangeable; audiences must be perceived as 

active players, valued partners, and genuine stakeholders in the work of the 

MoD. The natural question follows, which audiences should the MoD prioritise 

in this work?

Simultaneously, the MoD does not and should not have a comprehensive 

interaction with all audiences on all issues. Such partnerships can equally be 

characterised by what they are not. The MoD does not need to tell journalists 

how to report, the private sector how to sell things, or politicians how to 

govern. Within its areas of expertise, however, the MoD is an authority with 

unique perspectives to share.

At the most abstract level, these audiences can be grouped into types and 

issues, based on priorities. We suggest that an engagement plan be developed 

on the basis of an analysis of organisational priorities, stakeholder networks 

(MoD-internal, national, and external), needs as expressed by stakeholders, 

and gaps and vulnerabilities identified by the MoD throughout the network. 

For example:

• Analysis based on internal surveys may suggest that internal MoD

audiences (soldiers, commanders, civilians, reservists) differ in how they

understand and explain the MoD’s mission. An organisational priority

may therefore become a branding campaign centred on promoting a

sense of belonging based on a single identity for all internal audiences.

• Informal feedback from civil society groups may suggest that the MoD

is perceived as distant and uncommunicative. Based on MoD priorities,

individual staff could be tasked with building better relationships with

key partners based on mutual advantage (“we should talk!”).
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Defining the exact target audiences depends somewhat on the MoD’s objec-

tives, national culture, and long-term patterns of interaction. However, as a 

starting point, the following groups of audiences could be considered:

• Internal MoD audiences (extended members of the MoD community)

• National governmental audiences

(political level, departments, agencies, local government, etc)

• National civil society audiences (public, health,

youth, education, media, NGOs, CI operators, platforms)

• National private sector audiences

(industry, tech, security, critical infrastructure)

• International private sector audiences

(e.g. tech suppliers such as social media platforms)

• International specialist audiences

(allies/partners, diaspora, neutral/third-country)

• International adversarial audiences

(government, business, civil society, civilians in hostile countries)

Segmenting these broader groups into smaller targets reveals significant 

differences in modus. For example, within national audiences are both the 

political level and local government level, which obviously have to be handled 

very differently. We recommend developing an overarching strategy across the 

three questions covered in this chapter. This involves deciding on where the 

MoD can contribute within a holistic system, ensuring that the contribution is 

framed as a capability to be weighed up both ethically and pragmatically, and 

developing tailored approaches to different audiences/stakeholder groups.
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