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INTRODUCTION

This paper discusses the nature and role of military decision-making and command and
control as well as the nature and role of public policy-making (Figure 1). A strategic
framework has been developed for systemic planning and evaluation. This framework
supports the development of political, civilian, economic, and military domain-specific
instruction sets contained in a single intervention plan in one operational environment.
Military decision-making can be considered to be guided by cybernetic processes described
by an entity called the DOODA-loop. The Quality Function Deployment (QFD) approach has
been used to guide development of the Cupol™ system. Cupol™ provides a planning
environment that can support a practitioner in development a plan of action. This input
triggers activities in the Strategic Management System (STRATMAS®). A practitioner can
inspect the output from that system in order to determine the impact of a selected plan.

Military Decision-Making Involves Linked
Processes that can be Affected by Political
and Economic Considerations

Y

ThePolicy Cydelnvolves Enacting,
Implementing, and Changing L egislation in
Responseto Societal Needs

Y

Military and Civilian Concerns Can
Influence Policy Changes

Y

Case Study 1: Impact of Blue Force
Casudty Levds on Military Force
Deployment Policy

Case Study 2: Impact of Politica Disaffection on
Government Polides Aimed a& Reducing Societd
Leves of Deprivation and Disdfection

Y

Indicators and Warnings, Approximate
Reasoning, and Alert Status
Information Modds

Figure 1. A Systemic Approach is Needed for Fully-Integrated Civilian-Military
Policy- and Decision-Making.

Military Decision- and Policy-Making is generally embedded in an overall Civilian-based
Decision- and Policy-Making environment. Civilian controls generally set the boundaries for
military actions within the overall context of the wider society. The Policy Cycle represents
the activities involved in the production, modification, and termination of policies. This
paper reports on the development of a model of the Policy Cycle and its implementation in
STELLA™,
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Problems demanding government action can develop in the wider society that may lead to
the termination and/or change of existing policies. The nature and impact of those problems
on the policy-making process have been investigated by building and using relatively smple
Systems Dynamics-based models. Military and civilian concerns can create the need for
changes in policy. Relationships between the civilian policy cycle and problems arising from
military conflict and political disaffection have been examined in two Case Studies that have
involved building and using STELLA™ models. The Case Studies were undertaken to
provide an enhanced understanding of the dynamics and impacts of the interactions between
civilian and military policy-making and related activities.

The first Case Study provided a realization of the dynamics associated with the Policy
Cycle on the one hand, and a demonstration of how notional military concerns about
excessive casualties might be translated into an input to the Agenda Setting process of that
Cycle on the other hand. The second Case Study investigated the impact of political
disaffection on government policies aimed at reducing societal levels of deprivation and
disaffection. Political concerns could initiate Policy Cycle actions that might lead to policy
termination and/or policy change under appropriate circumstances. The political environment
represented the impact of deprivation of key societal resources such as food, potable water,
shelter, medical care, etc. on the level of disaffection in anotional population.

The third major section of this paper addresses the problems associated with the detection
of adverse conditions and the issuing of warnings to responsible political, military, and other
entities in an unambiguous manner. Identifying situations where some form of alert should be
issued, or a policy should be changed, for example, requires the assignment of some form of
warning or alert threshold for the situation as well as the development of appropriate
response activities, for example. The paper describes how methods from Fuzzy Set Theory
and Approximate Reasoning could be used to address the problem of detecting threats and
issuing warnings to government and other entities. Simple systems dynamics-based models
of the warning process are described and demonstrate the problems associated with the need
top issue unambiguous warnings in potentially dangerous situations.

MILITARY DECISION-MAKING INVOLVESLINKED PROCESSESTHAT CAN
BE AFFECTED BY POLITICAL AND ECONOMIC CONSIDERATIONS

A dtrategic framework has been developed for systemic planning and evaluation. This
framework supports the development of political, civilian, economic, and military domain-
specific instruction sets contained in a single intervention plan in one operationa
environment. By use of a systemic approach during decision modelling new phenomena in
the policy-making and planning domains have been identified and new procedures have been
developed. The approach permits making assessments of the dynamics, interactions, and
generative capabilities that a plan needs to consider. New systemically-developed and
analyzed phenomena can also be fitted into the developed framework.

The framework is intended to support the strategic decision-maker during sensemaking
activities that are involved with deciding ‘what to do’ and generating ‘how to do’ guidance
during planning activities. The facility should permit generate of the necessary instruction
sets directed at appropriate resources in order to sufficiently coordinate activities in time and
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space. New phenomena could also be integrated into the framework in order to enhance its
functionality and to accommodate more demanding and complex End-States desired by a
command entity.

INTRODUCTION: FROM DOODA TO STRATMAS®

Military decision-making can be considered to be an activity guided by cybernetic processes
that can be described by an entity called the DOODA-loop (Brehmer, 2007). This loop
involves. Observe, Orient, Decide and Act functions. Core functions in the DOODA-Ioop
include: (1). Data or information collection, (2). Sensemaking (devel oping a sense of ‘what’),
and (3). Planning (developing an understanding of how to solve a particular problem). These
three functions govern the decision-making process. Military decisions take affect through
the use of military facilities within the operational environment. An integrated and systemic
approach to civilian decision-making has emerged from the automobile industry since 1948.
The approach, known as Quality Function Deployment (QFD) (Mazur, 2003), also involves
three major functions: (i). Market investigation with customer interviews, (ii). Analysis of
those data to determine what has to be done, and (iii) How to resolve the identified issues
with the company’ s resources. The QFD approach has been used to guide development of the
Cupol ™ system. Cupol ™ provides a planning environment that can support a practitioner in
the development of a plan of action. This input triggers the Strategic Management System
(STRATMASP). A practitioner can inspect the output from that system in order to determine
the impact of the selected plan.

Comprehensive Approaches (CA) are defined as:

“Commonly understood principles and collaborative processes that enhance
the likelihood of favourable and enduring outcomes within a particular
situation”

JDN 4/05, 1-5

The comprehensive planning of operations must involve consideration of both civilian
and military impacts on the overall operational environment. Control theory can provide
analytical guidance to determine how planned activities can influence both an adversary as
well as a civilian society in that environment. Control theory used in planning can also help
to define the relation between identified end-states and the civilian and military choice of
resources and the issuing of orders. Development of comprehensive plans for civilian and
military intervention operations providing aid and security require use of an appropriate
framework in order to support integrated planning.

The framework-based approach developed by the Authors and their colleagues uses
military DOODA-loop and the Civilian QFD approaches and appropriate software tools to
create the Cupol™ facility. By using civilian and military data about an identified country
within the STRATMAS® software environment, analysts can follow the dynamic, time-
dependent, development of that country. Civilian and military policy-makers can use
Cupol™ software during planning. As comprehensive operational planning activities are
developed, Cupol™ reformats data and plan-based information into a tactical language set
called TacLan. This set serves as input to the simulation contained in the software tool
STRATMASP®. Visudization of collected data as well as simulated effect indicators
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generated by STRATMAS® or other model-based systems permits a comparison of civilian
and military activities to be made. The framework allows civilian and military staffs to
systematically plan activities in order to meet desired End-States. These activities have
provided the basis for production of a more fully-integrated conceptual environment for
civilian and military policy-making. A systemic analysis of the Policy Cycle is introduced in
the second major section of this paper. Knowledge gained from use of the framework may
provide new understanding that can guide development of Policy Cycle concepts.

WHAT IS THE DOODA-LOOP?

The DOODA-loop describes how military decision-making can support military activities. It
Is based on OODA Loop described by Boyd combined with dynamic decision-making
capabilities. This has resulted in defining data collection, sensemaking, and planning
functions. Boyd, who was a fighter pilot, Observed his environment, Oriented his plane
towards target, made a Decision that lead to Action in the sky. Decisions are choices between
perceived alternatives. Dynamic decision-making assumes a series of dependent decisions, a
latter decision depending on situation that have been generated in response to actions made in
response to earlier decisions (Thunholm, 2000)

The environment within which decisions are made influences, and is influenced by
actions caused by decision-based actions. Under these circumstances, decisions are
dependant on previous decisions. In some situations the situation appears to be recognizable
and choices can be made relatively rapidly. However, creating awareness of the situation in a
strategic intervention operation before the nature of a mission has been defined requires
relatively elaborate decision-making procedures. The Dynamic Observe, Orient, Decide, and
Act (DOODA) process has been suggested to reflect the activities in all military command
and control loops (Figure 2) (Brehmer, 2007). Under such circumstances, the three functions:
data collection, sensemaking, and planning can be applied in different military decision-

making procedures.
/ Order
S TENg \
Jdissio f /Y 1|

complished Military activity

Sensemaking

Data collection

Effects

Figure 2: The DOODA-loop (After: Brehmer, 2007).

If these three functions are applied to the NATO Guidelines for Operational Planning
(GOP) final revision 1, June 2005 or NATO EBAO or US FM 3-24/MCWP 3-33.5 dl acting
as a BLUE actor, it should be possible to recognize the three different functions defined by
the DOODA-Ioop. In the case of the existing NATO GORP, the data collection function, data
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is documented in three NATO approved documents. These are the triggering documents at
the strategically political level North Atlantic Council (NAC). They receive the following
entities: (1). The MC 161 series— NATO’s Genera Intelligence Estimate, (2). The MC 165
series — Military-related Scientific and Technological Trends, and (3). The MC 166 series —
NATO’s Indication and Warning System.

A chain of command is proposed in the NATO Effect Based Approach Operation
(EBAO) version 4.2 Pre-Doctrinal EBAO Handbook page 14. The political entity, the North
Atlantic Council (NAC), issues the planning products NATO End-State, Objectives, and
Effects to the Strategic Military level. However the Pre-Doctrinal handbook does not
specifically define in the current handbook any triggering and received MC documents to the
NAC. In any event, it can be assumed that similar documents are received and trigger NAC
actions. Based on NAC-produced planning products, NATO End-State, Objectives, and
Effects, the Supreme Allied Command Europe (SACEUR) defines the military Mission,
Military Objectives, Effects, and develops the Actions.

The Handbook proposes further that the Joint Forces Commander at the Operational
Level that receives SACEUR’s documents and develops the appropriate military JFC Task
list. In total five major planning products have now been developed. The data collection
function issuing the MC documents about the country and political agenda statements starts
sensemaking and planning functions to produce three documents. the End-State, Objective,
and Effects at the NAC level. Activities at the Joint Force Commander (JFC) make sense out
of received Mission, Military Objectives, Effects and Actions, the list of military ‘what to do’
activities and generates ‘how to accomplish’ a Task list. The military operational decision
level tries to make sense out of triggering MC-like documents together with Supreme Allied
Commander Europe's (SACEUR’s) documents and generate a Task-list that achieves the
desired military End-State.

At the proposed tactical decision level the Component Commander sensemaking
activities are based on the following products. Mission, Objectives, Effects, Actions, and
Tasks. This leads to the issuing of Mission and Task-List information to the subordinate
tactical execution level involving Land, Naval, and Air Forces. This flow of work conducted
on the military side defines step-by-step identified items that are to be received and issued to
others.

Historical development and practice assumes the nature of the personnel located at each
decision level. For specific types of war, crises, or operations other then war, NATO has
written down its experience and defined Mission Essential Components (MEC) and Tasks.
Given that a SACEUR-developed Action has been made, the sensemaking function in
DOODA-lIoop at JFC decision level will generate the Task-List. If military resources are
defined and areal organizational chart exists at this time in the planning activity then military
units would receive specific orders to deploy. Units with an order produce a Task activity
aimed at satisfying the activity. Tasks cause events to take place in a specified operational
area. Cascaded planning approaches (Vego, 1996) can be used to minimize the time needed
at the three decision levels to develop sense, to generate documents without compromising
detail, and to leverage consistency in issued planning documents within an area of concern.

Military practitioners contribute at every decision level during their decision modeling
processes in order to produce products for the comprehensive intervention plan. It is assumed
that consistency is preserved between decision levels. Each level is therefore analyzing
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higher-level command products and the operational environment and making sense out of
those inputs. By documenting the anaysis in cause-and-effect relationships in the
environment as well as known tasks, military practitioners can synthesize their military plans.
Those plans aim to transform an initial state into a condition of long-term order despite the
fact that chaotic events may occur transiently in planned operations.

These descriptions have outlined some of the processes involved in the command and
control and operational deployment of military forces. Increasingly in situations, such as
those in Irag and Afghanistan, military forces and civilian entities are required to work
together comprehensively in an area of interest to obtain a more coordinated intervention
plan that can be executed with higher yields and at lower costs. However, it is apparent that
civilian organizations do not generally plan, execute, or assess their awareness as undertaken
by military organizations (Christensson, 2003 and 2004). They do not educate or train their
personnel either internally, or in coordination with other organizations. Civilian organizations
may be unprepared to respond to unexpected events. They may lack robust links with other
organizations. Many civilian organizations appear to take pride in the fact that they do not
undertake planning for operations with military forces. However, since a mgor goa of
interventions in failed and failing states is the so-called winning-of-hearts-and-minds then a
comprehensive planning activity involving coordinated military and civilian activities would
appear to be necessary. Such comprehensive planning requires the use of decision-making
activities that can be owned by and shared with politicians, diplomats, governmental
organizations, non-governmental organizations, finance, industry and high ranked military
officers practitioners and that do not create excessive violation of the basic traditions of
specific organizations.

QUALITY FUNCTION DEPLOYMENT (QFD) CAN SUPPORT
CIVILIAN AND MILITARY PLANNING

Traditional systematic civilian planning emerged during the aftermath of World War 11. With
a huge task ahead to rebuild the world, industry began to adopt systematic process to produce
products and services. Dr. Deming introduced his methods to the industry in Japan 1948
(Gustafsson, 1998). During 1950 and 1960 the methodology was adopted in product-
producing industries. The automobile industry further developed the approach driven by the
need to introduce new car models too the market and be able to build cars with quality and
have quality in the manufacturing process. The QFD approach was named and substantially
improved by the work of Akao (1983). In Sweden QFD was adopted in 1988 by Volvo PV.
QFD was further developed and applied to the service sector. This improved, for example,
activities by Pharmacia, SAAB Automobile, SKF, Whirlpool, and hospital process by
focusing on customer needs and how services could be produced with allocated resources and
with required levels of quality.

In the framework described in this paper, the customers are the people inside the failed or
failing state. Comprehensive planning is about identifying what needs exist and how the
correct level and type of resources could be obtained and distributed in order to meet
identified needs at each theme. The framework identifies the needs of countries and sorts
those needs into something similar to the Maslow Hierarchy of Needs involving proposed
Environmental, Societal, Economic, Governance, and Political Themes.
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The Maslow basic five-layer hierarchy for the needs of human beings is compared to
proposed six-themes-based preliminary model for a country (Figure 3) (Christensson, 2005).
The Maslow psychological layer is proposed to consist of an ENVIRONMENTAL theme
involving physical object factions, actors and a second QUALITY OF LIFE theme involving

| the physical needs factions actors. The Madow safety indicator is sorted into
QUALITY OF LIFE and ECONOMICAL themes. The Maslow love/belonging layer is
represented by the proposed SOCIETAL theme. Maslow esteem layer
part of ECONOMICAL theme and GOVERNANCE theme. Maslow Self-
actualization layer is the proposed theme.
Planning generatesth¢ Political| Civil | Economical | Military | Measures of
HOWSsto in each Space | Space Space Space Effectiveness
engagement space MoE (PV)
Sensenmeking A
GivesWHAT WHAT<->HOW
themes to do
Politica WHY
Governance WHY | WHY |  WHY
Economicd WHY
Societd WHY | WHY
Life Quality WHY [ WHY v
Environment - WHY B \WHY
Measures of
Performance
(MoP)

Figure 3: Using Quality Function Deployment (QFD) at the strategic decision level.

« The ENVIRONMENTAL theme represents basic existence and the affiliations
for ethnic and religious actors and other constraints in the environment that
lead to location-specific population density distributions.

 The QUALITY OF LIFE theme represents the availability of water, food,
shelter, medicine, and other necessities.

* The SOCIETAL theme represents the relationships, affiliations, and levels of
tension and violence between different groups and factions.

*  The ECONOMICAL theme represents the economic processes, markets, and
related activities at work in an area of interest.

» The GOVERNANCE theme represents the different administrative and
bureaucratic processes at work.

 The POLITICAL theme represents the nature of the political processes
involving interactions within and between factions and between different
country, state, and non-state entities.

Six themes or country sectors are listed in capital letters, each of them has a set of
indicators. These theme-based indicators will change their value over time, and at
geographical location. Collecting data about country from open sources or in restricted
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documents like NATO MC's, give indication from specific location, a province or for the
country as awhole. In proposed framework the simulation software STRATMAS® displays a
subset of indicators of behavior as process variables (PV). Country simulation activities
change the values of the PVs over time and the results can be displayed as line graphs or as
colored country maps. Figure 3 lists each theme in the first column, at the left. One theme
may contain several effects. For each listed effect to obtain or to concentrate on, several
indicators can serve as measures of effectiveness. Practitioner lists them on opposite side of
the effects as normally is done in QFD at the right in Figure 3. Effects can be linked to
actions with a why-link that may contain assigned priorities. There is a need to indicate the
different possible responses of factions to particular actions. Control theory and the concept
of embedded command and control can provide new insight into possible entity behavior.

EMBEDDED OPERATIONAL COMMAND AND CONTROL

Embedded command and control (EC?) describes the impact of command and control
embedded within an environment of interest. In our case the command and control function
in the organization is embedded in an operational environment. Embedded command and
control can be studied in three different approaches. Cybernetics, control theory and
experimental mathematics, and model-based scenario-driven exercises. These approaches
assume that an intervention can be described in cybernetic terms (Ashby, 1957).
Organizations and the environment can be described as dynamic systems with state-variables
and modelled with the application of control theory. This approach is not new Thuve (2003
and Farrel (2005) have studied interventions using cybernetic assumptions. Control theory
gives embedded command and control an analytical framework with which to reason and can
be further explored if a mathematical representation of the environment and controlling
entities exist. The behavior of organizations and environments has been modeled with the aid
of control theory. In the proposed framework the modeled system, its entities, behavior of
adversaries and societal economic behavior for the different factions was a difficult and time-
consuming process to model with sufficient accuracy. Experimental mathematical techniques
with representations of controlling mechanisms and adversarial behavior have been used
(see: Dockery and Woodcock, 1993). The stepwise modeling process with analysis and
synthesis resulted in the production of a computer program (Christensson, 2004). In the third
approach to the study of EC? four different explorative exercises were performed:
Afghanistan exercises were undertaken in 2003, 2006, and 2007; and an Iraq exercise in
2004. In those exercises actual practitioners including politicians, diplomats, governmental
organizations, non-governmental organizations, finance, industry and senior military officers
participated. They were exposed to a mix of different scenario types to which they developed
plans for Blue, Red, or Green entities. A small Swedish command post of the future, the
ROLF staff, aswell as larger international operational staffs used the proposed framework.

A CONTROL THEORY-BASED APPROACH TO INTERVENTION

Asthe NATO EBAO Pre-doctrinal handbook states End-State, Objectives, Effects are issued
by political decision level entities. Actions are issued by the military strategic level, Tasks are
issued by the JFC and constitute the military intervening system C (Figure 4). C performs on
a sub-system B of the country system A. Control Theory reasoning tells that C needs to
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observe and measure sufficient parts of A if C are to observe A. Control theory tells also that
C needs to have the necessary actions to control A towards the desired End-State. The
intervening system C needs indicators of A that sufficiently measure A changes over time
and at relevant locations. C needs as well to measure its performance as activities proceed.
To convey command and control the intervening organization C needs to measure country
A’s state change in B, and be able to sufficiently affect country A states. B can never be the
whole A but may be a sufficient part of A. C can never control A completely but can control
parts of that entity.

Figure 4: The letter A represents the country, C the intervening side and B is a subset
of country A inwhich C performs.

To sufficiently measure the necessary state in ‘our’ country there is a need to find
appropriate indicators (Christensson, 2004). If A isto be controlled to generate intrastate-
change, there is a need for appropriate affecting mechanisms in C (Christensson, 2003). To
obtain measurement and control in B described in Figure 4, equation 1 needs to describe at
least six different sectors or themes as science in public policy and military intelligence
defines as the relevant themes involved in the dynamics of failing state entities. For
mathematical and practical reasons a proposed listing of these six sectors or themes follows a
Maslow-like structure. This leads to equations (1) and (2).

dx(t)=F{ Pol(x(t)), Gov(x(t)), Econ(x(t)), Soc(x(t)), QoL (x(t)), Env(x(t)), u(t)}dt (1)
Y (t)=G{ CGo(x(t)), Eco(x(t)), NGO(x(t)), Mil(x(t)), u(t)} (2

To define the G{..} function in equation 2, compare aso Figure 3 above, it isimportant
to look at country A again and find out how the BLUE entity engages its actors in civilian
govenance support, economic acts, non-governmental organizational support, and military
actions in country A and B. This with the assumption that intervening Blue side in part C,
affects country A and so does an adversarial Red side. In country A, the Green side, an allied
side, is also present and tries to control a failing society with Green side's resources. The
Blue side has al planning facilities in place that define u(t) in equation 2 above. If we use
Effect Based Thinking (Farrel, 2005) and represent a Red actor operating in the same country
A, thisis shown in Figure 5. For the purpose of clarity, a Green actors block is not included
in Figure 5. However, the Green side can be easily reconstructed in block schema
representing the contributing entitiesin Figure 5.

Control Theory reasoning in two cases may clarify the situation. In the first case we just
observe and measure Env(x(t)) in B, equation 1. This measures adversary Red, geographical,
metrological changes. All engagement spaces in equation 2 are present. Still A contains all
six themes, but F{..} isjust Env(x(t)) in B, Adversary Red act in Env(x(t)) generating change
in Env(x(t)) as well as the other themes in A but we do not measure them. Consequentially
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we are then not able to observe A with F{..}. B is not a sufficient representation of A. Then
we will not have F{ ..} sufficiently and necessary representation of A to control towards End-
State, objectives and effects with u(t). In the other case A is represented in B with all themes
in F{..} but C hold just military engagement space, thiswill not either give a sufficient means
in B, according to control theory. It will not lead to obtain our End-State, Objectives, and
Effectsin u(t) either.

Blue
Planning
Blue Blue
Assessment Execution

Operational Environment '.
} in Country A

Red Red
Assessment Execution
Red

‘ Planning

Figure 5: Effects-Based Thinking applied to two actors, Blue and Red.

To fully use control theory for the comprehensive planning of A, B needs to be
sufficiently well represented in F{ ..}, and C should hold the necessary engagements spaces in
G{..} (Figure 4). This motivates to model country A with more than just military causes-and-
effects. In the proposed framework this difficult and time-consuming task has resulted in a
simulation software with six themes and their process variables (PV) that has been integrated
with Cupol™ software, a QFD-based facility for planning. In this case, C could
systematically inject control actionsin to the entity B.

THE FRAMEWORK INTEGRATES DECISION-MAKING
PROCEDURES AND SOFTWARE

Open-source and intelligence data for indicators can be entered into the proposed framework,
(Figure 6). Historical and new data are of importance for reporting. Change in indicator
values that exceed a threshold value or exhibit unfavourable behavior can trigger planning.
Practitioners can inspect data entered into the Framework as well as model-generated
changes to key model-related properties.

In the DOODA-loop or QFD approach described above, the proposed planning concept
implemented in the framework (Figure 6) leverages a comprehensive planning approach and
includes the EBAO pre-doctrinal handbook or other goal setting planning procedures. A
political decision level perceiving the triggering indicators reports are indicating is supported
a step 1 in Figure 6. Political practitioners using the Cupol™ software issue End-State,
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Objectives and in step 2 the Effects. Actors in the Civilian Government, Economics, Non
Government Organisations, and Military engagement spaces ideally® add their strategic
contributions actions or activities in step 3 in Cupol ™. Actors then develop at step 4 their
appropriate Task-lists that support their actions or activities. Actors know what resources
they can deploy and in step 5 appropriate orders can be assigned and entered in Cupol ™.
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Figure 6: Graph of the Framework for integrating civil and military processes.

Since Cupol™ supports multiple practitioners distributed at different sites this provides
for cascaded use during decision modeling of the plan. As planning products are developed
and saved other distributed users can inspect the current version of the plan. As the actor
matures and fulfils entered orders in step 5, Cupol ™ reformats the stated plan into a tactical
language, TacLan, file in step 7. This file summarizes data about the operational area, all
sides ‘actors' their choices of resources and orders. Practitioners can by a keystroke choose
any of the six theme process variables (PV). They can inspect at the time-dependent or
spatial, map-based colouring. The simulation plots the PV changes as a geographic colored
map (see Figure 8) and as line graphs (Figures 9 and 10). Because of the complexity of the
engagement space of each actor, Cupol™ allows each actor to produce their results at
different times.

As described above, each side and their actors mature their activities to step 7 where they
generate a TacLan file. The proposed Framework alows actors to test other resource
functionalities. They may engage different orders, time, and location attributes either
manually or automatically. The purpose for this capability is to give practitioners a
perception of the outcome of their plans within the chaotic, nonlinear feedback loops that
exist in reality, mimicking entity B, Figure 4 with the simulation STRATMAS®. Such
capabilities have enabled the Multi-National Exercise version 4, MNE 4 practitioners to vary

! Ideally because there is no tradition to take a common direction from strategic decision level and lesser

tradition to co-ordinately develop actions that are aware of others engagement spaces.
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their plan attributes in response to the results obtained from execution of earlier plans. Based
on this experimentation, four different loops were identified. Each loop guided a specific
decision level. Clarification of these matters can be obtained from a comparison of steps in
the proposed Framework (Figure 6) with actual identified input-output-related behavioral
loops. A tactical loop varying resources and orders attributes with given tasks loops at step 8
back to step 5. A second Joint Force Commanders loop, varying in the Tasks-list with given
Actionslooping at step 10 back to step 4. Third Strategic actors level with a given effects and
looping at step 12 back to step 3.

The proposed framework, shown in Figure 6, supports comprehensive planning from step
1 through step 7 with Cupol ™ software. Thisis a deductive process. It utilizes the DOODA-
loop concepts. First practitioner sense is made based upon generating time-dependent
changes in theme-based indicators and understanding the nature of their cause and effect
relationships . In the second major section of this paper we show the dynamic
implication of addressing problems by placing them on a political agenda. Rightly stated
End-State, Objectives, and Effects defined by politicians is the mission that starts DOODA.-
loop and QFD approach planning. Each actor is now faced with own as well as others lists of
what to do. In the QFD approach an actor develop their contributing actions/activities to meet
failing states factions needs in step 3, Figure 6 above. Blue side’s actors know how they
measure their performance and if needed they develop them further in step 4.

A military actor, such as SACEUR, following the NATO EBAO Pre-Doctrinal handbook
is suggested to develop the military activities. It is further suggested that the military Joint
Force Commander (JFC) at operationa decision level in step 4 develop the Task-list and in
step 5 develops the orders. A JFC participating in a comprehensive planning has to know at
some point what type units he can deploy into the operational area and what specific units
should be engaged at specific locations and times.

Other actors such as politicians and diplomats, civilian actors such as entrepreneurs in
road and rail communication, economical actors such as the World Bank or International
Monetary Fund need to develop their activities to meet ‘how to do’ and link thisto ‘why they
do it" and to the agreed and clearly expressed ‘what to do’ listed as effects. They will aso
have their measures how they perform, compare step 4 in proposed framework Figure 6.
They know how they have allocated their resources out in the field. A field that is part of the
operational area B compare Figure 3 and links the themes into a webbed structure of causes
and effects.

The initial plan that now exists will with the varieties of different attributes in the five
different planning products be analyzed for risk and stability for the plan. Tactical and Joint
Force Commander loops back from step 8 to step 5 that can alter a unit’s, size, order choice
and time, and location attributes. Perceptual dynamics and possible alternative outcomes
were visualized by the time-dependent change in Process Variable values. The other loop
described above assumes that higher decision level outputs limit the span of variation and
will not be considered to change unless significant needs (expressed in terms of impact or
cost of performance) for such change are indicated. Figure 7 shows the tactical Commander’s
variation under the assumption of a given task from a Joint Force Commander.

A Cupol™ screen dump showing RED (adversary) and GREEN (allied) possible impact
on BLUE (we) plan is displayed in Figure 8. It is just BLUE's Effect number 008 and the
possible impact RED/GREEN plan Actions (lower box row) has on BLUE's Actions (upper
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boxes row) on stated END-State (gray box far right). Typically it is difficult to know the
RED or GREEN End-State, Objectives and Effects. We may generate possible
actiong/activities that counterbal ance the activities of the BLUE entity.

Figure 7: A MNE 4 screen-dump of the operational score for the Green Impact on
Blue Effect 008.

During planning in the proposed Framework (Figure 6, step 3), actions and activities are
generated and placed in the Cupol ™ drawing editor. A sequence of actions and activities was
created by placing those entities on the Line of Operation. Division of the entities into
clusters can create an overall planning graph, or operational score, with severa key phases.
In Figure 7 the plan is divided into the Diplomatic, Information, Military and Economy
phases, listed on the bottom of the screen-dump shown in Figure 7. The operational score
also has symbols signifying linked locations (the globe icon) and resources (the soldier-icon).
As Cupol™ reformats data into TacLan files this triggers the STRATMAS® software to
produce model-generated output. Figure 8 shows the initial deployment scene for Blue Effect
number 008 with Green Impact in the STRATMAS® client. At that time, a practitioner can
Start, Pause, and/or proceed with the simulation. Other ongoing simulations running in
parallel can be accessed and followed as they are progressing in order to compare outcomes
and undertake parallel investigations.

During the MNE 4 exercise, the cascades associated with the planning process including
the Tactical loop, JFC-loop, and actors-loop in the proposed Framework in Figure 6 were
tested. Tactical-loops with given tasks from JFC and different units and orders for locations,
deployment, and engagement duration sets were combined. Different orders assigned to
different units generated new TacLan files, and different corresponding PV values. Analysis
of the results obtained from different input conditions permitted the systematic modification
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of the planning facilities. Experimental conditions during MNE 4 did not permit tracing of
the result given at one decision level into the next decision level. Although, when well under
way during MNE 4, as practitioners experimented with the proposed framework a directive to
alter or add one additional effect at steps 3 through 12 was performed. This additional effect,
shown in Figure 8, was simulated as displayed in the PV-graph shown in Figure 10 compared
to the effects shown in Figure 9.

Figure 8: Client with TacLan.xml file loaded in the server.

Figure 8 shows a coloured map displayed in a STRATMAS®-client window. The colour
indicates to the user that the TacLan file import to the client and server is working correctly
together. The population density map for factions and the initial deployment positions for
water, food, shelter, medicine, and military teams are displayed. The TacLan file initiates the
client and the user or practitioner starts the simulation at Step 7 in the proposed Framework
shown in Figure 7. The simulation displays the output in terms of values of the Process
Variables (PV) based on the dynamics of the non-linear, complex feedback model-based
systems that represent the behavior of a modeled, synthetic, country.

By constructing two different TacLan files it is possible to generate two different sets of
PV vaues as shown in Figures 9 and 10. Figure 9, displays PV-graphs without any
RED/GREEN impact on the BLUE entities. Figure 10 displays the PV-graphs showing the
impact of the RED/GREEN entities on the BLUE entities. The process chart for proposed
Framework in Figure 6, displays the result of running through the Tactic-loop. This loop
elaborates the effects of adversary and allied actors in the country A that the BLUE side has
to take into consideration. Results generated by these activities may, in turn, generate the
need for a more detailed analysis of the activities taking place at the strategic actor decision
level, for example.
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Figure 9: Without RED/GREEN impact.

Figure 10: With RED/GREEN impact.

Based on the proposed framework outlined above, a more productive planning activity is
envisioned in which all sides could develop their plans within the Cupol™ - STRATMAS®
environments. Those environments would have permitted al individuals to compare plans
and develop Measures of Effectiveness (MOES) using process variable (PV)-related output
for the six different themes mentioned above. This would permit modification and updating
of definitions and actions, and the comparison of activities associated with the Tactical, JFC,
SACEUR and Political loops. With those enhancements, the usual wargaming procedures
would have been better incorporated and quantitative reasoning could have been supported
during gaming activities. They would have provided stronger capabilities for data anaysis
and also would have permitted an increase in the pace of model-driven activities.

THE POLICY CYCLE INVOLVESENACTING, IMPLEMENTING, AND
CHANGING LEGISLATION IN RESPONSE TO SOCIETAL NEEDS

Military Decision- and Policy-Making are generally embedded in an overall Civilian-based
Decision- and Policy-Making environment. Civilian controls and other processes generally
set the boundaries for military actions by defining policies and processes, identifying needs,
and allocating resources, etc., within the overall context of the wider society. The Policy
Cycle (Figure 11) represents the activities involved in the production, modification, and
termination of policies. This paper reports on the development of a model of the Policy
Cycle and its implementation in STELLA™, a commercially-available Systems Dynamics-
based software system. Problems demanding government action can develop in the wider
society that may lead to the termination and/or change of existing policies. The nature and
impact of those problems on the policy-making process have been investigated by building
and using relatively ssmple Systems Dynamics-based models.

Policy Cycles are activated in response to alerts and concerns (including military,
civilian, and other concerns) derived from actions within the overall society. Policy-making
can involve activities at the local, regional, national, and international levels including
NATO, the UN, the World Bank (WB), and the World Health Organization (WHO), for
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example. The following describes development and use of models that generate military and
political concerns for a notional government and trigger political actions resulting in the
change of existing policies on force deployment on the one hand, and satisfying societa
demands, on the other.

The Palicy Cycle

| Politica Conoernsl | Military Concerns |

Yy

| Stage VI: Policy T ermination

A Problem for Government |

I

1

| Economic Conoernsl | Medicd Concens |

| Stage V: Policy Change | | Stage |: Agenda Setting |

A Y

| Stage IV: Policy Evaduation | | Stage II: Policy Formulation |

A y

| Stage I1I: Policy Implementation |

Figure 11: The Policy Cycle involves trandating government problems into enacted
and implemented legislation which could be modified or terminated (Modified after
Lester and Stewart, 2000).

The main phases of the Policy Cycle have been identified by Lester and Stewart (2000)
and are outlined below. The Policy Cycle involves six major stages of activity (Figure 11).

o Stage I: Agenda Setting can involve creation of an agenda of activities in
which an identified problem for a government is discussed in some form of
public forum, or privately within the government itself. Private citizens,
interest groups, lobbyists, business and government entities, and others
generaly strive to define the agenda and control the discussions and other
activities. Agendas have been created to discuss medical policies, the control
of environmental pollution, and challenges created by terrorists, for example.

o Stage lI: Policy Formulation involves the translation of the results of the
agenda setting process into some form of legislation aimed at addressing the
identified government problem and the subsequent passage and enactment
into law of that legislation. These activities could lead to the enactment of new
laws that determine access to health care, define the maximum permitted
levels of environmental pollution, and laws aimed at protecting the public
from terrorist acts.

o Stage llI: Palicy Implementation involves bureaucratic and other processes
concerned with the translation of enacted legidation into mechanisms and
processes aimed at influencing societal change in the identified problem area.
Enacted laws could lead to new government processes for providing health
care, protecting the environment, and for regulating the movement of
individuals at the national borders, for example.
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o StagelV: Palicy Evaluation involves data collection, assessment, and analyses
to determine the effectiveness of the formulated and implemented |egislation.
Evaluation could examine the impact of the new legislation on the provision
of medical care, the levels of environmental pollution, and the number and
types of terrorist incidents to determine the effectiveness of the implemented
legidlation.

» Stage V: Policy Change involves identifying the need to change enacted
legislation and/or the methods if its implementation in order to increase its
effectiveness either in response to perceived failures or because of changing
societal needs and circumstances. Changes in policy could modify the ways
that medical care is delivered to the public, the methods for measuring
environmental pollutants, and the processing of individuals in transit at
national borders.

» Stage VI: Palicy Termination involves ending policies that have been assessed
as being outdated or inadequate. Policy termination could stop particular
methods and mechanisms of providing health care, measuring pollutants, and
processing individuals due to technical advances that render processes
described in enacted |egidlation obsolete and unresponsive to national needs.

MILITARY AND CIVILIAN CONCERNS CAN INFLUENCE
POLICY CHANGES

Military and civilian concerns can create the need for changes in policy. Relationships
between the civilian policy cycle and problems arising from military conflict and political
disaffection have been examined in two Case Studies that have involved building and using
STELLA™ models. The Case Studies were undertaken to provide an enhanced
understanding of the dynamics and impacts of the interactions between civilian and military
policy-making and related activities. Development and use of Prototype Systems Dynamics-
Based Models of the Policy Cycle in STELLA™ provides insight into the impact of the
responsiveness of bureaucratic processes on policy-driven actions and outcomes.

CASE STUDY 1: IMPACT OF BLUE FORCE CASUALTY LEVELS ON
MILITARY FORCE DEPLOYMENT POLICY

The first Case Study was undertaken to provide a realization of the potential dynamics
associated with the different stages of the Policy Cycle on the one hand, and to demonstrate
how notional military concerns about excessive casualties might be trandated into an input to
the Agenda Setting process of that Cycle. Military policy-making is based on the assumption
that the level of casualties suffered by a notional Blue Force in combat with a notional Red
Force would create concern for the political leadership for whom the Blue Force was engaged
in combat.

Information on Blue Force casualty levels and whether or not force attrition levels have
exceeded a policy-determined threshold would be provided to the political leadership. Blue
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Force casualty levels greater than a user-selected policy threshold could trigger activities in
the Policy Cycle. Those activities could cause policy changes and create the authority for the
deployment of additional Blue Force entities to continue the conflict against the Red Force.
Computer-based studies have demonstrated that the speed of the Policy Cycle and the
efficiency of the force deployment process determines the ability of a notional Blue Force
with high casualties to be reinforced in atimely manner.

Building a Systems Dynamics-based model with the STELLA™ software system
involves ‘dragging and dropping’ icons representing entities called stocks, flows, and
converters, for example, onto the working space provided by the software. These processes
have been used to create the Systems Dynamics representation of the Policy Cycle shown in
Figure 12. The Policy Cycle represented in Figure 11 consists of the following major
components. Policy Formulation, Implementation, Evaluation, Change and Termination.
These activities have been represented as separate stocks or reservoirs and the overall Policy
Cycle as aflow between those entities. Input to the Policy Cycle process is the agenda setting
activity, and the output is either a new policy or a terminated policy. It should be noted that
the model does not represent the development of particular policies involving text-based
descriptions and other information. Rather, the model represents the flow of influences that
are deemed to be representative of the flows of information within the overall Policy Cycle.

In this study of Policy Cycle dynamics, concern about the strength of the Blue
Forces (implemented as (Blue Concern)) drives the Agenda Setting process (Agend) and
provides input to the Policy Formulation (Formulate) process (Figure 12). A process taking
place at a rate determined by the value of the (BureauProcess) parameter drives the
Implementation (Implement) process. Policy Implementation drives the Policy Evaluation
process at a rate determined by the value of the (ImpleRte) parameter. Policy Evaluation
(Evaluation) drives the Policy Change Process (PolicyChange) at a rate determined by the
(PolEvalRte) parameter. New policies (NewPolicy) are created at a rate determined by the
value of the (PolChngeRte) parameter and policies are terminated (PolicyTerm) at a rate
determined by the value of the (Pol TermRte) parameter.

A matter of military concern has been created in order to produce notional militarily-
related agenda items and to drive the Policy Cycle. In this case a combat model based on the
principles of Lanchester Aimed Fire (Taylor, 1983, for example) involving notional combat
between notional Blue and Red Forces has been developed (Figure 13). Output from the
model provides a representation of the impact of Blue policies on force deployment against a
hostile Red Force. In this case, concern is raised for Policy-Makers when Blue Losses are
greater than a user-selected threshold (ThreshBlueWarn) value.

The Aimed Fire combat attrition model represents conflict between notional Blue and
Red Forces. Blue Force losses are equal to the strength of the Red Force multiplied by the
rate of Red Force attrition of that Force (BluAttrByRed) and Red Force losses are equal to
the Blue Force strength multiplied by the rate of Blue Force attrition of that Force
(RedattrByBlue) (Figure 13). Blue Force losses greater than a user-selected threshold
(ThreshBlueWarn) trigger the Policy Cycle to generate a new deployment policy. The
assumed input effectiveness of the new policy can be represented by the user-selected
(PolicyMult) parameter. Completely effective implementation is represented by a
(PolicyMult) parameter value of 1.0 units (100%); completely ineffective implementation by
a parameter of 0.0 units or 0%. In this case, adoption of the new policy leads to the
deployment of additional Blue Force troops for conflict against the Red Force adversary.
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Figure 12: Trandating the Policy Cycle into a Systems Dynamics model provides a
representation of the notional flow of information from an initial concern to the

termination of an existing policy and/or the establishment of a new policy.
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Figure 13: A combat model based on the principles of Lanchester Aimed Fire
Attrition (Taylor, 1983) provides an indication of the relative success of a notional
Blue Force in combat with a notional Red Force.

Two experiments were undertaken with the Policy Cycle-Combat Attrition Model
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described in Figures 12 and 13. Different settings of the model parameters were selected in
order to study the impact of different levels of responsiveness of the Policy Cycle process.
Results of these experiments are presented below.

1. Experiment 1: The Impact of Low-level Policy Cycle Responsiveness
(Figures 14, 15, and 16). Low level policy responsiveness was represented in
the model by setting the (BureauProcess), (ImpleRte), (PolEvaRte), and
(PolChangeRte) parameters equal to 0.1 units (or 1% per time step) out of a
maximum possible 1.0 units. The (PolicyMult) parameter was set at 0.5 units
or 50% effectiveness. The initial Blue Force strength was 1000 troops. The
initial Red Force strength was 500 troops.

The rate of attrition of Blue by Red (BluAttrByRed) was set at 0.05 units (or
5% per time step) and the rate of Red attrition by Blue (RedAttrByBlue) was
set at 0.01 units (or 1% per time step). The threshold level for providing a
warning to the civilian public policy establishment was a casualty level of
30% of the initial Blue Force strength of 1000 troops in these examples. An
additional experiment was performed in which the threshold warning level
was set at 80% casualties (see below) to investigate the impact of delayed
warning on the overall responsiveness of the political Policy Cycle process.
After a notional 100 time steps, model-based calculations indicate that the
abovementioned relatively unresponsive policy process had only authorized
deployment of an additiona 76 Blue troops. The Blue Force had been
completely destroyed with an overall loss of 1076 troops. The Red Force, by
contrast, had lost 279 troops and had 221 troops remaining (Figure 14).

Policy Cycle and Combat Impact Model
BureauPress PolEvalRte BluAttrByRed
(u) 010 (u) 0.10 (u) 0.05 -
ImpleRte PolChngeRte RedAttrByBlue
(u 0.10 - (u) 0.10 001
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[ Formulate | 10.00 w4 E [ NewPolicy | 5.04 w4 [ Blue Force | 0 na
A ——.
[ implement [ 908 »a Craphl [ PolicyChange | 0.90 &4 [ Blue Loss | 1,076 w4
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Figure 14: Control Panel and numerical data display for the Policy Cycle and Combat
Impact model. An unresponsive policy-making entity and relatively ineffective
military force deployment actions may not provide sufficient numbers of new Blue
Forces needed to counter an aggressive Red Force.
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Figure 15: Blue Force Attrition with 30% casualties can trigger Blue Force concern
that could lead to the potential deployment of additional Blue Forces against an
aggressive Red Force.
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Figure 16: Low rates of policy-making activity and notiona information flow can
prevent rapid deployment of additional Blue Forces against Red Forces. The
parameters remain at arelatively high level reflecting arelatively slow rate of flow of
notional information within the Policy Cycle model.

The pattern of Blue and Red Force attrition and the generation of a warning of
concern for Blue Force policy-makers is shown in Figure 15. Concern over
the level of Blue Force casualties is generated after some 12 or 13 time steps
(Trace 3). The relative unresponsiveness of the overall Policy Cycle is shown
in Figure 16. Model-generated values of the (Formulate), (Implement),
(Evaluation), and (PolicyChange) parameters increase to, and remain at,
relatively high values reflecting relatively slow movement of influences or
notional information through the Policy Cycle mechanisms due to the
relatively low settings of the (BureauProcess), (ImpleRte), (PolEvaRte), and
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(PolChangeRte) parameters, respectively, at 0.1 units as mentioned above.
Under these circumstances, the Blue Force, including the newly deployed
troops, istotally destroyed (Figure 15).

2. Experiment 2: The Impact of High-level Policy Cycle Responsiveness
(Figures 17, 18, and 19). A higher level of policy responsiveness was
represented in the model by setting the (BureauProcess), (ImpleRte),
(PolEvalRte), and (PolChangeRte) parameters equal to 0.7 units (70% per
time step) out of a maximum possible 1.0 units (Figure 17). The relatively
high values of the Policy Cycle parameters (Figure 18) represent a relatively
fast rate of flow of notional information within the Policy Cycle Model
compared with the larger amounts of notional information retained when the
rate of notional information flow was lower (Figure 16). In this Experiment,
two studies were undertaken to investigate the effect of increased efficiency of
trandating a new public policy into action through the deployment of new
Blue Force troops. In both studies, the initial Blue Force strength was 1000
troops; the initial Red Force Strength was 500 troops. The rate of attrition of
Blue by Red (BluAttrByRed) was set at 0.05 (5% per time step) and the rate
of Red attrition by Blue (RedAttrByBlue) was set at 0.01 (1% per time step).

i. Study 1. Low Public Policy Efficiency (Figures 19 and 20). The
(PolicyMult) parameter was set at 0.4 units, representing a 40%
efficiency in carrying out a new Force Deployment Policy. After 100
time steps, 544 new Blue troops have been deployed. Total Blue losses
are 1,271 and 273 Blue Force troops remained. Total Red losses were
377 with 123 remaining after 100 time steps. The outcome suggests of
Blue superiority over the adversarial Red Force, despite the fact that
the Blue Force had suffered more casualties than the Red Force.
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Figure 17: Studying the impact of increased policy-making activity and low-level
Blue Force deployment capability with (PolicyMult) = 40%.
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Figure 18: Increased Rates of Policy-making can support rapid deployment of
additional Blue Forces against Red Forces. The parameters remain at arelatively low
value reflecting arelatively fast rate of flow of notional information within the Policy
Cycle when the (BureauProcess), (ImpleRte), (PolEvaRte), and (PolChangeRte)
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parameters are set at 0.7 units.

Figure 19: Lower Level Blue Force Deployment Effectiveness can lead to a Marginal
Blue Force Victory with 273 Blue troops and 123 Red troops after 100 time steps.
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Study 2: High Blue Force Deployment Effectiveness (Figures 21 and

22). A higher level of Blue Force deployment effectiveness was
represented by setting the (PolicyMult) parameter at 1.0 units (100%
deployment efficiency). This increase resulted in a significant increase
the margin of the Blue Force victory over the Red Force. After 100
time steps, 1,360 new Blue troops have been deployed, 1,061 Blue
troops have been lost and 1,299 Blue troops remain. All 500 Red
troops have been lost in this engagement. Based on the results of these
two studies it is evident that higher levels of force deployment
effectiveness can have a marked impact on the outcome of the
modeled combat engagement. Deployment of a relatively large
number of new Blue Force troops in a timely manner results in the
complete destruction of the Red Force troops (Figures 21 and 22).
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Figure 20: Lower Level Blue Force Deployment Effectiveness can lead to a marginal
Blue Force Victory when PolicyMult = 0.4 (40% deployment efficiency).
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Figure 21: Increased Blue Force Deployment Effectiveness (PolicyMult = 1 (100%
deployment efficiency) can increase the margin of the Blue Force victory over the
Red Force, which has been completely destroyed.

3. Experiment 3: Impact of an 80% Blue Force Casualty Warning Threshold
(Figures 23 and 24). A third experiment investigated the impact of
increasing the warning threshold (ThreshBluwarn) from a 30% Blue
Force casualty rate to an 80% casualty rate. The higher threshold increased
risk and vulnerability and has very negative consequences. The model
parameters representing the flow of notional information (BureauProcess),
(ImpleRte), (PolEvalRte), and (PolChangeRte) were set at 0.7 units; and
the (PolicyMult) parameter was set at the maximum 1.0 units. The initia
Blue Force strength was 1000 troops and the initial Red Force Strength
was 500 troops. The rate of attrition of Blue by Red (BluAttrByRed) was
set at 0.05 units and the rate of Red attrition by Blue (RedAttrByBlue) was
set at 0.01 units.

In a previous experiment (Experiment 2, Study ii), use of a 30% casualty
warning threshold and these parameter values led to a clear victory for the
Blue Force (Figures 21 and 22). In this experiment with an 80% casualty
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threshold, the Red Force gains a victory over the Blue Force (Figures 23
and 24). Here 471 new Blue troops were deployed. 1,378 were lost, and 92
remained. Red losses were 286 troops with 214 remaining. Inspection of
Figure 24 reveals that Blue Force strength decreased to zero after 70 time
steps, and subsequently increased to 92 troops at 100 time steps. It is clear
that the Red Force would have claimed victory on or before 75 time steps,
perhaps at 60 time steps, and that the Blue force would have been defeated

under such conditions.
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Figure 22: Increased Blue Force Deployment Effectiveness (PolicyMult = 1) can lead
to asignificant Blue Force victory and the destruction of the Red Force.
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Figure 23: A casualty warning threshold of 80% of Blue Force casualties prevents an
adequate and timely civilian policy response to Blue Force losses.
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Figure 24: A casualty warning threshold of 80% casualties prevents atimely policy
response to Blue Force losses and Red Force defeats the Blue Force.

These model-building activities and experiments have demonstrated the impact of
unresponsive and inefficient policy-making and implementation activities associated with the
civilian oversight of a modeled military combat process. A model of the Policy Cycle
represents the flow of information from the identification of initial concern to the adoption of
anew policy or the termination of an existing policy. Situations in which the notional flow of
information within the modeled Policy Cycle environment takes place relatively slowly can
lead to a reduced or inappropriate level of policy response. The Policy Cycle and military
models also provide a representation of a measure that represented the assumed effectiveness
of policy implementation, Inefficient implement and deployment processes can increase the
vulnerability of deployed forces, and may result in their defeat while much more efficient
political Policy Cycle-related processes could have provided for a Blue Force victory.

CASE STUDY 2: IMPACT OF POLITICAL DISAFFECTION ON
GOVERNMENT POLICIES AIMED AT REDUCING SOCIETAL
LEVELS OF DEPRIVATION AND DISAFFECTION

The second Case Study investigated the impact of political disaffection on government
policies aimed at reducing societal levels of deprivation and disaffection. A slightly modified
version of the model of the Policy Cycle implemented in STELLA™ described above and
shown in Figure 12 was used in this Case Study. In this case, the military concern was
replaced by a political concern. Political concerns could initiate Policy Cycle actions that
might lead to policy termination and/or policy change under appropriate circumstances. The
political environment represented the impact of deprivation of key societal resources such as
food, potable water, shelter, medical care, etc. on the level of disaffection in a notional
population (Figure 25).

The STELLA™ implementation of deprivation-based political activities involved a
process of deprivation of affected individuals (Affected) taking place at a rate determined by
the (DepLvl) parameter (Figure 25). Disaffected individuals (Disaffected) could become
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affected by government actions aimed at increasing their level of satisfaction at a rate
determined by the (SatLvl) parameter. The process of forming affected individuals could also
be influenced by the adoption of a new policy (NewPolicy) at a level determined by the
(Policy Mult) parameter. The affection/disaffection model aso assumes the possibility that
disaffected individuals could become radicalized (RadicalLeaders) at a rate determined by
the (RadicalRte) parameter or recruited as untrained terrorists (UnTrainTerr) at a rate
determined by the (RecRte) parameter. The model contains a violence generation component.
In this case, notional violent events are generated when the percentage level of disaffection
(DissPct) rises above a user-selectable violence threshold (Viol Threshold). The overall level
of violence is determined by a user-selectable societal volatility parameter (Volatility).
Model-generated data on the total number (ViolEvntSumm) and scope (ViolenceSumm) of
the notional violent events generated by disaffected individuals is collected for potentia
display as needed.

Affection and Disaffection Model
NewPolicy

Affected

2 SatEnhance _
. . SatProc Pol Policy Mult

Radicalize RadicalLeaders

Disaffected

Affected

AffectRatio

RecTerr |

UnTrainTerr

Disaffected Affected

. PolWarnThreshold Pol Concern
DissPct

ViolOutput

Violevent

TotalViolEvnt ViolEvntSumm TotalViol

ViolenceSumm

Figure 25: A Palitical Affection and Disaffection model where deprivation increases
and satisfaction decreases disaffection.

Concern about the level of disaffected individuals (implemented in this case as (Pol
Concern)) drives the Agenda Setting process (Agend) and provides input to the Policy
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Formulation (Formulate) process (Figure 2). A process taking place at a rate determined by
the value of the (BureauProcess) parameter drives the Implementation (Implement) process.
Policy Implementation drives the Policy Evaluation process at a rate determined by the value
of the (ImpleRte) parameter, Policy Evaluation (Evauation) drives the Policy Change
Process (PolicyChange) at a rate determined by the (PolEvalRte) parameter. New policies
(NewPalicy) are created at a rate determined by the value of the (PolChngeRte) parameter
and policies are terminated (PolicyTerm) at a rate determined by the value of the
(PolTermRte) parameter.

Two experiments were undertaken with the Policy Cycle-Affection/Disaffection Model
described in Figures 2 and 25 with different settings of the model parameters in order to
study the impact of different levels of responsiveness of the Policy Cycle Process. Results of
these experiments are described below. In these experiments, the calculated ratio of Affected
to Disaffected individuals triggers political concerns that can lead to policy changes aimed at
reducing the level of disaffection in a notional population. The experiments investigated
impact on a notional population of 10,000 of different rates of deprivation and satisfaction as
well as recruitment of untrained terrorists and radicalization of disaffected individuals.

1. Experiment 1: The Impact of Low Policy Cycle Responsiveness (Figures 26,
27, and 28). Low level policy responsiveness was represented in the model by
setting the (BureauProcess), (ImpleRte), (PolEvaRte), and (PolChangeRte)
parameters equal to 0.1 units (10% per time step). The (PolicyMult) parameter
was 0.23 units. The policy warning threshold (PolWarnThresh) was 0.43
(43% disaffected individuals). The untrained terrorists recruitment rate was
(RecRte = 0.00002), the radicalization rate was (RadicalRte = 0.00001).

Policy Cycle and Political Affection-Disaffection Impact Model
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Figure 26: STELLA™ control panel showing input values and calculated output
values, other information can be displayed graphically.

Model-generated data show 8,902 affected and 1,086 disaffected individuals
as well as 4 radicalized individuals and 8 untrained terrorists after 100 time
steps (Figure 26). The low value (0.1 units) (10% per time step) of the
(BureauProcess), (ImpleRte), (PolEvalRte), and (PolChangeRte) Policy Cycle
rate constants prevents the rapid notional flow of information within the cycle
and relatively high levels accumulate in the (Formulate), (Implement),
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(Evaluation), and (PolicyChange) entities (Figure 27).
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Figure 27: Dynamics of the Formulation, Implementation, Evaluation, and Policy
Change processes with relatively low rate constant values each set at 0.1 units.
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Figure 28: Levels of Affected and Disaffected individuals change due to the action of
societal dynamics processes involving deprivation and satisfaction of need.

Triggering political concern in response to disaffection relative levels that
exceed the user-selected (PolWarnThreshold) value can lead to the production
of new policies by Policy Cycle activities that are aimed at increasing the
level of satisfaction and reducing the level of disaffection in the notional
10,000 population (Figures 28 and 29). The violence model uses a threshold-
dependent random process to generate notiona violent behavior. Notional
violent acts are generated when the percentage of disaffected individuals
exceeds the user-selected (ViolThreshold) parameter value (Figure 30). The
actual level of violence is determined by a user-selected setting to the
(Volatility) parameter. In this experiment, the (Viol Threshold) was set at 40%
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and the (Volatility) parameter was set at 63%. With those settings, some 54
violent incidents were created with the combined involvement of 1,706
notional individuals (Figure 26 and 30).
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Figure 29: Low values of the Affection/Disaffection Ratio trigger political concerns
resulting increased efforts to provide satisfaction and reduce disaffection levels.
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Figure 30: High levels of disaffection can trigger violent events when the level of
disaffection exceeds the Violence Threshold of 40% of disaffected individuals.

2. Experiment 2: The Impact of High Policy Cycle Responsiveness (Figures 31,

32, and 33). Low level policy responsiveness was represented in the model by
setting the (BureauProcess), (ImpleRte), (PolEvaRte), and (PolChangeRte)
parameters equal to 0.7 units out of a maximum possible 1.0 units. The
(PolicyMult) parameter was set at 0.23 units. The policy warning threshold
(PolWarnThresh) was 0.43 (43% disaffected individuals). The recruitment
rate for untrained terrorists was (RecRte = 0.00002) and the radicalization rate
(RadicalRte) was 0.00001 (Figure 31).
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Policy Cycle and Political Affection-Disaffection Impact Model
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Figure 31: STELLA™ control panel for an experiment involving the relatively rapid
flow of notional information in the Policy Cycle.

Model-generated data (which probably involves ‘creation’ of an additional
individual due to round-off errors in the display process) show 8,510 affected
and 1,482 disaffected individuals as well as 3 radicalized individuals and 6
untrained terrorists after 100 time steps (Figure 31). Higher rates of the
(BureauProcess), (ImpleRte), (PolEvalRte), and (PolChangeRte) lead to
higher rates of flow of notional information within the Policy Cycle.
Relatively low levels of notional information are retained in the (Formulate),
(Implement), (Evaluation), and (PolicyChange) entities (Figure 32).
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Figure 32: The dynamics of the Formulation, |mplementation, Evaluation, and Policy
Change processes with relatively high rate constant values support the more rapid
changein policy in response to detected high levels of disaffection.
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Figure 33: Affected and Disaffected levels change due to the action of societal
dynamics processes that change deprivation and satisfaction levels.

These processes lead to the relatively rapid change in policy of providing
increased levels of satisfaction to disaffected individuals. These rapid changes
are reflected in the relatively rapid reduction in the level of disaffection and
conseguent increase in levels of affection (Figures 33 and 34). Disaffection
levels above the user-selected (ViolThreshold) parameter value can trigger
violent actions. With the (ViolThreshold) parameter set at 40% and the
(Volatility) parameter set at 63%, 28 model-generated violent incidents with a
total involvement of 797 individuals take place (Figure 31 and 34).
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Figure 33: Low vaues of the Affection/Disaffection Ratio can trigger political

concerns that result in increased efforts to reduce disaffection levels.




Woobcock, CHRISTENSSON, AND Dockery: FuLLy-INTEGRATED CiviLIAN-MiLITARY PoLicy-MakinG 134

ﬁ 1: ViolOutput 2: DissPct 3: ViolThreshold

1: 200 =
2:| 100
3:

2
100 /
50
3/ O fo) O
‘
\\2

8 0 /
I o1 T 1 1

W=

wn=

0.00 25.00 50.00 75.00 100.00
Page 3 Time 1:15PM Mon, Feb 11, 2008
q a = S Generated Violence

Figure 34: High levels of disaffection trigger violent events when the number of
disaffected individuals exceeds the Violence Threshold of 40%.

3. Experiment 3: Impact of Violence Threshold and Volatility on Model-
generated Violence Levels (Figures 35, 36, 37, and 38). The third experiment
consisted of two separate studies of the impact of different settings of the
(ViolThreshold) and (Volatility) parameters on similar patterns of model-
generated disaffection levels. The experiment has provided insights into the
effect of violence-generating processes that may take place in actual societies.

I. Sudy 1: Low Threshold and High Volatility (Figures 35 and 36). With
the (ViolThreshold) parameter set at 20 % disaffected individuals and
the (Volatility) parameter set at 90%, model-generated data reveal that
75 violent events took place involving 3,279 individuals.
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Figure 35: Low violence threshold and high societal volatility levels generate many
violent events involving arelatively large number of individuals.

Ii. Study 2: High Threshold and Low Volatility (Figures 37 and 38). With
the (ViolThreshold) parameter set at 60% disaffected individuals and
the (Volatility) parameter set at 10%, model-generated data reveal that
30 violent events took place involving 147 individuals.
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Figure 36: Actua Violence depends on Violence Threshold and Societal Volatility.
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Figure 37: High violence threshold and low societal volatility levels generate
relatively few violent events involving a small number of individuals.
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Figure 38: Actua Violence depend on Violence Threshold and Societal Volatility.

These studies and experiments have examined the impact of levels of deprivation and
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satisfaction in determining the level of disaffection and affection for a governing entity
within anotional societal environment. Higher levels of deprivation cause increased levels of
disaffection and disaffection can lead to violence. It is generally in the best interest of a
ruling elite to prevent violence and to restore order. Failure so to do can lead to increased
levels of physical destruction and loss of life. Violence can be prevented by the deployment
of military and security forces in the short term. Sustained reductions in violence can be
achieved by addressing the root causes of disaffection, the deprivation itself.

The model-based studies have shown that a failure of a political leadership to respond in
a timely manner to increasing levels of deprivation can lead to a failure to contain violent
incidents and to further levels of societal degradation. Violence can create additional levels
of deprivation as assets are destroyed or stolen, and a downward spiral of disaffection,
deprivation, and violence can result. The model-based studies have provided a new insight
into how societal changes leading to disaffection and violence can be identified and
countered. They have suggested how timely and responsive political Policy Cycle-related
changes might support the development, implementation, and use of new policies to reduce
societal deprivation, disaffection, and violence levels.

It is believed that these applications represent perhaps the first attempt at integrating a
model of the Policy Cycle with models that generate military and political concerns to which
the policy-making processes would normally need to respond. Failure to respond in a timely
and adequate manner may create additional problems for political and military leaders. It is
hoped that these models could provide a foundation for additional studies of these matters
that would create and validate and verify more realistic and representative societal models.

INDICATORS AND WARNINGS,
APPROXIMATE REASONING AND SYSTEMSDYNAMICS
ALERT STATUSINFORMATION MODELS

The third major section of this paper addresses the problems associated with the detection of
adverse conditions and the issuing of warnings to responsible political, military, and other
entities in an unambiguous manner. Identifying situations where some form of alert should be
issued, or a policy should be changed, for example, requires the assignment of some form of
warning or alert threshold for the situation as well as the development of appropriate
response activities, for example. In studies during The Critical Infrastructure Protection
Modeling and Analysis System (CIPMAS) program, Dockery and Woodcock (2005)
suggested that methods from Fuzzy Set Theory and Approximate Reasoning could be used to
address the problem of detecting threats and issuing warnings to government and other
entities. An excerpt of the report is presented below.

In previous work (mostly unpublished) Dockery and his colleagues had built a small
number of models using the O’Inca software system. They were quite experimental. Some
were essentially public policy issue models. A very simple example is shown in Figure 39.
Inside the blue block labelled ‘Mood’ is a collection of fuzzy (conditional) rules, which are
keyed to the fuzzy distributionsin Figure 40.

The basic systems model has three components:
e Twoinputs:*PublicPerceptions and ‘ Sabilitylndex’, are fuzzy set distributions.
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« A mode caled ‘PublicMood'; and

* One output called ‘ GovResponse, which is another fuzzy distribution.

PublicMood

PublicPerceptions
‘ GovResponse
Stabilitylndex <>

Figure 39: Sample O’Inca based fuzzy model. (lcons are part of the language, and
are executable. Shift-click reveals the next layer.)

When the set of fuzzy rulesis complete then the model computes the government response to
perceptions and stability. A fragment of the rule set is shown below for rules R1 and R2.

R1: IF Sability ISAnarchy AND PublicPer ISVERY Zelots THEN GovRespon 1S
Totalitarian

R2: IF Sabilility ISAPPROX Tranquility
AND (PublicPerc ISRightWing OR PublicPer IS LeftWing)
THEN GovResponse is Democratic, GovResponse is LF

Figure 40 represents the membership functions associated with the input and output. In
the upper left is the function, which goes with the stability index, while in the lower right
hand corner is the corresponding public perception. These two, when run through a fuzzy
rule base, can produce any of the states of government shown upper right. The remaining
insert (lower left) isthe Model at level 2. Double clicking on the reddish box reveals the rule
set. Note that the membership functions are decidedly more complex than those used in the
examples of fuzzy AND and OR. For example they show considerable overlap. Which of the
choices of government response selected will depend upon the “defuzzifier” method selected.
(Suffice to say that answers need sometimes to be connected to the crisp world. A
defuzzifier accomplishesthis.)

A good deal of experimentation is possible with the fuzzy distributions. For example, in
the case of the representation of “Disorder,” Anarchy has high values of fuzzy membership
while Tranquility has very low values. The overlap regions have been kept small. Contrast
this with the “Degree of Intervention” for which the regions of overlap predominate. Perhaps
the best example of the fuzzy nature of the whole war on terror can be found in the use of
colors to denote the degree of danger in a set of situations. While it may appear that the
elements of a decision to move an aert status from yellow to orange or to drop from red to
orange may seem straightforward, they are not. In the end the decision represents a
subjective assessment of al the variables by an official, or group of officials, voting on the
indicators. The fact that there is evidence for some kind of hysteresis in the decision process
does not seem to bother anybody. By hysteresis we mean that the conditions for dropping
down a color or two is not the same as for that going up. Real people hang onto their
perceptions beyond the point at which they were originally made.
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Figure 40: Four panels from an O’ Inca government response to public mood model.

Attention was paid during the CIPMAS program to the US Department of Homeland
Security National Threat Advisory Indicators (Figure 41). Those indicators rank the threat
posed to the nation from Severe to Low and particular levels of threat can trigger responses
by military, security, and other entities aimed at protecting physical entities and the general
public. The production and use of Color-Coded Alert Status Indicators suggested that
warning information should be treated as a ‘crisp’ entity. However, an important question
arises: what happens when the analysis and assessment of warning information is undertaken
by a team of individuals that may have markedly different training, backgrounds, and
perceptual biases? What happens if the warning process involves taking some form of
average value of all assessments when each member of the team may have markedly different
understanding of the nature and levels of existing threats to security?

Woodcock and Dockery (2005) have studied this matter examined with the aid of very
simple STELLA™ programs. One example of such a program is shown in Figure 42. The
model is designed to represent the behavior of three notiona alert status warning personnel.
Input to each notional entity is an identical random number sequence. Detection of warning
conditions by the entities occurs when the random number exceeds the value of a user-
selected threshold. The program was constructed to show how different overall assessments
can be generated by a combination of inputs from a group of notiona individuals with
different alert conditions and sensitivities. The pattern of warning-related computer-generated
indicator lights shown below suggest the existence of possible outlier opinions about the alert
situation concerning situations of interest that are different from those of most of the other
individuals involved in the analysis and assessment process. Such opinions might represent
an early detection of more significant changes that may take place in future. Those opinions
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should not be ignored, and methods for integrating disparate assessments are needed to insure
that outlier opinions are captured and made available to decision- and policy-makers.

SEVERE
Severe Risk of Terrorist Attack

HIGH
High Risk of Terrorist Attack

ELEVATED
Significant Risk of Terrorist Attack

GUARDED
Genera Risk of Terrorist Attack

LOW
L ow Risk of Terrorist Attack

Figure 41. US Department of Homeland Security National Threat Advisory
Indicators (modified from material at http://www.dhs.gov/xinfoshare/programs/
Copy_of _press _release 0046.shtm)

Figure 42 STELLA™ Alert Status Models representing the behavior of three
notiona individuals with different sensitivities and perceptual biases. Each model
receives the same input and can generate different outputs due to different thresholds

and the biasing effect of the Alert parameter.
An initial series of experiments with the STELLA™ Alert Status Model examined how
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changes in the perceptual bias of one notional individual in a group of three could influence
the level of warning issued by that individual, as well as the warning that might be issued by
the group as a whole (Figure 42). Four different Cases were examined. The Threshold and
Biasing factors for individuals 1 and 2 were selected as follows (Threshl = 69, Thresh2 = 91)
and (Alert 1 = 10, Alert2 = 30), respectively. The threshold for individual 3 was selected as
(Thresh3 = 77). Changes were generated by changing the value of the (Alert3) parameter.

o Casel: Alert3 = 10, Figure 33. Individuals 1, 2, and 3 generate red, green, and
red warning status conditions, respectively. The mean value is red.

Figure 43: Case 1: Individuals 1, 2, and 3 generate red, green, and red warning levels,
respectively. The computed mean value isred.

o Case?2: Alert3 = 50, Figure 44. Individuals 1, 2, and 3 generate red, green, and
yellow warning status conditions, respectively. The mean value remains red.

Figure 44: Case 2: Individuals 1, 2, and 3 generate red, green, and yellow warning
levels, respectively. The computed mean value remains red.
o Case 3. Alert3 = 150, Figure 35. Individuals 1, 2, and 3 generate red, green,
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and green warning status conditions, respectively. The mean value from the
three individuals becomes yellow under these conditions.

Figure 45: Case 3. Individuals 1, 2, and 3 generate red, green, and green,
respectively. The computed mean value is yellow.

o Case 4. Alert3 = 200, Figure 46. Individuals 1, 2, and 3 generate red, green,
and green warning status conditions. The mean value from the three
individual s becomes green under these conditions.

Figure 46: Individuals 1, 2, and 3 generate red, green, and green, respectively. The
computed mean valueis green.

These experiments have demonstrated that changes in the perceptual bias of a single
notional observer in a group of three observers can result in a change in both the response of
the single individual as well as the average response of the whole team. Under these
conditions, the final team assessment can vary from red (representing severe threat, Figure
43) to green (representing low threat, Figure 46). Such findings must have important
implications for those involved in monitoring critical infrastructure environments and issuing
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alerts to the genera public, for example. As described above, a single individual assessment
can bias the overall output of an assessment team and thus can determine the level of
preparedness and actions of a wider society involving perhaps thousands or millions of
individuals.

It is strongly believed that these results have paved the way for the development of new
approaches to assessing threats and issuing warnings to the general public, and others. A
series of models based on fuzzy set theory, approximate reasoning, possibility theory, belief
functions, neural networks, and catastrophe theory could provide a rich and new environment
for studying the nature and perception of threat. The models could also provide new insight
and understanding of most appropriate ways to trandate assessed levels of threat into
constructs that inform and assist individuals rather than generating confusion and uncertainty.
It is also envisioned that the results reviewed in this paper based upon (Dockery and
Woodcock, 2005) might be used to supplement and enhance the other indications and
warnings and critical infrastructure-related models.

SUMMARY AND DISCUSSION

The paper has described how the military DOODA-loop can guide military decision-making.
Because of the change in the nature of the of the scenarios in which the military is
participating, there is a need to provide a comprehensive planning environment that would
include participation by both military and civilian actors. That goal might be achieved by the
development of aframework that incorporates DOODA-loop and QFD approaches integrated
with appropriate software support that provides consistent and timely analytic support. Such
a framework, outlined in this paper, has been tested successfully both nationaly and
internationally in exercises.

The prototype framework facilities need further development. Cupol ™ is now in use by
civilian government organisations as well as private organizations. STRATMAS® has been
further developed and will reflect all country specific data not just for Afghanistan and Irag.
Collection and compilation of data for some 38 out of 54 different African countries is well
under way. When complete this would provide a linked Cupol ™-STRATMAS®-based
facility that could support comprehensive planning for every major conflict in the African
continent, for example.

Relationships between the civilian policy cycle and problems arising from military
conflict and political disaffection have been examined in two Case Studies that have involved
building and using STELLA™ models. The Case Studies were undertaken to provide an
enhanced understanding of the dynamics and impacts of the interactions between civilian and
military policy-making and related activities. The first Case Study demonstrated how
notional military concerns about excessive casualties might be translated into an input to the
Agenda Setting process of the policy cycle and lead to the deployment of additional forces.
The second Case Study investigated the impact of political disaffection on government
policies aimed at reducing societal levels of deprivation, disaffection and violence. The
Studies provided insight into the impact of different levels of bureaucratic responsiveness on
policy-driven actions and outcomes.

The paper also addressed the problems associated with the detection of adverse
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conditions and the issuing of warnings to responsible political, military, and other entities in
an unambiguous manner. Identifying situations where some form of alert should be issued, or
apolicy should be changed, for example, requires the assignment of some form of warning or
aert threshold for the situation as well as the development of appropriate response activities,
for example.
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