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Abstract
The digitalisation of the energy sector and the introduction of the NIS2 directive create a highly

complex landscape for crisis management. The directive mandates strict 24-hour incident
reporting, which structurally conflicts with the operational realities of cyber-physical attacks
on operational technology. This thesis investigates how the crisis leader’s operational scope of
action is constructed in the tension between NIS2 compliance and dynamic crisis management

within the Swedish energy sector.

Employing Dynamic Decision-Making (DDM) as the theoretical framework, this study
conducts a thematic document analysis of strategic guidelines published by leading
cybersecurity consulting firms. The findings demonstrate that the formal leadership’s scope of
action is limited during an acute cyber-physical incident. Faced with the conflict between rapid
technical threat progression and administrative deadlines, the formal leadership experiences
severe time constraints and information ambiguity. This leads to cognitive overload and a

rapidly shrinking space of possibilities.

The operational scope of action is constructed by external cybersecurity consultants acting as
boundary spanners. These consultants filter technical noise, reconstruct operational feedback
loops and dictate the available strategic options. The thesis concludes that while this outsourced
expertise is a functional necessity to navigate the compliance trap, it introduces a systemic
vulnerability. It creates a critical decoupling of accountability, where legal liability remains
centralised with the formal leadership. However, practical operational understanding and

decision-making are outsourced to commercial third-party entities.

Key words: dynamic decision-making, nis2 directive, cybersecurity, crisis management,

critical infrastructure
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Introduction

National security and civil preparedness now depend heavily on a stable energy supply
(Swedish Energy Agency et al., 2024). Yet, the rapid digitalisation of this critical infrastructure
has altered the threat landscape. Cyberattacks against vital societal functions have emerged as
one of the most acute security policy threats of our time, extending far beyond conventional IT
security concerns (Ministry of Defence, 2025). An antagonistic attack on an energy company
threatens national security by triggering chain reactions that paralyse central societal functions

well beyond the local power supply (Swedish Energy Agency et al., 2024).

The EU has significantly tightened its security legislation in recent years to counter this
escalating threat. A key tool in the defence effort is the new NIS2 directive, whose explicit
purpose is to enforce a high, common level of cybersecurity across the union (Directive
2022/2555/EU, 2022). The directive represents a drastic change for the energy sector, which is
now faced with extensive and mandatory legal requirements regarding its IT and information

security.

Prior to the implementation of NIS2, European cybersecurity was characterised by significant
inconsistencies (Directive 2022/2555/EU, 2022). Security requirements and incident reporting
protocols varied drastically in scope and enforcement across member states, resulting in extra
costs and a fragmented internal market. This was a direct consequence of the wide margins of
discretion left to individual member states regarding entity identification and enforcement

under the initial directive (Directive 2022/2555/EU, 2022).

The uneven security became impossible to maintain as the digital transformations accelerated,

and critical networks grew increasingly interdependent (Directive 2022/2555/EU, 2022). Weak



cybersecurity in one member state could easily create a domino effect, threatening to cause
major economic and social harm across the entire union. At the same time, cyber threats grew

rapidly, with attacks becoming more frequent and advanced (Directive 2022/2555/EU, 2022).

In the energy sector, these vulnerabilities are actively exploited by various attackers. These
include state-sponsored groups seeking to disrupt critical infrastructure for geopolitical reasons,
as well as cybercriminal networks using large-scale ransomware attacks for financial gain

(Swedish Energy Agency et al., 2024).

These cross-border threats and the internal market’s shared vulnerabilities demanded a unified
EU strategy. Because the union’s resilience is only as strong as its weakest link, the new
approach aims to eliminate previous differences between national laws. One of the most
prominent elements of the new directive are the strict administrative timeframes, particularly
the requirement that organisations must report serious incidents to the relevant authorities

within 24 hours (Directive 2022/2555/EU, 2022).

The NIS2 directive enforces a significant shift in the accountability. It is now placing direct
responsibility for cybersecurity on senior management and boards of directors, who are now
legally defined as the ultimate crisis leaders. In this study, the “crisis leader” will therefore refer
to the formally accountable leadership as defined by the NIS2 directive and the Swedish
Cybersecurity Act. With that said, cybersecurity is no longer merely a technical IT concern but
a critical strategic priority. This shifts the landscape for executives, forcing them to balance

strict legal compliance with the urgent realities of crisis management.



Purpose

While the NIS2 directive introduces strict compliance mandates, there is a lack of research on
how these legal frameworks are translated into operational crisis management in reality. To
address this research gap, the purpose of this study is to examine how cybersecurity consultants
construct the scope of action for dynamic decision-making within the Swedish energy sector.
Specifically, the study analyses how the cybersecurity consulting firms navigate and portray the
tension between the legal requirements of the NIS2 directive and the sector’s operational
realities. Rather than looking at how individual energy providers respond to regulations, this
study focuses on the cybersecurity firms. As the primary authors of these frameworks, their

documents provide a direct look into the blueprints that define the crisis leader’s scope of action.

This study therefore seeks to answer the following research question:
How is the crisis leader’s operational scope of action constructed in the tension between NIS2

compliance and dynamic crisis management within the energy sector?

Background

This section provides the contextual foundation for the study. It outlines the energy sector’s
digitalisation, the reality of cyber-physical attacks, the regulatory framework of NIS2, and the
resulting need for external expertise. Together, these will establish the structural tension that

forms the basis for the subsequent analysis.

The development of the Energy Sector
The rapid electrification of industries and transport is driving a historic need for expansion and
technical renewal, forcing the power system to undergo a transformation. According to Svenska

kraftnit (2021), the annual electricity consumption is expected to nearly double by the year of



2045. This growing demand requires an extensive expansion of the national power grid. As a
result, the energy system is shifting from a primarily mechanical infrastructure to a deeply
integrated and digitalised network, where operations, monitoring, and balance are controlled by

advanced IT solutions (Svenska kraftnat, 2021).

While the digitalisation makes essential growth possible, it also introduces new and critical
vulnerabilities. As administrative IT systems and OT merge, the risk of cyber incidents and
hostile attacks increases significantly. These threat actors often aim to manipulate the system’s
data or functionality (Swedish Energy Agency et al., 2024). Because these digital systems are
highly interconnected, hidden technical flaws, such as programming errors or intentional
manipulation, can escalate quickly. A major disruption in the information flow could therefore
cause extensive power outages, leading to severe consequences for the society (Swedish Energy

Agency et al., 2024).

The sector’s vulnerability is further amplified by its role as the foundation of Sweden’s
comprehensive total defence. A secure energy supply is a requirement for other vital societal
functions, such as transport and logistics, to operate during a crisis or war. The energy sector is
considered a highly prioritised strategic target for hostile actors (Swedish Energy Agency,
2024). Due to the deteriorating global security environment, authorities now demand that
essential operations must be able to function for at least three months during severe societal
disruptions. This requires organisations within the sector to increasingly integrate threat
scenarios involving well-resourced adversaries into their risk and vulnerability analyses,
ensuring national resilience (Swedish Energy Agency et al., 2024; Swedish Energy Agency,

2024).



Cyberattack against Poland’s Energy Sector

To understand the extent of the theoretical vulnerability within the energy sector, the
cyberattack against Poland in late 2025 serves as a clear and cautionary case in point. On
December 29th, Poland’s national infrastructure was hit by an extensive and coordinated attack.
The strike simultaneously targeted over 30 wind and solar farms, as well as a large combined
heat and power plant providing heat to nearly half a million customers. According to the Polish
cybersecurity authority, the attack was purely destructive, equated in their report to intentional
arson, and achieved the rare feat of disabling both administrative IT networks and physical
industrial equipment (OT). The attack’s sophistication and destructive intent led Polish

authorities to assess it as consistent with state-sponsored activity (CERT Polska, 2025).

The technical execution of the attack highlights exactly how the convergence of IT and OT can
be exploited by an adversary. In the renewable energy facilities, the attackers targeted the Grid
Connection Points (GCP), which serve as the physical link to the broader power grid and the
hub for remote control. By exploiting exposed VPN interfaces in the IT environment, and
subsequently utilising default system passwords, the threat actors were able to move laterally
directly into the sensitive OT environment. Simultaneously, at the CHP plant, firewalls and
cloud services were manipulated to prevent operational staff from attempting system recovery

(CERT Polska, 2025).

Once inside these critical networks, the attackers deployed specialised malicious software,
known as “wipers”, designed to systematically delete files and destroy operational software. In
the power farms, the sabotage culminated in the attackers uploading corrupted firmware to the

facilities’ Remote Terminal Unit (RTU) controllers. This manipulated code forced the hardware
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processors to execute invalid instructions, locking the industrial devices in an infinite reboot

loop (CERT Polska, 2025).

The consequence of this hardware sabotage was an immediate and total disruption of all remote
control and communication between the affected facilities and the central grid operator. The
operators suffered what the report categorises as a “loss of view” and “loss of control” (CERT
Polska, 2025, p. 44). Monitoring screens went dark, and system data ceased transmitting,

leaving leadership in a total information blackout.

In terms of immediate consequences, the compromised infrastructure did not trigger a
widespread blackout, as local mechanical automation allowed power generation to continue.
However, the operational consequences were severe, the destruction of system files and the
infinite reboot loops of the RTU controllers paralyzed all remote management. To handle the
incident, emergency containment protocols were initiated, requiring the complete isolation of
the OT networks and the termination of all external VPN interfaces to prevent further lateral
movement. The ultimate resolution of the crisis necessitated a resource-intensive, manual
recovery process where incident response teams had to physically access the facilities to re-
flash the corrupted firmware on the hardware controllers and restore secure communications

(CERT Polska, 2025).

This event illustrates how rapidly digitalised infrastructure can be paralysed, leading to extreme
operational uncertainty. Decision-makers in the energy sector must navigate this unpredictable
environment to maintain critical societal functions. The incident also exposes the exact

regulatory gaps that the NIS2 directive aims to fix. The fact that attackers could easily exploit
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exposed VPN interfaces and default passwords proves the need for stricter security baselines

(CERT Polska, 2025).

When the formal leadership suffered a complete “loss of view”, it demonstrated exactly why
the new legislation forces management to take direct responsibility for cyber risks (Directive
2022/2555/EU, 2022). This attack provides the practical background for the implementation of

the NIS2 framework, which is analysed in the following section.

However, it should be emphasised that the cyberattack in Poland is merely utilised as a critical
background case. It empirically illustrates the vulnerabilities the Swedish energy sector is
facing. This case establishes the empirical nature of the threat, while the Swedish context
provides the specific setting to analyse how this threat is strategically managed through the

reliance on external consultants.

The NIS2 Directive and the New Swedish Cybersecurity Act

To counter the growing threats against the critical infrastructures, the new legislation aims to
establish a high and shared level of security across the EU, focusing specifically on critical
sectors such as energy, transport, and healthcare (Directive 2022/2555/EU, 2022). As outlined
in the introduction, the previous framework NIS1 proved insufficient to address both existing
vulnerabilities and escalating risks. Therefore, the NIS2 directive was designed not only to fix
these weaknesses, but also to actively safeguard the union against future threats to its

interconnected infrastructure.

To implement the NIS2 Directive at the national level, Sweden has introduced the new

Cybersecurity Act. Under this legislation, one of the most significant changes is the direct
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responsibility placed on the senior management. The board of directors and the CEO are held
accountable for ensuring that the organisation follows these security requirements, and they are

also required to undergo regular cybersecurity training (SFS 2025:1506).

Furthermore, the framework introduces strict deadlines for incident reporting. If a major
incident occurs, an “early warning” must be sent to the lead authority within 24 hours, followed
by a more detailed report within 72 hours. This strict requirement addresses a significant
historical weakness in collective crisis management, namely the delay in sharing critical

information.

Previously, inconsistent and slow reporting prevented authorities from quickly identifying
emerging threats. When incident reporting is delayed, it hinders the rapid exchange of
intelligence. This leaves other organisations exposed to the same attack vectors and increases
the risk of “spillover effects” across the union (Directive 2022/2555/EU, 2022). Consequently,
the 24-hour mandate ensures immediate transparency, allowing early warnings to trigger a

coordinated response before a local incident develops into a sector-wide crisis.

To ensure compliance and address the previous lack of consistent and proactive oversight,
where authorities often lacked the mandate to conduct thorough pre-emptive checks,
supervisory authorities have now been granted stronger powers to conduct targeted audits and
inspections. If an organisation fails to meet the requirements, it can face severe financial
penalties. Under the new law, these fines can be linked to a percentage of the company’s global
turnover. This legislation therefore signals that cybersecurity is no longer just a technical IT

issue, but a critical strategic and legal priority for the management team.
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The Skills Gap and the Role of External Expertise

The digitalisation of the energy sector has created a structural challenge, a “competence
paradox”. While energy providers possess deep internal expertise regarding OT and physical
power systems, the introduction of the NIS2 directive imposes a new and highly specialised
requirements for the cybersecurity risk management and incident reporting. This situation
means that traditional engineering knowledge is no longer sufficient to ensure both operational

and legal resilience (ENISA, 2025).

The complexity of modern cyber threats requires a level of specialised skill that many
organisations struggle to maintain in-house. Due to a global cybersecurity skills gap, critical
infrastructure providers are increasingly forced to compete for a limited pool of experts, leading
many energy companies to become heavily dependent on external consultants to interpret and

implement technical and methodological demands (ENISA, 2025).

This reliance on third-party expertise introduces another layer of complexity to crisis
management. During a major incident, leadership must navigate in a landscape where
situational awareness is no longer purely internal but must be co-constructed with external
actors. These consultants provide necessary technical capabilities and legal guidance under
intense pressure, creating a tension where the legal responsibility rests with the entity’s
management, while the practical ability to fulfil the obligations is increasingly managed by an

external expert.

To understand and analyse this dynamic, this study conceptualises these consultants as

boundary spanners. Theoretically, a boundary spanner is an actor who operates at the interface

between two distinct domains (Aldrich & Herker, 1977). In this context, they operate between
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the legislative requirements and the operational realities of the energy sector. A central function
is to translate complex legal and regulatory frameworks into comprehensible and actionable

strategies for the organisation.

Literature review
This section aims to synthesise and structure previous research regarding the friction between
technical resilience, institutional compliance and decision-making within the energy sector. The
literature review is structured “top-down”, moving from the overarching system level down to

the cognitive conditions of the individual decision-maker.

The IT and OT clash

The increasing digitalisation of the energy sector involves an ever-growing attack surface as
traditional IT is integrated with OT, such as SCADA' systems and physical sensors (Kramer &
Butler, 2019). This convergence creates an environment where conventional security methods
are insufficient, while organisations within the sector often lack the necessary resources and
technical expertise to continuously update and protect their systems (Kramer & Butler, 2019).
The growing number of connected devices in modern smart grids exceed conventional IT
networks by several orders of magnitude, further complicating network monitoring and

management (Jasitinas et al., 2021).

The integration of IT and OT reveals an inherent structural conflict rooted in the systems’
incompatible security priorities. In traditional IT security, the priority order applied is

confidentiality, integrity, and availability, whereas operational control systems are primarily

"'SCADA (Supervisory Control and Data Acquisition) refers to industrial control systems used to monitor and
manage physical infrastructure and processes. Unlike traditional IT, which primarily manages data, OT systems
like SCADA directly control physical assets (Stouffer et al., 2023).
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driven by the inverted hierarchy: availability, integrity, and confidentiality. For ICS, physical
operational availability and process continuity are the absolute primary objectives. This implies
that standard IT security solutions cannot be implemented without risking physical safety in OT
environments (Knowles et al., 2015). A clinical example occurs when an IT-based intrusion
prevention system incorrectly classifies a legitimate, safety-critical shutdown signal as hostile
and blocks it. OT systems are designed to be “fail-safe” (physically safe upon failure), even if
it means transitioning into a ‘“fail-secure” state (informationally insecure), which directly

contradicts established principles within IT security (Knowles et al., 2015).

These requirements for process continuity establish why modern smart grids cannot be
managed like conventional IT infrastructure during a cyberattack. Physical energy systems
operate under an “always on” requirement and involve time margins for critical operations
measured in milliseconds (Jasitinas et al., 2021). Unlike regular data networks, which can be
temporarily disconnected and restarted in the event of a digital infection, corresponding

procedures in a physical power grid are extremely complicated and resource-intensive (Jasitinas

et al., 2021).

Furthermore, the defence of these continuous processes is hindered by the massive information
noise generated by digital expansion. The machine-to-machine communication model is
vulnerable to data manipulation, and data flows from millions of smart devices create an
asymmetry in monitoring (Jasitinas et al., 2021). System operators are forced to constantly
analyse information noise to protect the network against all conceivable attack vectors, while
an attacker can act covertly and only needs to identify a single vulnerability (Jasitinas et al.,

2021).
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A synthesis of the above literature thus demonstrated that the lack of adequate security
resources (Kramer & Butler, 2019), combined with the disproportionate prioritisation of system
availability over information confidentiality (Knowles et al., 2015), radically limits preventive
defence in modern energy systems. This convergence ensures that the very nature and

information flows of the power grid constitute a primary vulnerability in themselves.

Institutional compliance and Regulatory pressure

The regulatory landscape of the energy sector is characterised by an increasing volume of
mandatory frameworks. Legislation such as the NIS directive imposes explicit requirements for
security measures and incident reporting (Wright, 2019). While these institutional and legal
mandates aim to systematise security through standardised protocols and accountability, they

inevitably result in a substantial administrative burden for actors within the energy sector

(Wright, 2019).

The institutional pressure significantly complicates crisis management during an active
cyberattack. Boin and ‘t Hart (2007) observe that crisis management is never merely an
operational process but also an intensely political, legal and bureaucratic activity. This
necessitates a two-part strategy in crisis leadership, where the operational response must be
integrated with political and administrative management (Boin & ‘t Hart, 2007). Decision-
makers are forced to balance the acute operational requirements of protecting systems under
extreme time pressure and uncertainty with the simultaneous management of political and
bureaucratic consequences. This balancing act creates direct friction regarding resource

allocation during an ongoing crisis.
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When regulatory compliance is allowed to dominate organisational focus, a phenomenon
defined as “the compliance trap” emerges (Murphy et al., 2026). The compliance trap describes
a situation where administrative requirements create an illusion of security, thereby draining
critical resources from actual operational defence. The focus shifts from the system’s real-world
ability to withstand attacks to ensuring that documentation is correctly executed. According to
Murphy et al. (2026), this results in success being incorrectly measured by the volume of filed
reports and formal compliance rather than by prevented cyberattacks, reduced economic losses,

or maintained system operations.

A synthesis of Wright (2019), Boin and ‘t Hart (2007) and Murphy et al. (2026), indicates that
institutional pressure risks undermining technical resilience if not managed adequately. The
conflict between achieving formal compliance (Wright, 2019) and maintaining actual
operational capability during a crisis (Boin & ‘t Hart, 2007; Murphy et al., 2026) creates an
expressed need for a specific boundary spanner within the organisation. These actors must
bridge these two domains, translating regulations into pragmatic security while protecting

operational units from bureaucratic overload during acute situations.

Decision-Making under Cognitive and Temporal pressure

Decision-makers are subjected to massive information flows that challenge the ability to
maintain adequate situation awareness (SA). SA is defined as the ability to perceive your
surroundings and understand their immediate and future impact. It is categorised into three
levels: perception, comprehension and projection (Endsley & Jones, 2012). This cognitive
process is hampered by technical noise and complexities in the system, where irrelevant data
continuously competes for the decision-maker’s limited attention and working memory.

Without well-developed mental models of the system, decision-makers tend to develop

18



cognitive tunnelling (Endsley & Jones, 2012). This information overload prevents the transition

from data-driven perception to goal-oriented projection of the system’s development.

The problem is further amplified using common operational pictures (COP). Although intended
to support shared understanding, research indicates that these technical artifacts risk generating
a false sense of security and heightened information overload if the data is not systematically
converted into operational insight (Spak, 2017). Time is a critical variable here. Decision-
making within C2 systems is subject to inherent structural time delays in both information
acquisition and the execution of orders (Spak, 2020). If a decision-maker relies on a COP
representing the system’s historical rather than current state, management inevitably shifts from
proactive to reactive (Spak, 2017; Spak, 2020). This reactivity reduces the decision-maker’s

margins for anticipating developments during an escalating crisis.

The combined cognitive and temporal pressure has fundamental consequences for decision-
making methodology. Under extreme time pressure, a cognitive reduction occurs, leading
leaders to abandon traditional, rational analytical models that require the parallel evaluation of
multiple detailed options (Thunholm, 2017). This reduction heightens the risk of cognitive
traps, allowing an initial fixation on flawed data or the status quo to lead to a series of
misjudgements (Hammond et al., 2003). To compensate for the lack of time and complete
information, experienced decision-makers instead rely on heuristics and naturalistic methods.
They primarily apply the Recognition-Primed Decision (RPD) model, through which they use
experience to identify situational patterns, generate a single course of action, and evaluate it

through mental simulation rather than formal analysis (Thunholm, 2017).
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This reactive and pressurised context constitutes the core problem of dynamic decision-making
(DDM). DDM is a closed-loop process where decisions are not isolated events but a series of
interdependent choices in a system that changes both autonomously and as a direct consequence
of prior decisions (Brehmer, 2000; Gonzalez et al., 2017). Temporal pressure necessitates
continuous feedback loops where the decision-maker must continuously evaluate often delayed
information (Gonzalez et al., 2017). In these dynamic processes, decision-makers constantly
face structural goal conflicts and are forced to manage mutually exclusive goals (Brehmer,
2000; Gonzalez et al., 2017), such as the imperative to immediately isolate a compromised IT
network versus the requirement to maintain critical physical power operations. The
combination of cognitive load, time constraints and delayed feedback thus limits the decision-

maker’s capacity to effectively steer the system in the intended direction.

Summary and Research gap

Decision-makers in the energy sector are caught between technical IT/OT demands and
institutional regulatory pressures, a friction that often results in a “compliance trap”. The
environment of information noise and time constraints triggers cognitive reduction and reactive
behaviour. There is extensive documentation on these vulnerabilities individually, yet current
research lacks a cohesive approach. There is a gap in understanding how boundary spanners
manage these conflicting goals and feedback loops in integrated operational practice. This
includes a limited understanding of how regulatory requirements are translated into operational

security in practice.

Exploring how consultants navigate these mutually exclusive demands is therefore essential to

fully understand crisis management in modern infrastructure. Since these frameworks are not

captured in academic literature but are actively constructed and disseminated by the consulting
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firms themselves, their strategic documents constitute the most direct empirical window into

how this navigation is operationalised in practice.

Theoretical framework
This section will present the theoretical framework of the thesis. Given the literature review, an
analytical lens capable of capturing continuous system changes is required. Therefore, this

study applies dynamic decision-making as its primary theoretical foundation.

Dynamic Decision-making

Traditional decision-making theory has historically viewed decisions as isolated and static
events. It is assumed that the actor has access to all necessary information to choose between a
few clear alternatives at a specific point in time, after which the process is finished. In real-
world, especially during crises or system disruptions, the traditional model is rarely applicable.
To understand leadership in situations defined by high uncertainty, a framework for Dynamic

Decision Making (DDM) is required instead.

DDM differs from traditional models through three fundamental characteristics (Brehmer 2000;
Gonzalez et al., 2017). First, DDM does not consist of a single choice, but of a continuous series
of interconnected decisions where previous choices influence the conditions for future ones.
Second, these decisions take place in an environment that changes over time, partly
autonomously due to external factors, and partly as a direct consequence of the decision-
maker’s own previous actions. Third, decision-making happens in real time, which introduces

time pressure as a critical variable in the process (Gonzalez et al., 2017).
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This type of complexity means that the decision-maker cannot rely on a static initial plan
throughout the entire process. Since every action generates new information and potentially
changes the nature of the problem, the decision-maker is forced into a continuous, interactive
learning process. DDM thus becomes an iterative process of acting, observing the
environment’s response, re-evaluating the situation, and adapting the strategy accordingly

(Gonzalez et al., 2017).

A central perspective within DDM, particularly in critical crisis management, is the tension
between preparation and reactive action. Brehmer (2000) illustrates this by analysing the
concept of C2 based on the classic military premise that no plan survives first contact with
reality. Before a crisis or operation, leadership is characterised by feedforward control, where
predetermined plans, regulations, and procedures guide actions. However, once the event
escalates and the environment begins to change dynamically, decision-making must transition
to feedback control. In this phase, responsiveness and the ability to act opportunistically on
new, incoming information are decisive for the outcome, rather than adherence to the original

plan (Brehmer, 2000).

This critical transition from planned to feedback-driven decision-making is significantly
complicated by time and stress factors. Spak (2020) highlights that crisis management is rarely
initiated in an orderly fashion but is instead typically an acute reaction to sudden and unforeseen
events. The inherent time pressure forces decision-makers to act operationally before they have
managed to form a complete or reliable situational awareness. Time thus becomes not only a
framework for the process but an acute driving and often limiting factor for the dynamic scope

of action (Spak, 2020).
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This limitation is theoretically conceptualised through what is known as the “space of
possibilities” or mdjlighetsrummet in Swedish (Brehmer, 2013), a concept that will serve as the
primary analytical lens through which all three empirical themes are subsequently examined.
The fundamental characteristic of this space during a crisis is that it inherently shrinks as time

progresses and the incident escalates.

This dynamic nature introduces a critical operational paradox for the crisis leader: the trade-off
between time and information (Brehmer, 2013). To make rational decisions in a feedback-loop,
the leader must gather data to reduce information ambiguity. However, gathering information
costs time. While the decision-maker delays an intervention to acquire a clearer operational
picture, the space of possibilities steadily contracts. If a leader waits too long in pursuit of
certainty, the space may close entirely. At the same time, acting too rapidly forces the leader to

operate under severe ambiguity (Brehmer, 2013; Spak, 2020).

Under such extreme cognitive load and tight timeframes, vulnerability to psychological pitfalls
increases, which can seriously hinder the capacity for dynamic adaptation. Hammond et al.
(2003) describe these phenomena as hidden traps in decision-making, where stressed leaders
unconsciously tend to rely on heuristics. Two particularly prominent risks in changing
environments are the status quo trap, where the decision-maker avoids necessary but uncertain
decisions and instead seeks security in familiar routines, and the anchoring trap, where
disproportionate weight is placed on the first information received. Both mechanisms
counteract the continuous re-evaluation required within DDM, as they lock leadership into
static or initial assumptions even though the environment and threat landscape are constantly

changing (Hammond et al., 2003).
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Applying DDM to cyber-physical systems differs from traditional crisis management. In a
conventional emergency, decision-makers can often rely on physical observation to verify the
situation on the ground. In a cyber-physical environment, however, the continuous feedback
loops are entirely digital and subject to active hostile manipulation. This creates a severe
operational uncertainty. If an attacker intentionally distorts the system data, the formal
leadership can no longer trust its own operational picture. Consequently, this manipulation

undermines the very foundation of dynamic decision-making.

Method
This section presents the methodology that forms the foundation of this study. To address the
research question, a qualitative research design has been adopted. The study employs a
deductive approach, utilising the theory of DDM as the analytical lens through which the

material is interpreted.

Research Strategy

The study conducts a thematic document analysis to explore how strategic frameworks
construct the crisis leader’s scope of action. Document analysis serves as the overarching
method, with thematic analysis (TA) applied as the analytical strategy for identifying,

organising, and offering insight into patterns of meaning across the selected documents.

TA 1s chosen over qualitative content analysis and discourse analysis for its capacity to
interrogate latent meanings without becoming overly fixated on micro-linguistic structures,
which would be counterproductive given that the analytical interest lies in the strategic logic of
the frameworks rather than their rhetorical construction. TA provides the flexibility required to

bridge theoretical constructs with operational realities, allowing for a combination of deductive
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theoretical lenses and inductive data coding to explore the translation process (Braun & Clarke,

2012).

At its core, this method relies on a hermeneutical approach that naturally complements TA’s
contextualist framework. Following Braun and Clarke (2012), themes are not treated as
passively “emerging” from the text. Rather, the researcher actively generates them to construct
a coherent analytical narrative. The process involves a continuous hermeneutic dialogue
between the researcher, the theoretical framework, and the empirical material, interpreting

specific strategic guidelines within the broader regulatory landscape (Braun and Clarke, 2012).

Empirical material and Sampling

The empirical material consists of seven strategic manuals, white papers, and implementation
guides published by four consulting firms: Orange Cyberdefense, Truesec, PWC and
Omegapoint. These firms act as boundary spanners between the legislative domain (NIS2) and

the operational domain.

A purposive sampling strategy was employed to select documents that either explicitly address
the implementation of NIS2, or more broadly examine crisis management and incident response
within the regulatory landscape of critical infrastructure. Both categories are relevant to the
research question, as they collectively reflect the strategic frameworks shaping cybersecurity
governance in the energy sector. The selection focused on well-known firms in Sweden whose
frameworks are likely to influence the industry standard for cybersecurity governance. This
ensures that the material represents the dominant strategic interpretations currently shaping the

field.
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Data Analysis

The empirical material was analysed using Braun and Clarke’s (2012) six-phase approach to
thematic analysis. Given the theoretical framework of DDM, the analysis adopted a deductive,
“top-down” approach where three main themes were predefined. As TA is inherently flexible
and reflexive, this analytical process was not purely deductive. Even with predefined
overarching themes, interpreting the data requires a latent understanding, acknowledging that
the researcher’s perspective and theoretical lens actively shape the synthesis (Braun and Clarke,

2012).

The analysis began with a familiarisation phase, requiring a close reading of the empirical
material. Instead of merely absorbing the surface-level text, the data was read actively and
analytically to uncover underlying meanings. Following this, the second phase involved
systematically identifying data relevant to both the research question and the predefined themes.
The data was labelled using latent coding, meaning the analysis went beyond semantics to
identify the underlying assumptions and ideas informing the texts. For example, when the
consulting firms described the rapid, 24-hour reporting requirements of the NIS2 directive, this
was assigned a latent code such as “the legal clock™ to capture the underlying pressure it places

on the decision-maker.

Once the dataset was fully coded, resulting in a total of 118 unique codes, the active process of
generating themes began. During this third phase, the codes were reviewed to identify areas of
similarity and overlap. Codes that shared common features and formed a coherent pattern in
the data were clustered together into sub-themes. For instance, codes such as “the eliminated
time window” and “proactive time shortage” were grouped to form the sub-theme Operational

time pressure.
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In the subsequent phases, these potential sub-themes underwent a quality check to ensure their
analytical relevance to the study, after which they were further described, and named. In the
final phase, writing and analysis merged. Specific data extracts were then used to clearly
demonstrate the key findings. To demonstrate this progression from raw empirical data to the

final theoretical synthesis, an excerpt of the coding scheme is presented in Table 1.

Table 1

Excerpt of the coding scheme illustrating the thematic development.

Quote (Meaning unit) Main theme Code Sub-theme

(DDM variable) (latent level)
“Vulnerabilities in these systems are Temporal The eliminated 1A. Operational time
often exploited almost immediately Constraints time-window pressure

upon disclosure, leaving minimal
window for defenders to respond.”
(Orange Cyberdefense, 2026, p. 34).

“Limiting what data an LLM can access | Competing Regulatory 3A. Security vs.

is also required to comply with the EU | Goals constraints on Al | Business Operations
member states’ local implementations
of the NIS2 directive.” (Truesec, 2026,

p. 64).
“LLMs execute loosely defined Information Algorithmic 2A. Limited visibility
instructions whose stochastic, non- Ambiguity Unpredictability | in technical systems

deterministic nature produces
unpredictable outcomes.” (Orange
Cyberdefense, 2025b, p. 62).

Note. LLM = Large Language Model

Ethical Considerations
Since this study relies on publicly available documents and does not involve human
participants, it does not require formal ethical review. However, several research-ethical

principles have been observed to ensure the study’s integrity.

First, the analysis remains strictly grounded in the data by representing the empirical material

accurately and in its original context. Second, a critical stance is maintained regarding the
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commercial nature of the sources. The empirical material is produced by private consulting
firms and may simultaneously serve as marketing material. Accordingly, the analysis treats their
frameworks as strategic interpretations of the law rather than objective truths. Third,
transparency in the analytical process is prioritised by clearly outlining the operationalisation

of the DDM framework, making the findings and the analytical logic verifiable for the reader.

Finally, this study addresses the ethical principle of harm minimisation regarding national
security. Since vulnerabilities within critical infrastructure are highly sensitive, analysing
internal operational data or conducting in-depth interviews with specific Swedish energy

providers could inadvertently expose critical weaknesses.

Therefore, a deliberate methodological choice was made to rely exclusively on publicly
available, high-level strategic frameworks. An interview-based approach involving SCADA
engineers or security personnel at specific energy providers would, by contrast, have required
formal ethical review and risked eliciting operationally sensitive information that could not be
responsibly published. This approach ensures an academic contribution without compromising

national security or publishing classified, actionable vulnerability data.

Nevertheless, the choice to focus on consulting firms is not merely a methodological
convenience. They are central actors as their frameworks actively shape the premises within

which formal leadership operates.

Delimitations

Certain delimitations were necessary to maintain focus and ensure the project’s feasibility. First,

the study is geographically limited to Sweden. Rather than being a mere practical boundary, the
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Swedish context is analytically critical. It represents a highly digitalised market where energy
providers rely heavily on external consultants for acute crisis management. While the NIS2
Directive is an EU-wide framework, this study focuses on its implementation through the
Swedish Cybersecurity Act and the strategic advice provided by consultancy firms operating

within this specific market.

Furthermore, the study specifically focuses on critical infrastructure, with an emphasis on the
energy sector. Although NIS2 covers a wide range of sectors (e.g., banking, transport, and postal
services), the energy sector is chosen due to its high level of interconnectedness and its status

as a primary target for systemic cyber threats.

Lastly, the empirical material is limited to publicly available strategic frameworks and
guidelines. This means that internal, non-public crisis manuals or specific classified security
protocols from individual companies are excluded. The focus is not on the internal secret
procedures of a single organisation, rather on the industry-standard interpretations provided by

the consulting companies.

Analysis and Results
This section presents the empirical findings of the thematic analysis. The purpose of the analysis
was to examine how the consulting discourse constructs the conditions for crisis management
within the energy sector, and to analyse these conditions using DDM. The analysis is structured

around three overarching themes and six sub-themes identified in the material.

The analysis is divided into the following sections:
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Section 1: Temporal constraints examine how proactive time shortages and external
legal deadlines limit the operational planning horizon.

Section 2: Information ambiguity addresses how technological opacity and the
unpredictable nature of cyber threats disrupt necessary feedback loops.

Section 3: Competing goals analyses the structural conflicts between maintaining

operational energy distribution, technical security, and administrative compliance.

In each section, the empirical findings are presented and subsequently analysed to explain the

structural consequences of these constraints using the DDM framework.

Temporal Constraints

1A. Operational time pressure

The consultants consistently identify a structural time deficit as a primary constraint. Time is
described not merely as a critical factor during an ongoing cyberattack, but as a permanent
shortage in proactive security work. PwC (2025) illustrates this proactive constraint: “With
implementation timelines stretching into years, establishing the foundations for quantum-
resistant security demands early action today to avoid adversarial disruption tomorrow.” (PwC,
2025, p. 18), and: “Even when prioritised, starting a cryptographic inventory and implementing

quantum-resistant cryptography takes time. And time is in short supply.” (PwC, 2025, p. 120).

From a DDM perspective, this indicates that the planning horizon within critical infrastructure
is fundamentally restricted. Brehmer (2000) establishes that in dynamic environments, the state
of the system changes autonomously due to external factors. When time is already lacking

before an incident occurs, the initial conditions for crisis management are degraded. This places
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direct demands on the scope of action, requiring a speed that traditional bureaucratic processes

within established energy providers are not designed to handle.

During an active incident, this proactive shortage transitions into an acute operational
constraint. As cyberattacks become automated, the speed of exploitation outpaces human
situational assessment: “Vulnerabilities in these systems are often exploited almost immediately

upon disclosure, leaving minimal window for defenders to respond.” (Orange Cyberdefense,

2026, p. 34).

Analysing it using Brehmer’s (2013) concept of the shrinking space of possibilities, this
autonomous acceleration severely limits the decision-maker. When attacks occur almost
immediately, the environment changes faster than the organisation can formulate a response.
The crisis leader is deprived of the time required to gather data and evaluate alternative actions

such as isolating physical OT-networks, which constitutes the foundation of dynamic control.

As a countermeasure to this operational speed, the technically oriented consultant advocate for
strategic deceleration: “Allowing a short delay gives the community or vendors time to identify
and remediate potential vulnerabilities before deployment, reducing the likelihood of

introducing compromised code into production.” (Truesec, 2026, p. 55).

This represents a deliberate attempt to regain control over the operational feedback loop. By
forcing a pause, the decision-maker attempts to halt what Brehmer (2013) defines as the
shrinking space of possibilities. This secures the analytical scope of action, even when the

stability of the energy grid is at stake.
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1B. Legal deadlines and Resource shortages

The empirical material indicates that temporal constraints extend beyond operational speed to
include external regulatory mandates and resource scarcity. Time pressure is frequently framed
through the lens of compliance, functioning as a strict administrative requirement. A primary
example is the introduction of new cybersecurity legislation, such as the NIS2 directive, which
imposes standardised reporting requirements on critical infrastructure: “NIS2 requires
operators to report serious security incidents within 24 hours for an initial assessment and
within 72 hours for a complete report to relevant authorities.” (Omegapoint, 2026, p. 13. [Own

translation]).

Seen through the DDM perspective, administrative deadlines introduce a competing temporal
constraint. Gonzalez et al. (2017) establish that managing multiple objectives under severe time
pressure degrades decision-making performance. During an incident within the energy sector,
the crisis leaders must divide limited resources between containing the physical threat to the
power grid and fulfilling statutory reporting requirements. This dual demand actively
accelerates what Brehmer (2013) defines as the shrinking space of possibilities. The cognitive
capacity and time required for technical mitigation are directly consumed by administrative

compliance.

This regulatory pressure is compounded by a structural resource deficit within the sector. The
material describes a fundamental asymmetry where internal defensive resources are insufficient
compared to the antagonist’s capabilities: “Energy supply in general, and electricity in
particular, has become increasingly important for a modern society. Antagonists are naturally
aware of this, and substantial resources are therefore devoted to finding vulnerabilities within

energy companies and their supply chains.” (Omegapoint, n.d., p. 5, [own translation]).
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In a DDM framework, limited resources strictly restrict the organisation’ s capacity to process
operational feedback and execute countermeasures. As PwC (2025, p. 22) observes,
“cybersecurity workforce shortages continue to impede progress”. The dynamic scope of action

is therefore limited not by an absence of technical tools, but by insufficient human resources.

Drawing on Brehmer’s (2013) concept, the lack of personnel means the organisation cannot act
before this operational window irrevocably closes. To compensate for this structural deficit, the
consultants advocate for outsourcing operational capacity: “In a threat environment that’s
growing more complex by the day, [managed services] offer a way to modernise defences

without diverting focus from innovation and growth.” (PwC, 2025, p. 24).

While outsourcing theoretically expands operational capacity, it fundamentally alters the
conditions for dynamic decision-making. By relying on managed services, the energy provider
delegates critical segments of its feedback loops and sensemaking processes to external actors
acting as boundary spanners. These boundary spanners translate regulatory complexity into
operational guidance, thereby shaping the premises within which the formal leadership can act.
The crisis leader’s dynamic scope of action becomes dependent on the availability and
analytical speed of external expertise, reducing the organisation’s internal operational

autonomy.

Information Ambiguity

2A. Limited visibility in Technical systems

Another recurring theme in the material is how the technical environment itself acts as a primary
source of information ambiguity. The consultants describe a situation where crisis leaders are

trapped between the opacity of legacy systems and the data overload of modern security tools.
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On one hand, the vulnerability of the energy sector is heavily linked to technological legacy.
Industrial Control Systems (ICS) that governs physical operations were historically designed
for isolated reliability, not modern connectivity. As IT and OT environments converge, a critical
lack of visibility emerges, as older infrastructure often lacks fundamental security measures and

becomes particularly vulnerable when connected to external networks (Omegapoint, n.d.).

This operational blindness is actively exploited by threat actors. Analyses of sector incidents
demonstrate that attackers specifically target files related to OT network modernisation and
SCADA systems to leverage these inherent vulnerabilities (CERT Polska, 2025). This
fundamental lack of visibility is highlighted as a severe constraint: “Legacy systems and supply
chain exposures are among the weakest spots and remain frequent targets for nation-state

actors.” (PwC, 2025, p. 7).

In terms of DDM, this technological legacy severely disrupts the crisis leader’s ability to
maintain continuous feedback loops, which Brehmer (2000) identifies as essential for dynamic
control. Dynamic environments require continuous feedback to assess the state of the system
and adapt actions accordingly. However, when the underlying infrastructure is inherently
opaque, the crisis leader operates with critical blind spots. The capacity to gather reliable data
regarding the physical energy supply is compromised. Recalling the shrinking space of
possibilities (Brehmer, 2013), the leader is faced with a critical trade-off, attempting to gather
information to navigate the crisis costs valuable time, yet the legacy systems yield little

actionable intelligence.

On the other hand, modern technological solutions introduced to secure these environments

often generate their own form of ambiguity. The integration of complex algorithms and
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monitoring tools creates an environment characterised by system-generated confusion. Instead
of clarifying the operational picture, the sheer volume of data risks flooding the crisis leader

with algorithmic unpredictability and false positives.

The introduction of advanced technologies introduces new risks, such as Al systems producing
unexplainable decisions due to a lack of transparency, while the volume of false positives during
malicious code detection requires significant operational resources to manage (ENISA, 2025,
pp. 25, 102): “70% of organizations use just 20% of the functionality of their existing security

products.” (Orange Cyberdefense, 2026, p. 8).

Within DDM, this technological complexity creates a contradiction. While modern tools are
implemented to reduce uncertainty, they frequently increase the cognitive load on the decision-
maker. The crisis leader must not only interpret the actions of the threat actor but also decipher
the opaque output of their own defence systems. When the volume of alerts becomes
overwhelming, the vulnerability to psychological pitfalls increases drastically. As Hammond et
al. (2003) note, extreme cognitive load forces decision-makers into relying on heuristics. Faced
with system noise and false positives, a stressed leader risks fixating on the first plausible
system alert rather than continuously re-evaluating the broader threat landscape. This behaviour

exemplifies what Hammond et al. (2003) describe as the “anchoring trap”.

This duality of complexity drastically increases information ambiguity. Thus, the crisis leader’s

rational decision-making is bounded not merely by a lack of time, but by a fundamental inability

to establish a verified operational truth before the space of possibilities closes.
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2B. Unpredictable Cyber threats

Throughout the analysed material, the consultants consistently frame the threat landscape itself
as a primary driver of information ambiguity. Rather than treating the threat against the energy
sector as a static technical problem, it is conceptualised as an abstract and changing
phenomenon. Because the parameters of the threat are difficult to define, organisations must
continuously update their understanding of the situation to maintain security: “Cyber threats
are constantly changing, and anyone who does not regularly update their threat analysis is at

greater risk of being attacked.” (Omegapoint, n.d., p. 24. [own translation]).

From a DDM perspective, this abstraction affects the conditions for decision-making. Gonzalez
et al. (2017) note that dynamic environments change autonomously due to external factors.
When the threat landscape is abstract and continuously changing, the crisis leader lacks
concrete parameters for initial sensemaking. As a result, the transition from planned
feedforward control to reactive feedback control (Brehmer, 2000) becomes more difficult. A
crisis leader within an energy provider cannot reliably evaluate the outcome of an intervention

if the nature of the initial threat is unclear.

This ambiguity is highly relevant within critical infrastructure, where the digital threat
landscape often involves geopolitical factors and advanced nation-state actors: “A potential
reduction in the availability or support of these resources could create a significant intelligence
gap, challenging European entities to find or develop alternative sources of reliable CTI ... .”

(Orange Cyberdefense, 2025a, p. 6).

Operating under conditions where the threat is difficult to quantify increases the risk of

cognitive errors. According to Hammond et al. (2003), high uncertainty in decision-making
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makes leaders more susceptible to psychological pitfall, particularly the “status-quo” trap. If
the parameters of an attack on the energy supply are abstract, the decision-maker might avoid
necessary but disruptive actions, such as isolating physical parts of the power grid. Under such
uncertainty, leaders risk falling into the “status quo trap”, relying on familiar, passive routines

(Hammond et al., 2003).

In summary, the abstraction of the threat landscape limits the dynamic scope of action. The
space of possibilities (Brehmer, 2013) shrinks not only due to time constraints, but also because
the decision-maker struggles to concretise the threat, which delays the response and prolongs

the state of information ambiguity.

Competing Goals

3A. Security vs. Business Operations

A structural conflict exists between maintaining cybersecurity and sustaining regular business
operations. The primary drivers of energy distribution inherently conflict with security. This
underlying paradox is explicitly established: “The digitalisation of energy systems has made
the industry more efficient and flexible but has also created a new risk surface for cyberattacks.”

(Omegapoint, n.d., p. 8. [own translation]).

Within the energy sector, this structural conflict materialises in the fundamental architecture of
the operational environment. As highlighted by Omegapoint (n.d., p. 23), securing ICS against
these new vulnerabilities often requires critical components to be completely isolated from
external networks. This security measure directly competes with the operational need for

connectivity and continuous energy distribution.
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From a DDM perspective, this situation exemplifies a decision environment characterised by
mutually exclusive goals. Gonzalez et al. (2017) establish that dynamic environments force
decision-makers to manage multiple objectives that cannot be optimised simultaneously. If a
crisis leader within an energy provider decides to isolate an infected OT network to achieve the
goal of security, they simultaneously compromise the goal of operational continuity, effectively

causing the disruption the attacker intended.

Prioritising security through network isolation directly disrupts the essential feedback loops
required for dynamic control. When a crisis leader disconnects an OT network to contain an
active intrusion, they simultaneously sever the telemetry required to monitor the physical
energy grid. According to Brehmer (2000), effective dynamic decision-making relies entirely
on continuous feedback to assess the state of the system. By isolating the infrastructure, the
decision-maker creates an operational blind spot, trading technical security for physical
visibility. This exacerbates the complexity of the crisis, as the leader must manage the physical

consequences of the disruption without real-time system data.

Because the parameters of the crisis change over time, this conflict requires dynamic
prioritisation. As an incident escalates, the decision-maker must continuously evaluate
incoming feedback and adapt their strategy (Brehmer, 2000). The crisis leader is forced into a
continuous trade-off process, where prioritising the preservation of physical infrastructure
inherently limits the capacity to sustain the energy supply. This creates a gap between strategic
ambition and operational reality, forcing the organisation to manage severe risks within their

existing structural dependencies.
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3B. Regulatory and Geopolitical pressure

External pressures, such as regulatory frameworks and geopolitics, create a direct conflict with
internal operational priorities. Energy providers, classified as critical infrastructure, are subject
to strict legal frameworks like the NIS2 directive, which mandate rapid incident reporting and
compliance measures (ENISA, 2025). Responding to this overarching threat landscape forces
a reallocation of resources that inherently compromises other operational areas: “While
respondents say they’re increasing cyber risk investment in response to the geopolitical

landscape, it may be coming at the expense of other spending priorities.” (PwC, 2025, p. 10).

Analysed through the DDM framework, this dynamic represents a structural conflict involving
finite resources. Gonzalez et al. (2017) establish that decision-making environments are
restricted by limited operational and cognitive capacities. When external geopolitical or
regulatory pressures force a crisis leader to allocate resources toward specific compliance or
administrative tasks, the resources available for operational mitigation are proportionally

reduced.

In addition to resource allocation, these regulatory frameworks impose strict timelines that
conflict directly with operational crisis management. Mandatory reporting requirements create
an administrative countdown that runs parallel to the technical crisis, forcing the crisis leader
to manage two competing timelines: an early warning within 24 hours, followed by a
comprehensive incident report within 72 hours (Directive 2022/2555/EU, 2022). High
cognitive workload degrades decision-making performance in dynamic tasks (Gonzalez et al.,
2017). When the leader must focus on gathering verified information for external regulatory
reporting, the cognitive capacity available to analyse and contain the physical threat against the

energy supply is reduced.
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This dual pressure actively accelerates the shrinking space of possibilities. Because time is a
strictly limited resource, prioritising administrative compliance consumes the exact timeframe
needed for immediate technical mitigation. The crisis leader must balance the long-term legal
requirement of compliance against the immediate operational requirement of restoring the
energy grid. This structural tension is not merely theoretical; it is explicitly acknowledged in
the consulting discourse itself: “This creates a gap between strategic ambition and operational
reality, where organizations must continue to manage risks within existing dependencies for the

foreseeable future.” (Omegapoint, 2026, p. 8. [own translation]).

This gap is precisely what Brehmer (2013) conceptualises as the shrinking space of possibilities
made permanent: the leader is structurally constrained before the crisis even begins.
Consequently, the dynamic scope of action is restricted by the structural necessity to divide
finite resources, time, and cognitive capacity between managing system disruptions and

managing external administrative pressures.

Discussion
This section analyses the empirical results through the lens of the theoretical framework and
relates them to previous research. It expands on the findings to discuss the wider consequences

for leadership, security, and crisis preparedness.

The limitation of the Formal scope of action

The implementation of the NIS2 directive in the energy sector creates a structural conflict
between legislative expectations and the physical reality of a cyberattack against integrated IT
and OT systems. NIS2 assumes control, transparency, and rapid incident reporting within 24

hours (Directive 2022/2555/EU, 2022). This administrative expectation stands in direct
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opposition to the immediate chaos that follows when operational technology is compromised.
In OT environments, system availability and continuous energy distribution are prioritised over
information confidentiality, meaning traditional IT security measures, such as immediate
network isolation, cannot be applied without risking extensive physical disruptions (Knowles
et al.,, 2015). The formal leadership is thus faced with mutually exclusive goals, where the
demand for administrative transparency and immediate reporting collides with the acute need

to manage the facility’s physical processes in real-time.

This conflict drastically limits the formal scope of action, which can be theoretically understood
through Brehmer’s (2013) space of possibilities. In a dynamic context, this space steadily
shrinks as an incident escalates, and the time window narrows (Spak, 2020). For the formal
leadership, the space shrinks exceptionally fast because decision-makers are forced to manage
two parallel timelines simultaneously: the technical speed at which the cyberattack spreads
through the networks, and the strict 24-hour deadline for incident reporting under NIS2. The
combination of these factors forces a reactive approach where the scope for strategic

governance is severely reduced.

This shrinking space of possibilities is further intensified by the severing of the systems’ critical
information flows. DDM is strictly dependent on continuous feedback loops where the
decision-maker can systematically evaluate the state of the environment and the effect of their
own actions (Gonzalez et al., 2017). However, during a cyberattack against the energy sector,
the leadership often suffers a total loss of information, a “loss of view”, caused by the OT
systems and their sensors being knocked out, manipulated, or isolated (CERT Polska, 2025).

When the formal leadership is forced to make system-wide decisions in an absolute information
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vacuum, the fundamental prerequisite for DDM is eliminated. Without functioning feedback,

the strategic decision-making process is completely decoupled from the operational reality.

The combined effect of zero time and zero information inevitably results in cognitive overload.
This overload drives decision-makers toward heuristic simplifications, such as the “status quo
trap”, where cognitive pressure and uncertainty lead to passivity instead of rational but risky

operational interventions (Hammond et al., 2003).

This vulnerability is especially acute within the energy sector due to its deeply ingrained safety
culture. Historically, critical infrastructure operates on strict procedural predictability and
traditional engineering paradigms (ENISA, 2025; Knowles et al., 2015). When a cyber-physical
attack suddenly removes reliable feedback loops, this compliance-driven culture becomes a
severe liability (Murphy et al., 2026). As a result, the formal leadership falls into what
Hammond et al. (2003) term the “status quo trap”, waiting for verifiable system data that will
not arrive and defaulting to familiar routines rather than executing the uncertain but necessary

interventions that dynamic crisis management demands.

Furthermore, the leadership is forced into a “compliance trap”, where the organisation’s low
resources and the leadership’s limited capacity are redirected from operational defence to
administrative paperwork (Murphy et al., 2026). To summarise, the formal scope of action is
effectively neutralised by these conflict demands, leaving an operational vacuum at the strategic

management level.
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The role of the Boundary spanner

The operational limitations described in section 6.1 force energy providers to find alternative
ways to maintain control. When the formal leadership is restricted by the conflict between fast-
paced cyber threats and strict administrative deadlines, a disconnect emerges between legal

compliance and practical crisis management.

External cybersecurity consultants bridge this disconnect by acting as boundary spanners,
translating regulatory complexity into operational guidance. Because traditional engineering
skills within the energy sector are often insufficient to handle advanced cyber threats (ENISA,
2025), organisations increasingly rely on these external experts. These actors constitute the
necessary link between legislative requirements and physical operations (Boin & ‘t Hart, 2007,
Wright, 2019). By managing this tension, the consultants prevent system collapse and

reconstruct the organisation's decision-making capacity.

In an operational environment characterised by extreme information ambiguity and technical
noise, these consultants function as a manual feedback loop. Dynamic decision-making requires
continuous information and situational awareness for the decision-maker to objectively
evaluate the state of the environment (Endsley & Jones, 2012; Gonzalez et al., 2017). When a
cyberattack disables integrated OT systems and causes a total “loss of view” (CERT Polska,
2025), the leadership loses the ability to interpret and assess the system’s status. In this situation,
vast, fragmented, and inaccessible datasets must be rapidly translated to avoid operational
passivity. The cybersecurity consultants reconstruct the feedback loop by filtering the noise and
transforming opaque technical information into actionable strategic choices. The consultants

define what is technically feasible.
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In practice, this means they reconstruct what Brehmer (2013) conceptualises as the leadership’s
space of possibilities. By explicitly formulating the remaining courses of action for the board,

they become the primary source of information for strategic governance.

In addition to reconstructing the decision-making foundation, these boundary spanners manage
the structural tension between the NIS2 directive’s legal expectations and the requirement for
operational continuity, thereby functioning as an organisational firewall. The NIS2 directive
imposes strict requirements that serious incidents must be reported to relevant authorities within
24 hours (Directive 2022/2555/EU, 2022). This deadline threatens to drain the leaderships
attention and force them into a “compliance trap” (Murphy et al., 2026), where bureaucratic

processes take precedence over actual incident response.

Through their role, the consultants absorb the administrative pressure and shield the operational
OT engineers from bureaucratic overload. This isolation and division of responsibilities allow
the technical staff to focus exclusively on the physical restoration of energy distribution under
fail-safe conditions (Knowles et al., 2015), while the cybersecurity consultant independently

manages legal compliance.

The consequence of this dynamic is a fundamental shift in the strategic scope of action. The
formal crisis leadership’s scope of action is not merely supported by the cybersecurity
consultants; it is reconstructed and governed by them. Because the leadership lacks the capacity
to independently interpret “loss of view” data while simultaneously managing the continuous
legal pressure from NIS2, direct control over the operational narrative shifts to the external

actors.
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The external consultant is thus transformed from an isolated technical advisor into the
operational navigator who defines the premises of the crisis management. Although the legal
responsibility remains with the organisation’s board and CEO, the available courses of action
are dictated entirely by the boundary spanner’s interpretation of the technical and administrative
situation. The scope of action is therefore fully determined by the external actor’s assessment,
meaning in practice that the formal crisis leadership’s task is reduced to selecting among the

parameters presented by the navigator.

It should, however, be noted that the empirical material is produced by the very actors who
stand to benefit from the dependency they describe. Cybersecurity consulting firms have a
commercial incentive to frame organisational complexity as unmanageable without external
expertise. The strategic frameworks analysed in this study therefore not only reflect operational
realities, but they also actively construct them. This does not invalidate the findings, but it does
mean that the scope of action presented to formal leadership may be strategically narrowed

rather than objectively defined.

The boundary spanner’s role as operational navigator is thus not a neutral function but a
commercially positioned one. This means that the analytical findings of this study should be
read not only as a description of operational reality, but as a reflection of a strategically curated
reality, one in which organisational dependency on external expertise is simultaneously

diagnosed and sold by the same actor.

Implications of Outsourced Crisis Management

NIS2 directive introduces a central regulatory contradiction within the energy sector. The

directive was explicitly designed to enforce increased internal accountability by placing direct
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legal responsibility for cybersecurity and crisis management on the board of directors and the
chief executive officer (Directive 2022/2555/EU, 2022). National legislation translates this into

a strict liability for the senior management (SFS 2025:1506, 2025).

However, the extreme technical and administrative complexity associated with the directive’s
mandates practically generates the exact opposite effect. Because organisations face a
significant competence gap where traditional engineering expertise is insufficient to manage
advanced cyber threats (ENISA, 2025), the formal leadership is compelled to outsource the
situational understanding of the crisis to external consultancy firms. The regulatory attempt to
centralise internal accountability inadvertently decentralises operational comprehension,
forcing the legally responsible executives to rely on third-party actors to understand the nature

of the emergency.

This operational reliance on external actors elevates the problem from an organisational
limitation to a systemic vulnerability concerning national security. The energy sector constitutes
the foundation of national resilience and total defence (Swedish Energy Agency et al., 2024).
When the ability to maintain critical infrastructure during a cyber-physical crisis is made
dependent on private cybersecurity consultants, national preparedness becomes contingent on

the finite resources and business models of commercial entities.

In the event of a widespread, coordinated national cyberattack, like the systemic attacks
observed in the Polish energy sector (CERT Polska, 2025), these external resources risk
becoming stretched thin. If consultancy firms lack the personnel and capacity to simultaneously
support multiple critical infrastructure providers during a synchronised regional or national

incident, a severe operational bottleneck emerges. This dependency on commercial scaling
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limits fundamentally degrades the nation’s collective resilience and recovery capacity during a

state of heightened alert.

The outsourcing of crisis management creates a critical decoupling of accountability. A distinct
disconnect emerges between the legally accountable entity (the formal leadership) and the actor
who practically defines and governs the operational scope of action. Drawing on the concepts
of Brehmer (2013) and Spak (2020), the boundary spanner functions as the operational
navigator who interprets opaque technical data and formulates the available strategic options

based on their subjective assessment of the system.

While the board of directors remains legally liable under the compliance frameworks, their
decision-making power is effectively constrained by the parameters set by the external
consultant. This decoupling presents a significant risk, as the formal leadership is reduced to
authorising decisions they do not fully comprehend, driven by an external party whose primary
obligations are contractual rather than institutional or strictly aligned with national security

priorities.

In conclusion, the integration of the boundary spanner serves as a necessary functional
adaptation to manage the immediate tension between complex technological realities and strict
legal frameworks. Without this external expertise, organisations would likely experience
cognitive overload and be forced into the compliance trap (Murphy et al., 2026) during an acute
cyber-physical incident. Nevertheless, this structural arrangement conceals a deeper systemic
fragility in the nation’s crisis preparedness and energy resilience. If the operational scope of
action is reconstructed and governed by external consultants rather than the legally accountable

leadership, the fundamental security of the critical infrastructure remains structurally
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vulnerable to both resource saturation and the decoupling of strategic decision-making from

formal legal responsibility.

The findings of this study carry direct implications for how critical infrastructure organisations
approach cybersecurity governance. Rather than treating NIS2 compliance as a purely legal
exercise, senior management should actively invest in building internal dynamic-decision-
making capabilities to reduce structural dependency on external consultants. This could include
targeted crisis simulation training for boards and executives, as well as the development of pre-
established decision protocols for cyber-physical incidents. Equally important is the formal
integration of cybersecurity consultants into internal command structures before a crisis occurs,

rather than as a reactive measure during one.

Conclusion
This thesis examined the structural and cognitive conditions for strategic leadership during
cyber-physical incidents in critical infrastructure. The primary purpose was to investigate how
new legal frameworks and technical operational realities affect executive decision-making
capabilities. Specifically, the study sought to answer the research question: “How is the crisis
leader’s operational scope of action constructed in the tension between NIS2 compliance and

dynamic crisis management within the energy sector?”

The findings show that the formal scope of action for crisis leaders is severely limited under
the dual pressures of acute cyber incidents. The formal leadership is structurally restricted by
the direct conflict between the rapid progression of technical cyber-threats in operational
technology systems and the 24-hour administrative reporting deadlines mandated by the NIS2

directive. This friction neutralises the formal leader’s capacity for dynamic decision-making,
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as cognitive overload and the absence of clear operational feedback loops create an operational

vacuum at the strategic level.

Furthermore, the operational scope of action is reconstructed by external cybersecurity
consultants acting as boundary spanners. Because the formal leadership lacks the specialised
technical expertise to interpret fragmented system data, these boundary spanners intervene to
filter technical noise, recreate feedback loops, and formulate the available strategic options. The
external consultants thereby become the operational navigators, dictating the parameters within

which the formal leadership can act.

The consequence of this dynamic is the emergence of a systemic vulnerability within the energy
sector’s crisis preparedness. While legal accountability and formal liability remain strictly
centralised at the board and executive level due to NIS2, the actual operational understanding
and strategic decision-making processes are outsourced to commercial third-party entities. This
decouples formal legal responsibility from practical operational control. The structural
dependencies identified in this study highlight the need for further empirical investigation into

the dynamics of outsourced crisis management.

Future research should analyse how internal operational engineering teams perceive and
interact with this reliance on external boundary spanners during acute incidents, specifically
assessing the potential friction between internal technicians and external consultants. Another
critical avenue is investigating how organisations within critical infrastructure can practically

bridge the existing competence gap.
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Identifying organisational frameworks or training methodologies that allow formal leadership
to internalise dynamic decision-making capabilities, while remaining compliant with NIS2, is
necessary to reduce the systemic vulnerability associated with outsourced crisis management.
These questions are best pursued through qualitative interviews with internal OT engineers or
via comparative case studies across multiple providers. Such approaches would offer the

empirical depth that document analysis inherently lacks.
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