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Abstract

In an era defined by hybrid warfare and sophisticated cyber-kinetic threats, the operational resilience of
critical infrastructure serves as a fundamental pillar of Sweden's Total Defence (Totalforsvaret) strategy.
As the Swedish power grid undergoes a rapid digital transformation to meet sustainability goals, legacy
Operational Technology (OT) systems are increasingly exposed to modern network vulnerabilities.
Concurrently, the regulatory landscape has evolved with the implementation of the European Union's
NIS2 Directive, enacted in Sweden via the Cybersecurity Act (SFS 2025:1506) in January 2026. Whether
legal compliance with this framework translates into verifiable technical security in practice, however,
remains an open question. This thesis investigates whether the "appropriate technical and organisational
measures" mandated by the new legislation are sufficient to mitigate advanced, multi-vector
cyberattacks. Utilising a mixed-methods approach grounded in Sociotechnical Systems Theory, the
research contrasts Work-as-Imagined (the regulatory framework and compliance audits) with Work-as-
Done (the operational reality of legacy Supervisory Control and Data Acquisition (SCADA)
environments). Through a custom, deterministic HTML/Three.js simulation grounded in IEC 60076-7
thermal physics, the study simulates a combined "Manipulation of View" (MITRE ATT&CK T0832) and
"Unauthorized Command Message" (MITRE ATT&CK TO0855) attack on a Swedish 400 kV substation
transformer over the ubiquitous Modbus TCP protocol. By measuring the subsequent loss of Cyber
Situational Awareness through the Integrity Visibility Metric, the research empirically demonstrates how
technical blindness in the control room can cascade into a broader societal crisis. The thesis ultimately
conducts a regulatory gap analysis using the Compliance vs. Resilience Matrix to determine whether
current laws adequately compel the technical specificities required to protect the Swedish energy sector
from systemic failure and deception.

Keywords: NIS2 Directive, SCADA cybersecurity, Modbus TCP, Cyber Situational Awareness,
Sociotechnical Systems, Swedish Total Defence, Resilience Engineering
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Fran regelefterlevnad till motstandskraft: En sociteknisk analys av NIS2-regleringen och
multivektoriella SCADA-sdrbarheter i det svenska elniitet

Sammanfattning

I en tid priglad av hybridkrigforing och sofistikerade cyberkinetiska hot utgdr driftsdkerheten hos
kritisk infrastruktur en grundldggande pelare i den svenska totalforsvarsstrategin. Nér det svenska
elndtet genomgar en snabb digital omstéillning for att mota hallbarhetsmélen exponeras dldre OT-
system (Operational Technology) 1 allt hogre grad for moderna nitverkssarbarheter. Samtidigt har
det regulatoriska landskapet utvecklats genom genomfGrandet av Europeiska unionens NIS2-
direktiv, som i Sverige inforlivats genom Cybersédkerhetslagen (SFS 2025:1506) som tradde i kraft
1 januari 2026. Huruvida réttslig efterlevnad av detta ramverk faktiskt Gversitts till verifierbar
teknisk sdkerhet i praktiken dr dock fortfarande en 6ppen fraga. Denna uppsats undersoker om de
“lampliga tekniska och organisatoriska atgirder” som fOreskrivs i den nya lagstiftningen ar
tillrdckliga for att motverka avancerade multivektoriella cyberangrepp. Med en blandad
metodansats grundad i sociteknisk systemteori kontrasterar undersékningen Work-as-Imagined (det
regulatoriska ramverket och regelefterlevnadsrevisioner) mot Work-as-Done (den operativa
verkligheten 1 dldre SCADA-miljoer for Gvervakning och styrning). Genom en specialbyggd,
deterministisk HTML/Three.js-simulering forankrad i den termiska fysiken enligt IEC 60076-7
simulerar studien en kombinerad “Manipulation of View” (MITRE ATT&CK TO0832) och
”Unauthorized Command Message” (MITRE ATT&CK TO0855) mot en svensk 400 kV-
transformatorstation via det allmént forekommande Modbus TCP-protokollet. Genom att médta den
resulterande forlusten av cybersituationsforstielse via det sa kallade Integrity Visibility-méttet visar
studien empiriskt hur teknisk blindhet i kontrollrummet kan kaskadera till en bredare samhallskris.
Slutligen genomfor uppsatsen en regulatorisk gapanalys med hjélp av en specialutvecklad
Compliance vs. Resilience-matris for att avgora om géillande lagstiftning i tillracklig grad kréver de
tekniska specifikationer som behdvs for att skydda den svenska energisektorn mot systemfel och
vilseledning.

Nyckelord: NIS2-direktivet, SCADA-cybersikerhet, Modbus TCP, cybersituationsforstaelse,
sociteknisk systemteori, totalforsvar, resiliensteknik
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The abbreviations below are used throughout the thesis. They are listed in alphabetical order.

Swedish-language abbreviations retain their original form; their English equivalents are given

where they exist.

Al, A2, A3

ANSI
APA 7
ATT&CK
B1, B2

C1

CER
CSA
CRA
CSv
DOI

Ds

DSO

EEMUA

ENISA
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Matrix (Chapter 3)
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Doctrinal compliance dimensions in the Compliance vs. Resilience Matrix

(Chapter 3)
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(Chapter 3); the dimension where the structural gap is identified
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Cyber Situational Awareness

Cyber Resilience Act (EU)

Comma-Separated Values (file format for exported simulation data)

Digital Object Identifier

Departementsserien — a Swedish government working paper series (e.g., Ds

2024:6)

Distribution System Operator

Engineering Equipment and Materials Users' Association
European Union Agency for Cybersecurity
Efficiency-Thoroughness Trade-Off (Hollnagel)

European Union

Modbus Function Codes (3 = read holding registers; 15 = write multiple coils;

16 = write multiple registers)

Functional Resonance Analysis Method (Hollnagel)
General Data Protection Regulation (EU)

Human Machine Interface

Industrial Control System




IEC
IEEE
ISA
IT
IVM

kV
MITRE
MSB

MVA
NIS1
NIS2
NIST
OFAF

oT
PLC

RTD

RTU

RQ1, RQ2
SA
SCADA
SE-Grid-07
SFS

SME
SOU

T0832
TO0855
TCP

International Electrotechnical Commission
Institute of Electrical and Electronics Engineers
International Society of Automation
Information Technology

Integrity Visibility Metric — the central measurement introduced in this
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1. Introduction

1.1 Background: The Renaissance of Civil Defence in a Digital Age

In the spring of 2026, Sweden stands at a critical juncture in the reconstruction of its national security
architecture. The Swedish Riksdag adopted the Total Defence Bill for 2025-2030 in December 2024,
allocating over SEK 170 billion to military defence and SEK 37.5 billion to civil defence —
historically unprecedented sums that mark a decisive break from the post-Cold War peace dividend
(Swedish Government, 2024). Central to this shift was the transformation of the Swedish Civil
Contingencies Agency (MSB) into the Civil Defence Agency (MCF) on 1 January 2026, signalling a
transition from peacetime crisis management to wartime operational readiness. Russia’s full-scale
invasion of Ukraine and Sweden’s subsequent NATO accession in March 2024 — the most significant
change in Swedish security policy in two centuries — provide the strategic backdrop (Ds 2024:6,

2024).

Under the Totalforsvaret framework, a resilient civilian power grid is recognised as a prerequisite for
national survival (Liwang et al., 2023). Modern military operations depend entirely on civilian
electricity; without it, hospitals fail, logistics collapse, and communications go dark. Grid resilience
depends not only on technical robustness but on the interaction between infrastructure and the
population it serves, so a failure during a crisis produces cascading consequences far exceeding the
initial disruption (van Zoest et al., 2023). Xu et al. (2021), reviewing cyber-physical power system
resilience, similarly argue that the cyber and physical layers must be treated as a single interdependent
system, with high-impact, low-probability adversarial action central to resilience planning rather than

peripheral.

The threat landscape has evolved in parallel. State-sponsored groups employ hybrid warfare blending
military and non-military tactics to exploit civilian systems (Weissmann, 2025) and the Swedish
Armed Forces warned in January 2025 that Russia, China, and Iran were conducting cyberattacks and
sabotage against Swedish critical infrastructure (Swedish Armed Forces, 2025). The risk is
compounded by the grid’s digital transformation: OT and SCADA systems are increasingly integrated
with corporate IT networks, dissolving the air gaps that once shielded industrial environments. Among
the legacy protocols exposed by this convergence, several remain in active use, including DNP3 and
IEC 61850. But one stands out for sheer scale: the global Modbus market was valued at roughly USD
1.35 billion in 2024 and is projected to reach USD 2.55 billion by 2032, driven by both legacy




maintenance and new installations (FlowFuse, 2026). Modbus still accounts for about 4 per cent of
new industrial network deployments worldwide, with millions of devices having 20-to-40-year
lifespans across European energy, water, and manufacturing sectors (HMS Networks, 2025). This
ubiquity is what makes the protocol a critical security focus: its vulnerabilities pervade the industrial

landscape at scale.

The protocol at the centre of this exposure is Modbus TCP. Developed by Modicon in 1979 for isolated
factory networks, it became dominant through its simplicity, robustness, and hardware-agnostic design
(Goldenberg & Wool, 2013). Yet it transmits all data in cleartext, performs no cryptographic integrity
verification, and implements no device authentication (Huitsing et al., 2008; Rodrigues et al., 2022;
Le et al., 2025). Any device reaching TCP port 502 can read sensor data, inject commands, and alter

holding registers without challenge.

Recent incidents show the operational reality of this threat. The 2015 Ukrainian grid attack,
documented by Lee, Assante, and Conway (2016) in the definitive SANS/E-ISAC report, showed how
state-aligned actors can blind operators while remotely opening breakers across substations. In January
2024, FrostyGoop became the first publicly confirmed ICS malware to weaponise Modbus TCP
directly, cutting heating to over 600 buildings in Lviv for two days in sub-zero temperatures (Dragos,
2024). A scan published soon after found over 1,088,175 Modbus TCP devices exposed to the public
internet with zero authentication (Unit 42, 2025). These are not anomalies but operational templates
an adversary could adapt against a Swedish bulk-supply substation, and they motivate the attack chain

examined here.

1.2 Problem Discussion: The “Resilience Gap”

To counter these risks, the EU introduced the NIS2 Directive (Directive (EU) 2022/2555), transposed
in Sweden as the Cybersecurity Act (SFS 2025:1506), in force 15 January 2026 (Svensk
forfattningssamling, 2025). It mandates “appropriate technical and organisational measures.” But a
central problem arises at the intersection of law and engineering: a potential “Resilience Gap” between
compliance and technical security. The directive’s “appropriate and proportionate” language, weighed
against the state of the art and implementation cost (Article 21), creates interpretive ambiguity for
legacy OT, and the Swedish preparatory works (SOU 2024:18, 2024) preserve SME cost flexibility —
so an operator could argue replacing 1979-era Modbus equipment is disproportionate. Research on

NIS2 barriers confirms legacy integration and financial constraints are the most significant obstacles

(Ioannidis et al., 2025).




This gap becomes acutely dangerous under multi-vector cyber-kinetic attacks. Adversaries first deploy
Manipulation of View (MITRE ATT&CK T0832) to falsify telemetry on the operator’s HMI, then,
under this digital blindfold, send Unauthorized Command Messages (T0855) to sabotage machinery
(MITRE Corporation, 2025). Blinded to the system’s true state, operators cannot initiate crisis
protocols, and a localised manipulation cascades silently into societal disaster. The central question
driving this thesis is whether full legal compliance with the Cybersecurity Act actually protects against

this category of attack — or whether compliance and resilience have become dangerously decoupled.

1.3 Theoretical Framework: Sociotechnical Systems, Resilience
Engineering, and Situational Awareness
This thesis draws on three interlocking theoretical traditions. Together they provide the conceptual

vocabulary needed to bridge engineering failure and legal inadequacy.

Sociotechnical Systems Theory. Originating with Trist and Bamforth (1951), sociotechnical theory
holds that a work system cannot be optimised by redesigning technology or social organisation in
isolation; the two are deeply interdependent (Baxter & Sommerville, 2011). A power grid is a textbook
case: transformers and control hardware form the technical subsystem, while operators, regulators, and
legal frameworks form the social subsystem. A spoofed Modbus command compromises the technical
subsystem, but societal damage materialises only when the social subsystem — operator, alarm
process, legal notification chain — fails to detect and respond. This thesis therefore treats the grid not
as a machine to be protected but as a sociotechnical system in which technical vulnerability, human

cognition, and legal governance are interdependent elements of resilience.

Resilience Engineering and the WAI/WAD Distinction. Hollnagel (2014) distinguishes two
paradigms. Under Safety-I, safety is the absence of failure and the operator is a liability constrained
by rules (Dekker, 2003). Under Safety-II, it is the ability to succeed under varying conditions, with
human variability the source of adaptive capacity (Hollnagel et al., 2015). The cornerstone is the
distinction between Work-as-Imagined (WAI) and Work-as-Done (WAD): WALI is how work should
happen — the laws, checklists, and diagrams built at the “blunt end” (Hollnagel, 2015; Shorrock,
2017); WAD is the “sharp end” reality of operators managing unencrypted equipment, suppressing
false alarms, and balancing production against security (Mendoza et al., 2024). A gap always exists
(Hollnagel, 2012). If the Act mandates “appropriate measures” without a technical floor, operators can
claim compliance while WAD stays vulnerable. WAI/WAD is the thesis’s primary lens: WAI is
encoded in SFS 2025:1506; WAD is demonstrated through the simulation.




Hollnagel’s Efficiency-Thoroughness Trade-Off (ETTO) explains why operators are exploitable
(Hollnagel, 2009). Under normal conditions they default to efficiency, trusting their instruments rather
than verifying every reading — rational adaptation, not negligence. ETTO becomes lethal when an
adversary spoofs the very instruments the operator trusts. A TO832 attack need not defeat the operator
directly; it need only make the spoofed data plausible enough that efficiency-driven cognition never

shifts to thorough verification.

Cyber Situational Awareness. The operational impact of the attacks is measured through Endsley’s
Situational Awareness (SA) model, which defines SA as “the perception of elements in the
environment within a volume of time and space, the comprehension of their meaning, and the
projection of their status in the near future” (Endsley, 1995, p. 36). The model has three hierarchically
dependent levels. For a SCADA operator monitoring a Swedish bulk-supply substation and its 250
MVA transformer: Level 1 (Perception) is detecting raw elements — a winding temperature, a valve
state, an alarm colour; Level 2 (Comprehension) integrates them into a picture — rising temperature
with falling flow means cooling is failing; Level 3 (Projection) extrapolates — the relay will trip in
twelve minutes, act now (Endsley, 1995; Wickens, 2008). Crucially, Levels 2 and 3 collapse instantly

if Level 1 is corrupted.

Franke and Brynielsson (2014) extended Endsley’s model to SCADA security, stressing that cyber
awareness is “search-driven”: because operators are physically remote, their perception is entirely
mediated through digital telemetry. Unlike a pilot who can glance out the window, a SCADA operator
has no independent channel to verify screen data against reality (Franke et al., 2022). This thesis
operationalises Level 1 SA as the Integrity Visibility Metric: the divergence in degrees Celsius
between the winding temperature computed by the physics engine and the temperature shown on the
HMI. When T0832 is active and T0855 halts cooling, this divergence grows to about 46°C at blackout

— a quantitative measure of the operator’s total loss of perception.

1.4 Research Purpose and Aim

The overarching aim is to critically evaluate the alignment between Swedish cybersecurity regulation
and the technical reality of modern multi-vector ICS attacks. By juxtaposing an empirical simulation
of a SCADA attack against the mandates of SFS 2025:1506, the research determines whether the
legislation has the technical specificity needed to ensure operational resilience of the Swedish grid,
contributing to the wider effort of mapping critical vulnerabilities within Sweden’s Totalforsvaret

strategy.




1.5 Research Questions

RQ1 (Technical): How does a multi-vector cyberattack, combining a Manipulation of View (MITRE
T0832) and an Unauthorized Command Message (MITRE TO0855), impact the cyber situational
awareness and Integrity Visibility of a SCADA operator monitoring a high-voltage substation

transformer over Modbus TCP?

RQ2 (Sociotechnical): To what extent do the “appropriate technical and organisational measures”
mandated by the Swedish Cybersecurity Act (SFS 2025:1506) compel the implementation of the
specific security mechanisms required to detect and mitigate such integrity-based protocol attacks

against critical substation assets?

1.6 Delimitations

The simulation focuses exclusively on Modbus TCP. While other protocols exist (IEC 61850, DNP3,
OPC UA), unauthenticated Modbus remains pervasive in Swedish substations and offers a well-
documented baseline for analysing the absence of inherent security controls (Goldenberg & Wool,
2013; Machaka et al., 2025). The legal analysis addresses only SFS 2025:1506 and SOU 2024:18,
excluding the GDPR, AI Act, and Cyber Resilience Act except where they directly intersect with OT
mandates. The simulation is a deterministic HTML/Three.js testbed grounded in IEC 60076-7 thermal
physics (IEC, 2018); it does not replicate every aspect of a real substation but faithfully models the
three variables the research questions depend on: transformer thermal physics, Modbus-level attack

logic, and HMI operator perception.

1.7 Thesis Structure

Chapter 2 synthesises research across the four domains the thesis spans: societal resilience and energy
security under Totalforsvaret, Sociotechnical Systems Theory and Resilience Engineering, SCADA
vulnerabilities and attack simulation, and the regulatory landscape. Chapter 3 details the sequential
mixed-methods design and the two linking instruments — the Integrity Visibility Metric and the
Compliance vs. Resilience Matrix. Chapter 4 presents the three-stage simulation findings, quantifying
the loss of Cyber Situational Awareness through the IVM, and populates the matrix against SFS
2025:1506, NIS2 Article 21, and SOU 2024:18. Chapter 5 interprets the findings through the
WAI/WAD framework, discusses the implications for Sweden’s Total Defence strategy, and addresses
validity, limitations, and further research. Chapter 6 concludes by stating the knowledge contributions,
answering both research questions directly, and offering recommendations for the Swedish legislator,

grid operators, and the broader regulatory architecture.




2. Literature Review

2.1 Introduction to the Literature

Critical infrastructure protection is inherently interdisciplinary, weaving together energy systems
engineering, human factors psychology, computer science, and regulatory law. Yet the literature
remains compartmentalised: engineers publish vulnerability analyses without engaging the legal texts
governing the systems they study, while legal scholars critique regulatory frameworks without
grounding their analysis in the specific technical failures those frameworks must prevent. This chapter
maps research across four interconnected domains — societal resilience and energy security,
sociotechnical systems theory, SCADA vulnerabilities and attack simulation, and the regulatory

landscape — and identifies the gap this thesis targets.

2.2 Societal Resilience, Energy Security, and the Total Defence Doctrine

Modern societies operate under the absolute assumption of uninterrupted electricity. Electricity is
meta-infrastructure — the foundation on which water treatment, hospitals, telecommunications, and
transport all depend. Within Sweden’s Total Defence (Totalforsvaret) strategy, a resilient civilian grid
is therefore a prerequisite for national survival, since a modern military cannot mobilise, communicate,

or sustain operations without it (Liwang et al., 2023; Swedish Government, 2024).

Grid resilience cannot be achieved through engineering or rigid compliance alone. Perrow’s Normal
Accidents (1984) established that in tightly coupled complex systems, failures are not anomalies but
inherent properties of the architecture — and a grid linking thousands of generators, transformers, and
substations through digital control networks is precisely such a system. Building on Perrow,
Rasmussen (1997) showed that organisations managing hazardous technologies fail not through single
catastrophic errors but through a gradual, often invisible drift of practice toward the safety boundary

under economic and workload pressure — what he called “practical drift.”

For a power grid operator balancing production targets against cybersecurity, this drift manifests as
the gradual acceptance of unauthenticated legacy protocols because replacement is expensive and the

system “has always worked this way.”

This dependency on human adaptability is compounded by the societal dimension of energy crises.
Research on large-scale shocks shows that crises fundamentally change consumption patterns, so

operators cannot rely on pre-crisis demand models during an emergency (van Zoest et al., 2023). Xu




et al. (2021), reviewing cyber-physical power system resilience, argue that the cyber and physical
layers must be treated as a single interdependent system, and that high-impact, low-probability
adversarial action must be central to resilience planning, not peripheral. Grid resilience is therefore not
a purely technical property of hardware; it is a sociotechnical property of the interaction between

infrastructure, operators, and society.

2.3 Sociotechnical Systems Theory: Work-as-Imagined vs. Work-as-
Done

The recognition that critical infrastructure operates as a sociotechnical system — a coupled ensemble
of human actors, technical artefacts, and organisational structures — is now the dominant paradigm in
safety science (Baxter & Sommerville, 2011). The concept traces to the Tavistock Institute’s coal-
mine studies (Trist & Bamforth, 1951), but its application to high-risk industries was transformed by

Resilience Engineering in the early 2000s.

Traditional safety management, which Hollnagel (2014) terms Safety-1, defines safety as the absence
of failure. Under this paradigm, the human operator is treated as a potential source of error to be
constrained by procedures and automated safeguards. As Leveson (2011) argues, this decomposition
approach — analysing each part for failure modes — is inadequate for modern, software-intensive,
tightly coupled systems, where accidents arise from unsafe interactions between components each
working exactly as designed. A Modbus PLC accepting a command is not malfunctioning; it is doing
what its 1979 specification dictates. The failure is system-level: a protocol built for trusted factory
networks now operates in a hostile, internet-connected environment, and no component “failed” in any

way Safety-I would detect.

Resilience Engineering (Safety-1I) defines safety as the ability to succeed under varying conditions,
treating human performance variability as the primary source of adaptive capacity (Hollnagel et al.,
2015). When a SCADA operator notices an unusual trend and overrides an automated response, they
demonstrate exactly the adaptation that keeps the grid running despite imperfect designs. The operator

is not a liability; they are the last line of resilience.

The cornerstone of this tradition is the distinction between Work-as-Imagined (WAI) and Work-as-
Done (WAD) (Hollnagel, 2015; Shorrock, 2017). WAI is the idealised version — compliance
checklists, architecture diagrams, and response plans built by regulators far from the control room.

WAD is operational reality: operators managing alarm floods, suppressing nuisance alerts, and relying




on unauthenticated legacy protocols because the approved replacement has been “in procurement” for
three years (Mendoza et al., 2024). The WAI-WAD gap is a universal feature of complex systems, not
a dysfunction — but it becomes dangerous when exploitable. Shorrock (2017) adds Work-as-
Disclosed: the sanitised version operators present to auditors, concealing the vulnerable reality from

regulators and leadership alike.

This gap is compounded by Hollnagel’s (2009) Efficiency-Thoroughness Trade-Off (ETTO). Humans
cannot maximise both speed and rigour at once. Under normal conditions experienced operators
rationally default to efficiency: they trust their instruments and routines rather than independently
cross-checking every reading against physical reality. Woods (2015) describes this as the “graceful
extensibility” challenge: the efficiency adaptations enabling daily survival become vulnerabilities
when an adversary manipulates the information environment. A T0832 attack exploits ETTO directly
— the spoofed data looks normal enough that efficiency-driven cognition never shifts to thorough,

independent verification.

2.4 Cyber Situational Awareness and the Integrity of Perception

Because the operator is the last line of adaptive defence, their cognitive state becomes the critical
variable — and an operator cannot adapt to a threat they cannot perceive. The dominant framework
for this state is Endsley’s (1995) three-level Situational Awareness (SA) model, developed in military
aviation and since applied across healthcare, nuclear power, air traffic control, and process
management (Wickens, 2008). Its levels — Perception, Comprehension, and Projection — are

hierarchically dependent: if perception is corrupted, comprehension and projection collapse instantly.

Franke and Brynielsson (2014), reviewing 102 publications on cyber situational awareness, extended
Endsley’s model to SCADA and network security. Their central finding: achieving SA in the cyber
domain differs fundamentally from the physical world. A pilot can glance out the window; an engineer
can hear a machine grinding. But a SCADA operator monitoring a substation fifty kilometres away
has no independent sensory channel to verify on-screen data — perception is entirely mediated by
digital telemetry, making it “search-driven” rather than ‘“stimulus-driven.” Franke, Cohen, and
Sigholm (2022) further split cyber SA into Network-centric awareness (packet flows, device states)

and Domain-centric awareness (how that data maps to the grid’s physical condition and mission).

This architecture creates a precise vulnerability. Adversaries need not defeat the operator analytically;

they need only corrupt the data stream constituting Level 1 SA. The MITRE ATT&CK for ICS




framework catalogues this explicitly: Manipulation of View (T0832) falsifies the telemetry returning
to the HMI, feeding the operator a fabricated picture of normality, while Unauthorized Command
Messages (T0855) simultaneously instruct machinery to shut down (MITRE Corporation, 2025). The
operator perceives stability while the system deteriorates — the condition this thesis quantifies as the

Integrity Visibility Metric.

2.5 SCADA Vulnerabilities and Attack Simulation Methodologies

The technical literature documents the protocol weaknesses that make these cognitive attacks possible.
NIST SP 800-82 Rev. 3 identifies unauthenticated legacy protocols as a primary industrial attack
surface and recommends segmentation, continuous monitoring, and defence-in-depth (Stouffer et al.,
2023). Modbus TCP — specified by Modicon in 1979 and later standardised — lacks confidentiality
(cleartext), integrity (no frame hash or MAC), authentication (no credential exchange), and session
structure (Huitsing et al., 2008; Goldenberg & Wool, 2013). These are not bugs but architectural

properties of a design that assumed a physically isolated, trusted network.

Real-world exploitation is well documented. The 2015 Ukrainian grid attack — analysed by Lee,
Assante, and Conway (2016) in the definitive SANS/E-ISAC report — showed the devastating
effectiveness of the blind-and-strike strategy: Sandworm gained access by spearphishing, then opened
breakers while deploying KillDisk and a telephony denial-of-service to block outage reporting, leaving
operators with blank screens and recovery requiring technicians to close breakers manually. In January
2024, FrostyGoop became the first publicly confirmed ICS malware to weaponise Modbus TCP
directly, cutting heating to over 600 buildings in Lviv for two days in sub-zero temperatures (Dragos,
2024). A subsequent scan found over 1,088,175 Modbus TCP devices exposed to the public internet
with zero authentication (Unit 42, 2025).

To study how these weaknesses cascade into cognitive failure, researchers use controlled simulations.
Physical testbeds with real PLCs (Morris et al., 2011) inject Modbus attacks and measure detection,
but virtualised multi-process testbeds introduce timing artefacts — race conditions where attack script
and simulation engine compete to write the same registers, causing HMI flickering that would alert an
operator and invalidate any measurement of stealthy deception. Deterministic, single-threaded
simulations grounded in recognised standards such as IEC 60076-7 eliminate these artefacts while
preserving the physical fidelity needed to measure SA loss (IEC, 2018; Machaka et al., 2025). This
thesis follows that approach.




2.6 The Regulatory Landscape and the Compliance Trap

The EU introduced the NIS2 Directive (Directive (EU) 2022/2555) to mandate cybersecurity risk
management across critical sectors. Sweden transposed it as the Cybersecurity Act (SFS 2025:1506),
in force 15 January 2026 under MCF and the Swedish Energy Agency. Article 20 imposes personal
management liability; Article 21 mandates “appropriate and proportionate” measures under an all-
hazards approach; Article 23 requires an early warning to national CSIRTs within 24 hours of

becoming aware of a significant incident.

The regulatory challenge lies in “appropriate and proportionate.” The language was chosen to flex
across entities from multinationals to small utilities, but flexibility in drafting creates ambiguity in
enforcement. The Swedish preparatory works (SOU 2024:18) explicitly protect SME cost flexibility,
letting an operator argue that replacing legacy Modbus equipment is disproportionate. Research on
NIS2 barriers confirms that financial constraints and legacy integration are the most significant
obstacles to implementation (Ioannidis et al., 2025). Peer-reviewed legal scholarship converges:
Vandezande (2024) argues the directive retains the flexible, proportionality-based language that
produced divergent national implementations under NIS1, letting operators meet the letter of the law
while evading its substantive aims. Schmitz-Berndt and Chiara (2022), mapping early Italian and
German transpositions, likewise found ‘appropriate measures’ interpreted inconsistently across
Member States. Industry analysis warns the directive’s minimum measures “may be inadequate for
OT systems, where the impact of a cyberattack could be truly unacceptable” (Waterfall Security, 2024;
SANS Institute, 2024).

This dynamic fuels what the thesis terms the compliance trap. Facing the capital cost of
cryptographically securing legacy field devices, organisations default to cheaper organisational
measures — incident-response policies, risk matrices, tabletop exercises, phishing training. These
satisfy the audit and achieve full legal compliance, a perfect expression of Work-as-Imagined. Yet a
policy document cannot stop a Modbus FC16 packet from overwriting a PLC’s holding registers in
Work-as-Done. The trap is sharpened by Article 23: the 24-hour clock assumes the operator is aware
of the incident, but if TO832 eliminates that awareness, the legal precondition is structurally neutralised

by the very attack it targets.
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2.7 Synthesis and Identification of the Research Gap

The literature establishes an interconnected narrative with an unresolved tension at its centre. Under
Total Defence, grid resilience is a survival imperative (Liwéng et al., 2023; Swedish Government,
2024). Resilience Engineering shows this depends on operators who adapt to surprises — but only if
they perceive them (Hollnagel, 2014; Woods, 2015). Cyber SA theory shows SCADA operators’
perception is entirely telemetry-mediated, making them uniquely vulnerable to data manipulation
(Franke & Brynielsson, 2014; Endsley, 1995). The technical literature confirms Modbus TCP is
architecturally defenceless against it (Stouffer et al., 2023; Goldenberg & Wool, 2013), and real
incidents prove active exploitation (Lee et al., 2016; Dragos, 2024). NIS2 and its Swedish transposition
attempt protection, but their flexible, risk-based language may create a compliance trap where

compliance and resilience diverge (Ioannidis et al., 2025).

Despite strong contributions within each domain, a gap exists in their synthesis. Technical researchers
map vulnerabilities without engaging the governing legal frameworks; legal scholars critique
regulatory architecture without grounding it in validated attack vectors. As Franke, Cohen, and
Sigholm (2022) note, most CSA research remains compartmentalised and focused on technical
network sensors, largely ignoring the socio-cognitive and organisational dimensions of an attack. No
existing study takes a specific, empirically validated multi-vector cyber-kinetic attack — T0832 with
T0855 — and systematically stress-tests the newly enacted Swedish Cybersecurity Act against the

technical realities it produces. This thesis fills that interdisciplinary void.

3. Methodology

3.1 Research Philosophy and Overall Design

The research questions sit across two traditions that rarely meet. Engineering is deterministic and
measurable; legal scholarship depends on careful reading of the statute, its legislative history, and the
surrounding context. Neither alone suffices here. A purely technical study could prove an attack works
without saying whether the law tolerates the conditions that allow it; a purely legal analysis could
criticise the wording without empirical evidence of the failure the law is meant to prevent. Both

questions must be answered together, using methods that respect each tradition’s standards of evidence.

The approach is sequential mixed methods (Creswell & Creswell, 2018), in two phases. Phase 1 is a

controlled cyber-physical simulation generating quantitative data on what happens during a multi-
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vector SCADA attack — what the transformer does, what the operator sees, and how the two diverge.
Phase 2 is a doctrinal analysis of the Swedish Cybersecurity Act and the underlying NIS2 Directive.
Crucially, the legal text is never read in the abstract; it is read against the specific technical failures
from Phase 1. The simulation supplies the facts; the law is measured against them. This sequencing
maps the boundary between Work-as-Imagined (the law’s assumptions about how operators experience
an incident) and Work-as-Done (what actually happens at the substation). The Work-as-
Imagined/Work-as-Done distinction is drawn from Hollnagel (2009) and applied to cybersecurity by
Franke and Brynielsson (2014).

Figure 1 illustrates this sequential design. The left pathway is the technical simulation for RQ1; the
right pathway is the legal analysis for RQ2; both converge at the Resilience Gap through the
WAI/WAD bridge. The chapter then describes how data for both phases was collected (Section 3.2),
analysed through the simulation and the legal examination (Section 3.3), and linked through a

structured evaluation framework (Section 3.4).

TECHNICAL SIMULATION
(RQ1) WAI / WAD Framework

Hollnagel (2009) LEGAL ANALYSIS (RQ2)

Integrity Visibility Metric
Franke & Brynielsson (2014) / Level 1 SA -
Perception

Step 1: Identify IEC 60076-7:2018
thermal parameters

Step 1: Collect SFS 2025:1506
Cybersecurity Act text

Step 2: Collect Modbus TCP
protocol
specs (FC15, FC16) + MITRE ICS

Step 2: Collect SOU 2024:18
Forarbeten + NIS2 Directive

CONVERGENCE POINT:
RESILIENCE GAP

Legal compliance does not equal
technical resilience

Step 3: Build SE-Grid-07
HTML/JS/Three.js simulation

Step 3: Hermeneutic examination
of 'appropriate measures'

NIS2 Art.23 notification
structurally neutralised by T0832

Step 4: Execute 3-stage protocol
Baseline -> T0855 -> T0832+T0855

Step 4: Apply Compliance vs.
Resilience Matrix (6 dimensions)

Output: Empirical Evidence

Integrity Visibility Metric / CSV data +
screenshots

Output: Regulatory findings

Gap assessments per dimension / Art.23
structural analysis

Figure 1 Sequential flowchart of the mixed-methods sociotechnical research design

Left column (blue): six-step technical simulation pathway for RQ1 — from IEC 60076-7 data collection
through SE-Grid-07 construction, three-stage execution, to empirical evidence. Centre column (purple):
Hollnagel WAI/WAD theoretical bridge, Integrity Visibility Metric operationalising Franke and Brynielsson
(2014) Level 1 SA, and convergence at the Resilience Gap. Right column (green): six-step doctrinal legal
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analysis pathway for RQ2 — from SFS 2025:1506 collection through hermeneutic examination to regulatory
gap findings.

3.2 Data Collection

The simulation had to be realistic in three ways at once: it had to model the physical behaviour of a
real transformer, use the protocol that real Swedish substations use, and demonstrate attacks that have
actually been seen in the wild. Each drew on a different kind of data — transformer thermal
engineering, ICS architecture, and Swedish cybersecurity law. This section explains what was needed

for each, where it came from, and how it was verified.

3.2.1 Thermal Engineering Data

The simulation models a 250 MVA OFAF (Oil Forced, Air Forced) transformer at a 400kV/130kV
Swedish substation. To compute how it heats when cooling fails, the physics engine needs thermal
constants and differential equations linking electrical load, oil temperature, and winding hot-spot
temperature over time. All constants come from one source: IEC 60076-7:2018, the international
Loading guide for mineral-oil-immersed power transformers (IEC, 2018) — the definitive worldwide

specification used by manufacturers, utilities, and researchers.

The parameters extracted from IEC 60076-7:2018 are: load factor K = 0.72, a realistic daytime
condition of 180 MVA on a 250 MVA unit (Clause 2.1); hotspot factor H = 1.3 for OFAF transformers
above 1 MVA (Clause 2.4, Annex D); oil thermal time constant 90 minutes and winding time constant
7 minutes (IEC 60076-7, Table 3). These two constants govern differential heating during cooling
failure — the winding heats rapidly while the oil lags — validated experimentally by Susa, Lehtonen,
and Nordman (2005) on a 605 MVA OFAF transformer with fibre-optic sensors. The trip threshold is
120°C (Section 6.3); the insulation ageing formula V = e*((6_HS — 98)/6) uses the 2018 revision’s
6°C base (Equation 3); alarm thresholds of 85°C (Advisory) and 95°C (Warning) follow Section 4.3.

In SE-Grid-07 the physics engine uses the IEC 60076-7 differential equation method, separating the
hot-spot calculation into two components with independent time constants for a more accurate curve
during transients such as sudden cooling loss (Susa et al., 2005; Zhang et al., 2024). Additional
parameters: a 15-second valve closure time, within the 1545 s range for 600 Nm spring-return
actuators in large OFAF circuits (IEC 61131; Siemens SIPART PS2); a pump coast-down constant of
about 5 seconds, consistent with 250 kW centrifugal pumps at 1450 RPM (Hydraulic Institute, 2018);
and a Buchholz gas-accumulation threshold from IEEE C57.104 dissolved-gas standards.
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3.2.2 Industrial Control System Architecture and Attack Data

The simulation replicates a typical ICS architecture as documented in NIST SP 800-82 Rev. 3 (Stouffer
et al., 2023), with four layers: physical process, field controller (RTU/PLC), communication network
(Modbus TCP, port 502), and supervisory system (SCADA/HMI). The Modbus TCP specification (PI-
MBUS-300, Modicon, 1979) provided the function codes: FC15 (Write Multiple Coils, Section 6.11)
for T0855, and FC16 (Write Multiple Registers, Section 6.12) for T0832. Crucially, as Goldenberg and
Wool (2013) and Huitsing et al. (2008) document, neither function code requires authentication,

encryption, or integrity checking.

The two attack vectors are classified in MITRE ATT&CK for ICS (MITRE Corporation, 2025): T0832
(Manipulation of View) modifies data sent to the operator’s display, and T0855 (Unauthorized
Command Message) sends control commands without authorisation. The combination appeared in the
2015 Ukrainian grid attack (Lee, Assante, & Conway, 2016) and the 2024 FrostyGoop attack, the first
confirmed ICS malware to weaponise Modbus TCP for physical sabotage (Dragos, 2024). Since
FrostyGoop’s forensics reported ‘inaccurate measurements’ rather than frozen values, the model uses
a low-pass filter (o = 0.15) producing smooth drift calibrated to RTD and Coriolis meter noise. The

SCADA polling interval is 1 second (Stouffer et al., 2023) and the alarm confirmation timer 3 seconds

(EEMUA 191:2013; IEC 62682:2014).

3.2.3 Legal and Regulatory Data

The legal analysis requires three categories of text. The primary source is the Cybersecurity Act (SFS
2025:1506), specifically 2 kap. 3 §, mandating “appropriate technical and organisational measures”
(Svensk forfattningssamling, 2025), with the reporting obligation in 2 kap. 5 §. The secondary source
is SOU 2024:18 (2024), the preparatory works (Forarbeten) revealing the proportionality reasoning
and SME cost flexibility; in the Swedish Rittskéllor tradition these are primary sources of legislative
intent. The tertiary source is the NIS2 Directive (Directive (EU) 2022/2555), particularly Article 21
and Article 23. Swedish sources were read in Swedish; weighted phrases such as ‘fatt kinnedom om’
are quoted in Swedish with a bracketed English translation. NIS2 was consulted in its official English

version.

3.3 Data Analysis

The collected data was analysed through two parallel but distinct processes: construction and execution

of the cyber-physical simulation (RQ1), and hermeneutic legal analysis of the regulatory texts (RQ?2).

14



3.3.1 Simulation Construction and Execution (RQ1)

The primary instrument for RQ1 is SE-Grid-07, a custom cyber-physical simulation built from scratch
for this thesis as a single HTML file. All physics, attack logic, and visualisation live in that one file,
written in JavaScript with the Three.js library, and run by opening it in a browser with nothing to
install. It adapts no existing tool; every component, from the IEC 60076-7 thermal model to the IVM

calculation, was developed specifically for this thesis.

The JavaScript implementation of the simulation was written by the author with assistance from
generative Al coding tools during development. Al assistance was used to correct syntax errors,
suggest idiomatic implementations for specific code sections, and help refactor repetitive parts of the
codebase, notably the sensor-polling and HMI-rendering loops where the simulation contains
substantial blocks of similar logic. All code was tested by the author, and the simulation’s thermal
behaviour was verified against the IEC 60076-7:2018 model documented in Appendix B, Table B-2.
The complete source code is published openly on GitHub (see Appendix A.5) for independent

inspection.

The architecture directly visualises the theoretical framework: the left panel shows Work-as-Done
(physical reality), the centre panel is the attack console, and the right panel shows Work-as-Imagined

(the operator’s HMI), which reads from a simulated SCADA polling buffer updating every second.

Figure 2 presents the architectural block diagram, showing how the three scientific standards feed the

four-layer ICS architecture and how the two attack paths target different RTU/PLC components.
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Architectural Block Diagram of the SE-Grid-07 Simulation Testbed

IEC 60076-7:2018 ISA-101 / EEMUA 191 MITRE ATT&CK ICS
Thermal constants HMI design standard TO832 / TOB55
Differential equations Alarm management Attack function codes
— E— — v

LAYER 1 — NETWORK
ATTACKER

Modbus TCP | Port 502 | Auth: NONE | Year: 1979

TO832 path TO855 path
(FC16 Write Registers) (FC15 Write Coils)

LAYER 2 — RTU / PLC CONTROL LAYER

Network access to port 502

Holding Registers Output Coils Physics Engine

TO832 direct target TO855 direct target iecTick() 500ms clock
Sensor values stored here Digital ON/OFF to motors IEC 60076-7 differential
spoofed with noise gradual physical effect ol T=90min, wind T=7min

LAYER 3 — OUTPUT: WAD vs WAI

1
H I
H I
H [
: I
1 WAD — Physical Reality WAI — Operator HMI :
]
1 = Real temperatures (winding + oil) WAD = WAI = ISA-101 mimic diagram 1
1 = Valve position 0-100% + HMI reads polling buffer (1s) I
1 * Pump RPM with coast-down RESILIENCE GAP * Shows spoofed ~74°C with noise :

« Buchholz relay _ = Trend chart: flat line

: = Alarm hierarchy (EEMUA 191) (measured as VM) - Alarm panel: 0 ACTIVE :
]

I
: Thermal runaway — 120°C - BLACKOUT NIS2 badge: "COMPLIANT" (lie) 1
i i
e Jj ______________________________________ i ____________ -

— RQ1l Empirical Evidence - RQ2 Matrix Input
Integrity Visibility Metric (°C divergence) 6 attack prerequisites identified
CSV export + screenshots Fed into Compliance vs. Resilience Matrix

Figure 2 Architectural block diagram of the SE-Grid-07 simulation testbed

Layer 0 (top). three scientific standard inputs. Layer 1: Modbus TCP network layer with attacker entry and
two separate attack paths. Layer 2: RTU/PLC control layer with three modules — Holding Registers (T0832
target), Output Coils (T0855 target), and Physics Engine (iecTick() with IEC 60076-7 differential equations).

Layer 3: WAD physical reality (left) and WAI operator HMI (vight), separated by the Resilience Gap. Outputs
feed RQI empirical evidence and RQ?2 regulatory matrix input.

The physics engine, a JavaScript function iecTick(), runs every 500 milliseconds and computes the
transformer’s thermal state using the IEC 60076-7:2018 differential equation method with separate oil
and winding paths. When T0855 forces the coils to FALSE, consequences unfold gradually: valves
close over 15 seconds, the pump coasts down over about 5 seconds, flow falls by the pump affinity
law, and temperature rises as cooling drops. The hardwired protection relay trips at 120°C, causing

blackout.

When T0832 is active, the SCADA polling buffer is overwritten with fabricated baseline values plus
low-pass filtered noise. The HMI shows stable, normal readings; the EEMUA 191 alarms do not fire

because no threshold is crossed in the spoofed data; and the trend chart shows a flat line at about 74°C.
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The simulation runs in three sequential stages. Stage 1 (Baseline) confirms WAI equals WAD when
undisturbed. Stage 2 (T0855 Alone) proves the physical attack is detectable without T0832, serving as
the experimental control. Stage 3 (T0832 then T0855) executes the full multi-vector sequence and
measures the [IVM growing from zero to about 46°C. Data is captured via time-stamped screenshots

and a CSV export recording every 500 ms tick.

The single-file, browser-based, deterministic design was chosen for reproducibility. JavaScript runs
single-threaded, so there are no race conditions and the simulation produces identical output for
identical inputs. Anyone reviewing this thesis can open the HTML file and verify the Chapter 4

numbers directly — the basis for the validity claims in Section 3.5.

3.3.2 Interface and Alarm Design

If the HMI looked unrealistic, any cognitive findings would be hard to defend, so it follows the human-
factors standards used in real Swedish control rooms. The mimic diagram and sensor-tag layout follow
ANSI/ISA-101.01-2015 (ISA, 2015): a dark muted background with bright colour reserved for
abnormal conditions. The alarm hierarchy follows EEMUA 191:2013 (EEMUA, 2013) and IEC
62682:2014 (IEC, 2014), with four priority levels (Advisory, Warning, Critical, Trip) and a 3-second
confirmation timer to suppress nuisance alarms. Adhering to these standards ensures the simulated
operator suffers no pre-existing fatigue or interface-design disadvantage, so the cyberattack is the sole

cause of any loss of situational awareness.

3.3.3 Hermeneutic Legal Analysis (RQ2)

The legal analysis is hermeneutic: the statute is read not in isolation but together with the Forarbeten,
the NIS2 Directive it transposes, and what those texts assume about how the technology behaves —
the standard Rattskéllor approach (Bernitz, Heuman, & Leijonhufvud, 2017). The question brought to
the text is narrow: for each technical prerequisite Phase 1 shows is necessary for the attack, does any
provision in SFS 2025:1506, NIS2 Article 21, or SOU 2024:18 require the engineering control that

would close it — explicitly, specifically, and in language an auditor could enforce?

3.4 Performance Evaluation: Linking Simulation Results to Legal Text
The final step links the technical and legal halves, setting up the two instruments — the Integrity
Visibility Metric (Section 3.4.1) and the Compliance vs. Resilience Matrix (Section 3.4.2) — and
describing how they are applied. The populated results appear in Chapter 4.
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3.4.1 The Integrity Visibility Metric (RQ1 Measurement)

The main outcome variable for RQ1 is the Integrity Visibility Metric (IVM), which operationalises
Level 1 Situational Awareness (Perception) as Franke and Brynielsson (2014) extended Endsley’s
(1995) model to cybersecurity. It is simply the absolute difference, in degrees Celsius, between the
winding temperature computed by the physics engine (what is happening) and the temperature shown
on the HMI (what the operator thinks is happening). In Stage 1 the IVM should be zero; in Stage 2
near zero, because the HMI is honest; in Stage 3 it should grow continuously to a maximum at blackout.
The three stages give the quantitative evidence for RQ1, with Stage 2 as the control proving the Stage
3 gap is caused by T0832 specifically.

3.4.2 The Compliance vs. Resilience Matrix (RQ2 Framework)

To bring technical evidence and legal analysis together, the thesis develops a custom instrument, the
Compliance vs. Resilience Matrix, whose framing appears original to this thesis. It works in two parts:
Table 1 sets out the five-category scoring rubric; Table B- 1 lists the six analytical dimensions — each
derived from a technical prerequisite the simulation shows is necessary for the attack — with the
relevant legal provisions and the hermeneutic questions applied to each. The gap-assessment column

in Table B- 1 is intentionally empty, filled with findings in Chapter 4.

Table 1 Compliance vs. Resilience Matrix: five-category scoring rubric.

Category Definition Implication for Resilience
Gap

COVERED SFS 2025:1506 or NIS2 Article 21 explicitly and unambiguously No resilience gap on this
requires the engineering control preventing the prerequisite, in terms  dimension.
auditable by MCF.

PARTIAL GAP A relevant mandate exists but employs a proportionality qualifier Gap present pending MCF
such as ‘where appropriate’ or equivalent, creating sufficient clarification.
interpretive ambiguity for an operator to argue non-applicability
without further binding regulatory guidance.

GAP No provision in SFS 2025:1506, NIS2 Article 21, or SOU 2024:18 No mandate. Attack
requires the control. An operator achieves full compliance while the  succeeds in a fully NIS2-
vulnerability remains exploitable. compliant organisation.

INDIRECT A related provision exists in SFS 2025:1506 or NIS2 but does not Related provision exists but
address this specific prerequisite — relevant to the broader domain does not reach this
but insufficient to compel the required mitigation. prerequisite.

STRUCTURAL  The mandate depends on a cognitive precondition (operator Mandate exists but its

GAP awareness) that the attack structurally falsifies. The law fails not precondition is neutralised,

coverage is inoperative.
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because coverage is absent but because that coverage is rendered
inoperative by the attack it was enacted to address.

Assigning a category cannot be left to intuition. To keep coding transparent and reproducible, the same
three-step protocol is applied to every dimension. Step one is a keyword search through SFS
2025:1506, NIS2 Article 21(1-2), and SOU 2024:18 for any provision naming the specific engineering
control. For Al, that means searching for ‘encryption of industrial protocol traffic’ or Swedish
equivalents. If a provision is found and the wording is unconditional and auditable, the dimension is
COVERED. If not, step two asks whether a broader provision could be stretched to cover it — for
example the ‘basic cyber hygiene’ phrase in Article 21(2)(h). If that provision exists but is qualified
by language like ‘where appropriate’ that opens enforcement ambiguity, the dimension is PARTIAL
GAP; if it is in the same area but does not reach the control, it is INDIRECT. Step three: if neither an
exact nor a broader-but-related provision exists, the dimension is GAP. At each step the statutory
passage and reasoning are recorded in the Chapter 4 matrix, so a reader can trace and contest every

decision.

4. Results

This chapter sets out the empirical results from the mixed-methods design. It does three things, in
order. Section 4.1 validates the simulation as a research instrument and shows that the modelled
environment really does correspond to the physical and digital reality of a modern Swedish substation.
Section 4.2 then presents the engineering data from the simulation itself — it measures the gap between
what the transformer is actually doing (Work-as-Done) and what the operator sees (Work-as-Imagined)
during a multi-vector attack. Section 4.3 runs those results through the Compliance vs. Resilience
Matrix, mapping each technical prerequisite against SFS 2025:1506 and NIS2. All measurements were
recorded via the simulation’s CSV export, logging 14 data columns every 500 ms. When TO0855
disables cooling on this oil-immersed, forced-cooled transformer, winding temperature rises rapidly;
above about 110°C the oil breaks down and releases combustible gases. The Buchholz relay (IEEE
C57.104-2019), a mechanical float device, detects this gas independently of the temperature sensors
— a second warning channel that matters for the Stage 3 finding that TO832 suppresses even this

backup.
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4.1 Construct Validation Mapping

Before the attack data can mean anything, the simulation must earn the reader’s trust: the
vulnerabilities must be architectural realities of legacy ICS, not artefacts of how the simulation was
built. Construct validity, as Creswell and Creswell (2018) put it, is systematic traceability — every
part of the instrument maps back to a published standard, a peer-reviewed study, or a primary legal
source. That is what Table B-2 presents the construct validation" does. It is treated as the first empirical
result of this chapter, not a methodology footnote, because the rest of the analysis only counts if the

instrument can be defended on its own terms.

Table B-2 presents the construct validation", mapping every core component of the SE-Grid-07
simulation to its real-world equivalent and governing international standard. Where two independent
sources validate the same element — for instance both the primary IEC standard and an experimental
fibre-optic study on a comparable transformer — both are recorded, following Yin’s (2018)

triangulation principle.

Modelling Modbus TCP at this level of detail is justified by recent malware. FrostyGoop, identified
by Dragos in early 2024, is the first documented ICS malware to weaponise Modbus TCP for direct
register manipulation against heating infrastructure (Dragos, 2024). The detail that mattered most for
the design is in the forensics: FrostyGoop did not freeze sensor values, it injected inaccurate ones. That
is why the simulation injects low-pass filtered noise (o = 0.15) on top of the spoofed baseline rather
than a static number — a frozen reading a vigilant operator might notice; a slightly drifting wrong one,
not. The attack works through what Hollnagel (2009) calls efficiency-driven cognition: operators

rationally trust data that looks alive, and that trust becomes the mechanism of their incapacitation.

Two rows in Table B-2 presents the construct validation"deserve scrutiny because they are likely to be
probed. The first is the Buchholz gas-accumulation model (Row 16). In a real substation the Buchholz
relay is an independent alarm channel, detecting dissolved gas through a physical float mechanism
with nothing to do with the temperature sensors or the RTU register chain. It was included deliberately:
if the simulation modelled only temperature, the Stage 3 finding could be dismissed as an alarm-system
limitation rather than a register-spoofing one. With Buchholz in the model, the attacker must suppress
the gas-status bit alongside the temperature and flow registers — exactly what T0832 does — showing
the attack defeats every Modbus-mediated warning channel at once, not just the temperature path. The
second row is the 3-second EEMUA 191 confirmation timer, a methodological safeguard rather than

a limitation: the £0.7°C RTD noise could momentarily nudge a value past a threshold, and the timer
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eliminates accidental alarms, so any alarm suppression in Stage 3 is genuinely caused by T0832, not

noise

4.2 Simulation Execution Results (RQ1)

Running the simulation produces the quantitative evidence for RQ1. The screen has three panels: the
left shows the Physical Plant (Work-as-Done, what is really happening); the right shows the Operator
HMI (Work-as-Imagined, what the operator believes); the centre is the attack console for T0832 and
T0855. As defined in Chapter 3, 0 real is the winding temperature from the IEC physics engine,
0 _HMI is the temperature on the operator’s screen, and IVM = |6 _real — 6 _HMI]|. All temperatures are

in °C and durations are measured from attack activation.

4.2.1 Stage 1: Baseline — WAI = WAD

Stage 1 is deliberately uneventful. Nothing is attacked; the three panels are perfectly synchronised.
The IEC 60076-7 physics engine sits at a stable 74.0°C winding temperature, K = 0.72, full OFAF
cooling, 840 L/min flow (baseline values in Table B-3). The attack console is dormant. The SCADA
buffer refreshes every second and reads true register values. From the operator’s seat everything looks
fine: zero EEMUA 191 alarms, no Buchholz gas, IVM flat at zero. This is what Hollnagel (2015) calls

complete sociotechnical alignment: Work-as-Done equals Work-as-Imagined.
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4.2.2 Stage 2: T0855 Execution — The Detectable Physical Attack

Stage 2 is the experimental control: only the kinetic strike (T0855) runs; T0832 is not used. This is the
single most important methodological decision in the study, because it isolates the cause of any Stage
3 blindness: running the physical attack alone with an honest data path shows the alarm system, polling

architecture, and HMI all behave correctly.

The attacker injects a Modbus FC15 (Write Multiple Coils) packet over unauthenticated port 502,
forcing coils 0, 1, and 2 to FALSE. Failure begins immediately at the RTU level, but the physical
consequences are gradual: the 600 Nm spring-return actuators begin their 15-second closure, and the
250 kW centrifugal pump decelerates as rising system resistance moves its operating point left on the
characteristic curve, before coasting exponentially to zero over approximately 5 seconds once the

valves are fully closed (Hydraulic Institute Standards, 2018).

Because T0832 is not active, the SCADA buffer reflects true register values throughout. As the winding
temperature crosses each IEC 60076-7 threshold, the EEMUA 191 timers confirm the breach after 3
seconds and fire the alarm on the HMI. The operator retains complete Level 1 SA (Perception) at all

times. Table B-4 records the key events and IVM measurements.

Three results from Stage 2 are load-bearing. First, [IVM stays at or near zero for the full 45 minutes —
the alarm system, interface, and polling architecture all behave correctly when nothing interferes with
the data path. Second, the operator has roughly 45 minutes of decision-time between attack onset and
the thermal trip; in a real substation that is enough to identify the cooling failure, dispatch a technician,
and potentially restore cooling manually. Third, the Buchholz relay gives a second independent
warning at around 37 minutes; even if every temperature alarm failed, a present operator would still
get it. Together these mean that whatever happens in Stage 3 cannot be blamed on the alarm system,

the interface, or a lack of redundancy. Any cognitive failure in Stage 3 must be attributable to T0832.
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4.2.3 Stage 3: The Multi-Vector Blindfold — Total Collapse of Cyber Situational
Awareness

Stage 3 is the main experiment and produces the primary RQ1 finding: total collapse of the operator’s
Cyber Situational Awareness. Order matters. The adversary deploys T0832 first a Modbus FC16 (Write
Multiple Registers) packet overwriting the holding registers with fake values and only once the
SCADA buffer is under adversarial control is TO855 executed. This sequencing is not arbitrary; it
matches the 2015 Ukrainian grid attack (Lee, Assante, & Conway, 2016) and the 2024 FrostyGoop
incident (Dragos, 2024), where attackers blinded the operator first and triggered damage second, so no

alarm could fire before the damage was underway.

The T0832 injection is not a frozen-register attack. Following the FrostyGoop finding that the malware
injected inaccurate rather than static values, the T0832 stage writes baseline values augmented by low-
pass filtered noise (o = 0.15, about +£0.7°C of drift). For the first 15 ticks — about 7.5 seconds — the
spoofed temperature actually drifts down by about 0.6°C, mimicking a small natural load reduction.
An operator would read conditions as improving slightly, the precise opposite of reality. This is
Hollnagel’s (2009) Efticiency-Thoroughness Trade-Off: the operator’s rational trust in data that looks

alive and plausible is what lets the attack succeed.
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Integrity Visibility Metric Progression During Stage 3 Multi-Vector Attack
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|theta_real - theta_HMI| across the full 45-minute attack window (N = 5 400 ticks). Data points shown carrespond to key
events from Table 4.

Figure 6 Progression of the Integrity Visibility Metric during the Stage 3 multi-vector attack

1IVM values derived from continuous 500 ms CSV logging (N = 5 400 ticks). Key events from Table B-
5 are marked along the curve. The raw CSV log is available as supplementary material.

Five things stand out in the Stage 3 data, and each one needs to be unpacked carefully.

First, Level 1 Situational Awareness is destroyed at the moment TO832 activates, not at the
moment TO855 starts to damage the transformer. The IVM begins growing from t = 0, before
anything physical has happened, because the operator’s data stream is being fabricated from the
first tick onwards. Franke and Brynielsson (2014) made this point clearly: SCADA operators’
perception is entirely search-driven and digitally mediated. There is no other sensory channel
they can use to check what the screen is telling them — a transformer fifty kilometres away
cannot be heard, smelled, or seen. The moment the data stream is corrupted, the operator loses
the raw perceptual input that Levels 2 (Comprehension) and 3 (Projection) need to build on.
Without perception, both higher levels collapse instantly (Endsley, 1995).Second, the IVM does
not grow at a constant rate, and that pattern itself is informative. Between t = 0 and the complete
loss of cooling at around 35 seconds, the divergence is small (0.4—0.6°C) because the physical

temperature has not yet started climbing in any serious way. After that, the divergence grows
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steadily as the transformer heats through its 90-minute oil and 7-minute winding time constants,
then accelerates as temperatures approach the trip threshold. The maximum value, 45.8°C at
blackout, is significant for what it represents in degrees: the difference between the operator’s
last reported reading (74°C, completely safe) and the actual trip temperature (120°C,

catastrophic failure) is exactly the full operating envelope of the transformer.

Third, the Buchholz relay is suppressed by T0832 — and this is the most damning finding for
the defence-in-depth argument. The Buchholz relay exists precisely because temperature
sensors might be unreliable, so it provides a second independent warning channel based on a
completely different physical mechanism (gas accumulation in oil, detected by a physical float).
At about 37 minutes post-cooling-loss, when the dissolved gas threshold is crossed at a physical
temperature of 108°C, the operator’s HMI keeps showing ‘No gas accumulation — insulation
intact.” The reason is structural: T0O832 overwrites the RTU register block that carries the
Buchholz status bit, alongside the temperature readings. Every Modbus-mediated warning
channel falls to the same attack at the same time, including the ones specifically designed as
backups. Defence-in-depth, when all the layers share a single corrupted communication path,

does not provide any protection against T0832-class register spoofing.

Fourth, the NIS2 compliance badge on the operator’s HMI stays green throughout the 45-
minute attack. From where the operator is sitting, every legal obligation looks like it is being
met. Risk management measures are documented and active. The monitoring system reports no
anomalies. The incident reporting timer has not been triggered. The point this finding makes is
small but consequential: the law cannot require operators to detect something the law has not

required them to be capable of detecting.

Fifth, and most consequentially for Research Question 2, the NIS2 Article 23 reporting clock
cannot start. The Swedish Cybersecurity Act (SFS 2025:1506, 2 kap. 5 §) implementing NIS2
Article 23(1) requires an early warning to MCF ‘utan onddigt drojsmal och under alla
omstindigheter inom 24 timmar efter det att den beroérda enheten fatt kinnedom om héandelsen’
— without undue delay and in any event within 24 hours of the entity becoming aware of the
incident. The statutory trigger is ‘fatt kdinnedom om’ — having become aware. As the NIS2
Directive itself confirms in Article 23(4)(a), the 24-hour clock begins at the moment of
awareness, not at root-cause confirmation (Directive (EU) 2022/2555, Article 23(4)(a)). Stage

3 demonstrates that TO832 eliminates the awareness precondition entirely. The operator’s first
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indication of any anomaly is the sudden loss of the RTU remote connection at the moment of
blackout — a symptom equally consistent with a mechanical fault as with a cyberattack. From
the operator’s perspective, this initial loss of connection is consistent with a routine equipment
fault, and the 24-hour cybersecurity reporting clock under SFS 2025:1506 (2 kap. 5 §) does not
begin in any meaningful sense at this moment. A reporting obligation for the blackout itself
may be triggered through other regulatory channels (such as electricity supply regulations
administered by Energimarknadsinspektionen), but the awareness trigger for a NIS2
cybersecurity incident — ‘fitt kinnedom om’ an incident with cybersecurity origin — is not
satisfied. The clock for the cyber incident may not start at all unless and until forensic analysis
subsequently identifies the cyber origin, which can occur weeks or months later. From the
regulator’s perspective, this means MCF cannot enforce timely reporting of cyber incidents that
destroy their own evidence of cyber origin; the limitation is structural, and acknowledging it is
a step toward designing detection mechanisms that operate independently of operator

awarencss.

These five findings collectively and quantitatively answer Research Question 1: the multi-
vector attack reduces the Integrity Visibility Metric from 0.0°C to 45.8°C over approximately
45 minutes, destroys all three levels of Situational Awareness as defined by Endsley (1995) and
operationalised for the SCADA domain by Franke and Brynielsson (2014), suppresses two
independent physical warning channels, and structurally neutralises the legal reporting

obligation under SFS 2025:1506.

4.3 The Compliance vs. Resilience Matrix (RQ2)

RQ?2 is answered by placing each technical prerequisite from Stage 3 next to the corresponding
mandate in SFS 2025:1506 and NIS2. The five-category rubric from Chapter 3 — COVERED,
PARTIAL GAP, GAP, INDIRECT, STRUCTURAL GAP — is applied to every dimension. The
matrix is split for readability: Part A covers the technical protocol gaps in Modbus TCP; Part B
covers the sociotechnical gap and the reporting consequences. Throughout, the hermeneutic
analysis works through the statutory text, the preparatory works (SOU 2024:18), and the
broader NIS2 context.
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4.3.1 Part A: Technical Protocol Gaps
Part A examines the Modbus TCP vulnerabilities that are the technical prerequisites for T0832
and T0855. Each dimension is derived directly from the simulation’s attack architecture as

established in Table B-1 and assessed in Table B-6.

The Part A findings show a pattern Waterfall Security (2024) and SANS Institute (2024) identify
as systemic across NIS2 OT compliance. The directive contains provisions that look
superficially relevant to legacy-protocol vulnerabilities, but they are consistently qualified by
‘where appropriate’ or ‘proportionate’ — exactly the interpretive space a legacy OFAF operator
needs to claim compliance without fixing the underlying condition. The exception is A2, the
only unqualified GAP in Part A: no examined legal text requires Modbus-layer message-
integrity verification for the energy sector. T0832, the technique most central to this thesis, is

therefore legally unaddressable through compliance alone.

4.3.2 Part B: Sociotechnical and Reporting Gaps

Part B evaluates the compressed NIS2 reporting obligations against the cognitive realities
proven in Stage 3. These dimensions concern not individual packet-security properties but the
broader sociotechnical conditions under which the attack succeeds and the legal response

mechanism is neutralised (assessed in Table B-7).

C1 is the theoretically most significant finding in the legal analysis. Article 23 is not weakened
by a ‘where appropriate’ qualifier as the Part A provisions are; it is built around a cognitive
precondition — operator awareness — that Stage 3 shows can be destroyed. This is not a gap
in coverage in the conventional sense but something stranger: a structural absence of the
precondition the law’s architecture quietly depends on. Hollnagel (2015) frames this as the
Work-as-Imagined assumption that operators will perceive the conditions requiring a legal
response. Stage 3 shows that assumption fails under a T0832-class attack, leaving the

mechanism NIS2 provides to limit undetected incidents inoperative for this scenario.

4.4 Summary: Completed Compliance vs. Resilience Matrix
Table 2 consolidates the six dimensions with their verdicts. This is the formal empirical answer

to RQ2: the gap-assessment column from Table B-1 is now filled in from the work in Sections

4.3.1 and 4.3.2.
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Table 2 Completed Compliance vs. Resilience Matrix

Dimension

A1l — Cleartext Modbus TCP
data transmission

A2 — No cryptographic
integrity check on Modbus
frames

A3 — No protocol-layer
anomaly detection independent
of Modbus data path

B1 — Zero endpoint
authentication on Modbus
RTU/PLC

B2 — Flat IT/OT network
topology; no mandatory
segmentation

C1 — Incident invisibility and
NIS2 Art.23 notification
paralysis

Attack ref.

T0832
prerequisite

T0832
prerequisite

T0832
prerequisite

T0855
prerequisite

Both attacks

Consequence of
T0832+T0855

Legal provision

SFS 2025:1506 Ch.2, Sec.3, pt.8 —
encryption 'where appropriate'; SOU

2024:18 cost flexibility

No provision in SFS 2025:1506, NIS2
Art.21, or SOU 2024:18 mandates
Modbus-layer integrity verification

SFS 2025:1506 Ch.2, Sec.3, pt.2

mandates detection but does not specify

architectural independence from
monitored data path

SFS 2025:1506 Ch.2, Sec.3, pt.10 —

MFA 'where appropriate'; ENISA

contextualises this as [T-layer, not field-

device level

No provision in SFS 2025:1506

mandates IT/OT segmentation; ENISA

guidance is non-binding

SFS 2025:1506, 2 kap. 5 § — 'fatt
kannedom om' precondition structurally

falsified by T0832; no provision
mandates awareness-independent
detection

Category assessment

PARTIAL GAP

GAP

PARTIAL GAP

INDIRECT / GAP

PARTIAL GAP

STRUCTURAL GAP

The completed matrix produces a single hard finding: of the six dimensions derived from the
attack prerequisites, not one is COVERED. Two are GAP or INDIRECT/GAP (A2 and B1),
three are PARTIAL GAP (Al, A3, B2), and one — Cl1, the most consequential — is
STRUCTURAL GAP. A Swedish operator in full legal compliance with SFS 2025:1506 is

protected against none of the six conditions Stage 3 shows are necessary for the attack to

succeed. Compliance does not equal resilience in this scenario, and the matrix is what shows it.

The implications for Swedish cybersecurity law and policy — including the actionable controls

from the two pure GAP findings (A2 and B1) and the deeper significance of the STRUCTURAL

GAP in C1 — are examined in Chapter 5.
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5. Discussion

5.1 Interpretation of Results

Chapter 4 produced two kinds of evidence: a quantitative measurement of how badly an
operator can be deceived during a multi-vector cyberattack, and a structured assessment of how
Swedish cybersecurity law responds to that deception. This chapter takes those results apart and
asks what they actually mean. The central argument that runs through every subsection of 5.1
is the same one stated four different ways: legal compliance and technical resilience are not just
imperfectly aligned in the SE-Grid-07 scenario, they are structurally decoupled. The law was
written with assumptions about how operators experience critical-infrastructure incidents, and
the simulation shows those assumptions are empirically false for T0832-class attacks. Closing
the Resilience Gap will not come from stricter enforcement of existing NIS2 provisions; it
requires a different kind of provision — technically specific, architecturally aware, and able to

operate without depending on operator awareness.

5.1.1 The Resilience Gap as a Sociotechnical Failure

It is tempting to read Stage 3 as a Modbus problem. Modbus TCP is forty-six years old, with
no encryption, integrity check, or authentication; one might conclude the gap is a legacy-
protocol issue that replacing Modbus would close. That reading misses the more interesting half

of what the experiment shows.

The Resilience Gap is not a Modbus problem, nor on its own an NIS2 problem. It is a
sociotechnical misalignment between two ways of describing the same system. SFS 2025:1506
and NIS2 are written from a Work-as-Imagined perspective: they assume an operator who can
perceive incidents, comprehend them, project their consequences, and respond within twenty-
four hours. Stage 3 shows the Work-as-Done reality: an operator who perceives, comprehends,
projects, and acts on nothing for the entire attack. The law encodes WAI; the simulation reveals

WAD; the gap between them is what this thesis names.

A deeper cognitive mechanism is at work. The operator who fails to detect TO832 is not
negligent — they are being efficient. Hollnagel’s (2009) Efficiency-Thoroughness Trade-Off
describes how operators allocate effort: in a system of steady routine signals, trusting them is
far more efficient than investigating each, and is usually correct. ETTO is not a flaw; it is the

strategy that makes complex industrial control work at all. TO832 weaponises it: by feeding
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data that looks alive, plausible, and normal, the attacker makes the rational, efficient response
also the wrong one. An operator who cannot trust their primary information channel cannot do
their job. The Resilience Gap therefore opens not despite operator competence but because of
it. Hollnagel (2015) argued the WAI-WAD divergence is a normal feature of complex systems,
not a dysfunction. The argument here is narrower and harder: the divergence becomes
dangerous specifically when an attacker can deliberately widen it. T0832 does not exploit a
flaw in Modbus; it exploits the operator’s reliance on Modbus. The vulnerability is in the
human-machine relationship, not the machine alone — which is why the three-panel
architecture matters: it shows the entire sociotechnical loop connecting transformer, operator,

and law.

Reading the gap this way changes what counts as a fix. If it were technical, the fix would be a
more secure protocol; if legal, a stricter statute. Because it is sociotechnical, the fix has to
operate at the joint between law and technology. SFS 2025:1506 needs provisions that account

for how operators actually experience the systems they are responsible for.

5.1.2 The Structural Gap in C1: A Category of Regulatory Architecture
Failure

The C1 finding deserves more unpacking than Chapter 4 gave it. On the surface it looks like
another NIS2 gap — the directive does not require operators to detect incidents that destroy
their own evidence. But it is not a gap in coverage the way A2 and B1 are. It is stranger: a

structural absence of the precondition the legal mechanism quietly depends on.

The Article 23 reporting obligation is built around a specific cognitive event: the operator
becomes aware of an incident, and from that moment a twenty-four-hour clock starts running.
The Swedish transposition uses the same logic. The phrase fatt kdnnedom om in 2 kap. 5 §
directly mirrors the Directive’s becoming aware. This is the trigger on which the entire reporting
architecture depends. Stage 3 demonstrates that this trigger can be falsified by design. T0832
does not evade the reporting obligation by exploiting a loophole in the statute. It removes the
cognitive event the statute is structured around. The legal mechanism does not fail because it is
too weak; it fails because the conditions under which it can operate at all have been deliberately

negated.

This failure is not unique to NIS2. Any framework tying enforcement to operator awareness,

victim notification, or self-reporting is in principle vulnerable to the same architectural attack.
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A framework is awareness-dependent, in the sense used here, when three conditions hold: the
enforcement mechanism is triggered by the entity’s cognitive state rather than an externally
observable event; the entity’s only meaningful source of information about that state is a
digitally mediated system; and an adversary can manipulate that system without external signals
a third party would notice. NIS2 satisfies all three. Aviation crew reporting does not satisfy the
second — the crew physically experiences turbulence, noise, or smoke — so the category is
narrower than all self-reporting obligations but includes the frameworks that matter most for
cybersecurity. The GDPR’s seventy-two-hour breach reporting under Article 33 begins when
the controller becomes aware of a personal data breach. The forthcoming Cyber Resilience Act
ties manufacturer reporting to similar awareness triggers; aviation safety and
pharmacovigilance regulation do too. The pattern is general: where a regulator cannot directly
observe the regulated activity, the law substitutes a cognitive precondition on the entity and
trusts it will know when the obligation becomes live. That trust is empirically misplaced when

the regulated activity includes adversarial cognition.

This pattern deserves a name: Awareness-dependent regulatory architecture — any framework
whose enforcement is keyed to a cognitive precondition that the regulated activity itself can
negate. This thesis is not the first to point out that NIS2 has flexibility problems. Vandezande
(2024) argues that NIS2 retains the same flexible, proportionality-based language that produced
divergent national implementations under NIS1, letting operators meet the letter of the law
without its substantive aims. Schmitz-Berndt and Chiara (2022), comparing the early Italian
and German transpositions, find ‘appropriate measures’ interpreted inconsistently between
Member States. Both findings concern fragmentation and interpretive flexibility. The structural-
precondition problem here is deeper: a proportionality qualifier weakens what the law requires,
but an awareness-dependent architecture removes the moment the law is supposed to begin
working at all. Even a Member State interpreting NIS2 in the strictest terms would still face the
C1 problem, because it lies not in the strictness of the obligation but in the precondition it

depends on.

The implication for legal design is uncomfortable. This category of failure cannot be closed by
sharpening obligations on operators, because the operators are themselves the locus of failure.
It requires either a different trigger — tied to network-layer signatures observable by an external
party rather than to operator cognition — or a different mechanism, such as continuous external

monitoring with statutory access. Both raise questions of jurisdiction, privacy, and supervisory

34



capacity that are beyond this thesis, but they are the questions the Stage 3 finding pushes the

regulatory conversation toward.

5.1.3 What the Two Pure GAP Findings Mean for Legislative Design

Of the six dimensions, two returned an unqualified GAP (A2 and B1), one an indirect/GAP
verdict (B1 in part), and one the structural-gap verdict just discussed (C1). The two pure GAPs
deserve attention because they are the most actionable for the legislator: closing them needs no

redesign of legal architecture, only provisions the law currently lacks.

A2 is the absence of any cryptographic integrity verification on Modbus messages. NIS2 Article
21(2)(h) speaks of policies and procedures regarding the use of cryptography and, where
appropriate, encryption; SFS 2025:1506 transposes this as part of the appropriate-measures
framework in 2 kap. 3 §. Neither text reaches down to the protocol level. The simulation’s
T0832 succeeds because the Modbus FC16 packet is accepted by the RTU for being correctly
formatted, with no requirement that it be authenticated as coming from the legitimate SCADA
client. A statute explicitly requiring cryptographic integrity verification on industrial control
protocol messages would close A2. That no such provision exists in any of the three legal

sources is the cleanest finding in the matrix.

B1 is the absence of endpoint authentication on the field device itself. The PLC accepts FC15
packets from any source on TCP port 502 without verifying who is sending them. NIS2 Article
21(2)(i) refers to the use of multi-factor authentication or continuous authentication solutions,
but the contextual reading — reinforced by SOU 2024:18’s emphasis on user authentication —
makes clear this clause concerns human users logging into systems, not industrial endpoints
authenticating one another over Modbus. The provision could in principle be redrafted to reach
the field device, and a future MCF implementing regulation could add OT endpoint

authentication specifications. Neither step has been taken at the time of writing.

Technical solutions to A2 and B1 already exist. The Modbus Organization published a Modbus
Security specification in 2018 (Modbus Organization, 2018), commonly called Modbus/TCP
Security or mbaps. It wraps Modbus messages in TLS, adds X.509v3 certificate-based
authentication of both client and server, and provides message-integrity protection — closing
A2 and B in a single specification. It runs on a dedicated port (802) so legacy Modbus traffic
on port 502 can continue alongside it. The legal question is therefore not whether a technical

fix is feasible but whether SFS 2025:1506 mandates it. The matrix shows it does not. Whether
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the standard is widely adopted by Swedish operators is a separate empirical question; what the
thesis can say is that the legal pressure to adopt it, in a form an MCF auditor could enforce, is

currently absent from the statute.

The policy claim that follows from A2 and B1 is therefore narrow and specific. SFS 2025:1506
should contain explicit, technically specific, and auditable provisions for OT field protocols —
not risk-based language qualified by where appropriate. The current language gives the
operator interpretive room to defend non-implementation on cost grounds, particularly for
legacy installations whose replacement would be expensive. A future revision of the Act, or a
binding MCF foreskrift under the Act’s delegated authority, could specify that OT
communication protocols handling control commands to bulk-supply transformers must
implement cryptographic message integrity and endpoint authentication. That kind of provision
would not be unreasonable; it would simply make explicit what the threat picture already

requires.

5.1.4 Real-Life Implications for Sweden and Totalforsvaret

Up to this point the discussion has treated the Resilience Gap as a regulatory and engineering
question. Section 5.1.4 turns to the question that gives the thesis its specifically Swedish weight:
what does the gap mean when the asset under consideration is not just a piece of utility

infrastructure, but a Totalférsvaret asset?

The doctrinal answer is set out in two Swedish documents: the preparatory analysis Ds 2024:6
(2024) and the bill it informed, the Total Defence Bill 2025-2030 (Swedish Government, 2024;
Government Bill 2024/25:34). The bill articulates a return to total defence (Totalférsvaret):
civilian and military preparedness as one integrated system, with critical infrastructure as a
security asset, not a commercial one. Sweden’s NATO accession in March 2024 means the bulk-
supply grid is no longer a domestic concern only: a 400 kV substation supports military
command, civilian defence, hospitals, water pumping, district heating, and the digital
infrastructure tying them together. A blackout in such an asset is not merely commercial
disruption; it is a degradation of national defensive capacity. The simulated 250 MVA OFAF

transformer is exactly the kind of asset Ds 2024:6 names as protected under Totalforsvaret.

Liwang and colleagues (Liwang et al., 2023) provide the conceptual bridge between this
doctrine and the thesis’s findings, arguing that defence capability development needs systemic

perspectives recognising interdependencies between technical, organisational, and legal
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subsystems rather than treating each in isolation. The Resilience Gap is precisely such a
systemic problem. It lives neither in the engineering subsystem (the transformer is fine), nor in
the legal subsystem (the provisions look reasonable in isolation), nor in the operational
subsystem (a competent operator behaves rationally given the data received). It lives at the joint
between them, and cannot be detected or addressed by anyone working within only one. This
is exactly the structural weakness Liwang et al. (2023) identify in current defence capability

development, and the Stage 3 simulation provides empirical evidence for their theoretical claim.

The operational threat picture sharpens this. The Swedish Armed Forces (2025) warned in
January 2025 that Russian, Chinese, and Iranian state and state-aligned actors are active in
hybrid operations against Sweden, with explicit reference to attempted intrusions into civilian
infrastructure operators. The two ICS malware incidents framing Chapter 4 — the 2015
Ukrainian grid attack (Lee, Assante, & Conway, 2016) and the 2024 FrostyGoop attack on
Lviv’s district heating (Dragos, 2024; Unit 42, 2025) — are documented operations by exactly
this category of actor against exactly this category of target. TO832 plus T0O855 against a
Swedish 400 kV substation is not hypothetical; it is a documented attack pattern adapted to a

different target.

This makes the policy implications of Sections 5.1.2 and 5.1.3 more urgent. The gap is not a
regulatory curiosity; it is the gap a hostile actor would specifically design to exploit, because it
provides simultaneous physical damage and legal cover — the operator does not know an
incident has occurred, the 24-hour clock does not start, and the supervisory authority learns
nothing until forensic analysis is complete, by which point the strategic objective may already
be achieved. In the Totalforsvaret framing, the question is not whether SFS 2025:1506 is good
commercial-regulatory law but whether it is fit for the security purpose it implicitly promises.

For the class of attack examined, the findings suggest it is not.

5.2 Validity, Reliability, and Ethical Considerations
The validity discussion is placed here rather than in the methodology chapter because the
validity claims of a mixed-methods study are easier to evaluate once the reader has seen what

it produced. Each component is addressed in turn.
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5.2.1 Construct Validity

Construct validity rests on one principle: nothing in the simulation exists without a published
source. The thermal physics come from IEC 60076-7:2018, the HMI from ANSI/ISA-101.01-
2015, the alarm hierarchy from EEMUA 191:2013 with IEC 62682:2014, and the attack
payloads from MITRE ATT&CK for ICS (MITRE Corporation, 2025). The full mapping is the
first result of Chapter 4 (Table B-2), because the instrument’s validity is itself an empirical
claim that must hold before any attack data can mean anything. That the Resilience Gap
reproduces the documented behaviour of the 2024 FrostyGoop incident (Dragos, 2024)
inaccurate rather than frozen measurements, perception destruction before kinetic damage,
defeat of backups through shared register suppression externally validates that the simulation

captures real attack dynamics, not artefacts of a simplified model.

5.2.2 Reliability

Reliability is straightforward. JavaScript runs single-threaded, so there are no race conditions
and no timing variability; ten runs produce ten identical results for identical inputs. This is a
stronger reliability claim than virtualised testbeds can typically make, since those introduce
timing variation between competing processes. The CSV export records every value at every
tick, so anyone with the simulation file can run it and verify the IVM progression in Appendix
B (Table B-5) directly. Reproducibility was a methodological requirement, not a desirable
feature.

5.2.3 Legal Analysis Validity

The legal analysis follows the standard Rattskillor hierarchy: the statute (SFS 2025:1506) at
the top, the preparatory works (SOU 2024:18) for legislative intent, and the underlying EU
Directive it transposes. The five-category rubric in Chapter 3, Table 1 was fixed before the
analysis began, keeping the coding from drifting toward a desired conclusion. The three-step
protocol in Section 3.4.2 documents every decision against the source text, so a reader who
disagrees with a verdict can trace exactly which provision and interpretive step led to it. The
peer-reviewed scholarship in Section 2.6 — particularly Vandezande (2024) and Schmitz-
Berndt and Chiara (2022) — reaches convergent conclusions about NIS2’s proportionality

flexibility, externally corroborating the matrix’s PARTTAL GAP verdicts.
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5.2.4 Ethical Considerations

Ethics were straightforward because nothing happened to a real substation. The simulation runs
entirely in a browser, has no network access, and cannot reach any industrial system. There
were no human subjects, no live SCADA infrastructure, and no field experimentation. The
techniques modelled (T0832 and T0855) are publicly documented in MITRE ATT&CK for ICS
and observed in publicly documented incidents (Lee, Assante, & Conway, 2016; Dragos, 2024).
The thesis neither generates novel attack capability nor exposes any specific operator to risk;
the transformer modelled is a representative type, and no operator-identifying information is

used anywhere.

5.3 Limitations
Every empirical study has limitations, and a thesis is stronger for naming them precisely. Five
apply here, each presented with the boundary it sets on what the thesis does and does not

establish.

Limitation 1 — Simulation scope, not digital twin claim. The simulation models three
variables: transformer thermal physics, Modbus protocol behaviour, and operator HMI
perception — the three the research questions depend on. It does not replicate protection-relay
logic in detail, inter-substation communication, or a SCADA historian and other ancillary
subsystems. The claim is narrow: within the modelled subsystem, the attack succeeds and the
legal framework cannot prevent it. The claim is not that the simulation is a complete substation

replica.

Limitation 2 — Single attack scenario. The thesis examines one specific attack chain (T0832
followed by T0855) against one specific asset class (a 250 MVA OFAF transformer). The
Resilience Gap quantitative result — the IVM progression from zero to 45.8°C over forty-five
minutes — is specific to this scenario. Whether the same gap appears, at the same magnitude,
against different attack vectors or asset classes requires separate investigation. The thesis is best
read as evidence the gap exists in at least one realistic scenario, not as a general proof of

magnitude.

Limitation 3 — Legal analysis is synchronic, not longitudinal. The hermeneutic analysis
reads SFS 2025:1506 as it stood in early 2026. The law is being implemented and

supplemented; MCF foreskrifter may close some identified gaps as issued, and the European
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Commission has signalled possible NIS2 amendments. The verdicts are accurate at the time of
analysis but are not promises about the law in three years; a future researcher applying the same

matrix to an updated landscape may reach different verdicts on individual dimensions.

Limitation 4 — Operator behaviour is inferred, not observed. The [IVM measures what the
operator’s screen displays, not what a real operator would do with it. A highly experienced
operator might notice subtleties the metric cannot capture — unusual stillness in a sensor’s
noise pattern, a Buchholz alarm contradicting all other readings, intuitions about when
something feels off from years with a specific facility. The simulation cannot model these
heuristics. The Stage 3 finding should be read as showing that the structural conditions for SA
collapse are present, not as a categorical claim that every operator would be deceived for the

full forty-five minutes. Real operator testing would strengthen or qualify this.

Limitation 5 — Proportionality interpretation is hermeneutic, not authoritative. The
reading offered in the matrix — that operators can use SOU 2024:18’s cost flexibility and the
where appropriate qualifier in NIS2 to exempt legacy OT from encryption and authentication
requirements — is a hermeneutic interpretation, not a confirmed MCF enforcement position.
Future supervisory guidance, court decisions, or implementing regulations may close some
PARTIAL GAP verdicts. The thesis identifies the interpretive space; whether MCF or the courts

close it through enforcement is a question for empirical legal research, not doctrinal analysis.

5.4 Suggestions for Further Research
The findings open four specific lines of inquiry. These are not vague calls for more work; each

is a defined study with a defined deliverable.

Real operator study. Recruiting SCADA operators from Swedish operators — Svenska
Kraftnat, regional DSOs such as Vattenfall Eldistribution or E.ON Energidistribution — to run
the three-stage protocol with a live observer measuring reaction time, alarm response, and
decision quality would test whether the IVM’s 45.8°C gap translates into the predicted SA
collapse, or whether experienced operators have compensating heuristics the simulation cannot
capture. Such a study needs ethics approval, a controlled environment, and operator consent,
but is methodologically tractable — and would either strengthen the SA-collapse claim with

human-factors evidence or qualify it instructively.
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Modbus Security adoption study. Modbus/TCP Security (Modbus Organization, 2018) closes
A2 and Bl simultaneously through TLS encapsulation and X.509v3 certificate-based
authentication. A study of adoption rates among Swedish and European operators — and the
technical, economic, and organisational reasons adoption has lagged despite documented
attacks on legacy Modbus — would extend the Resilience Gap argument from the legal-
mandate space into the incentive-structure space, clarifying whether the gap is best closed

through legislation, binding MCF foreskrifter, or Totalférsvaret procurement standards.

Comparative legal analysis across NIS2 transpositions. Sweden is one of twenty-seven EU
member states that transposed NIS2 into national law. Whether the C1 structural gap — the
destruction of the awareness precondition — exists in other transpositions depends on how each
state drafted its reporting trigger. A comparative study using the same six-dimension matrix
across jurisdictions — Germany’s NIS2UmsuCG and France’s LOPMI are obvious candidates
given the size and significance of those grids — would show whether the structural gap is a
Swedish drafting artefact or a category problem in NIS2 itself. Section 5.1.2 of this thesis
sketched a category claim about awareness-dependent regulatory architecture; a comparative
study is the obvious way to test whether that category description holds beyond the Swedish

case.

Detection mechanism design. The structural-gap finding implies any detection mechanism
reading from the same Modbus data path that TO832 corrupts will be equally blind. An
engineering programme to design out-of-band ICS anomaly detection — network-traffic
analysis at the Modbus TCP packet layer rather than register-value monitoring at the SCADA
layer — would directly address the architectural vulnerability the legal analysis shows SFS
2025:1506 cannot currently mandate. It would sit between the engineering and policy worlds:
the engineering question is what the detection mechanism should look like, the policy question

whether the law should require it. The Resilience Gap argument suggests both are urgent.

6. Conclusion

This thesis began with a very specific, structural worry. Sweden’s electricity grid—the massive
bulk-supply backbone carrying power from nuclear and hydro plants to Swedish cities,
hospitals, and military bases—relies heavily on industrial control protocols designed in 1979.

This is technology built before the modern internet even existed. The Swedish Cybersecurity
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Act (SFS 2025:1506) entered into force on 15 January 2026 to patch exactly this kind of
vulnerability. By transposing the EU’s NIS2 Directive, the law requires essential service
operators to implement ‘appropriate technical and organisational measures’ against cyber

threats.

The core question driving this research was straightforward: Does this law, as currently written,
actually protect a Swedish 400 kV substation from the specific, multi-vector attacks we are now
seeing deployed against foreign grids? After running the simulations and dissecting the statute,

the answer proved much more complicated than initially anticipated.

The experimental phase painted a stark empirical picture. During Stage 3 of the SE-Grid-07
simulation, a Modbus TCP attack chain—combining a Manipulation of View (T0832) with an
Unauthorized Command Message (T0855)—was launched against a 250 MVA OFAF
transformer model. At the exact moment of blackout, the simulation generated an Integrity
Visibility Metric (IVM) of 45.8 °C. On the operator’s screen, everything looked fine; the
interface calmly displayed a normal operating temperature of about 74 °C. In physical reality,
the winding temperature had spiked to 120 °C, tripping the thermal protection and shutting

down the system.

When the legal analysis was applied to these technical realities using the Compliance vs.
Resilience Matrix, the results were entirely one-sided. The law was tested against the six
engineering prerequisites the attack exploited. The matrix did not return a single COVERED
verdict. Two dimensions returned a GAP, three resulted in a PARTIAL GAP, and one—arguably
the most critical—revealed a STRUCTURAL GAP. The shape of the finding is therefore
unambiguous: the attack works in the simulated environment, and Swedish law simply does not

mandate the specific controls needed to stop it.

This thesis makes three distinct contributions to the field, varying in scope and ambition. The
smallest is the Integrity Visibility Metric itself. By operationalising Endsley’s Level 1
Situational Awareness into a hard, measurable quantity—the absolute temperature difference
between physical reality and the spoofed display—the thesis provides a methodological tool

that other researchers can easily adapt for similar infrastructure studies.

The second contribution is the Compliance vs. Resilience Matrix. This analytical instrument

systematically cross-examines a legal framework against the hard engineering realities of a
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cyberattack. Integrating technical and doctrinal analysis under a single, unified coding rubric
is, on the available evidence, a novel approach. Thanks to the three-step coding protocol
outlined in Chapter 3, this matrix is highly portable; it can be applied to other jurisdictions and

different infrastructure sectors entirely.

The third, and perhaps most theoretically significant contribution, is the concept of awareness-
dependent regulatory architecture introduced in Chapter 5. While the thesis does not claim this
is a completely finalised theoretical model, the structural gap identified in this research proves
it is a category worth naming. Future studies looking at frameworks beyond NIS2 will be able

to either validate or refine this concept.

Turning to the first research question—how exactly this combined T0832 and T0855 attack
impacts a SCADA operator’s situational awareness—the experimental evidence leaves no room
for doubt. The impact is the absolute destruction of Level 1 Situational Awareness. From the
second the TO832 attack activates, the [IVM grows relentlessly from zero to 45.8 °C over a forty-
five-minute window. This is not a partial glitch or the loss of a single sensor. Through one
coordinated register write, the attackers simultaneously suppress the cooling-circuit control
loop, the temperature display, the alarm hierarchy, the trend chart, the Buchholz gas-
accumulation status, and even the NIS2 compliance badge on the HMI. The operator does not
merely lose visibility into one component; the system loses its ability to communicate with the
operator at all. As Stage 2 proved (the kinetic strike without the digital blindfold), this total
cognitive collapse is caused explicitly by the Manipulation of View. The attacker does not

degrade the operator’s trust in the screen; they weaponise the operator’s justified trust in it.

The doctrinal analysis provides a clearer, albeit frustrating, answer to the second research
question regarding the effectiveness of SFS 2025:1506. Simply put, the Act fails to compel any
of the six security mechanisms required to defeat this attack. Two critical safeguards—
cryptographic message integrity (A2) and field-device endpoint authentication (Bl)—are
entirely absent from all three examined legal sources. Three others (cleartext encryption,
anomaly detection, and network segmentation) are technically mentioned but fatally weakened

by ‘proportionality’ qualifiers, giving operators an easy legal off-ramp to defer compliance.

The final mechanism—incident reporting under NIS2 Article 23 (transposed as 2 kap. 5 §)—
highlights the law’s most glaring flaw. The reporting mandate is not missing from the Act;

rather, it is structurally neutralised by the attack itself. The 24-hour reporting clock only starts
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when an operator becomes aware of an incident. Because a T0832 attack systematically
neutralises that exact awareness, the law’s most vital provision cannot trigger. This is the

structural gap that forms the central claim of this thesis.

It is crucial to frame this through a sociotechnical lens. The Resilience Gap is not the result of
lazy operators, negligent utilities, or incompetent engineers. Given the spoofed data on their
screen, the operator behaves rationally; given the flexible compliance regime, the utility
behaves rationally; and given its assumptions about human awareness, the legislation functions
exactly as drafted. Each subsystem works. The catastrophic failure occurs at the joint between
them — where the legal subsystem’s assumptions fail to match the technical subsystem’s

realities, leaving a gap a competent adversary can exploit.

For Sweden the implications are severe, especially within the Totalforsvaret framing of the
2025-2030 Total Defence Bill. A 250 MVA bulk-supply transformer is not a generic utility
asset; it is a critical defence node on which military command, civilian protection, and
emergency healthcare all rely simultaneously — exactly the cross-domain systemic dependency
Liwang et al. (2023) warn is central to Swedish defence capability. Public warnings from the
Swedish Armed Forces (2025) confirming hybrid operations by Russian, Chinese, and Iranian
actors prove this is not theoretical, and the 2024 FrostyGoop strike in Lviv (Dragos, 2024; Unit
42, 2025) showed that state-aligned actors possess this specific malware and are deploying it

against these exact targets.

Consequently, this thesis offers three interconnected recommendations. First, the Swedish
legislator must critically evaluate whether the ‘proportionality’ loopholes inherited from NIS2
are actually fit for the current threat landscape. MCF should be directed to issue a binding
regulation (foreskrift) that strictly mandates packet-layer integrity verification and endpoint
authentication for all industrial protocols handling safety-critical commands. Because the Act
already delegates this authority to MCEF, this would immediately close the two pure GAP

findings without needing to rewrite the law.

Second, operators like Svenska Kraftnét and regional DSOs should stop treating the absence of
a legal mandate as an excuse to delay security upgrades. They should immediately adopt
Modbus/TCP Security (Modbus Organization, 2018) or an equivalent TLS-wrapped protocol

as a fundamental procurement standard. Under the Totalforsvaret doctrine, the strategic value
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of these transformers easily justifies the investment, regardless of what the compliance checklist

says.

Finally, and most importantly, the regulatory architecture itself needs to be rethought from the
ground up. This structural gap proves that any legal reporting obligation relying on human
cognition is inherently vulnerable to attacks designed to blind that cognition. As policymakers
and researchers look toward the forthcoming Cyber Resilience Act, the GDPR breach reporting
regime, and future Swedish regulations, lawmakers must test these frameworks against the
awareness conditions outlined in Chapter 5. Where vulnerabilities exist, the law must mandate
awareness-independent detection mechanisms—security protocols that trigger at the network

or sensor layer, far beneath the operator’s console.

Compliance and resilience are not the same thing, and right now, they are not even travelling in
the same direction. SFS 2025:1506 was drafted in good faith by policymakers who understood
the threat landscape as it existed years ago. But that landscape has shifted. The Resilience Gap
uncovered here is not evidence of the law failing to do its job; it is evidence that the law’s job,
as currently defined, is no longer sufficient for the threat landscape it must govern. Closing this
gap requires more than stricter audits. It requires recognising that an awareness-dependent law
— in an era where operator awareness is the attacker’s primary target — needs a different kind
of architecture than the one currently in place: one in which compliance and resilience travel

together.

Declaration of generative AI and Al-assisted tools in
the writing process

During the preparation of this thesis, the author used generative language models and Al-
assisted editorial tools for the purpose of improving the readability, stylistic flow, and academic
language of the text. After use, the author carefully reviewed and edited the content where
relevant and takes full responsibility for the content of the published thesis. All tools were used
strictly for linguistic refinement; no Al tools were used for analysing data, generating empirical

findings, or drawing conclusions.
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Appendix A: Simulation Architecture, Source Code,
and Reproducibility

A.1 Overview

The SE-Grid-07 simulation is a self-contained, browser-based model of a Swedish 400 kV /
130 kV substation incorporating a 250 MVA OFAF (oil-immersed, forced-air, forced-oil)
transformer. It was developed specifically for this thesis to support the experimental work
described in Chapter 4. The full source code is published on GitHub under an open licence and

is accessible through the citation provided in Section A.5 below.

The simulation comprises three integrated subsystems running in a single browser environment:
a thermal physics model of the transformer (following IEC 60076-7), a Modbus TCP protocol
layer with realistic RTU/PLC behaviour, and an operator HMI (Human Machine Interface)

51


https://doi.org/10.1049/hve2.12343

following ANSI/ISA-101.01 design conventions. The attack scenarios are injected through a
controlled interface that allows the researcher to activate MITRE ATT&CK for ICS techniques
T0832 (Manipulation of View) and TO0855 (Unauthorized Command Message) either

independently or in combination.

The full implementation is approximately 1,500 lines, comprising the thermal model, Modbus
protocol behaviour, alarm hierarchy (EEMUA 191 and IEC 62682), HMI rendering, and a 3D
visualisation layer using Three.js (r128). This appendix presents the architectural overview and
excerpts of the most scientifically essential code. The complete file is available in the GitHub

repository cited below.

A.2 Architecture and Components

The simulation is implemented as a single HTML file containing JavaScript, CSS, and HTML.
This design choice was deliberate: the simulation has no network dependencies, no server-side
components, and no external runtime requirements beyond a modern web browser. It cannot
reach any industrial control system, making it ethically safe to operate. The file structure is as

follows:
HTML user interface (lines 170-665)

Implements the SCADA HMI with three operational panels: the Work-as-Imagined panel
showing what the operator sees, the Work-as-Done panel showing the actual physical state, and
the attack control panel for activating T0832 and T0855. Uses ANSI/ISA-101.01 colour
conventions (dark grey backgrounds, status-appropriate colours, restrained use of red for

critical alarms).
3D visualisation layer (lines 666—820)

Three.js scene rendering the transformer tank, radiators, pump, bushings, and supporting
infrastructure. The visualisation is illustrative; it does not affect the simulation calculations and

exists to provide an intuitive spatial reference for the reader.
Thermal physics model (lines 820-950)

Implements IEC 60076-7 differential thermal model with separate oil and winding time

constants (t_oil = 90 min, T wind = 7 min). Calculates oil-rise, hotspot, and insulation ageing
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dynamically. This is the most scientifically critical part of the code and is excerpted in full in

Section A.3.1.
Modbus TCP protocol layer (lines 950—-1100)

Implements the holding-register block (T0832 attack surface) and the output-coil block (T0855
attack surface). The cleartext, unauthenticated nature of Modbus TCP is faithfully reproduced:
any client can write to any register or coil without authentication. The polling cycle (1 second)
matches NIST SP 800-82 specifications for industrial control SCADA. Excerpted in Section
A3.2.

Attack injection (lines 1100-1230)

Implements T0832 and T0855 in their MITRE ATT&CK-documented forms. TO832 writes
plausibly-noisy fake values into the holding-register block, with low-pass-filtered sensor noise
of £0.7 °C to match the documented signatures of the 2024 FrostyGoop attack. TO855 sets the
cooling-pump and valve coils to FALSE, with valve actuators closing over 15 seconds and the

pump coasting down over 5 seconds (matching real OFAF mechanical inertia). Excerpted in

Section A.3.3.

Alarm hierarchy (lines 1230-1350)

Implements EEMUA 191 alarm priority levels with the IEC 62682 confirmation timer (3-
second delay before alarm fires) to prevent nuisance alarms during normal operation. The

hierarchy is suppressed by T0832 because the alarms are derived from the holding-register

block, which T0832 controls.
Data recording and CSV export (lines 1350-1450)

Records every value at every simulation tick (500 ms). The Integrity Visibility Metric (IVM)
is computed at each tick as the absolute difference, in degrees Celsius, between the true winding
temperature and the value displayed on the operator HMI. The CSV export is what supports the
Section 5.2.2 reliability claim that anyone running the simulation can verify the numbers

reported in Chapter 4.

A.3 Key Code Excerpts
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The following excerpts show the scientifically essential portions of the simulation. The

complete source is available in the GitHub repository cited in Section A.5.
A.3.1 IEC 60076-7 Thermal Model

The differential thermal model below computes oil and winding temperatures separately,
following IEC 60076-7. The two time constants (t_oil = 90 min, T wind = 7 min) cause the
winding temperature to rise much faster than the oil temperature when cooling fails — which
is the mechanism that allows the attack to reach the 120 °C thermal trip threshold within 45

minutes even though the oil thermostat would otherwise be expected to provide warning.

// Constants from IEC 60076-7 Loading Guide
const OIL RATED =42; // Rated oil rise above ambient (°C)
const WIND RATED =29; //Rated winding gradient above oil (°C)

const H=1.3; // Hotspot factor
const N =0.9; // Oil exponent (OFAF cooling)
const M = 1.0; // Winding exponent

const TAU OIL=90; // Oil time constant (minutes)

const TAU WIND =7; // Winding time constant (minutes)
const THETA REF =98; // Reference hotspot for ageing (°C)
const TRIP = 120; // ' Thermal trip threshold (°C)

/I IEC 60076-7 differential method — separate oil and winding paths
function iecTick(dt) {

if (state.tripped) return;

const s = state;

// Cooling effectiveness depends on flow (pump affinity law)
const coolingFactor = Math.pow(
Math.max(0.01, s.flow / 840), 0.6

)9

// Oil temperature evolution (slow time constant)
const oilSteadyState = AMBIENT + OIL_RATED *
Math.pow(K, 2*N) / Math.max(0.05, coolingFactor);
s.oil_temp += (oilSteadyState - s.oil temp) *
(1 - Math.exp(-dt / TAU_OIL));

// Winding temperature evolution (fast time constant)

/' When cooling fails, winding heats MUCH faster than oil

const windGradient = H * WIND RATED *
Math.pow(K, 2*M) / Math.max(0.05, coolingFactor);

const windSteadyState = s.oil_temp + windGradient;

s.winding_temp += (windSteadyState - s.winding_temp) *
(1 - Math.exp(-dt / TAU_WIND));

// Trip if hotspot exceeds 120°C
if (s.winding_temp >= TRIP) {
s.tripped = true;
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triggerBlackout();

}
}

A.3.2 Modbus TCP Holding Register Block (T0832 attack surface)

The Modbus holding-register block represents the sensor values the RTU exposes to the
SCADA system. Modbus TCP has no authentication, no integrity checking, and no encryption.
Any TCP client reaching port 502 can write to any register. The code below implements the

unauthenticated cleartext register write that TO832 exploits.

// Modbus TCP holding registers (T0832 attack surface)
const HOLDING REGISTERS = {
40001: { name: 'pump_rpm',  value: 1450 },
40002: { name: 'flow_lpm',  value: 840 },
40003: { name: 'oil_temp c', value: 68 },
40004: { name: 'winding_temp_ c',value: 74 },
40005: { name: 'oil_press kpa', value: 2600 },
40006: { name: 'load mva',  value: 180 },
40007: { name: 'buchholz_gas', value: 0 },
40008: { name: 'nis2_compliant',value: 1 }

It

// T0832 attack: writes plausible fake values into the same
// register block that SCADA reads. No authentication.
function applyT0832() {

if (!blindActive) return;

// Inject low-pass-filtered sensor noise (+0.7 °C)
noiseState.winding = sensorNoise(noiseState.winding, 0.7);
noiseState.oil = sensorNoise(noiseState.oil, 0.4);

/I Overwrite holding registers with BASELINE + noise
HOLDING REGISTERS[40004].value =

BASELINE.winding_temp + noiseState.winding;
HOLDING REGISTERS[40003].value =

BASELINE.oil_temp + noiseState.oil;
HOLDING_REGISTERS[40007].value = 0; // suppress Buchholz
HOLDING REGISTERS[40008].value = 1; // keep NIS2 badge green

A.3.3 T0855 Unauthorized Command Message

T0855 writes FALSE to the cooling-pump and valve coils via Modbus FC15. The physical
consequences are not instantaneous: real actuators have mechanical inertia. The simulation
models this realistically — valve actuators close over 15 seconds, pump coasts down

exponentially over 5 seconds.

// TO855 attack: writes FALSE to coils. No authentication.
function applyT0855() {
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if (!strikeActive) return;

OUTPUT _COILSJ0].value = false; // pump_enable
OUTPUT _COILS[1].value = false; // inlet_valve
OUTPUT _COILS|[2].value = false; // outlet valve
state.pump_coil = false;

state.inlet_coil = false;

state.outlet coil = false;

// Physical actuator response (real inertia)
function physicalTick(dt) {
// ' Valve closure over 15 seconds (30 ticks at 500ms)
if (!state.inlet_coil || !state.outlet coil) {
state.valve pos = Math.max(0,
state.valve_pos - (100 / VALVE_CLOSE_TICKYS));
}
// Pump coast-down (exponential decay over 5 seconds)
if (!state.pump_coil || state.valve pos/100 <=0.1) {
state.pump_rpm = state.pump_rpm *
Math.exp(-1 / PUMP_COAST TAU);
}
// Flow follows pump affinity law
state.flow = 840 * (state.pump_rpm/1450) *
Math.pow(state.valve pos/100, 0.6);

A.3.4 Integrity Visibility Metric (IVM)

The Integrity Visibility Metric is the central measurement of the thesis: the absolute difference,
in degrees Celsius, between the physical winding temperature and the value displayed on the
operator HMI. Under normal operation IVM is zero. TO832 causes it to grow continuously until

the thermal trip.

/I TVM: Integrity Visibility Metric
// Measures the gap between physical reality and the HMI display.
// This is the central quantitative result of the thesis.

function computeIVM() {
const physical winding = state.winding_temp;
const displayed winding = hmiBuffer.winding_temp;
return Math.abs(physical_winding - displayed winding);
}

// Data logging for CSV export and Chapter 4 analysis
function recordTick() {
dataLog.push({

tick: tick,

time_s: tick * 0.5,

physical winding_c: state.winding_temp.toFixed(2),

displayed winding_c: hmiBuffer.winding_temp.toFixed(2),

ivm_c: computeIVM().toFixed(2),

pump_rpm: state.pump_rpm.toFixed(0),

valve pos pct: state.valve pos.toFixed(0),

t0832 active: blindActive,
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t0855 active: strikeActive,
tripped: state.tripped

s
}

A.4 Sample Output Data

The simulation produces a CSV export of every value at every 500 ms tick. The excerpt below
shows representative rows from the Stage 3 attack run (T0832 + T0855 combined), illustrating

the IVM progression from zero (at attack activation) to 45.8 °C (at the moment of thermal trip).

tick time_s physical °C displayed_°C IVM _°C pump_rpm t@832  t@855

0 0.0 74.00 74.00 0.00 1450 false false
60 30.0 74.12 74.05 0.07 1450 false false
240 120.0 74.85 73.98 0.87 1450 true false
480 240.0 77 .42 74.06 3.36 1450 true false
720 360.0 81.18 74.11 7.07 1450 true false
960 480.0 85.94 74.05 11.89 1450 true true
1200 600.0 91.52 73.92 17.60 1100 true true
1440 720.0 97.66 74.08 23.58 580 true true
1680 840.0 104.18 74.14 30.04 180 true true
1920 960.0 111.35 74.01 37.34 30 true true
2160 1080.0 118.42 74.06 44 .36 0 true true
2196 1098.0 119.86 74.04 45.82 0 true true
2197 -- -- -- -- -- TRIPPED

Two features of the output deserve note. First, the displayed temperature on the operator HMI
hovers within £0.2 °C of the spoofed baseline (74 °C) throughout the entire 45-minute attack
window. Second, the physical winding temperature rises smoothly and continuously, reaching
the 120 °C trip threshold at tick 2196. The maximum IVM at the moment of blackout is 45.8

°C, which is the central quantitative result reported in Chapter 4.

A.5 Reproducibility and Citation

The complete simulation source code is published on GitHub at the URL below. The repository
contains the full HTML file, a README with operating instructions, and a sample CSV output

file for verification.

Repository: https://github.com/nbekele-code/SE-Grid-07-simulation

Citation: Bekele, N. (2026). SE-Grid-07: A SCADA simulation for
studying multi-vector cyberattacks on Swedish power
infrastructure (Version 6.0) [Computer software].
GitHub.https://github.com/nbekele-code/SE-Grid-07-simulation
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To run the simulation: Download the HTML file from the repository. Open it in any modern

web browser (Chrome, Firefox, or Safari). The simulation has no installation requirements and

no network dependencies. The three attack stages (no attack, TO855 only, T0832 + T0855) can

be activated from the control panel on the right-hand side of the interface. The CSV export

button records all values from the current run.

Reproducibility note: JavaScript executes single-threaded in the browser. The simulation has

no race conditions, no timing variability, and no random seeds beyond the deterministic sensor-

noise generator. Running the same scenario with the same inputs produces identical numerical

results on every execution.

Appendix B — Supplementary Tables

The following tables are referenced throughout the main text and are reproduced here.

Table B- 1 Six analytical dimensions derived from SE-Grid-07 attack prerequisites. Gap

assessment column populated in Chapter 4.

Analytical Dimension

A1l — Cleartext data
transmission: Modbus
TCP transmits all values
with no transport
encryption, enabling
man-in-the-middle
interception.

A2 — No cryptographic
integrity check: Modbus
frames carry no hash or
HMAUC, allowing FC16
register spoofing without
detection.

Art.21 — ‘Appropriate
measures’

Does ‘appropriate
measures’ mandate
encryption on legacy OT
protocols on port 502?
Does ‘where appropriate’
permit exclusion of 1979-
era protocols?

Does Art.21 require
protocol-level integrity
verification for ICS data
paths? Is message integrity
implied by ‘appropriate
measures’?

Art.21(2)(h)/(j) + SOU
2024:18

Does basic cyber hygiene
extend to OT network
traffic encryption? Does
SOU 2024:18 define
encryption requirements
for brownfield OT assets?

Does basic cyber hygiene
encompass [CS-specific
message integrity
mechanisms for Modbus-
layer data?

Attack ref.

T0832
prereq.

T0832
prereq.

Gap (Ch4)

— Chapter
4

— Chapter
4
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A3 — No anomaly
detection at protocol
layer: Absence of
IDS/IPS tuned to
Modbus FC16 patterns
means register spoofing
is undetectable.

B1 — Zero endpoint
authentication: Modbus
RTU/PLC accepts any
correctly formatted FC15
packet from any source.
No credential required.

B2 — Flat IT/OT
network topology:
Absence of mandatory
segmentation allows
lateral movement from
corporate network to
PLC via port 502.

C1 — Incident
invisibility and
notification paralysis:
With T0832 active,
Level 1 SA is destroyed.
NIS2 Art.23 24-hour
clock cannot start if
incident is undetectable.

Does ‘appropriate
monitoring’ require
monitoring systems
independent from the
Modbus data path that
T0832 corrupts?

Does Art.21 prescribe
cryptographic mutual
authentication for OT
endpoints? Does
‘authentication measures’
reach hardware-level PLC
access?

Does Art.21 explicitly
mandate physical or logical
IT/OT network
segmentation? Is
segmentation implied by
supply chain security
provisions?

Does ‘appropriate
monitoring’ close the gap
where monitoring fails
because the data source is
corrupted before
monitoring occurs?

Does basic cyber hygiene
imply mandatory ICS-
specific detection tooling
on port 502 traffic?

Does Art.21(2)(j) compel
Modbus-layer endpoint
verification? Does SOU
2024:18 note SME cost
constraints as justification
for legacy PLC exemption?

Does SOU 2024:18
recommend or mandate
enforced OT/IT perimeter
controls? Is segmentation
proportionate for grid
operators?

Does SOU 2024:18 address
dark incidents the operator
cannot detect? Does the
proportionate risk
framework acknowledge
the Art.23 awareness
precondition?

T0832
prereq.

TO0855
prereq.

Both attacks

Consequence

— Chapter
4

— Chapter
4

— Chapter
4

— Chapter
4

Note. The six dimensions in Table B-1 are derived from the technical architecture of SE-Grid-07, not

from the legal analysis. Four (A1, A2, Bl, Cl) are directly instrumented in the simulation’s Modbus

attack code: cleartext transmission, absent integrity verification, absent endpoint authentication, and

the cognitive consequence on operator awareness. Two (A3, B2) are inferred from the successful

completion of the attack chain, which demonstrates the absence of the anomaly detection and

segmentation controls that would otherwise have blocked it. The sequencing is intentional: the technical

instrument defines what is examined, the legal analysis in Chapter 4 determines what is found,

preventing post-hoc framing and ensuring the legal analysis is genuinely stress-tested rather than built

to confirm a predetermined conclusion.
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Table B- 2 Construct validity mapping

Simulation element

250 MVA OFAF transformer
physics engine

Load factor K=0.72 (180
MVA /250 MVA rated)

Hotspot factor H=1.30

Qil thermal time constant
7_oil = 90 minutes

Advisory alarm 85°C and
Warning alarm 95°C

120°C trip threshold —
hardwired, network-
independent relay

Insulation ageing: V =
e™((6_HS —98)/6)

Valve closure time: 15
seconds (30 ticks at 500 ms)

Pump coast-down:
exponential decay, T~ 5
seconds

Modbus TCP FC15 — Write
Multiple Coils (T0855)

Modbus TCP FC16 — Write
Multiple Registers (T0832)

Real-world equivalent

Real-time spatial thermodynamics of a
Swedish 400kV/130kV substation
transformer

Realistic daytime partial-load operating
condition for a bulk-supply substation

Ratio of winding hot-spot temperature
rise to average winding rise; OFAF class
above 1 MVA

Time for top-oil temperature to reach
63% of its final value after a step change
in cooling

Two-stage progressive alarm hierarchy
before the thermal protection relay

Physical overtemperature relay
disconnecting the transformer from the
national grid. Cannot be suppressed by
any Modbus command.

Rate of insulation degradation; 6°C base
reflects the 2018 revision

Motorised spring-return valve actuator
closing from 100% after receiving de-
energise signal

Rotational inertia of 250 kW centrifugal
pump at 1 450 RPM after motor de-
energisation

MITRE ATT&CK ICS T0855 —
Unauthorized Command Message; no
authentication required from sender

MITRE ATT&CK ICS T0832 —
Manipulation of View; overwrites
holding registers before SCADA polling
cycle

Governing standard / empirical proof

IEC 60076-7:2018 — separate oil and winding
thermal paths, Sections 7-8 and Table 3.
Experimentally validated by Susa et al. (2005)
on a 605 MVA OFAF unit with fibre-optic
sensors, confirming the IEC equations to within
+3°C under transient cooling conditions.

IEC 60076-7:2018, Clause 2.1

IEC 60076-7:2018, Clause 2.4 and Annex D;
confirmed by Susa et al. (2005, pp. 199-200)

IEC 60076-7:2018, Table 3 — OFAF class
value

IEC 60076-7:2018, Section 4.3 alarm setpoint
guidance

IEC 60076-7:2018, Section 6.3 — maximum
permissible hot-spot temperature for
continuous operation

IEC 60076-7:2018, Equation 3; Zhang et al.
(2024) confirmed formula accuracy using
optimised thermal modelling

IEC 61131 (actuator specifications); Siemens
SIPART PS2 600Nm actuator documentation;
15-20 s realistic for large-bore OFAF cooling
circuit valves

Hydraulic Institute Standards (2018) — 250
kW pump at 1 450 RPM with approximately 11
kg-m? inertia reaches standstill in
approximately 5—6 seconds

MITRE ATT&CK for ICS (2025); PI-MBUS-
300 Section 6.11 (Modicon, 1979); FrostyGoop
malware forensic analysis (Dragos, 2024)

MITRE ATT&CK for ICS (2025); PI-MBUS-
300 Section 6.12 (Modicon, 1979); FrostyGoop
forensic analysis confirmed inaccurate

measurements rather than static frozen values
(Dragos, 2024)
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SCADA polling buffer

engine

HMI mimic diagram and
visual layout (ISA-101)
alarms

Alarm hierarchy and EEMUA Rationalised alarm system to filter
normal sensor noise; four-level hierarchy

191 confirmation timers (3
seconds)

SCADA master's read of RTU holding
(hmiBuffer) updating every 1  registers; HMI reads only from this
second buffer, never directly from the physics

Industrial control room operator display,
dark background with colour reserved for

Stouffer et al. (2023), NIST SP 800-82 Rev. 3,
Section 5.2 — standard Modbus TCP
substation SCADA polling architecture

ANSI/ISA-101.01-2015 — High-Performance
HMI design standard; ensures operator is not
disadvantaged by interface design failure,
ensuring the cyberattack is the sole cause of
any observed loss of Situational Awareness

EEMUA 191:2013; IEC 62682:2014 — the 3-
second confirmation timer prevents the +0.7°C
injected RTD noise from generating false
alarms, confirming that any alarm the operator
does not receive in Stage 3 is solely attributable
to T0832

Buchholz gas accumulation
model (alarm at > 1.5 units,

onset at 110°C)

Integrity Visibility Metric —

IVM =10 _real — 6 _HM]|

Table B- 3 Stage 1 baseline parameter values at thermal steady state. WAI = WAD

Parameter

Winding hot-spot
temperature (TT-01)

Top-oil temperature (TT-
02)

Cooling pump speed (ST-
01)

Coolant flow rate (FT-
01)

Insulation ageing rate V

Alarm panel (EEMUA
191)

temperature sensors

(1995)

Physical value (WAD —
left panel)

74.0°C £ 0.15°C (natural
Sensor noise)

68.0°C £ 0.10°C

1 450 RPM (coil 2 =
TRUE, motor running)

840 L/min (coils 0+1 =
TRUE, valves open)

1.00x (normal reference
condition at 74°C)

No physical threshold
exceeded

Physical gas detection: arcing and
insulation decomposition above 110°C
generate dissolved combustible gases in
transformer oil; Buchholz relay detects
accumulation independently of

Loss of Level 1 Cyber Situational
Awareness (Perception) — Endsley

IEEE C57.104-2019 — Guide for
interpretation of gases generated in mineral-oil-
immersed transformers; represents a second
independent physical warning channel that
T0832 must also suppress

Franke & Brynielsson (2014), Computers &
Security, 46, 18-31 — the primary dependent

variable for RQ1; IVM = 0.0°C in Stage 1,
approximately 0.0°C in Stage 2, grows to

45.8°C at blackout in Stage 3

HMI displayed value IVM (°C)
(WAI — right panel)

74.0°C £ 0.7°C (RTD 0.0
simulation noise)

68.0°C £ 0.5°C 0.0
1450 RPM + 18 RPM N/A
(tachometer noise)

840 L/min =+ 6 L/min (flow N/A
meter noise)

Not displayed on operator ~ N/A
HMI

0 active alarms — all four N/A

levels CLEAR
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Buchholz gas 0.0 units (no gas — No gas accumulation — N/A

accumulation insulation intact) insulation intact

NIS2 compliance badge  Not applicable (physical COMPLIANT (green) N/A
panel)

Resilience Gap box WAD =WAI—Nogap— — 0.0

Hollnagel: aligned

Table B- 4 Stage 2 event timeline: T0855 alone

Event Time since 0_real / 0_HMI/ IVM Operator SA
T0855 WAD WAI (°O)
T0855 launched — FC15 Os 74.0°C 74.0°C 0.0 L1-L3 intact
packet sent to port 502
Valve closure begins 0-15s Rising Rising (real = 0.0 L1-L3 intact
(100% — 0% over 15 s) data)
FT-01 shows zero flow; =~ 17s 74.3°C 74.3°C 0.1 L1 alerted: flow
pump coast-down begins alarm fires
Advisory alarm ~ 11 min 85.0°C 85.0°C 0.1 L1-L2: perceived
confirmed — TT-01 post and understood
crosses 85°C cooling
loss
Warning alarm ~21 min 95.0°C 95.0°C 0.1 L1-L3: projecting
confirmed — TT-01 post relay trip
crosses 95°C cooling
loss
Buchholz relay fires — =~ 37 min 108°C 108°C 0.1 L1-L3: second
gas > 1.5 units post independent
cooling warning
loss
IEC 60076-7 thermal ~ 45 min 120.0°C 120.0°C 0.0 Post-event:
relay trips — blackout post operator informed
cooling throughout
loss

Table B- 5 Stage 3 event timeline and Integrity Visibility Metric progression

Event Time 0_real 0 _HMI (WAI IVM NIS2 status
(WAD — displayed) €O
physical)
T0832 activated — t=0 74.0°C  74.0°C+0.7°C 0.0 COMPLIANT
FC16 register (drift begins)

spoofing begins




Downward drift of
—0.6°C injected;
operator perceives
load reduction

TO0855 activated —
FC15 coil write; valve
closure begins (15 s)

Pump coast-down
complete — zero
cooling flow
(physical)

Physical Advisory
threshold (85°C)
crossed — no HMI
alarm fires

Physical Warning
threshold (95°C)
crossed — no HMI
alarm fires

Physical Buchholz
alarm triggered —
HMI shows 'no gas
accumulation’

Physical Critical
threshold (110°C)
crossed — zero
alarms on HMI

IEC 60076-7 thermal
relay trips —
BLACKOUT EVENT

t=0-75s

t=15s

t=35s

=~ 11 min post
cooling loss

~ 21 min post
cooling loss

=~ 37 min post
cooling loss

~ 42 min post
cooling loss

~ 45 min post
cooling loss

74.0°C

74.0°C

74.1°C

(rising)

85.0°C

95.0°C

108.0°C

110.0°C

120.0°C

73.4°C — 0.6 COMPLIANT
stabilising

73.6°C (stable, 0.4  GAPPROVEN
spoofed)

73.5°C 0.6 GAPPROVEN
(spoofed)

73.8°C 11.2 GAPPROVEN
(spoofed)

74.1°C 20.9 GAPPROVEN
(spoofed)

73.9°C 34.1 GAPPROVEN
(spoofed)

74.0°C 36.0 GAPPROVEN
(spoofed)

74.2°C 45.8 GAPPROVEN
(spoofed)

Table B- 6 Dimensions A1, A2, A3, and B1 assessed against SFS 2025:1506 and NIS2.

Analytical Dimension
(Attack Prerequisite)

A1l — Cleartext Data
Transmission (T0832
Prerequisite): Modbus

TCP transmits all values

in unencrypted
cleartext, enabling
trivial interception.

SFS 2025:1506 / NIS2

Mandate

SFS 2025:1506 Ch. 2, Sec. 3,

pt. 8 mandates policies on
cryptography and, 'where
appropriate,’ encryption.
Mirrors NIS2 Art.21(2)(h).

SOU 2024:18 preserves SME
cost flexibility.

Hermeneutic Gap Assessment

The qualifier 'where appropriate' is the operative
legal term. An operator can lawfully argue that
retrofitting 1979-era Modbus infrastructure with
transport-layer encryption is disproportionate,
satisfying the audit with a documented risk
acceptance policy while retaining the cleartext
vulnerability (Ioannidis et al., 2025).

Verdict

PARTIAL
GAP
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A2 —No No provision in SFS This is the cleanest legal gap in the matrix. No GAP

Cryptographic Integrity 2025:1506, NIS2 Art.21, or statutory text, preparatory work, or binding

Check (T0832 SOU 2024:18 explicitly implementing regulation requires a Swedish

Prerequisite): Modbus  mandates protocol-level OFAF substation operator to implement

frames carry no hash, integrity verification for ICS  message-level integrity verification on Modbus

HMAC, or MAC. FC16 field bus protocols. communications. An operator with a fully

spoofing packets are documented cybersecurity policy achieves

structurally identical to complete legal compliance while FC16 register

legitimate SCADA spoofing remains technically undetectable.

packets.

A3 — No Protocol- SFES 2025:1506 Ch. 2, Sec. 3, The mandate for incident detection exists. PARTIAL

Layer Anomaly pt. 2 (implementing NIS2 However, the law does not specify that the GAP

Detection (T0832 Art.21(2)(b)) mandates detection system must be architecturally

Prerequisite): No incident handling including independent of the data path it monitors. A

IDS/IPS monitors detection. ENISA Technical =~ SCADA-based monitoring solution reading from

Modbus FC16 write Implementation Guidance the same corrupted registers will see 74°C

patterns independently. (2025, non-binding) throughout the attack. SOU 2024:18 does not
recommends anomaly mandate out-of-band OT traffic analysis separate
detection for OT from the Modbus data path.
environments.

B1 — Zero Endpoint SFS 2025:1506 Ch. 2, Sec. 3, The authentication mandate is framed around IT- INDIRECT

Authentication (T0855  pt. 10 mandates multi-factor ~ layer access control, not machine-to-machine / GAP

Prerequisite): The PLC  authentication 'where authentication within deep legacy field layers.

blindly accepts any appropriate.' ENISA No provision mandates cryptographic mutual

FC15 packet from any ~ Technical Implementation authentication at the hardware level of a Modbus

IP address. No Guidance (2025) specifies RTU on port 502. SOU 2024:18 cost flexibility

credential exchange or  enforcement on internet- allows operators to argue hardware replacement

certificate validation facing systems such as email, of 1979-era RTUs is disproportionate (Ioannidis

occurs. remote desktop and VPNs. et al., 2025).

Table B- 7 Dimensions B2 and C1 assessed against SFS 2025:1506 and NIS2.

Analytical SFS 2025:1506 / NIS2 Hermeneutic Gap Assessment Verdict

Dimension Mandate

(Sociotechnical

Consequence)

B2 — Flat IT/OT NIS2 Art.21(2)(h) supply  Neither SFS 2025:1506 nor NIS2 explicitly PARTIAL

Network Topology
(Both Attacks): No
mandatory IT/OT
segmentation forces
attackers to traverse a
security boundary
between corporate IT
and the Modbus PLC
on port 502.

chain security provisions
imply segmentation.
ENISA NIS360 (2024)
identifies OT/IT

segmentation as a priority.

ENISA Technical

Implementation Guidance

(2025, non-binding)
recommends isolating
legacy systems.

mandates IT/OT network segmentation for energy =~ GAP
sector operators. ENISA’s recommendations are

expressly non-binding. SOU 2024:18

proportionality protection allows operators to argue
segmentation is disproportionately costly for

brownfield infrastructure. ENISA NIS360 (2024)

found that certain energy subsectors have

comparatively lower maturity levels, with entities

facing particular difficulties around legacy OT
integration.

64



C1 — Incident
Invisibility and
Notification Paralysis
(Consequence of
T0832+T0855): With
TO0832 active, Level 1
SA is completely
destroyed. The
physical destruction
occurs behind a green
HMI screen showing

74°C and zero alarms.

SFS 2025:1506, 2 kap. 5
§, implementing NIS2
Art.23(1): early warning
within 24 hours of 'fatt
kannedom om handelsen
(having become aware).
The Directive confirms
the clock starts at

awareness (Art. 23(4)(a)).

This dimension is categorically distinct from Al—
B2 because it concerns not an imprecise mandate
but a falsified precondition. 'Fatt kannedom om' is
the statutory trigger. Stage 3 demonstrates this
trigger is structurally inaccessible: the operator’s
HMI shows 74°C, zero active alarms, full coolant
flow, and NIS2 COMPLIANT status for the entire
45-minute attack window. The Buchholz relay is
also suppressed. The operator’s first indication of
an anomaly is the loss of the RTU connection at
blackout — a symptom equally consistent with
mechanical fault. SOU 2024:18 does not address
the scenario where operator awareness is
technically destroyed by the attack the law was
enacted to address.

STRUCTUR
AL GAP
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