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From Nice-to-Have to Need-to-Have
The Military Utility of Soft-Kill Counterspace for Medium-Sized States.

Abstract

This thesis is a qualitative case study of Sweden that examines the military utility of soft-kill
counterspace capabilities for medium-sized states, as space has become an increasingly
important domain for military, political, and economic activity. More states are developing
capabilities for space operations. For medium-sized states, acquiring counterspace
capabilities presents significant challenges due to limited resources, technological
constraints, and competing defence priorities. Soft-kill capabilities, such as electronic
warfare and cyber warfare, temporarily disrupt or degrade adversary space assets without
physically destroying them, offering a reversible and scalable alternative to kinetic hard-kill
systems such as direct-ascent anti-satellite missiles. Applying the Military Utility framework
across three dimensions: military effectiveness, military suitability, and affordability, the
study evaluates a hypothetical Swedish ground-based electronic warfare anti-satellite
system, referred to as SKADI. The thesis also proposes a new operational concept,
Suppression of Adversary Space Assets (SASA), as a framework for how medium-sized states
can achieve temporary localised space control without requiring the extensive space
architectures of major powers. The findings indicate that soft-kill electronic warfare systems
provide significant military utility for medium-sized states, offering lower political and
escalatory risk and reduced financial and technological barriers. The thesis concludes that
the primary constraint on such capabilities is not the system itself but the broader supporting
infrastructure, particularly space domain awareness, required to make it operationally
effective.

Keywords: Space, Counterspace Capabilities, Military Utility, Electronic Warfare, SASA,
Medium-Sized States, Sweden
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Fran Vill-ha till Maste-ha
Rymdférnekande och militar nytta for medelstora stater.

Sammanfattning

Rymden har blivit allt viktigare for militara, politiska och ekonomiska aktiviteter i takt med att
stater utvecklar sina rymdformagor. For medelstora stater innebéar anskaffning av
rymdfornekande formagor stora utmaningar pa grund av begransade resurser, teknik och
forsvarsprioriteringar. Uppsatsen ar en kvalitativ fallstudie av Sverige som undersdker den
militara nyttan av soft-kill-rymdférnekande formagor for medelstora stater. Soft-kill-férmagor,
som elektronisk krigsforing och cyberkrigsforing, stor eller degraderar tillfalligt motstandares
rymdtillgdngar utan att forstéra dem, vilket erbjuder ett reversibelt och skalbart alternativ till
hard-kill-systemm som antisatellitmissiler. Studien utvarderar ett hypotetiskt svenskt
elektroniskt krigforingssystemm mot satelliter, SKADI, med ramverket Militdr Nytta, som
beddmer militar effektivitet, lamplighet och éverkomlighet.

Uppsatsen presenterar aven ett nytt operationskoncept, Suppression of Adversary Space
Assets (SASA), som ett ramverk for hur medelstora stater kan uppna tillfallig lokal
rymdkontroll utan att behéva omfattande rymdarkitekturer. Resultaten visar att soft-kill-
system baserade pa elektronisk krigféring erbjuder betydande militar nytta for medelstora
stater genom lagre politisk risk, minskad eskalationsrisk samt lagre finansiella och
teknologiska trosklar. Studien argumenterar for att rymdférnekande inte langre ar ett vill-ha
utan ett maste-ha. Uppsatsen drar slutsatsen att den framsta begransningen for sadana
formagor inte ar sjalva systemet, utan den bredare stddjande infrastrukturen, sarskilt
rymdlagesuppfattningen, som kravs for att géra dem operativt effektiva.

Nyckelord: Rymden, Rymdfornekande formagor, Militdr nytta, Elektronisk krigforing,
SASA, Medelstora stater, Sverige
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Introduction

“Space is just another place where wars will be fought”

US Senator Barry Goldwater (1984) (Bateman, 2024, p. 1).

When Goldwater said it during the Cold War, access to space was largely restricted to the two
superpowers, making space exploration peaceful by default. Today, space has become
significantly more accessible, with a growing number of state and commercial actors
competing in the domain. As first demonstrated during the Gulf War, space-based capabilities
have proven critical to modern warfare, driving renewed military competition as states
increasingly recognise their value for positioning, communications, and reconnaissance
(Pavur & Martinovic, 2019, pp. 1-5). The commercialisation has allowed states that once
lacked the resources to launch satellites to do so through private companies, and to leverage
commercial systems like Starlink for both civilian and military purposes (Lauer, 2022, pp. 3—

4).

The establishment of the US Space Force (USSF) in 2019 and the People’s Liberation Army
Aerospace Force in 2024, tasked with counterspace operations, underscores that the major
powers increasingly view the space domain as a contested, operational warfighting domain
(Henrico et al., 2023, p. 59; Samson & Cesari, 2025, p. 29; Warlind et al., 2025, pp. 116—-118).
USSF aims for Space Superiority, which is similar to Air Superiority (U.S. Space Force, 2025,
p. 11). If the US aims for Space Superiority as a superpower, China may pursue similar
objectives, though this remains subject to strategic interpretation. While superpowers or major
powers can aim for Space Superiority or a similar goal, medium- or smaller-sized states
cannot. Medium-sized states that are increasingly dependent on space-based services but lack
the extensive, resilient space architectures of major powers raise important strategic questions.
In a more contested space environment, states must consider not only how to protect their
access to space, but also whether anti-satellite operations, also known as counterspace
capabilities, can provide military utility. Counterspace capabilities are the means and methods
used to disrupt, deny, degrade, or destroy an opponent’s space systems, such as satellites.

These are divided into non-destructive, reversible soft-kill, and destructive Hard-kill. A



medium-sized state can use what this thesis proposes, the Suppression of Adversary Space

Assets (SASA), to achieve temporary, localised space control.

The purpose of this thesis is to examine, using the Military Utility framework, whether and to
what extent a medium-sized country’s armed forces, such as Sweden’s, can develop and
employ counterspace capabilities. This technology forecast focuses on soft-kill capabilities
and non-destructive methods, such as electronic warfare and cyber warfare, that temporarily
disrupt or degrade satellites without physically destroying them; these will be examined

further in the Counterspace Capabilities section.

This thesis is organised as follows: an introductory chapter delineates the background,
research questions, and delimitations and scope. The chapter on the Space Domain and
Counterspace Capabilities elaborates on the military and civilian use of space, orbital
mechanics, the legal framework governing international treaties, and an overview of
Counterspace Capabilities. The Previous Research chapter reviews existing research on space
warfare. The Theoretical Framework chapter introduces the Military Utility framework and
the proposed SASA concept. The Method chapter details the research design, methodology,
and data collection procedures. The Analysis chapter presents the findings structured along
the three dimensions of Military Utility, applied to the hypothetical Swedish EW-ASAT
system SKADI. The Discussion chapter interprets the findings in relation to the research
questions, and the Conclusion chapter summarises the conclusions and recommends

directions for future research.

Background

As space becomes increasingly central to military operations, more states recognise the need
for space capabilities and for potential counterspace capabilities to protect or respond to
adversaries in space. While many states are pursuing space capabilities, they are primarily for
Intelligence, Surveillance, Target Acquisition, and Reconnaissance (ISTAR) and other
functions, such as Command and Control (C2), Satellite Communications (SATCOM) and

Space Situational Awareness (SSA).



As the number of states with space-dependent infrastructures for communication, navigation,
intelligence, and targeting grows, counterspace is increasingly framed as a necessary

capability to protect national interests or to counter adversary space assets.

The USA was the first state to develop and assess an Anti-Satellite (ASAT) missile system,
establishing an initial strategic and technological foundation for counterspace capabilities.
This development influenced how other nations perceive the role, usefulness, and legitimacy

of counterspace capabilities (Bateman, 2024, pp. 100—105).

Four states have officially known Direct Ascend ASAT (DA-ASAT) capability, meaning they
have missiles capable of targeting satellites. Three of the states, the US, Russia, and China,
are seen as superpowers that are also developing or have other kinds of counterspace
capabilities, and the fourth one, India, is seen as a middle or regional power. All these
countries possess Anti-ballistic missiles (ABM), ballistic missiles, and nuclear capabilities
(O’Meara, 2025, pp. 530-531; Peace, 2023, pp. 58-59). Looking beyond the DA-ASAT,
many states are considering Electronic Warfare (EW), Directed Energy, and even cyber as

counterspace capabilities.

The USA is the only NATO state with known counterspace capability, making Europe
dependent on the USA for the defence and deterrence of NATO states and, indirectly, for the
EU’s space infrastructure. France is conducting research and development in counterspace and
can, in theory, develop DA-ASAT given its ballistic missile experience. France also has space
launch experience (Samson & Cesari, 2025, Chapter 7), which is necessary for the EU and
NATO to be less dependent on the US.

Table 1

Table of known states with Counterspace capabilities

us RUSSIA  CHINA  INDIA AUS. FRANCE  IRAN ISRAEL  JAPAN N.KOREA S.KOREA UK
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| LEO Co-Orbital O A A O { ] @ { ] ® @ @ @ @
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‘ Directed Energy O || ] (] [ ] [ | (] ® o ® [ ) ®
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| Space Situational Awareness A A A ] = [ ] (] = [ ] O 0 (]

LEGEND. NONE @  SOME [0  SIGNIFICANT A  UNCERTAIN ?  NODATA —

Note: Taken from Secure World Foundation Report GLOBAL COUNTERSPACE CAPABILITIES 2025, Samson & Cesari,
(2025, p. xviii).



Not all states have the economic capacity to develop missile systems, as doing so would
divert resources from other systems or be deemed unnecessary for their armed forces. While
some ballistic missile defence or air defence systems can be used as ASATs against targets in
Very Low Earth Orbit (VLEO) or Low Earth Orbit (LEO), the cost of launching a missile
might exceed the value of the satellite it destroys, especially now that satellites are becoming
cheaper to build and launch. The risk posed by debris from the destroyed satellite must be
considered, as it can lead to Kessler syndrome, where debris collides with other objects,
creating more debris and making the orbits unusable (Lauer, 2022, pp. 17-19; Peace, 2023,
pp. 64-65).

To assess which counterspace capabilities a medium-sized state requires under the military
utility framework, it is first necessary to identify the military problem to be solved, as each
state has diverse needs. As new capabilities or even new weapon systems are considered, it
needs to identify the military problem that requires a solution, assess the system’s cost, and
determine whether it fits a state’s armed forces. This is why one needs to ask: What military
problem needs a solution? In the space domain, defending space infrastructure or suppressing

the adversary’s space capabilities is a military problem that requires a solution.

The case for the medium state - Sweden

Using Sweden as a case study is appropriate given its established National Defence Industrial
Base (NDIB), existing space capabilities, and status as both a NATO and EU member.
Sweden views itself as a spacefaring state with launch capability, as stated in its 2025 Space
Defence and Security Strategy (SDSS 25), which outlines its strategic objectives for space
(Swedish Ministry of Defence, 2024, p. 16).

e Strategic Objective 1:
Sweden will ensure its political and military freedom of action in and through space.
e Strategic Objective 2:
Sweden will have the ability to avert, detect and manage security-threatening
operations against Sweden or its Allies in the space domain, both on Swedish territory

and against Swedish infrastructure in space.



SDSS 25 additionally says that Sweden’s credible defence deterrence can be achieved
alongside NATO allies to create total defence deterrence. It brings up NATO and the EU,
which state that an armed attack in, from, or into space could trigger NATO Article 5 and
invoke the mutual assistance clause under EU Article 47.2, if an attack linked to space would
constitute an armed attack on Swedish territory (Swedish Ministry of Defence, 2024, pp. 16—
18).

To achieve military freedom of action as stated in Strategic Objective 1, and to prevent and
manage security-threatening activities within the space domain as outlined in Strategic
Objective 2, Sweden requires a credible deterrence capability. The question is therefore not
whether deterrence is needed, but what types of space capabilities can provide deterrence
while remaining militarily strategic, suitable, and affordable for a medium state like Sweden.
Sweden holds a unique position as the only NATO and EU member possessing a sovereign
orbital launch facility on the European continent, the government-owned Esrange Space

Centre, operated by SSC Space.

There are two reasons why Sweden is a relevant and suitable case study. One: Sweden’s
SDSS 25 states that it will use military force to deter or defend, but does not specify how it
will do so. If this means Sweden is developing or buying some kind of counterspace
capabilities, that remains unclear. What is known is that Sweden is developing military
capabilities in and for space, including remote sensing systems and satellite communications.
Two: Many states are developing or already have counterspace capability, as shown in Table
1. This demonstrates that counterspace capability is increasingly seen as a strategic necessity.
However, Sweden has no known or publicly acknowledged counterspace capability of its
own, making it a relevant case for examining whether and how such a capability could be

developed.

To examine these questions, this thesis analyses a hypothetical Swedish ground-based EW-
ASAT system, hereafter referred to as SKADI, named after the Norse goddess Skadi,
symbolising range, resilience, and precision. SKADI is treated as a conceptual capability for

assessing the military utility of SASA in the Swedish context.



Research question

As space becomes increasingly contested, medium-sized states face a strategic dilemma. They
are dependent on space-based services but lack the extensive counterspace capabilities of
major powers. How medium states can develop affordable, suitable counter-space capabilities
remains an understudied question in the existing literature. This thesis aims to evaluate the
military utility of soft-kill counterspace capabilities for medium-sized states, using Sweden as

a case study.

The research question for this thesis is: What military utility can soft-kill space capabilities

provide for a medium-sized state, with Sweden as a case study?

To answer the research question, three sub-questions derived from the military utility
framework are addressed. Military utility is analysed through three dimensions: military
effectiveness, military suitability, and affordability. Each sub-question examines one of these

dimensions.
Military Effectiveness

1o what extent can soft-kill space capabilities contribute to military effectiveness for a
medium-sized state, in terms of disrupting, denying, or influencing an adversary s use of

space-based systems, as examined through the case of Sweden?

Military Suitability

How suitable are soft-kill space capabilities for a medium-sized state's strategic culture,

defence doctrine, and security policy context, as illustrated by Sweden?

Affordability

To what extent are soft-kill space capabilities affordable for a medium-sized state, considering
both direct procurement costs and the broader system-of-systems investment required, based

on the Swedish case?

Sweden serves as an illustrative case from which broader insights into the utility of medium-

state counterspace can be drawn.



Delimitations and Scope

To keep the study focused and feasible within the given timeframe, several delimitations have

been applied.

Case Study: Sweden is a well-resourced medium-sized state with an active
spacefaring programme, a sovereign launch facility, an established NDIB, and a dedicated
military space strategy. The scope is limited to the SAF and SDSS 25. While this allows for a
nuanced discussion of how a specific state’s capabilities shape counterspace utility, Sweden
sits at the higher end of the medium-state spectrum. Conclusions should therefore be

interpreted as illustrative of comparably resourced states rather than universally applicable.

Technical Scope: While DA-ASATSs represent the traditional image of ASAT
power, they are deemed unsuitable for a medium-sized state like Sweden due to their high
cost, debris-related risks, and lack of alignment with Sweden’s strategic culture. Instead, the
analysis emphasises soft-kill capabilities that a medium-sized state like Sweden can
realistically develop and deploy. The analysis focuses on capabilities that Sweden could

develop independently, rather than through joint development with other states.

While Cyber and Laser are recognised counterspace options, this study primarily focuses on
EW, as it leverages Sweden’s existing high-tech industrial expertise and can be operated from

Swedish territory without requiring independent space-launch capabilities.

Theoretical Scope: The application of the Military Utility framework will be
limited due to time constraints. Rather than a comprehensive technical deep dive into every
subdimension of the framework, the analysis will focus on the overarching strategic level of

the three core dimensions: Effectiveness, Suitability, and Affordability.



The Space Domain and Counterspace Capabilities

Space Domain

There are no internationally agreed boundaries defining where space begins. For the thesis,
space is defined to start at 100 km above sea level, also known as the Karman Line (Beard et
al., 2024, pp. 26-27). This also aligns with Very Low Earth Orbit (VLEO), which begins at
100 km, whereas Low Earth Orbit (LEO) begins at 160 km (see Table 2).

By the year 2030, the global space economy is projected to reach approximately $780 billion,
according to the UN (n.d.)This substantial sector involves diverse stakeholders who must
remain informed about activities occurring around the Earth. includes monitoring natural
objects such as comets and asteroids, as well as artificial objects such as satellites and debris
from destroyed satellites. NASA estimates that about 100 million particles, including debris
larger than 0.4 mm, travel at 28,000 km/h in Earth's orbit, posing a threat to space
infrastructure. As the number of satellites in LEO increases, causing crowded orbits and
raising the risk of accidental collisions, the situation is increasingly critical (Beard et al.,
2024, pp. 90-91; Blatt, 2020, pp. 33—-35; McCarthy et al., 2018, pp. 197-198). All these
stakeholders, ranging from non-governmental organisations (NGOs) and private companies to
civilian and military government agencies, need to be aware of activities in space. This need
is addressed through three related but distinct concepts that build on one another, progressing

from basic tracking to full military domain awareness.

e Space Surveillance and Tracking (SST) is surveillance and tracking through a
network of sensor systems by using ground and space assets (Bernhardsdotter et al.,
2011, p. 18).

e Space Situational Awareness (SSA) is the capability to track natural and artificial
objects in space to prevent collisions, satellite re-entry, and the effects of space
weather (Papadogiannakis et al., 2023, pp. 10-11).

e Space Domain Awareness (SDA) is the military version of SSA and also includes
SST, EW, and Space Intelligence (Papadogiannakis et al., 2023, pp. 10—11). This also

includes early warning systems.

Both SSA and SDA help to identify the locations of adversaries, allies, other state actors, and
NGO satellites, and natural objects (Lindstrom et al., 2023, pp. 113-114).



Treaties

The space domain is governed by international treaties that regulate what states can and
cannot do, providing clarity and legitimacy. In armed conflict, the principles of Jus ad bellum
(the right to war) regulate the resort to force, extending the legal justification for self-defence
into the orbital realm. Furthermore, although International Humanitarian Law (IHL) was not
originally drafted for space warfare, its principles remain applicable under Jus in bello (the
law in war) (Boothby, 2016, p. 9). "This means that military operations in and towards space
must adhere to the fundamental requirements of distinction, proportionality, and military

necessity that apply on Earth.

The Outer Space Treaty (OST) is the primary UN treaty that states must comply
with and, as such, gives restrictions regarding military use. OST prohibits the
deployment of weapons of mass destruction in outer space (Klein, 2025, pp. 17-18).
Article III of the OST mandates that all activities in space be conducted in accordance
with international law (Treanor, 2014, pp. 757-759).

Partial Test Ban Treaty (PTBT) prohibited testing of nuclear weapons in the
atmosphere, underwater and in outer space (Beard et al., 2024, pp. 209-212).
HCOC - The Hague Code of Conduct against Ballistic Missile Proliferation is a
transparency mechanism aimed at reducing tensions surrounding missile and space
launches. It does so by encouraging states to provide pre-launch notifications and
share information with potential adversaries and neighbouring states. Such measures
are commonly referred to as Transparency and Confidence-Building Measures

(Bernhardsdotter et al., 2011, p. 16; Eriksson, 2025, p. 17).

Regarding ASATs or space weapons more generally, there are no legal regulations governing
their testing, development, or use, highlighting existing gaps in the law. Nor does it come to

have nuclear weapons in what is called fractional orbital (Bernhardsdotter et al., 2011, p. 16;
Lauer, 2022, pp. 1-2). Recognising these gaps can inspire cautious optimism about future

legal developments and the importance of ongoing international dialogue.

In the absence of any treaties that regulate ASAT or space weapons in general, including
military activity in space, it remains governed by the generally applicable rules of international
law, including the UN Charter and the rules of international humanitarian law (O’Meara, 2024,

9



p. 262, 2025, pp. 530-533). Consequently, the use of ASAT capabilities in self-defence is

assessed under the jus ad bellum framework.

The 1972 ABM Treaty between the United States and the Soviet Union indirectly affected the
development of certain ASAT systems. The treaty primarily regulated Ballistic Missile
Defence (BMD). Because of its social-technical nature, DA-ASAT was a continuation of
BMD. The USA left the treaty in 2002, for what they viewed as a hindrance towards
defending themselves from rogue states and terrorists. The ramifications of the USA leaving,
in which it perceived China as a potential threat to its nuclear capabilities and began focusing
on space capabilities, such as counterspace (Hostbeck & Oredsson, 2005, pp. 35-37;
Townsend, 2022, pp. 6-7). This legal framework is particularly relevant for medium-sized
states, as it shapes both the permissibility and the strategic utility of developing counterspace

capabilities.

Orbits

When it comes to space, there are different orbits for different uses. Table 2 shows the orbit
heights, speeds, and typical military and civilian applications for each orbit. Figure 1 shows a

visual image of the orbits from ESA.

LEO is the most used orbit for satellites, whether military or civilian. Many constellations of
communications systems, such as Starlink, operate in LEO. Also, the International Space
Station operates in LEO at an altitude of around 400 km. LEO is the region receiving the most
satellites due to the commercialisation and militarisation of space, as more states and private
actors aim to deploy their own Starlink-like constellations (Lindstrom et al., 2023, pp. 60—64;
Wairlind et al., 2025, pp. 122-123).

10



Table 2

Table of Orbits, and what they are used for.

Orbit Hight Typical orbital | Typical military and civilian
speed applications

VLEO - Very Low 100-160 km 7.8-8.0 km/s Very high-resolution Earth observation,

Earth Orbit tactical ISTAR, technology demonstration
missions

LEO — Low Earth Orbit 160 — 2000 km 7.8 km/s ISTAR, Earth observation, remote sensing,
broadband communications (large LEO
constellations), crewed space stations (e.g.
International Space Station, Tiangong)

MEO — Medium Earth 2000. — 35,786 km 3.9-5.0 km/s PNT (GNSS such as GPS), communications

Orbit

GEO - Geostationary 35,786 km 3.1 km/s Strategic communications, missile early

Earth Orbit warning, and weather monitoring
HEO — Highly Perigee: ~500-1,000 1.6 km/s at apogee Missile early warning, high-latitude
Elliptical Orbit km 10 km/s at perigee communications, Arctic regional coverage,
Apogee: ~39,000- ISTAR with long dwell time
40,000 km
Graveyard Orbit 300 km above GEO 3.0 km/s End-of-life disposal for GEO satellites

(=36,100-36,300 km)

NOTE: Based on FOI (Papadogiannakis et al., 2023, pp. 15-18) and the European Space Agency’s eoPortal.
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Figure 1.
Types of Earth orbits visualised

WHIZZING AROUND EARTH
Types of orbit

— Geostationary transfer orbit (GTO)

— Sun synchronous orbit (SS0)

e Altitude above Earth surface

NOTE: The figure is from the European Space Agency’s eoPortal.

Global Navigation Satellite System (GNSS) satellites provide positioning, navigation, and
timing data, most commonly known as Global Position System (GPS). Space capabilities also
include meteorology, ISTAR, and early warning systems. Some space capabilities can be
viewed as dual-use systems, as civilians and the military can use them because the underlying

technology is shared (Engnér et al., 2000, pp. 13—15; Lindstrom et al., 2023, pp. 22-25).

Remote sensing is a broad term for activities involving satellite sensors, such as ISTAR,
Signals Intelligence (SIGINT) and SATCOM. A key example is Synthetic Aperture Radar
(SAR), which produces high-resolution imagery of Earth’s surface regardless of weather or
lighting conditions. While clouds can hinder optical satellites, SAR can image through cloud
cover and at night, making it particularly valuable for military reconnaissance. SAR satellites
are mostly in LEO, but China has SAR capability in GEO (Warlind et al., 2025, pp. 122—
126).
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Counterspace Capabilities

Counterspace Capabilities are to mislead, degrade, deny, disrupt, or destroy the adversary’s
access to space infrastructure and/or space services. ASAT capabilities constitute a subset of
systems designed to interfere with or disable satellites. These are commonly divided into soft-
kill and hard-kill approaches. Soft-kill produces reversible, non-destructive effects, while
hard-kill results in permanent physical destruction or loss of functionality. The line between
hard and soft-kill can be determined by the target satellite. Something defined as a soft-kill,

such as cyber, can still cause permanent damage to the target satellite.

The distinction between soft- and hard-kill capabilities also raises important legal questions.
In particular, soft-kills complicate the assessment of whether an armed attack has occurred,
and the right of self-defence is triggered. If soft-kills lead to the destruction of a satellite or
death on Earth, it could be viewed as an armed attack under international law (O’Meara,

2025, pp. 534-535).

Hard-kill systems, such as direct-ascent ASAT missiles, typically have a high degree of
attributability. They can be tracked by early-warning systems and space surveillance
networks, giving them a high degree of attributability and making the attack’s origin relatively
easy to identify. In contrast, some soft-kill systems can be implemented in ways that obscure
the source, delay detection, or create ambiguity about whether the interference is intentional,
thereby complicating both legal qualification and response options. Giving soft-kill has lower

attributability than hard-kill.

Within these two categories, a range of different capabilities exists, which will be explained
below. They are presented to illustrate the breadth of counterspace capabilities and to
contextualise the selected capability within the wider spectrum of methods available to states.
Some are cheaper than others, while others may be seen more as a deterrent than a realistic

choice.

For a comprehensive technical overview of counterspace categories, including historical test

data and detailed case studies on cyber warfare, see Appendix B.

Hard-Kill

Hard-kill classification is any kinetic impact or system that can permanently destroy, damage,
or disable a satellite. A significant constraint on hard-kill is space debris. Russia’s 2021 ASAT

test created 1,500 trackable debris pieces. This risk is so significant that it functions as a de
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facto deterrent against KE-ASAT use (Pavur & Martinovic, 2019, p. 5). For medium states
like Sweden, debris risks combined with high costs make hard-kill options strategically

unsuitable, further supporting the case for soft-kill alternatives.

Kinetic-energy (KE-ASAT) systems are weapon systems that use kinetic energy to destroy a
satellite. The potential threat posed by KE-ASAT is space debris resulting from the
destruction of the satellite system. Even a satellite can be used as a weapon against another

satellite.

Direct-ascent ASAT (DA-ASAT): Ground-, sea-, or air-launched missiles that
destroy targets via kinetic energy. While highly effective, they are costly and create significant
space debris. The US, Russia, China, and India are known to have DA-ASAT capability
(Bernhardsdotter et al., 2011, pp. 1-2; Peace, 2023, pp. 1-2).

Co-orbital ASAT: Satellites launched into orbit that manoeuvre to rendezvous
with a target to disable or destroy it. The Rendezvous and Proximity Operations (RPO), or
mine-like, like the Soviet interceptor satellite (Bernhardsdotter et al., 2011, p. 9). Elements of

co-orbital capabilities that overlap with RPO are discussed further in the soft-kill section.

Soft-Kill

Soft-kill temporarily disrupts or degrades satellite functions without creating debris, making
them more attractive for medium-sized states due to lower costs and easier deniability
(Czajkowski, 2024, pp. 192—-193; General Secretariat of the Council of the European Union,
2025, p. 11; Pavur & Martinovic, 2019, p. 6).

Cyber warfare (CW): Cyberattacks target satellite software, exploiting
outdated firmware or vulnerabilities. They are low-cost, potentially covert, and do not
produce debris, making them accessible even to non-spacefaring states. Using cyber instead
of KE-ASAT also lowers the risk of retaliation, as cyber can be used by any state that has the
capability or the money to pay a group. Spacefaring states will be more likely to be affected
than non-spacefaring states. (Pavur & Martinovic, 2019, pp. 5-7) SSA is a valued target in

cyber, as it monitors space debris, and this data helps companies operate their satellites in

14



orbit. Manipulating SSA data could lead a company to think it is moving its satellite into
debris when it really is not, or into an orbit towards another satellite or debris (Pavur &

Martinovic, 2019, pp. 8-9).

Electronic Warfare (EW): EW is about the military control of the
Electromagnetic spectrum (EMS) to ensure one’s own freedom of action while preventing or
limiting the adversary’s use of it. As satellites depend on wireless electromagnetic links for
communication, control, GNSS, and data transfer. EMS is a critical vulnerability in modern

warfare and in civilian life.

o Jamming: Jamming is the intentional transmission of radio-frequency
interference to disrupt space-based communications (Beard et al., 2024, pp.
209-212).

» Uplink-jamming: Directed at the satellite’s receiver to prevent it from
receiving commands or data from the ground segment.

»  Downlink-jamming: Directed at the ground station or user terminal on
Earth to prevent reception of the satellite’s transmitted signal (Bonner,
2015, pp. 79-80).

o Spoofing (Deception): Spoofing involves transmitting a deceptive signal that
mimics a legitimate one to mislead the receiver. This is used to attack
GNSS/GPS systems, causing them to provide false information (Wérlind et al.,
2025, p. 142).

Directed energy weapons (DEW): Use lasers to "blind" (dazzle) sensors or high-
power microwaves (HPM) to damage electronics at the speed of light (Bernhardsdotter et al.,
2011, pp. 14-15). Oft-the-shelf lasers can degrade satellite sensors, and in 2006, it was
reported that around 30 states may have this capability (Koplow, 2014, pp. 805-807). Weather
affects the use of DEW systems, such as clouds and snow, making them less useful in colder

or cloudier environments (Kindvall & Lindberg, 2020, p. 91).

Rendezvous and Proximity Operations (RPO): Involves manoeuvring a

satellite close to a target for shadowing, localised jamming, or physical manipulation with
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robotic arms. While Sweden has demonstrated civilian RPO capability (e.g., the Prisma
mission), these operations often require third-party launch assistance for most states

(Bernhardsdotter et al., 2011, pp. 14, 20; ESA, n.d.; Lerch, 2026; Rymdstyrelsen, n.d.).

Counterspace capabilities span a broad spectrum of methods, ranging from reversible,
difficult-to-attribute soft-kill approaches to highly destructive, escalatory hard-kill systems.
For medium-sized states, cost, access, and technological constraints further influence the
Military Utility of each counterspace capability, shaping which options are strategically

viable.

Previous research

Research on space and space warfare has expanded significantly in recent years, driven by
increased interest in space and the growing commercialisation and militarisation of the

domain.

Most existing research focuses on superpowers such as the United States, Russia, and China,
leaving the perspective of medium-sized states comparatively underexplored. This thesis
seeks to address that gap by applying the Military Utility framework to Swedish counterspace

capabilities.

Military Utility

The Military Utility framework by Andersson et al. (2015) has been applied across various
Swedish defence research contexts; it has not previously been applied to space or
counterspace capabilities. Most existing evaluations, to the writer's knowledge, focus on
technical performance or on superpower deterrence theory, leaving a gap that this thesis seeks

to fill.

The economics of defence procurement represent an important part of affordability. Hartley &
Belin (2020) discuss studies on the global defence industry and on states' defence industry
capability development and exports. Markowski et al. (2009) address the hidden costs of

procurement dependency between smaller and larger states. Lundmark has written several
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papers on the defence industry and international arms collaboration, and on how they impact

states and the defence industry.

Counterspace Capabilities

Counterspace capabilities have been studied since the launch of the first satellite. Early
research focused primarily on DA-ASAT, driven by sociotechnical developments in ballistic
and ABM systems. Secure World Foundation publishes an annual open-source report, Global
Counterspace Capabilities (Samson & Cesari, 2025), which catalogues known ASAT tests
and tracks states developing counterspace technologies, including Iran, South Korea, North
Korea, and the United Kingdom, as shown in Table 1. The report also documents debris

generated by ASAT tests conducted by the US, Russia, China, and India.

Bateman (2024) examines the US Strategic Defence Initiative and the growth of space
militarisation during the 1970s and 1980s, highlighting NATO allies' dependence on US space
assets. Also highlights the development of the strategic and technological aspects of space-

based weapons, as well as NATO allies’ dependence on US space assets.

Klein (2025) addresses space warfare strategy and policy at a broad level, offering principles
applicable beyond major powers, though it does not specifically address the medium-state

context.

Czajkowski (2024) examines the current state of counterspace capabilities, arguing that KE-

ASAT is increasingly impractical due to space debris risks and the rising cost-ineffectiveness
of using missiles against cheaper satellite constellations such as Starlink. He notes that while
some states may pursue DA-ASAT as a strategic signal of power, ground-based soft-kill

systems represent a more rational response to constellation-based architectures.

Cyber Warfare (CW), as an ASAT, has also been studied. Pavur & Martinovic (2019) used a
case study to illustrate what a CW targeting the SSA could look like and how Iridium
constellation satellites could be forced to collide. Pavur & Martinovic argued that CW

threatens the foundations of space stability for this reason.

There are many studies regarding Electronic Warfare (EW), as it is an important part of
modern warfare. Adamy (2021) focuses primarily on the mathematical foundations of EW
operations in the space domain. Oelrich et al. (2024) examine ground-based EW and laser
systems capable of dazzling satellites, arguing that such systems are cheaper, less resource-
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intensive, and more operationally flexible than kinetic alternatives. Notably, they identify
soft-kill capabilities as a credible threat to early warning systems and recommend that the US

develop and deploy ground-based systems capable of blinding hostile satellites.

Henrico et al. (2023) write from a South African perspective and examine how medium- and
smaller-sized states navigate grey-zone conflicts in the space domain. In this context, they
argue that states outside the superpower’s ambitions to dominate outer space cannot ignore
the risks posed by great power competition in space and the growing grey zone. They also
point out that South Africa is a member of BRICS', and building strategic relationships and
self-reliant capabilities is increasingly necessary. While geographically distant from Sweden,
this argument reinforces a central premise of this thesis: that medium states must develop
their own strategic responses and SSA to a contested space environment rather than relying

solely on superpowers.

In Sweden, the Swedish Defence Research Agency (FOI) has conducted several studies on
counterspace capabilities and space deterrence that form part of the foundation of this thesis.
Wirlind et al. (2025) examine China’s expanding presence in the space domain, including its
counterspace, to provide context for the threat environment that medium- and smaller-sized
states face. Papadogiannakis et al. (2023) address satellite characterisation as a component of
military space situational awareness, which is directly relevant to the sensor requirements

analysed in this thesis.

FOI through Lindstrom et al. (2023, pp. 99—101) note that, when it comes to space, deterrence
1s mostly viewed from the perspective of superpowers rather than that of smaller and medium
states. The US and Russia have stated that attacks towards their military satellites will be
viewed as a declaration of war. Collaboration among smaller and medium states can help
create space deterrence, especially in terms of transparency. This can be achieved by jointly
owning and operating a satellite, meaning an attack on that satellite is an attack on all.
Another way is building up resilience if space assets are attacked. The most important point

FOI makes is that access to good SSA is necessary even to participate in the space domain.

T BRICS: Brazil, Russia, India, China, and South Africa, an intergovernmental organisation comprising
eleven countries.
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Legal Framework

There is also an established body of research concerning the legal framework governing
counterspace capabilities. The Woomera Manual (Beard et al., 2024) represents the most
comprehensive recent effort to apply international law to military space operations,
addressing targeting, proportionality, and the status of dual-use satellites. O’Meara (2024,
2025) writes about self-defence in space, as well as the requirements of necessity and
proportionality in self-defence, including in CW or EW contexts. Kuplic (2025) highlights the

challenges of IHL in space military operations and the complications they pose.

Several international treaties governing activities in space will be discussed in the Space

chapter.

Research Gap

Existing research has mapped counterspace capabilities, established legal frameworks, and
analysed superpower strategies; two gaps remain. First, the Military Utility framework has not
been applied to space or counterspace capabilities, particularly from a medium-state
perspective. Second, no operational concept equivalent to SASA has been developed in the
academic or policy literature for medium states seeking temporary localised space control.
This thesis addresses both gaps by applying the Military Utility framework to a hypothetical
Swedish soft-kill counterspace system and by proposing SASA as a new conceptual tool for

medium-state space operations.
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Theoretical Framework

The theoretical framework for the thesis, as mentioned, is Military Utility together with the
concept called Suppression of Adversary Space Assets (SASA). Military Utility was selected
for this thesis because it provides a structured analytical framework beyond technical

performance, unlike similar frameworks that focus solely on technological performance.

Military Utility

The Military Utility framework provides a multidimensional approach to evaluating how
technological capabilities contribute to an armed force’s overall power. Unlike traditional
technical evaluations that focus solely on performance metrics, the Military Utility framework
situates a capability within a broader operational and strategic context (Andersson et al., 2015,

pp. 78-79).

In a military context, where ‘capability’ is most used, it refers to military power in either an
offensive or defensive capacity. Capability can also be defined as the ability to perform
specific missions or tasks, or to achieve a goal, with the right resources. In general, the words
mean being able to do something, and in the military, as a fighting power (Andersson, 2018,

pp. 10-11, 2020, pp. 2—6; Biddle, 2006, pp. 2, 5-6)

For a medium-sized state like Sweden, military utility is not an inherent property of a weapon
system; rather, it is a product of how that system interacts with the state’s specific
geographical constraints, doctrinal goals, and resource limitations. It is essential, then, to
know the purpose of the capability, as it is easy to say a state should have something, but it

still must fit the overall military mission objective.

There are three situational variables to consider when assessing Military Utility: the Element
of Interest, the Military Actor, and a specified Context. Military Actor is any part of the

military organisation that has military capabilities and organisational objectives.

Element of Interest (Eol) is not a technical system in isolation, but rather a contributing
element within a capability system. Military utility only emerges when the element is
integrated with other components, such as organisation, personnel, information flows,

logistics, and doctrine.
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For example, a DA-ASAT missile does not provide military utility on its own. Its
effectiveness depends on launch platforms, trained operators, SDA, C2, and maintenance. The
Eol is therefore the DA-ASAT system as part of a broader counter-space capability, rather

than the missile as a standalone artefact.

Eol should never be analysed in abstract or universal terms. Eol is used in the context of a
specific military actor’s planned use of a capability system. The context for analysis is the
need to consider all situation variables, such as adversary capability, climate, and other

factors. Military utility can only be assessed in relation to a defined military purpose.

Military utility is the basic level. At the secondary level, three dimensions constitute the core

of military utility (Andersson et al., 2015, pp. 6—7), which is shown in Figure 2.

Figure 2.

The resulting Military Utility concept modelled in a Goertz diagram.
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Military Effectiveness

This dimension assesses a capability’s overall effectiveness. It asks whether the system can
solve specific tactical or operational problems, such as disrupting or denying an adversary’s
space-based advantages, and whether it does so reliably under contested conditions.
Effectiveness is not merely about producing an effect; it is about doing so at the right time, at

an acceptable cost and risk.

For a middle power, effectiveness often translates to asymmetric impact, the ability to use

relatively modest means to neutralise a superior opponent’s high-value assets.

In the case of ASAT as a novel capability, no established doctrine, evaluated tactical
procedures, or organisational structures yet exist. Instead, one assumes a tentative doctrine
based on the technology, military logic, and known historical and operational needs. This
makes it possible to analyse the capability potential rather than constraining the assessment to

existing doctrine (Andersson et al., 2015, pp. 11-12).

Military Suitability

Effectiveness is irrelevant if a system does not align with the state’s organisational DNA.
Military Suitability refers to the degree to which an Eol can be integrated into the existing
military capability system. Suitability assesses the alignment of a new capability with the
state’s strategic culture, defence doctrine, and legal frameworks, as well as its practical
integration into the existing capability system. A new capability that is highly suitable not
only fits in with the rest of the state’s capabilities. It reinforces other parts of the state’s armed

forces (Andersson et al., 2015, pp. 12—13).

For a medium state like Sweden, evaluating new capabilities through both Article 36 and
NATO framework Doctrine, Organisation, Training, Materiel, Leadership and education,
Personnel, Facilities and Interoperability (DOTMLPF-I) provide a comprehensive assessment
of military suitability. Together, these frameworks assess whether a capability, such as a
counterspace system, is not only legally permissible but also institutionally viable and
strategically consistent within the state’s defence structure. This dual assessment reduces the

risk of legal controversy or organisational unsustainability.
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Affordability

While superpower states and non-democratic powers can spend more money and resources,
medium-state democratic powers face the "tyranny of the budget". According to the
framework, Affordability is not merely about minimising cost, but about compliance with the
maximum resources allocated to a capability. Affordability is not merely the procurement
price; it is a measure of compliance with the maximum resources allocated to a capability
over its entire Life Cycle Cost (LCC). Affordability is not about minimising the cost of a
capability, but rather about the economic limitations and resources available to a military. For
decision-makers, if the cost exceeds available resources, a capability cannot be realised, even
if it is technically and operationally optimal. Sometimes, it can be asked what other

capabilities must be sacrificed to fund a capability?

Affordability is measured positively: high affordability means the system fits within the
resource envelope, ensuring that the desired military effect can be delivered over time without

bankrupting other parts of the force structure.

By applying this triad, the framework moves beyond a "nice to have" analysis to a "need to
have" analysis, as systems that look good on paper might not meet the state’s overall defence
or deterrence needs. The framework is particularly suitable for analysing emerging domains

like space, where the distinction between civilian and military technology is often blurred.

Suppression of Adversary Space Assets (SASA)

In this thesis, the writer proposes the concept of Suppression of Adversary Space Assets
(SASA) for medium states seeking temporary localised space control. SASA is defined as the
temporary disruption or neutralisation of adversary space assets through deception, denial,
disruption, degradation, and/or destruction by targeting space assets or terrestrial supporting

segments, such as sensors and ground stations, via ground, sea, air, cyber, and space domains.

The focus of SASA is to negate an adversary's strategic, operational, and tactical advantages

in space architecture. This includes, but is not limited to:
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e (Command and Control (C2), such as communication systems like SATCOM and
GNSS.

e FEnvironmental and situational awareness, such as SSA, weather satellites, and SAR
capabilities.

e Intelligence gathering, such as ISTAR and other systems that can be used for
intelligence.

e Early Warning: Suppressing missile detection and launch-warning systems to create a

Window of Opportunity for offensive or defensive actions.

SASA is a suitable concept for both middle and larger powers, as it covers a wider range of
space-related capabilities an adversary might possess, such as SATCOM and ISTAR, rather

than emphasising only counterspace capabilities.

Furthermore, SASA does not require total control of the space domain. It is about the
suppression of their space assets that can work during peacetime, conflict and war. This would
create a Window of Opportunity for own or allied forces by entering the adversary’s decision-

making or OODA (Observe, Orient, Decide, Act) loop (Scharre, 2018, pp. 28-30).

SASA can be viewed as a form of Suppression of Enemy Air Defences (SEAD) and
Destruction of Enemy Air Defences (DEAD), with the distinction that SEAD and DEAD
operate in the aerial domain. SASA is for the space domain (Gerdle et al., 2004, pp. 325, 356—
357,361-362).

Just as SEAD does not seek to eliminate every enemy anti-aircraft weapon but instead aims to
suppress them temporarily, facilitating the passage of a strike package, SASA endeavours to
establish a “Space Blind Spot™: a localised and transient gap in the adversary’s orbital
coverage or a means to disrupt their intelligence gathering capabilities. This differentiates
SASA from the US concept of Suppression of Adversary Counterspace Capabilities (SACC),
which aims to neutralise an adversary’s offensive counterspace systems, such as ASAT

(Bonner, 2015, pp. 78-80).

The writer acknowledges that SASA is a new, untested concept that this thesis applies
analytically to the Swedish case. The operational dimensions of SASA are elaborated in

Appendix A
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Method

This section describes the research design and methods used to analyse Sweden as a case
study for a hypothetical counterspace weapons system, applying the Military Utility

framework.

Research Design

This study is a qualitative theory-guided case study assessing the military utility of space
capabilities for a medium-sized state such as Sweden. Sweden was selected as a case study
because it is a medium-sized state with a robust National Defence Industrial Base (NDIB), an
established spacefaring nation, a dedicated national space strategy, and membership in both

the EU and NATO.

The research is a theory-guided deductive approach in the sense that the analytical process is
structured by predefined theoretical concepts, primarily Military Utility and the proposed

concept of SASA, which are used to understand empirical material and assess the case.

Analytical Framework: Military Utility

The analysis is structured around the dimensions of Military Utility, which was selected
because the central question is not whether counterspace capabilities work technologically,
but rather whether they work for a medium-sized state with resource constraints, doctrinal
traditions, and strategic objectives. A purely technical framework would confirm whether EW
can disrupt satellites, but would not capture whether Sweden can realistically field such a
capability within its institutional and resource context. Military Utility shifts the analysis from

a nice-to-have to a need-to-have assessment

The focus has been on Military Utility at the secondary level, moving beyond what is
technically possible toward what is strategically viable. Military Effectiveness: Assessed
through the F2T2EA kill-chain and the OODA-loop to determine how soft-kill EW impacts an
adversary’s operational decision-making. Military Suitability: Analysed through a dual
approach by first analysing the legal analysis under Article 36 of Additional Protocol I, and
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organisational analysis using the DOTMLPF-I framework. Affordability: Examined through a

qualitative assessment of life cycle costs, resource constraints, and strategic trade-offs.

The concept of SASA is used as a complementary analytical lens to contextualise how
medium-sized states can operationalise counterspace capabilities within the conditions
identified by the Military Utility framework. The hypothetical system SKADI is used
throughout the analysis to facilitate consistent evaluation (Safsten et al., 2024, pp. 186—187).

Data Collection and Material

Data analysis was done using a deductive approach. Because the study is about counterspace
capabilities, it involves the complexity of technical systems and limited access to classified
information. The study relies on a qualitative analysis of open primary and secondary sources.
These sources include Swedish defence documents, doctrine, handbooks, FOI reports, and
academic literature on IHL, space warfare, and EW. Some of the articles were found through
the Anna Lindh Library Research Al and the Anna Lindh Library search engine. Others were
found through using the Google search engine. News articles have also been used. All of this

fits in with how document studies are done (Séfsten et al., 2024, pp. 184—185)

Justification: As established in the Delimitations, the study focuses exclusively on ground-to-
space EW capabilities. While the focus has been on EW, other counterspace capabilities have
been reviewed to determine which systems would fit a medium state like Sweden. Appendix

B goes deeper into counterspace capabilities.

Source Criticism

The sources used in this study range from official government documents to news media.
Some sources lack named authors, necessitating evaluation based on institutional credibility.
Where possible, such sources are triangulated with technical reports from agencies like FOI or
corroborated by academic literature. Some articles cannot be triangulated in this way but
remain valuable for identifying current trends and technical developments in ground-based

electronic warfare.
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Validity and reliability

Validity: The study’s design is generalised to allow for the validation of empirical data.
While interviews could have provided deeper primary data, the reliance on established

strategic doctrines ensures the study remains grounded in official policy.

Reliability: The writer acknowledges that conducting technology forecasting in a domain
poses reliability challenges, as data is often classified. By using open-source materials
alongside official strategic doctrines, the study establishes a consistent foundation.
Transparency in how sources are managed ensures that results are grounded in a logical,

replicable academic process.

Ethical Considerations

Ethical considerations followed the guidelines of the Swedish Defence University and the
Department of Systems Science for Defence and Security. No interviews were conducted, and

all sources used are open and non-confidential.

The analysis of SKADI under Article 36 of the Geneva Conventions raised specific ethical
considerations regarding the use of EW-ASAT against dual-use satellites. These include the
risk of incidental harm to civilian users, the proportionality of effects relative to military
advantage, and the legal distinction between military objectives and civilian objects in the

space domain.
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Analysis

The analysis is structured around the three dimensions of the Military Utility framework:
military effectiveness, military suitability, and affordability, with the SASA concept applied as

a complementary analytical lens throughout.

The Element of Interest (Eol) for this analysis is SKADI, a hypothetical Swedish ground-
based electronic warfare anti-satellite system, evaluated within the context of the Swedish

Armed Forces and Sweden’s stated space objectives under SDSS 25.

The Element of Interest: SKADI

SKADI is conceived as a transportable ground-based EW system rather than another
counterspace capability because it offers operational flexibility, enabling deployment to allied
states or areas of operation where the SAF is active. This aligns with the emphasis on
flexibility and manoeuvre thinking outlined in the SAF Doctrine for Joint Operations 2020
(DJO-20)? (Forsvarsmakten, 2020, pp. 32-33).

Examining existing ground-based EW-ASAT systems indicates what a medium-sized state
could realistically acquire within the SASA concept. The United States operates two known
transportable ground-based EW-ASAT systems: the Meadowlands Counter Communications
System (CCS), designed for operational/tactical satellite communication disruption, and the
smaller, cost-effective Remote Modular Terminal (RMT), primarily intended for tactical use.
Russia fields the Krasukha-4, a truck-mounted strategic EW system capable of disrupting
reconnaissance assets, including LEO satellites. While the RMT demonstrates that EW-ASAT
systems can be cost-effective with Commercial Off-the-Shelf (COTS) components, their
applicability is limited to tactical applications (INCOSE, 2023, p. 231). It does not meet
strategic or operational requirements. The Meadowlands CCS offers broader strategic and
operational capability. However, whether the United States would sell such a system to a
medium-sized state like Sweden, and under what conditions, remains an open question.

Appendix C provides a more detailed overview of these systems.

2 Doctrine for Joint Operations 2020 (DJO-20) in Swedish is Doktrin féor Gemensamma
Operationer (DGO 20). Translated by the author.
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As the US and Russia are developing counterspace capabilities, so is China. They have
developed EW systems to disrupt and deny C2 and GNSS, and are looking to disrupt SAR
(Warlind et al., 2025, pp. 142—-143). It is unknown what these capabilities look like and if they

are transportable.

System Overview and Operational Context SKADI

SKADI is conceived as a transportable ground-based EW-ASAT system capable of producing
reversible effects against satellites in VLEO, LEO, GEO, and HEO orbits. The designated
military actor is the Swedish Air Force Space Division. Operationally, SKADI is intended for
use within a SASA framework against adversary spacefaring states or non-state actors using
satellite systems. Its transportability provides both operational flexibility and resilience, and
the system is designed to be compatible with existing SAF transport infrastructure and

integrated systems.

Military Effectiveness

To what extent can soft-kill space capabilities within a SASA framework contribute to military
effectiveness for a medium-sized state, in terms of disrupting, denying, or influencing an

adversary s use of space-based systems, as examined through the case of Sweden?

For a medium-sized state, the ability to create local, temporary gaps in an adversary's SDA
and sensors is a key force multiplier. The goal is more about delaying than defeating, creating
time to mobilise or secure support from allies, in Sweden's case, NATO, and exploiting that

delay as a Window of Opportunity.
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Figure 3:

FOI visualisation of the sensor model for a satellite.

Note: The large cone indicates the viewing angle, while a small rectangle in the centre shows the field-of-view angle. The

field-of-view angle can be set to a significantly larger value. From FOI (Rasmusson et al., 2022, p. 12)

The capability to disrupt GNSS or SATCOM has been demonstrated in the war
in Ukraine. Russia’s capability to disrupt GNSS has worked on Western precision-guided
munitions systems and drone systems that use GNSS. The use of GNSS in warfare, especially
for Western states, has been important for long-range precision fires, such as artillery,
missiles, or bombs, reducing those weapons systems’ effects and force to a less effective
means of fighting (Koplow, 2010, pp. 151-152). While this is mostly in LEO or MEO, the
ability to disrupt GEO and HEO SATCOM, early warning, and surveillance systems is equally
important, as satellites in those orbits can cover larger areas than LEO satellites (Figure 3)

(Lindstrém et al., 2023, pp. 55-56; Papadogiannakis et al., 2023, pp. 16—18).
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Getting into the adversary’s OODA loop can create friction or at least slow decision-making
by disrupting SATCOM or GNSS, creating a Window of Opportunity for countermeasures for
a medium state. Fitting in with the flexibility that is required in the SAF DJO-20
(Forsvarsmakten, 2020, pp. 32-33).

The disruption of GNSS will not only impact the military but also the civilian sector. Russia
has demonstrated this through hybrid warfare operations that disrupted air traffic across the
Baltic region (Waterman, 2024). This must be considered when employing SKADI against

adversary satellites, as jamming can affect civilian systems in the same orbital vicinity.

Denying intelligence gathering is a core function of SKADI. Denying
adversaries the ability to gather intelligence through space-based reconnaissance, such as
SAR imagery of Swedish military movements, whether JAS-39, Visby corvettes, or a
battalion, creates a Window of Opportunity for SAF. Limiting what an adversary can see is
limiting what they can do. By suppressing an adversary's SAR satellite during its overpass
window, as shown in Figure 3, SKADI can create a temporary blind spot in the adversary's
intelligence picture at a tactically decisive moment. Given that LEO satellites pass over a
given point on Earth’s surface for only a limited window of time during each orbit, even a
brief suppression of the SAR satellite’s downlink during that window is sufficient to deny the
adversary usable imagery. This is precisely the localised, temporary space control that the
SASA concept is designed to achieve, and it does not require permanent destruction of the
satellite to be militarily effective. Denying is a matter of survival for a medium state,

especially when facing a more powerful and larger state.

Denying also about breaking or at least suppressing the adversary’s kill-chain, to gain more
options of action. While denying is important, deception is also important within the SASA
framework. Sowing seeds of doubt could create operational ambiguity, forcing the adversary to
hesitate or rely on less accurate data, effectively grinding their decision-making process to a
halt. Making satellite imagery of strategic locations blurry or distorted by SAR satellites, so the
adversary does not see reinforcements on Gotland or thinks they are another weapon system,

as deterrence is valuable and fits with the SASA framework.

This approach allows SASA to function as Deterrence by Denial, ensuring that the adversary
cannot achieve information, thereby increasing the perceived cost and risk of an attack against

Sweden. By SKADI having a soft-kill capability, it will be effective through anonymity, as
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adversaries may not know their sensor is being jammed or malfunctioning, adding a layer of
uncertainty to the fog of war while enhancing the effectiveness of Swedish military

operations.

Comparable to a KE-ASAT system, which creates space debris and is
unsuitable during peacetime or grey-zone operations. Soft-kill capabilities, such as SKADI,
with their temporary and reversible effects, provide the operational flexibility both the SASA

concept and IHL require.

The military effectiveness of SKADI within a SASA framework lies not in achieving total
space control but in degrading the adversary’s functional dependence on space assets. By
integrating SKADI as a System-of-Systems, Sweden can achieve a high degree of operational
flexibility and localised suppression, effectively levelling the playing field against a

technologically superior opponent.

SKADI Kill Chain: As satellites orbit at high speed, they are time-
sensitive targets during SASA operations. A systematic process for discovery, identification,
tracking, and engagement will be important for SASA operations. This is known as the “kill
chain”. This study employs the F2T2EA model (Find, Fix, Track, Target, Engage, Assess) as
outlined in US Air Force Doctrine Publication 3-60 (Curtis E. Lemay Center, 2021, pp. 27—

30) to evaluate the operational flow of a Swedish SASA operation:

1. Find: Strategic intelligence and external SDA/SSA sensors detect an adversary
satellite as it enters the operational area of interest.

2. Fix: The satellite’s specific orbital parameters are identified. Analysts decide the
asset’s function, whether it is a SAR imagery satellite, a SIGINT collector, or a GNSS
transmitter.

3. Track: High-precision sensors maintain a continuous lock on the target. This ensures
that the SKADI system has an accurate "line-of-sight" and can predict the exact
window of time the satellite is vulnerable to suppression.

4. Target: C2 evaluates the operational objectives against the established ROE. A

decision is made on the desired effect: disruption, denial, or deception.
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5. Engage: The SKADI unit is activated, emitting directed electromagnetic energy
toward the satellite’s uplink, downlink, or cross-link segments. This achieves a soft-
kill effect, neutralising the adversary’s ability to use the asset.

6. Assess: Operators perform Battle Damage Assessment (BDA) by monitoring the
electromagnetic spectrum or observing changes in adversary behaviour. Because the
effect is non-kinetic, the suppression can be maintained, adjusted, or ceased

immediately based on the tactical situation.

This emphasises where SKADI can be less effective in counterspace, as the Find and Fix
stages are the most challenging for medium states without sensors or intelligence in the space
domain. Without sufficient SDA, the entire SKADI kill chain fails at its first step, rendering
the SASA concept ineffective. This makes SDA investment not a supporting requirement for

SASA, but a prerequisite.

Military Suitability

How suitable are soft-kill space capabilities for a medium-sized state's strategic culture,

defence doctrine, and security policy context, as illustrated by Sweden?

For SKADI to function in the SAF, it needs to have Military Suitability. To assess whether
SKADI is compatible with the Military Suitability of Sweden from a legal perspective,
including international humanitarian law and relevant space treaties, Article 36 of Additional

Protocol I to the Geneva Conventions will be used.

To assess whether SKADI is compatible with the strategic culture and defence doctrine, the
DOTMLPF-I framework will be used as a checklist to provide a holistic view of the Eol
(Andersson, 2020, pp. 8-9).

Legal Assessment under International Law and Treaties

According to Article 36, states are to determine if new weapons, means, or methods of
warfare comply with international law. In Sweden, this is regulated by the Swedish Code of
Statutes 2007:936 - Swedish Ordinance on International Law Review of Arms Projects. This

ordinance requires the SAF, FMV, FOI, and other relevant agencies to report all weapon
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projects to the Swedish Delegation for International Law Monitoring of Arms Projects

(Ingeson, 2025, pp. 7-9).

Principle of Distinction (AP I, Art. 48, 51, 52) (Kuster, 2019, pp. 101-102).
The principle requires parties to an armed conflict to distinguish between civilian objects and
military targets. Satellites operated by the military are, without doubt, military targets. As
satellites are often dual-use, serving both civilian and military purposes simultaneously,
applying the principle could be viewed as complicated. There is no concept of dual-use
objects under IHL; civilian satellites used by a military force, by their use or purpose, become
legal military targets. A civilian satellite can be commercial, a nongovernmental organisation
(NGO), or government, but if used by the military, it is a target (Kuplic, 2025, pp. 219-221;
Mawdsley & Mawdsley, 2020, pp. 271-273).

For example, Starlink is a commercial, civilian satellite system used by the Ukrainian
military, making it an effective contributor to military action, and even when used by
civilians, it qualifies as a legal military target according to the criteria in Art. 52(2) AP1. Even
if it is a lawful target, it must still be assessed according to the Principle of Distinction. Art. 57
requires all parties to avoid or minimise the civilian damages. Soft-kill counterspace, such as
SKADI, aligns with military needs and humanitarian concerns because it has reversible

effects.

Another factor to account for is that the target satellite may be close to allied, civilian, or even
its own satellites. This is something assessed in planning operations. As SKADI has a
temporary, reversible effect on the target satellite, it reduces the risk of incidental harm to

civilian and neutral space objects and facilitates compliance with the principle of distinction.

Principle of Proportionality (AP I, Art. 51(5)(b)) (Kuster, 2019, pp. 101-102).
The principle of proportionality prohibits attacks in which incidental civilian harm would be
excessive in relation to the anticipated military advantage. Two main factors must be

considered in the space domain:

e Debris: The thought about space debris needs to be considered. Even if the system is

designed as a soft-kill, it can theoretically cause more damage to the intended satellite
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than simply leading it off course, potentially causing it to collide with other satellites
and creating debris. The chance of this happening is low, but it should be accounted
for in planning operations.

e Dual-use: The targeted satellite can be a dual-use satellite. Any interference could
have incidental effects on civilian users, and proportionality needs to be considered

when planning operations.

SKADI provides reversible soft-kill capability and limits these risks by producing temporary,

non-destructive effects, thereby making collateral damage more predictable and proportional.

Principle of Precaution (AP I, Art. 57) (Winther, 2022, pp. 34-35).

As an EW ASAT system, SKADI’s use in military operations must take into account its
impact on civilian satellites, in accordance with the Principles of Proportionality and
Distinction. Wars have become more commercial, as seen in the Ukraine-Russia war, where
civilian satellite systems are being used directly or indirectly by the military, and satellite
companies are selling high-resolution photos to the military. This can be viewed as
complicated when civilian and military interests overlap, and when civilian satellites are
legally targeted by the military. Is not. In IHL, it is clear that a satellite is either a civilian
object or a military target, and that if the military uses civilian satellites, they are lawful
targets. Even if they are legal targets for SKADI, SAF still needs to follow the Principle of

Precaution, which aims to minimise collateral damage (Kuplic, 2025, pp. 219-221).

While SKADI offers a reversible effect without the catastrophic risks of space debris, the
planning still needs to account for the possibility that jamming might unintentionally affect

neutral or purely civilian frequencies in the same orbital vicinity.

The 1980 Convention on Prohibitions or Restrictions on the Use of Certain
Conventional Weapons Which May be Deemed to be Excessively Injurious or to Have

Indiscriminate Effects (CCW) (Icrc, 2007, pp. 12—13).
Protocol I - Non-Detectable Fragments: SKADI does not violate the protocol.

Protocol II: does not fall under the definition of mines or booby-traps and does

not violate the protocol.
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Protocol I1I: does not violate the protocol.

Protocol IV: SKADI support systems use a laser to measure distance, but they

do not use a blinding laser and do not violate the protocol.
Protocol V:  SKADI does not violate the protocol.

Chemical/Biological bans (Icrc, 2007, pp. 13—14; Kuster, 2019, pp. 120-121):
SKADI does not violate any treaties Sweden has signed on chemical or biological weapons

bans.
Martens’ clause:

Under the Martens clause, Sweden must adhere to humanitarian principles in the operational

use of SKADI (Mauri, 2022, pp. 8-9).

As SKADI is neither illegal nor regulated by current laws and regulations, and does not
contravene any general IHL principles, the EW-based ASAT systems are not, per se, illegal

under the Martens clause.

Treaties regarding space:
OST: SKADI does not violate the treaty.
PBTB: SKADI does not violate the treaty.

HCOC: SKADI does not violate the treaty.

Based on these analyses under Article 36, SAF will need to obtain doctrine, handbooks, and
other relevant documents for EW-ASAT operations. Rules of Engagement (ROE) for dual-use

satellites will be needed to conduct SASA operations.

DOTMLPF-I

This assessment examines SKADI’s compatibility with Sweden’s strategic culture and
defence structure using NATO’s DOTMLPF-I framework, which covers Doctrine,
Organisation, Training, Materiel, Leadership and education, Personnel, Facilities, and
Interoperability. This comprehensive analysis evaluates SKADI as a capability system for the
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SAF, focusing on its Military Suitability within the Military Utility framework and identifying
what is needed to fit the SASA concept. What SKADI needs will also fit with SASA

operations.

Doctrine. The Swedish Military Strategic Doctrine from 2022 (MSD 22)
currently frames space primarily as a supporting domain, stating that SAF will influence an
adversary in the space domain through the other domains (Forsvarsmakten, 2022, pp. 57-58).
This reflects a traditional view of the space rather than an independent battlefield. MSD 22
was released during Sweden’s application to NATO and has not been updated as of the time of
writing this section. SAF DJO-20 states that the military theory regarding Swedish joint
combat operations should be based on manoeuvre thinking, mission tactics, flexibility, and

integration thinking (Forsvarsmakten, 2020, pp. 28-29).

Introducing a new system like SKADI might require a new doctrine, as cyber has its own.
This would shift from a passing/supporting space doctrine to a more active/defensive one.
Nevertheless, the current doctrine of influencing through other domains aligns with the SASA
concept. It could align with what SKADI can do, as required by SDSS 25, the current MSD

22, and SAF doctrine for joint operations.

ROE for non-kinetic suppression and for ensuring that SASA operations are integrated into
the overall joint force command structure need to be included either in doctrine or in a

regulation.

Organisation. Within SAF, responsibility for the space domain is located within
the Air Force structure, named the Space Division. SAF also has a joint EW resource, SAF
EW Support Unit® (TKSE), whose main task is to support the SAF by providing databases for

sensors and EW countermeasures.

Command and Control Regiment has the EW battalion and the Joint C5 Warfare Centre*, two
organisations that can support the build-out of the SKADI organisation for handling and
training, with the support from TKSE.

8 Swedish name: Forsvarsmaktens telekrigstodenhet
4 Swedish name: Ledningsstridsskolan. C5 - Command, Control, Communications, Computers and Cyber
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The Swedish National Space Agency (SNSA) has been tasked with creating a national civilian
SSA so that the military can use ground-based functions (Nylund et al., 2022, pp. 12—-13).
Having SST capability will be an important part of Sweden’s future if it wants to be a
spacefaring state with space-launch capabilities for civilian and military use. This will also be

an important build-up for the SDA within the SAF and the Swedish Air Force Space Division.

SKADI systems will need to have clear organisational belonging within the SAF as a military
unit, to maximise the effectiveness of system interrogation for the SAF. This also includes the

organisational systems around SKADI, like the sensors, intelligence, and training.

Training. Operators of the SKADI will need not only an understanding of EW
but also of orbital mechanics. This will require new training modules, not only for SKADI but
also for using SDA sensors and databases. Wargaming and exercises will be necessary.
Handbooks and field manuals will need to be developed as a key part of the training

programme.

Materiel. SKADI must be compatible with the current Swedish military
infrastructure and technological standards. This also includes the systems that are getting
integrated, like the new long-range radar system, which can cover a large area and gather

information for SDA (FMV, 2025).

The SKADI system is designed for high mobility. One SKADI unit and its supporting
elements are compatible with current and future Swedish transport infrastructure, including

road, rail, and strategic airlift via the Swedish Air Force’s new C-390 cargo aircraft.

Leadership and Education. It will need clear roles defining who is responsible
for what and the areas of responsibility within the C2 chain of command. It will need a robust
ROE framework that can work in peace, the grey zone, conflict and war. This will include
handling civilian satellite systems used by an adversary, either directly or indirectly. Everyone
involved in space defence and the use of SKADI must follow laws, roles, and ethical
guidelines and be responsible for their actions and decisions during operations. As SKADI

can be a strategic, operational, and tactical system, decision-makers need to understand the
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legal and political implications of using SKADI to justify the use of SASA capabilities within

the boundaries of international law and NATO’s collective defence posture.

Personnel. SKADI will require highly qualified technical personnel. This would
compete with other parts of the SAF that also require highly qualified technical personnel. It
would also compete with other government agencies and the private sector. Implementing
SKADI will require a tiered personnel structure to balance technical requirements with the
Swedish conscription model. Conscripts for the operational deployment and protection of the
mobile units in the beginning, when introducing the system. Officers, non-commissioned
officers, soldiers and civilians for the more specialist part of the system. For this system to

work, it will need training and test personnel in exercises and wargaming.

Facilities. Sweden holds a distinctive strategic asset: the Esrange Space Centre,
one of Europe’s space launch facilities. Esrange will deliver essential capabilities related to
the space and satellite tracking database. The nation has the capacity to launch satellites, a
capability FMV acquired from SSC Space. With the Videsel close by, it would provide a
training area without disturbing civilians. Uppsala Garrison is the hub for the Swedish Air
Force’s Headquarters, Space Division, Upplands Wing (F16), Air Warfare Centre, and Armed
Forces Intelligence and Security Centre. Uppsala provides the necessary environment for a
Space Operations Centre (SOC). This facility is essential for managing Space Surveillance

and SST and SDA data, which are vital to the SKADI kill chain and control of SAF satellites.

At Enkoping Garrison, the Command-and-Control Regiment houses the EW Battalions and
the Joint C5 Warfare Centre, providing facilities for training and education in this new
warfare. Enkoping Garrison also houses the Meteorology and Oceanographic Centre, which is

responsible not only for weather on Earth but also for space weather for SAF.

SKADI can use the current infrastructure. Some infrastructure will need to be built or refitted

for training and maintenance. Additional supporting systems may need to be built or refitted.

Interoperability. As Sweden is a NATO member, SKADI or systems supporting
SKADI need to be interoperable with NATO. This can be getting SSA and SDA data. NATO’s
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Combined Space Operations (CSpO) or adhering to NATO STANAGsS for electronic warfare

and space data exchange.

NATO 3SAS represents NATO’s approach to developing a shared space situational awareness
framework across the alliance (NATO, 2025). Interoperability with Swedish SSA/SDA data
would enhance SKADI units’ effectiveness by improving targeting, attribution, and
operational awareness. Interoperability does not just mean working with NATO or
multinational systems; it also means working with the systems SAF already uses and Swedish
national standards. By aligning SKADI with existing national, international, and NATO
standards, including the supporting systems, SKADI will become interoperable and may
reduce system costs. As mentioned in effectiveness, working with other states on sensors will

be important for SKADI to work and be suitable for the SAF.

The DOTMLPF-I assessment reveals that while SAF has organisational foundations to build
on, the Space Division, TKSE, and existing facilities at Esrange and Uppsala, three binding
gaps must be resolved before SASA is operationally viable: the absence of a dedicated space
warfare doctrine, the lack of trained personnel with orbital mechanics knowledge, and the
competition for scarce technical talent with the private sector and other government agencies..
Until these gaps are addressed, SASA cannot be operationalised regardless of SKADI’s
technical capability.

Affordability

To what extent are soft-kill space capabilities affordable for a medium-sized state, considering
both direct procurement costs and the broader system-of-systems investment required, based

on the Swedish case?

Affordability, within the Military Utility framework, is not simply a question of whether a
system is economical. It is a measure of whether a capability can be realised and sustained
within the maximum resources a military actor has assigned, across the entire Total Life Cost,
without undermining other force priorities. For Sweden, this means asking not only what
SKADI costs overall, but whether it can be sustained within SAF without replacing

capabilities.
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Direct Procurement Costs. At the unit level, ground-based EW-ASAT systems
are significantly cheaper than kinetic alternatives. The US SM-3, which has limited DA-
ASAT capability, costs approximately $26 million per missile, while Japan’s purchase of the
broader system totals around $561 million. By contrast, the USSF RMT, a compact portable
EW-ASAT system built using COTS components, costs approximately $1.5 million per unit.
The Meadowlands CCS, a more operationally capable, transportable EW-ASAT, was
upgraded for approximately $125 million across the programme, with individual unit costs
undisclosed but understood to be substantially lower than those of kinetic systems (Albon,

2024, 2025; Hitchens, 2025; Peace, 2023, pp. 61-63).

SKADI should, where possible, utilise legacy components and systems already in use within
SAF that have been tested and proven to reduce risk and cost (INCOSE, 2023, p. 230). At the
same time, reliance on legacy components or systems is a risk, as some may become obsolete
once production ends. This is also the risk of COST. COST can reduce the overall system cost
by sourcing parts from the civilian market. As with legacy components, the risk of parts being
discontinued exists and increases the system’s overall cost. 3D printing also exists to
minimise this, but not all parts can be 3D printed (INCOSE, 2023, pp. 258-259; Kossiakof,
2020, pp. 231-232).

These figures suggest that a SKADI-type system, developed domestically or procured from an
allied state, would sit within a cost range that is not, in isolation, beyond Sweden’s defence
industrial capacity. As satellite manufacturing costs continue to fall, as satellites were
estimated to cost between $250,000 and $500,000 to produce in 2020, the economic logic of
using a $26 million missile to destroy a $300,000 satellite becomes increasingly difficult to
justify. This further strengthens the relative affordability argument for soft-kill EW over DA-
ASAT for a medium state.

Indirect and System-of-Systems Costs. Recognising that SKADI’s
effectiveness hinges on critical supporting infrastructure such as SSA and SDA emphasises its
strategic importance and fosters confidence in its value to the audience. Getting one’s own
SSA capability involves building it up from commercial actors, establishing a sharing
agreement with other states’ space divisions, or engaging in multilateral international
cooperation through EU SST or NATO CSpO. Sweden’s SNSA has been tasked with building
a national civilian SSA capability to support the military’s use of ground functions. This is
done through collaboration with various Swedish government agencies, including SAF, FMV,
and FOI (Lindstrom et al., 2023, pp. 46—47; Nylund et al., 2022, pp. 12—13).
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SAF has ordered a ground-based long-range radar system to track ballistic missiles, which can
contribute to the SSA/SDA (FMYV, 2025). Based on the open information, it can track in
VLEO, or at least in LEO. While LEO is an important part of the space domain, tracking in

other orbits is also needed.

These capabilities remain in early development, meaning the sensor architecture required for
SKADI to operate effectively represents a substantial investment that must be factored into
the system’s true LCC. Taken together, these indirect costs are likely to exceed the direct
procurement cost of SKADI itself and represent the primary affordability risk for a medium

state considering this capability.

Opportunity Costs and Budget Competition. Sweden’s defence budget, while
growing amid NATO membership and a declining security environment, must make choices
about how to allocate funds. As Andersson et al., pp. (2015, pp. 12—13) note, medium-state
democratic powers face the reality that if costs exceed available resources, a capability cannot
be realised, even if it is technically and operationally. SKADI would therefore compete for
resources with other high-priority capability needs, including additional military satellites,

frigates, submarines, main battle tanks and the establishment of new regiments.

The relevant question is therefore not whether SKADI is affordable in absolute terms, but
whether it is affordable relative to other ways of meeting Sweden’s stated space objectives
under SDSS 25. Sweden’s strategic objectives require both the ability to ensure freedom of
action in space and the ability to detect and manage security-threatening operations in the
space domain. Some investment in SSA, SDA, and eventually counterspace capability follows
directly from these objectives, meaning the budget competition is between SKADI and
alternative means of meeting the same strategic requirement, rather than between SKADI and

unrelated capabilities.

The Marginal Cost Argument for SKADI is the strongest affordability
argument and follows directly from Sweden’s existing space commitments. Sweden requires
SSA and SDA investment regardless of whether it ever deploys a counterspace capability, as
monitoring threats to Swedish space assets is necessary for defensive awareness alone. While

it is happening, it still needs more sensors (Lindstrom et al., 2023, pp. 113—-114;
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Papadogiannakis et al., 2023, pp. 10—-11). The sensor networks, orbital tracking databases,
trained personnel, and C2 infrastructure needed for SKADI are therefore being built
regardless. If this infrastructure is developed as SDSS 25 requires, the marginal cost of adding

a SKADI capability on top of it is substantially lower than the gross cost would suggest.

As a ground-based system, SKADI avoids the costs associated with space-based counterspace
alternatives. Unlike co-orbital or RPO-based systems, SKADI does not require independent
launch capability, on-orbit replenishment, or the kind of space platform maintenance
(Bernhardsdotter et al., 2011, pp. 14, 20). Hardware can be updated and replaced on the
ground, and COTS components can reduce costs, as demonstrated by the RMT programme,
though reliance on COTS also introduces the risk of parts being discontinued, which must be
managed within the overall LCC (INCOSE, 2023, pp. 258-259; Kossiakoft, 2020, p. 104, pp.
231-232).

If Sweden develops SKADI with government support through FMV or FOI, the resulting
intellectual property could, in principle, be exported, potentially offsetting some development
costs. However, explicitly addressing the risks of export restrictions, government approval
requirements, and political considerations can help policymakers evaluate the strategic and
economic implications of technology transfer and international cooperation. The ability to

export a system can extend the life cycle and even offset some costs.

The Swedish SAAB fighter JAS 39 is an example of export, reducing government R&D and
unit costs for Swedish taxpayers (Hartley & Belin, 2020, pp. 294-295), and the export of
infantry-fighting CV90s helped keep the system under development and upgrade, extending
the CV90’s life cycle. While exporting SKADI could help make the systems more affordable,
it could also lead to hidden costs through offsets. If the export of technology deemed
integrity-critical would require government approval and entail indirect costs, including
offsets and political considerations (Hartley & Belin, 2020, pp. 292-293; Markowski et al.,
2009, pp. 139-141).

While the DOTMLPEF-I has shown effectiveness earlier, it also identifies areas that affect the
system’s overall cost that might not have been considered. Systems like SKADI do not exist

in SAF, meaning the costs of training, producing handbooks, materials, logistics, and
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interoperability need to be analysed, as these are indirect costs for SAF (Forsvarsmakten,

2013, pp. 32-35).

Is SKADI affordable? At the unit level, a ground-based EW-ASAT system is
within the financial reach of a medium state with Sweden’s defence industrial base. The
binding constraint is not procurement cost, but the broader system-of-systems investment
required to make SKADI operationally effective. If Sweden proceeds with SSA and SDA
procurement as SDSS 25 requires, the marginal cost of adding SKADI to that architecture
becomes significantly more manageable. If those supporting systems are not funded, SKADI
cannot be considered affordable in a military utility sense because a system that cannot be
made effective cannot comply with allocated resources in any meaningful way. SSA and SDA
investment must come first, and SKADI’s affordability should be evaluated against the
marginal cost of adding a counterspace capability to an infrastructure Sweden is developing,

regardless of whether SKADI is ever procured.

SASA is viable for Sweden if and only if: Sweden develops sufficient SDA to enable the kill
chain, SAF builds the institutional and doctrinal framework for space warfare, and SKADI is
framed and budgeted as a marginal addition to unavoidable SSA/SDA infrastructure

investment.

Discussion

These three conditions have implications beyond the Swedish case. For medium-sized states
more broadly, SASA is a viable operational concept only where the domestic defence
industry, existing space infrastructure, and alliance frameworks can collectively offset the
resource constraints that prevent independent space superiority. Sweden sits at the higher end
of the medium-state spectrum, so states with fewer resources face even steeper binding

constraints, particularly in SDA investment and technical personnel.

Affordability is more than the cost of a system like SKADI; it also includes all the systems
around SKADI that are needed, and those can be expensive to build and develop, which

makes affordability questionable. While Sweden is developing its capabilities in SSA and
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SDA as a spacefaring state through its SNSA, it remains in its initial stages. It also makes

interoperability more important for a medium state.

Even in a medium state, developing and building the sensor systems needed for systems like
SKADI to work can be expensive. While some information can be gathered from open
sources, not all information about satellites will be publicly available or even be correct.
Without the right intelligence, the risk of targeting the wrong satellite is high, leading to
collateral damage to friendly state actors and non-state actors. Having its own SST capability
will be important for the SSA and SDA for this reason. Beyond tracking satellites and other

objects, space weather intelligence will also be important for SAF.

The kill chain demonstrates that SKADI’s effectiveness depends on the interconnected system
of systems, not solely on the transmitter. Without sufficient SDA, failure at the Find or Track
stages renders the entire system ineffective. Operating without sensors is possible, but it
significantly increases the risk of affecting allied or neutral satellites rather than only the
intended target. For medium-sized states like Sweden, a smaller SDA network increases

dependence on interoperability with allies to achieve military effectiveness.

What provides the best value for a medium state depends on factors such as doctrine, culture,
geography, policies, industry base, and available resources. While an EW-ASAT system can
be considered cost-effective, its overall cost-efficiency can be reduced by development,
integration, and sustainment costs, potentially exceeding initial budget expectations. If
SKADI is expected to go over budget and be expensive over its lifetime due to upgrades, for
example, it is a risk for medium states to take on; they may not be ready to assume it,
particularly when other systems exist that could be more valuable to states rearming, such as
firearms or drone systems. When choosing a news system and making decisions, one should
consider alternatives to avoid getting locked into a single system. This can make looking at

existing systems.

The US RMT systems show that COTS can be a solution for tactical EW systems, offering
lower cost and potential applicability to SATCOM, dual-use satellites, or satellite

constellations. This could align with some of Sweden’s strategic goals. The other known
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systems, CCM and Krasukha-4, could do what SKADI offers. The Russian Krasukha-4

systems focus more on GNSS or SATCOM jamming than on targeting a single satellite.

There are hidden costs to buying systems from other states, especially when a medium or
small state buys from a larger one. It would reduce a state’s autonomy and make it more
dependent on other states’ defence technology, something many European states are to the US
(Lundmark, 2011, pp. 327-328). This could include maintenance needs that require the
system to be sent back for service, additional support systems, and training in that state, all of
which would increase the system’s overall cost. There is also a vulnerability of supply chains
during times of war. In theory, buying CCM could be cheaper, but LCC could be more
expensive. (Markowski et al., 2009, pp. 296-297).

From a strategic autonomy perspective, the US systems in place will increase Sweden’s
dependence on external actors. They can compromise Sweden’s strategic autonomy and
national security interests, particularly regarding military capability, industrial independence
and export. The chances of Sweden, or any EU state, buying Russian systems are low or non-
existent. Most importantly, ground-based EW systems exist, meaning that if a state has a
domestic defence industry with EW capability, it can develop its own capabilities, as Sweden

can.

This would also align with the view of European strategic autonomy, reducing dependence on
the US, especially in defence and offensive space capabilities. Other counterspace systems
could be a cheaper option for medium states, such as cyber. As an example, on February 24,
2022, the same day the Russian invasion of Ukraine began, cyberattacks on Viasat happened.
Turning off thousands of satellite modems that cut off internet for civilians and the military in
Ukraine, and impacted many European civilians. While they were not attacks on the satellites,
they still affected the Ukrainian forces’ capabilities and showed that cyber is a greater threat
than previously thought. This also shows that cyber and space overlap, and the first attack
might occur in both (Klein, 2025, pp. 101-102; Satellite Cybersecurity.: Threats & Impacts,
n.d.). Cyber is a domain that all other domains rely on in modern warfare, particularly in
multi-domain operations. EW is just one of the capabilities that exist as a soft-kill. For some
states, the solution might be cyber or laser capabilities. The need for sensors will remain, in

one way or another, essentially for the intelligence gathering regarding satellite moments.
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The capability to deny or disrupt satellites has long existed, and the growing number of states
developing counterspace capabilities confirms that this domain is no longer exclusive to
superpowers. For medium-sized states, it is not about nice-to-have counterspace capabilities,

but about need-to-have counterspace capabilities to conduct SASA operations.

Conclusion

“Space is just another place where wars will be fought”, was quoted by Goldwater at the
beginning of the thesis. The way wars will be fought might differ from what Goldwater had in
mind when he said it, yet Goldwater was right that space would be another domain in which
wars would be fought, either directly or indirectly. This thesis aims to examine the military
utility of soft-kill space capabilities for medium-sized states, using Sweden as a case study.

The main research question for the thesis was:

What military utility can soft-kill space capabilities provide for medium-sized states, as

examined through the case of Sweden?

Analysing a hypothetical soft-kill system like SKADI demonstrates that counterspace
capabilities can provide significant military utility for medium-sized states, such as Sweden.
While the SKADI unit itself may be suitable and effective, ultimate utility depends on the
robust development of supporting infrastructure. Building up the sensor system needed for
SSA and SDA can be the most expensive investment. Without sensor systems, tracking and
targeting satellites can be difficult or impossible, rendering SKADI’s effectiveness non-
existent. This dependency on integrated systems is a reality for most modern military

capabilities.

By applying the Military Utility framework, SKADI shifts from a "nice-to-have" asset to a
question of strategic necessity versus economic reality. The utility of a system is not measured
solely by its effects, suitability, and affordability, but also by the quality of its supporting

"system-of-systems" as a whole.

Does the strategic effectiveness outweigh the cost? The conclusion depends on the established
objectives. Sweden’s SDSS 25 roughly states that Sweden needs some military capability to
defend its own interests and those of its allies in space. As established in the Affordability

analysis, the foundational infrastructure required for SKADI, like SSA, SDA, and supporting
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sensor networks, represents an investment Sweden must make regardless of whether a
counterspace capability is ever procured. This means the marginal cost of adding SKADI to
that architecture is significantly more manageable than its gross cost would suggest, and the
strategic effectiveness it provides may well justify that marginal investment. One also has to
consider the costs of sovereignty when developing new systems. If Sweden could export or
work with states or organisations to develop and procure systems like SKADI, it would

reduce overall costs but also entail some loss of sovereignty.

As mentioned, other soft-kill capabilities can achieve similar strategic goals. EW and laser
systems provide more immediate strategic effects, offering direct response capabilities that are
critical in fast-moving conflicts or grey-zone escalations. While it could be viewed as cyber, it

is more of a longer-term strategic goal.

Sweden is not the only country advancing in space and counterspace capabilities. States such
as China are expanding their space assets and counterspace capabilities. Smaller and medium-
sized states cannot compete individually in terms of launch frequency or total space
infrastructure. While Sweden and its NATO allies in Europe have an edge in satellite launches
from Esrange, they are still trying to catch up with the larger powers and need the ability to
conduct SASA-like operations. States will need counterspace, and those that do not will be
dependent on those that do. States like Sweden, with NDIB, academia and the public sector,

can research and develop counterspace in a Triple Helix.

Andersson et al. (2015, p. 2) wrote, “... a lack of understanding of technology causes
diminishing military opportunities.” Sweden, as a spacefaring state, should recognise the need
for counterspace technology, or it risks missing out on military opportunities that adversaries

are researching, developing and have.

The thesis argues that developing counterspace capabilities is necessary for future conflicts,
even if it risks an arms race. If a state cannot defend its space infrastructure, it will be
dependent on those that can. Building this capability, either alone or with allied states, is an
option, but as a spacefaring state, counterspace capability will be needed in one way or

another.

Smaller or medium-sized states need to consider space not only for the potential of C2,
Imagery Intelligence, GNSS, or other dual-use systems, but also for how to defend and deny
those capabilities in space or on the ground. It is no longer a "nice-to-have" technology; it is a

"need-to-have" capability to ensure freedom of action in an increasingly contested domain.
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At the time of this writing, SAF has not developed a doctrine approach for space, but has
launched its first satellite in May of 2026 and is establishing an SOC. If Sweden wants to
keep up with the spacefaring states that do not share its democratic views, it will need a

doctrine for the SAF and look at counterspace capabilities.

Further research

Space is an important domain that requires further study in defence systems, particularly from
the perspective of small and medium-sized states. Not all states have the capacity to develop
their own counterspace systems or launch rockets into space. They will depend on other states
or private non-state actors to launch. The growing reliance on the commercial sector for

strategic space access warrants deeper investigation.

The SASA concept needs further development to refine its operational effort. Future research
should develop wargaming simulations to evaluate SASA's effectiveness across various
escalation scenarios, with a specific focus on how soft-kill capabilities affect adversary

decision-making. Other space-related concepts should also be evaluated.

Declaration of Generative Al and Al-assisted Tools in the Writing Process
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Appendix

Appendix A. SASA Framework

The Suppression of Adversary Space Assets (SASA) framework is a conceptual model
developed in this study to operationalise counterspace operations for medium states. The full
definition and theoretical basis for SASA is presented in the Theoretical Framework chapter.

This appendix elaborates on the operational dimensions of the concept

SASA is defined as the temporary disruption or neutralisation of adversary space assets
through deception, denial, disruption, degradation, and/or destruction. This is achieved by
targeting either the space assets themselves or their terrestrial supporting segments (sensors,
ground stations, and data links) via the ground, sea, air, cyber, and space domains. SASA can
be viewed as a space-centric version of Suppression of Enemy Air Defences (SEAD) and
Destruction of Enemy Air Defences (DEAD), with the difference that SASA is for space.

Unlike Space Superiority, SASA does not require the resources of a superpower.

Unlike SACC, SASA targets the full spectrum of adversary space assets, including
SATCOM, ISR, and GNSS, rather than focusing solely on offensive counterspace systems.

The primary goal of SASA is to negate the strategic, operational, and tactical advantages an

adversary’s space architecture provides.

e (Command and Control (C2), such as communication systems like SATCOM and
GNSS.

e Environmental and situational awareness, such as SSA, weather satellites, and SAR
capabilities.

e Intelligence gathering, such as ISTAR, missile detection and other systems that can be
used for intelligence

e Early Warning: Suppressing missile detection and launch-warning systems to create a

Window of Opportunity for offensive or defensive actions.

SASA is an appropriate concept for a middle power or a big power, as it addresses the broader
spectrum of space-related capabilities the adversary may pose, including SATCOM and

ISTAR, rather than focusing solely on counterspace capabilities.
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Minimum Capability Threshold

SASA is appropriate for medium and large powers but is not equally viable for all states. A

minimum capability threshold exists, requiring at least the following:

e Space Domain Awareness sufficient to detect and track target satellites

e Ground-based EW or other soft-kill systems capable of engaging targets within the
overpass window

e Command and Control infrastructure to coordinate engagement within the time-
sensitive window

e Legal and doctrinal frameworks governing non-kinetic space operations

The Window of Opportunity

Central to SASA is the concept of a Window of Opportunity. For LEO satellites, each
overpass window at a given point on Earth typically lasts 5 to 15 minutes per orbital pass.
During this window, the satellite is within line-of-sight range for both observation and
electromagnetic engagement. SASA operations are designed to exploit this window by
suppressing adversary space assets at tactically decisive moments, denying the adversary

usable data without requiring permanent destruction of the asset.

Risk Assessment

SASA operations require a thorough risk assessment prior to execution, covering friendly fire
risks to allied or neutral satellites operating in proximity to the target, risks to civilian users of
dual-use satellites, potential collateral damage to the electromagnetic spectrum, and

compliance with THL and ROE.
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Appendix B. Deeper Look at Counterspace Capabilities

This is a deeper look at the counterspace capabilities described in the Counterspace

Capabilities section on p. 14.
Nuclear ASAT

Nuclear ASAT capabilities also exist and represent an extreme form of counterspace weapon.
Its capability can destroy a satellite like DA-ASAT and have the potential to disable or destroy
other satellites in close orbit with an EMP. The use of nuclear would have the capability to
disable or destroy one’s own, allies and the intended target satellites. It will also affect Earth,
and if detonated in low orbit, it could make the orbit unusable for some time. As the United
States aims to increase resilience by creating LEO satellite constellations, there are concerns
that China and Russia are developing nuclear ASAT capabilities intended to target space-
based infrastructure, including satellite constellations (Bernhardsdotter et al., 2011, p. 11;

Koplow, 2026, p. 161).

Hard-Kill

Hard-kill classification includes any kinetic impact or systems that can permanently destroy,

damage, or disable a satellite.

Kinetic-energy (KE-ASAT) systems are weapon systems that use kinetic energy to destroy a
satellite. The potential threat posed by KE-ASAT is space debris resulting from the
destruction of the satellite system. Even a satellite can be used as a weapon against another

satellite.

Direct-ascent ASAT (DA-ASAT) is, as the name suggests, a direct-ascent missile aimed at a
satellite. It could be fired from ground, sea or air. They are sometimes called KE-ASAT. Four
countries are known to have DA-ASAT capability. They are the US, Russia, China, and India.
These countries also have ABM capability (Bernhardsdotter et al., 2011, pp. 1-2; Peace, 2023,
pp. 1-2). When India conducted its test in 2019, the DA-ASAT took about 3 minutes to hit the
target. The USA has demonstrated the capability to fire DA-ASATs from the air, sea, and

ground, a capability other states have yet to demonstrate. As mentioned, the satellite’s

58



destruction and the DA-ASAT missile could create debris that could impact other satellites in

the same orbit.

The Russian invasion of Ukraine has revealed a weakness in hard-kill DA-ASAT. Starlink
began providing internet to Ukraine, and Russia threatened to destroy the Starlink
constellation, as it viewed it as a full military threat, but so far, it has not done so. Russia does
have the capability to do it. Still, it seems not to have done so because other actors would
retaliate, the threat of space debris could hurt them, and Starlink is based on “cheap” satellite
production: cheaper satellites and a large constellation. The cost of a DA-ASAT missile can
exceed that of the satellites it might be used against. (Lindstrom et al., 2023, pp. 22, 24-26;
Peace, 2023, pp. 62—64). Israel might have DA-ASAT capability because during 2023, an
ABM Arrow 3 hit a ballistic missile above 100 km of the surface. Some have claimed it was
the first space combat. (CE Noticias Financieras, 2023). This shows that Israel can, with

modifications, reach higher targets.

Co-orbital ASAT: A Co-orbital ASAT is an anti-satellite system launched into orbit and
subsequently performs orbital manoeuvres to rendezvous with a target satellite to interfere
with, disable, or destroy it. For example, the Soviet Union developed an interceptor satellite
that was deployed as it approached the target, which was then detonated. Co-orbital systems
can be hard-kill or soft-kill; they can be dual-use, like the Rendezvous and Proximity
Operations (RPO), or mine-like, like the Soviet interceptor satellite (Bernhardsdotter et al.,
2011, p. 9). Elements of co-orbital capabilities overlap with RPO, which are discussed further

in the soft-kill section

Sofi-Kill

In the soft-kill classification, include cyber warfare, Electromagnetic warfare, laser weapon
systems and Rendezvous and Proximity Operations (RPO). This will temporarily damage or
turn off the intended satellite. In the case of an RPO, it can even move the satellite out of

orbit.
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Cyber warfare (CW)

Cyberattacks target satellite software, exploiting outdated firmware or vulnerabilities. They
are low-cost, potentially covert, and do not produce debris, making them accessible even to

non-spacefaring states. Cyber operations can manipulate satellite operations or SSA

Using cyber instead of KE-ASAT also lowers the risk of retaliation, as cyber can be used by
any state that has the capability or the money to pay a group. A non-spacefaring state can use
cyberattacks to cause harm without creating space debris, such as with KE-ASAT, but it can
still create debris that reduces the targeted satellite’s lifetime. Spacefaring states will be more

likely to be affected than non-spacefaring states (Pavur & Martinovic, 2019, pp. 5-7).

SSA is a valued target in cyber, as it monitors space debris, and this data helps companies
operate their satellites in orbit. Manipulating SSA data could make a company think it is
moving its satellite into debris, when it really is not or moving it into an orbit towards another

satellite or debris (Pavur & Martinovic, 2019, pp. 8-9).

On February 24, 2022, the same day the Russian invasion of Ukraine began, cyberattacks on
Viasat happened. Turning off thousands of satellite modems that cut off internet for civilians
and the military in Ukraine and also impacted many European civilians. While they were not
attacks on the satellites, they still affected the Ukrainian forces’ capabilities and showed that
cyber is a greater threat than previously thought. This also shows that cyber and space
overlap, and the first attack might occur in both (Klein, 2025, pp. 101-102; Satellite
Cybersecurity: Threats & Impacts, n.d.).

Electronic Warfare (EW)

Electronic Warfare (EW) involves the military control of the Electromagnetic Spectrum
(EMS) to ensure one’s own freedom of action while preventing or limiting an adversary’s use
of it. Since satellites depend entirely on wireless electromagnetic links for communication,
command and control (C2), and data transfer, the EMS is a critical vulnerability and a primary

vector for counterspace operations.

e Jamming: Jamming is the intentional transmission of radio-frequency interference to
disrupt space-based communications (Beard et al., 2024, pp. 209-212).
o Uplink-jamming: Directed at the satellite’s receiver to prevent it from receiving

commands or data from the ground segment.
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o Downlink-jamming: Directed at the ground station or user terminal on Earth to
prevent reception of the satellite’s transmitted signal (Bonner, 2015, pp. 79—
80).
¢ Spoofing: Spoofing involves transmitting a deceptive signal that mimics a legitimate
one to mislead the receiver. This is used to attack GNSS/GPS systems, causing them

to provide false information (Warlind et al., 2025, p. 142)

Adamy (2021) book EW 105 Space Electronic warfare is part of a series of books about EW,

which describes the math when it comes to the aspects of EW-warfare.
Directed energy weapons (DEW)
DEW is a system that can act at the speed of light and does not create any debris.

e A laser to use to “blind” sensors of a target satellite, something called dazzling. With
enough strength, it can also cause permanent damage.
e High-power microwave (HPM) weapons can damage or permanently turn off satellite

electronics. This can be done through the satellite antenna or its casing.

Each system is an advanced technology and requires the target satellite to be placed in orbit

for use (Bernhardsdotter et al., 2011, pp. 14—15).

Rendezvous and Proximity Operations (RPO)
In this thesis, RPO is a satellite that has orbital manoeuvres. Using RPO can be:

e Shadowing, A satellite manoeuvres near a target satellite and positions itself between
the target and its sensor field of view, thereby obstructing or degrading data collection

e Localised jamming by using EW towards a target satellite

¢ RPO enables the close observation and characterisation of other states’ satellites,
including imaging, signals analysis, and behavioural monitoring, which can support
intelligence gathering as well as targeting. Non-Earth-imaging satellites pose
challenges because states do not publicly disclose their type or purpose (Lerch, 2026).
While this is not an ASAT capability, it can be part of RPO’s overall capability.

e Robotic arm, an arm that can be used to move a satellite or cause physical damage.

e Manoeuvres to force fuel exhaustion.

61



Most small- to medium-sized states cannot launch RPO satellites on their own and may need
to use another state or a private company with that capability. In Sweden, the SSC Space had
developed RPO capability, demonstrated with the Prisma, Mango, and Tango satellites. This
was for civilian use only, and Sweden needed the French to launch the satellites
(Bernhardsdotter et al., 2011, pp. 14, 20; ESA, n.d.; Rymdstyrelsen, n.d.). As mentioned, RPO

can also serve as a hard-kill capability.

Overall

Counterspace capabilities span a broad spectrum of methods, ranging from reversible,
difficult-to-attribute soft-kill approaches to highly destructive, escalatory hard-kill systems.
For medium-sized states, cost, access, and technological constraints further influence the
Military Utility of each counterspace capability, shaping which options are strategically

viable.
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Appendix C - Known GBEW-ASAT

The systems below are ground-based transportable and mobile EW-ASAT systems. These

systems are jamming systems.

US Systems

The US Space Force has two known transportable ground-based EW-ASATs:

Meadowlands Counter Communications System (CCS), built by L3Harris. The
system enhanced the performance and mobility of existing CCS systems introduced in
2004. The CCS is made to jam or disrupt adversary satellite communications. The
contract was around $125 million to upgrade and simplify the CSS-to-Meadowland
system. Each unit cost is unknown. With Meadowlands CCS being transportable, it
gives the US Space Force flexibility and resilience. The Meadowlands operates at the
operational/tactical level (Albon, 2025; Hitchens, 2025).

Remote Modular Terminal (RMT) is a compact, portable and cost-effective EW anti-
SATCOM system. It used COTS to keep the cost down. A three-meter-diameter dish
makes it smaller than Meadowland CCS. Developed by the US Space Force Space
Rapid Capabilities Office (Space RCO). Some expect the system to be only for tactical
use and not for operational use like Meadowland CCS is. RMT costs $1.5 million each

(Albon, 2024).

Russian Systems

Russia has a strategic EW-ASAT capability with the Krasukha-4, a multifunctional jamming
station mounted on a truck designed to operate in regions where adversaries’ reconnaissance
aircraft and LEO satellites are operating. The systems have been used in Syria and have
impacted the US’s communications and sensor capabilities, demonstrating their effectiveness
against more technologically advanced adversaries. The system is also reported to be used in
the Ukraine war, while not on satellites, it is being used to unmanned reconnaissance drones.
Krasukha is the name of several EW systems that Russia have. Krasukha-4 is the only one
that has ASAT capability. According to one website, Army Technology, Krasukha is being sold
to Southeast Asian states, but it is not clear whether Krasukha 4 is being sold (Hackers Leak
Detailed Photos of Russian EW System 1RL257 Krasukha-4,2025; Krasukha Electronic
Warfare (EW) System, Russia, 2024; Jaloud, 2013, p. 54).
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