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Keywords: Modern society depends on IT services, but unfortunately, IT services are not always dependable. Cyber incidents
Cybersecurity occur all the time, caused by bad design or by bad incentives. To address the latter cause, disclosure of cyber
Externalities

incidents has been proposed. Learning about incidents, buyers will find it worthwhile to select and pay for
secure vendors, thus contributing to better overall security. While this logic has solid theoretical foundations in
the economics of negative externalities and asymmetric information, the practice of cyber incident disclosure
is only just emerging, as is empirical research on its effects. However, valuable lessons might be learned from
the literature on the more mature practice of CO,e emissions disclosure. Based on the extant literature on CO,e
emissions disclosure, two hypotheses about cyber incident disclosure are derived: First, it is likely that increased
cyber incident disclosure would increase the costs of equity and debt for companies with many and/or severe
cyber incidents, and also expose them to shareholder activism as well as to decreasing demand. Second, these
effects will be smaller for cyber incident disclosure than the corresponding effects for CO,e emissions disclosure.
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Information disclosure
Cyber incidents

The article is concluded with a discussion of implications and future work.

1. Introduction

Modern society is increasingly dependent on IT services. Today,
these services underpin our work, leisure, social interaction and cultural
experiences, as well as global supply-chains and financial transactions.
At its best, digitalisation offers both incremental improvements—things
we could do previously become more efficient—and quantum leaps—
novel things are made possible for the first time.

Unfortunately, IT services are not always dependable and secure.
Cyber incidents, some small, some large, occur all the time. Whether
caused by adversarial attacks or by non-adversarial errors, omissions,
and accidents, such incidents can have very large consequences; mon-
etary [see, e.g., 1-4] as well as non-monetary [5]. A recent attempt to
systematise the knowledge on how to quantify cyber risk is given by
Woods and Bohme [6].

Why do such cyber incidents occur? Naturally, this question is of-
ten approached from the technical angle. However, cybersecurity is not
only a technical problem. Cybersecurity problems arise when people use
technology in an organisational, legal, and economic setting. No amount
of technical solutions can prevent harm if legitimate users, managers, or
regulators make bad decisions. Thus, it is futile to try and solve all cy-
bersecurity problems with technology alone—other perspectives such as
behavioural science [7], management [8], or law [9] are equally legiti-
mate.
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1.1. Cybersecurity economics

One such complementary perspective on cybersecurity is economics,
as introduced by Anderson and Moore [10] in an influential Science ar-
ticle. Security failure is caused “at least as often by bad incentives as
by bad design”, they argue, and go on to explain why this is the case:
First, in an interconnected world, poor security is a negative externality.
In other words, if any one actor has poor security, this also poses a risk to
other actors. (Think of how malware spreads through networks, or how
cloud service providers are single points of failure affecting a multitude
of customers.) While it makes sense to invest a bit to protect oneself, it
does not make sense to invest enough to protect everyone with whom
one interacts, just to see one’s effort undercut by the neglect of some-
one else. Therefore, it is generally believed that we invest too little in
cybersecurity [11].

Second, security suffers because of asymmetric information, where
vendors may claim that their software and services are secure, but

! It should be noted, however, that this is not the whole story. Theoretically,

there are models where overinvestment rather than underinvestment in security
occurs [12], and empirically it is not clear that firms really do invest too little in
cybersecurity [13]. More research is needed to better understand the subtleties
of cybersecurity investment and to create mechanisms to funnel investments
among interdependent firms to where the money is most useful [14].
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buyers have a hard time verifying such claims. Unable to tell secure
from insecure software, buyers are reluctant to pay for security, and
in the absence of demand, supply collapses. Thus, argue Anderson and
Moore, the software market is a ‘market for lemons’, as famously de-
scribed by Akerlof[15], who uses the market for used cars to illustrate
the troubles of asymmetric information.

1.2. Cyber incident disclosure

Such reasoning is not only illuminating, but also practical: it suggests
solutions. More precisely, various forms of information disclosure have
been proposed as an important remedy to the problem of asymmetric
information in cybersecurity [16,17]. If cyber incidents were regularly
disclosed to the general public, the reasoning goes, this would allow
customers to distinguish more secure services from less secure ones,
creating a demand and a willingness-to-pay entailing a better market
offering of secure services. Similarly, if incidents were disclosed to in-
vestors and banks, this would limit the availability of equity and debt
for insecure companies; if incidents were disclosed to governments, this
would enable them to enact and evaluate regulations promoting secu-
rity; if incidents were disclosed to insurers, this would enable them to
reward practices good for security and punish practices bad for security
through the pricing of premiums. Thus, while many forms of disclo-
sure are conceptually possible, they all share a similar basic mechanism
which offers some promise to rectify misaligned incentives a bit by mak-
ing information less asymmetric. At the same time, all kinds of disclo-
sures need to balance the risk that they help cyber-attackers more than
cyber-defenders [see, e.g.,18-20].

Recent years have seen the implementation of some such disclosure
practices. Most prominently, privacy breach laws, requiring notifica-
tion to individuals whenever their personal data has been compromised,
were enacted throughout the US states starting with California in 2002.
Subsequent studies show that reports of breaches have a negative im-
pact on the stock prices of the offending companies [21] and also that
the number of data breaches fell after breach notification laws were in-
troduced [22,23].

More recently, the General Data Protection Regulation (GDPR) and
the Directive on Security of Network and Information Systems (NIS Di-
rective) came into force in the EU in 2018. A second iteration of the
latter, NIS 2, came into force in most affected countries in 2024 or
2025, though some still lag behind. Both laws introduce similar re-
porting regimes, where privacy incidents (GDPR) and loss of service
incidents (NIS) must be reported to the authorities. (It should also be
pointed out that both laws are agnostic about the origin of incidents—
unintentional mistakes and deliberate attacks alike must be reported.)
While general economic effects of the GDPR have been evaluated [24],
the particular effect of the incident reporting still awaits thorough em-
pirical evaluation. Similarly, to the extent of our knowledge, there is no
large empirical evaluation of the NIS reporting, though there is evidence
suggesting that it suffers from poor data quality [25].

Cyber incident reporting, and more generally cyber risk reporting,
also occurs in annual and quarterly reports, news releases, etc., from
publicly traded companies. Sometimes, such data has proven useful for
research [e.g.3, who use it to estimate breach costs for their regression
model], but at the same time, studies indicate that cybersecurity disclo-
sure levels are low [26], that disclosures are not very specific [27,28],
and that the language of disclosures makes them difficult to read [29].
Systematic reviews typically point out flaws in reporting standards and
data quality and call for more mandatory reporting of cyber incidents
[30] according to better standards [31].

Thus, while the theory of cyber incident disclosure is well estab-
lished, the practice is uneven. Some practices, such as privacy breach
laws, are mature and their effects well researched [22,23]. Other prac-
tices, such as the mandatory reporting under GDPR and NIS, have been
around for a few years and there is some research [25], but many open
questions remain. Yet other practices, such as the new cyber incident
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disclosure requirements from the US SEC[32] announced in July 2023
are only just emerging, and empirical research on the effects mostly re-
mains future work, though some evidence is now becoming available
[e.g.,33,34]. These gaps in research lead to the research question of this
article: What lessons relevant for cyber incident disclosure can be learned
from the literature on CO,e emissions® disclosure, a much more mature prac-
tice?

1.3. Learning from CO4e emissions disclosure

The similarity between cyber incidents and pollution is not a new
observation—indeed, the analogy comes naturally if the externality per-
spective on vulnerable systems is adopted. An extensive discussion of the
idea is given by Sales[9, pp. 1525-1528]. Arguing the case for disclo-
sure, Moore[17] makes an explicit parallel to the US legislation man-
dating any toxic chemicals released into the environment to be reported
and released to the public in the form of the Toxics Release Inventory.>

Compared to cyber incidents, the state of the practice when it comes
to climate-related disclosures is much more mature and well-researched.
Even though some disclosure regimes came into effect only recently (the
US Securities and Exchange Commission adopted its latest sets of rules
on climate-related disclosures in March 2024 [35]) and others are still
preliminary (also in March 2024, the Basel Committee on Banking Su-
pervision closed a public consultation on upcoming climate-related dis-
closures for the banking sector [36]). But such rules build on years of
accumulated experience from voluntary schemes and standards such as
those set by the Global Reporting Initiative (GRI), the Carbon Disclo-
sure Project (CDP), the Sustainability Accounting Standards Board, the
Task Force on Climate-related Financial Disclosures (TCFD), and the Cli-
mate Disclosures Standards Board [37]. For cyber incident disclosure,
this means that there is much to learn.

The remainder of this article is structured as follows. In Section 2, the
literature on CO,e emissions disclosure is surveyed. In Section 3, CO5e
and cybersecurity are systematically contrasted. To avoid oversimpli-
fication, similarities and differences are systematically enumerated in
Sections 3.1 and 3.2, respectively. Weighing similarities and differences,
a balanced synthesis is found and the lessons from CO,e emissions dis-
closure are used to form plausible hypotheses about the effects of cyber
incident disclosures. Section 4 concludes the article.

2. The literature on CO,e emissions disclosure

Climate risks have real effects on companies. Some companies, such
as farmers and insurers, incur direct costs related to climate change. Oth-
ers are more indirectly effected, e.g., by policies and regulations enacted
to counter climate change, such as emission ceilings and carbon prices
[38]. All companies, finally, are impacted by technological changes such
as increased use of solar panels and electric vehicles.

As companies face changing circumstances, investors face the choice
of rebalancing their portfolios, for instance by selling equities in coal and
oil, traditional car manufacturing, deforestation etc., and instead buying
equities in renewable energy or energy storage. It is widely believed that
a transition in financial markets, possibly volatile, is taking place, with a
net outflow of capital from climate impacting sectors and companies to
climate mitigating sectors and companies [39]. In the following, effects
on companies are discussed in four areas—cost of equity, cost of credit,
shareholder activism, and consumer and procurement behaviour.

2 Throughout this article, we adopt the common practice of using the term
CO,e—carbon dioxide equivalent—to denote all greenhouse gas emissions, re-
gardless of their exact chemical composition.

3 https://www.epa.gov/tri
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2.1. Cost of equity

Institutional investors control a large part of the world’s invested
capital and they are by far the largest investors in equity. Institutional in-
vestors increasingly believe that climate risks impact portfolio firms and
that regulatory risks in particular are already material [39]. The effects
of disclosing climate impact must therefore be sought in how institu-
tional investors act on this information. For example, Ramelli et al. [40]
found that investors react to political risks they perceive as associated
with firms’ climate strategies. Many institutional investors consider ac-
tive engagement in portfolio companies to be the better approach to deal
with climate risks, but divestment is still a viable option [41]. Institu-
tional investors’ avoidance of investment in climate impacting equity
causes climate perpetrators to suffer not only the effects of law suits,
government punishment, customer boycotts and disrupted production
[42], but also the direct impact of higher costs of equity [41]. Some
studies indicate that climate impacting companies would have higher
cost of equity than other companies and that the climate impacting com-
panies could decrease their cost of equity by improving environmental
policies [43]. Other studies find that environmental policies are related
to lower downside and overall portfolio risk [44], suggesting that dis-
closing poor or no environmental policies could increase the downside
and risk.

Unless a company is very much a representative of renewable energy
or has products and services that clearly indicate that the company is in
fact a climate mitigator, if compared to traditional companies, institu-
tional investors are most likely concerned with climate risks when con-
sidering ESG (Environmental, Social, Governance) issues in their invest-
ment process [45]. This means that investors are not so much looking
for good climate performance as they want to avoid climate impacting
equities. Such investors shy away from companies with a high climate
impact, which means that such companies will typically not be attrac-
tive to own for a large fraction of the investor collective [46]. In line
with this, some evidence suggests that it does not pay off to seek the
strong environmental performers but that it is really profitable to avoid
investing in the bad ones. Flammer [47] claims that the responsibilities
to the environment have increased to the extent that this exacerbates
the punishment of companies that do not take their responsibilities and
reduces the rewards for positive environmental initiatives beyond those
that are required. A recent study found that the cost of capital for climate
impacting firms may be impacted in the range of 8-10 % in countries
with high climate awareness after 2015 [41]. In such circumstances, it
is not irrational for firms to take action to avoid divestment.

The long-term effects of investor climate mitigation preferences on
the cost of equity financing of climate impacting companies is mirrored
by short-term negative reactions to bad environmental news [48]. Thus,
the long-term effect for many traditional companies (i.e. companies not
belonging to the narrow group of environmental innovators) with sub-
stantive climate impact is probably an exposure to a higher risk of in-
creased cost of equity.

2.2. Cost of debt

There are also likely impacts on a company’s cost of debt financing.
Greater climate risk should lead to lower firm leverage because the total
risk of the company would have to be consistent with investor prefer-
ences and the debt market. If climate risks would increase then either
companies themselves would decrease their demand for debt and/or
lenders would reduce their lending to firms with the greatest climate
risks [49]. Another effect would be that banks price climate risks of
their loans, which has been the case after the Paris Agreement [50]. Cli-
mate impacting companies are rated not only in terms of ESG, which
should miscredit the climate perpetrators, although that varies with rat-
ings [51,52] because credit ratings and yield spreads take into account
CO,e emitting firms [38]. There is recent evidence that climate risk dis-
closure decreases access to finance and increases cost of debt [53]. Ev-
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idence also reveals that disclosing poor environmental or social perfor-
mance that affects ESG ratings increases cost of debt [54]. In conclusion,
considering that climate impact is held as the most serious environmen-
tal issue of today, it is unlikely that disclosure of poor performance on
the climate issue would lead to anything but higher cost of debt for the
individual company.

2.3. Shareholder activism

A recent survey of large institutional investors found that share-
holder activism is the preferred mode of operation for institutional in-
vestors in their ambition to reduce portfolio risk and fulfil their fiduciary
duty to beneficiaries [39], confirming a previous study that found only
19 % of institutional investors did not engage in their portfolio compa-
nies [55]. We therefore expect that companies disclosing a substantial
climate impact would have to encounter institutional investors inter-
vention in their board of directors’ governance of the company. Their
intervention would have a constraining effect on the current manner
in which such companies are operated. According to recent research,
shareholder activism causes significant decreases of CO,e emissions as
the most important result [41,56].

2.4. Consumer and procurement behaviour

A fourth stakeholder reaction to CO,e disclosure is customers shying
away from companies they perceive as climate threats. The effects do
not have to be large scale protests but can be the outcome of many small
purchase decisions made every day by billions of potential customers.
Not only other companies, but even consumers react to what companies’
accounting discloses. For example, consumers buying medicine consider
the profit margin of highly priced products unjustified and tend to avoid
them in favour of alternatives produced with more justifiable margins
[57]. A similar effect should be expected for CO,e disclosure which is
the most high-profiled environmental issue of today. Customers, perhaps
mostly consumers, may avoid CO,e intensive products by shifting diets
[58-60], transport behaviour [61,62], household purchasing [63,64],
disposal of products [65], and energy use [66]—all of which will impact
producers and distributors of products and services.

The customer actions can be more organised boycotts with substan-
tial impacts on companies’ reputation when consumers punish irrespon-
sible companies by collectively not buying [67,68]. 42 % of the Fortune
50 and 54 % of Interbrand top 50 have faced boycotts [69] often as-
sociated with reduced financial performance [70]. Boycotts of climate
intensive businesses appear likely due to the strong commitment among
young people to fight climate change. Disclosing CO,e to the extent that
a business is perceived as a climate unfriendly company could there-
fore initiate boycotts through consumer movements [71,72]. CO,e boy-
cotts would create considerable negative publicity and boycotts damag-
ing brand image [73] causing long-lasting negative perceptions among
consumers [74]. The financial effects of boycotts on firm profitability
is most likely negative and the effect on shareholders is at least in the
short term negative [75].

3. Hypotheses on the effects of cyber incident disclosures

Based on the literature review, the research question can now be ten-
tatively answered. First, some similarities and differences between cyber
incident and CO,e emissions are identified, to facilitate the analysis.

3.1. Similarities between cyber incidents and CO,e emissions

As pointed out in the introduction, the parallel between cyber inci-
dents and CO,e emissions, or pollution in general, is not new. Anderson
etal. [16] remark: “Just as a factory belching out smoke into the environ-
ment creates a negative externality for people downwind—and indeed
for the whole world in the case of global warming—so also people who
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connect infected PCs to the Internet create negative externalities in that
their machines may emit spam, host phishing sites and distribute illegal
content such as crimeware.” (The truth and relevance of this observa-
tion is not decreased by the fact that we now to connect all kinds of
infected devices besides PCs to the internet—quite the contrary.)

In the following, a number of similarities are made more precise:

S1 A first similarity is thus that cyber incidents and CO,e emis-
sions alike are negative externalities which occur as side-effects
in the production of goods. It may be argued that this similarity
is overstated—whereas CO,e emissions are a necessary chemical
consequence of artefacts such as combustion engines or blast fur-
naces, cyber incidents are not a necessary consequence of inter-
net banking or industrial use of the Internet-of-things. For each
cyber incident, some hypothetical countermeasure that would
have prevented it can be imagined. However, avoiding cyber in-
cidents altogether stretches the imagination too far. That some in-
cidents will occur remains an unavoidable side-effect of modern
use of information technology in enterprises.

S2 A second similarity is asymmetric information: buyers cannot
easily inspect a product to discover its full CO,e footprint or its
cybersecurity properties. This requires specialist competence and
a potentially costly effort. Third-party vetting or guarantees of-
fered by the vendor are mechanisms that can alleviate this prob-
lem, but not solve it altogether [76]. (Indeed, sometimes it is not
so much a matter of asymmetric information as of a more fun-
damental lack of information: in the absence of CO,e reporting
schemes throughout supply chains, even manufacturers and ven-
dors may be ignorant about the CO,e footprint of their products;
similarly, most if not all products contain cyber vulnerabilities
that are initially unknown even to their creators. However, there
may still be an asymmetry between sellers and buyers, in that
the former are in a better position to investigate what they do
not know.)

S3 A third similarity is that much of the activities entailing cyber in-
cidents and CO,e emissions are conducted by companies; many
of which are publicly traded, some of which are privately held,
but all of which are subject to the market forces of equity and
credit. (In addition, of course, in both cases, the activities of gov-
ernment agencies, NGOs, and private individuals also contribute
to both CO,e emissions and cyber incidents).

S4 A fourth similarity is an effect mentioned by Akerlof[15, Sec-
tion IV]: that brand names are an institution counteracting the
adverse effects of asymmetric information. Indeed, empirical in-
vestigations show that company brands and valuations can suf-
fer from disclosure of cyber incidents [77] or emissions [48].
Such effects give companies with strong brands compelling in-
centives to avoid cyber incidents and keep emissions low (An-
derson et al.[16] mention Microsoft as an example of a strong
brand that is improving its security—which is not to say that
it could not be further improved). Sometimes entire industries
can have similar positive incentives; e.g., the financial industry
is very much in the business of trust (think of financial stabil-
ity and bank-runs) and so works diligently with cybersecurity
[see, e.g.,78]. Still, of course, there are limits to this argument:
some empirical findings suggest that only the largest and most
salient data breaches actually decrease intangible capital such
as brand reputation [79]. Furthermore, the evidence is mixed
about whether visibly improving cybersecurity through certifi-
cation [80] or disclosures about investments to regulators [81]
is rewarded or punished by the stock market. Limits to S4 are
further explored in D4 below.

S5 A fifth similarity is that there can be a temporal delay between
cause and effect: sometimes, the true cost of poor cybersecu-
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rity is only revealed in the long run, similar to the true cost of
CO,e emissions accumulating in the atmosphere. This temporal
delay manifests itself in reports of advanced persistent threats be-
ing inside targeted networks for months before being discovered
[82,83]. There is empirical evidence suggesting that the market
reaction is more negative when it takes longer for target firms to
discover that the attack, suggesting that such perceived incom-
petence is punished by the market [84]. It has also been pointed
out that startups may deliberately defer security, first aiming to
create a viable product, only later making it secure [10]. In the
longer run, such a strategy may be costly. Limits to S5 are further
explored in D5 below.

S6 A sixth similarity is that both CO,e emissions and cyber inci-
dents occur as the results of complex value chains with many
stakeholders involved. It is not a priori clear who should report
a particular emission, when goods and services are created from
other goods and services produced by suppliers, who may them-
selves be in a similar situation. This complexity also offers oppor-
tunities for greenwashing and blame games [85,86]. Similarly, it
is not a priori clear who should report a particular cyber inci-
dent, when IT services are created from other IT services pro-
duced by suppliers, who may themselves be in a similar situa-
tion. Similarly to greenwashing, this may also offer opportuni-
ties for “security-washing”, such as uninformative “boilerplate”
disclosures, though its actual prevalence is subject to debate
[29,34,87-89]. But here the lesson from CO,e emissions is that
the a priori qualification really matters: After appropriate delib-
eration, it is perfectly possible to come up with reasonable stan-
dards which define cyber incidents more precisely, avoid double-
counting and delineate responsibilities. Though such standards
may not be perfect, they can be proposed, tried out, and itera-
tively updated in a way that suggests that in the end they will
be good enough to serve their purpose. Eventually, higher matu-
rity and mandatory reporting regimes for CO,e emissions have
turned out to reduce greenwashing [90,91].

3.2. Differences between cyber incidents and CO,e emissions

A striking difference concerning the disclosures of cyber incidents
and CO,e emissions, respectively, is that the latter is a much more ma-
ture practice. As pointed out in the introduction, this is an important
part of the motivation for this paper. For example, similarity S6 illus-
trates precisely such a difference of maturity. However, this gap is con-
tingent, and may indeed be closed over the coming years, if disclosure
of cyber incidents becomes a more frequent practice. This is why S6 is
listed as a similarity—the differences are contingent, but the similarity
is fundamental.

Thus, it is more interesting to consider differences of a more funda-
mental nature, not likely to ever be closed. In the following, a few such
are listed.

D1 A first difference is that whereas CO,e emissions are essentially
only negative externalities, cybersecurity has an element of pos-
itive externality as well, as pointed out by Sales [9]: whenever a
company invests in making its systems more secure, it also makes
those systems less accessible as an attack vector against someone
else. A more secure system at company A becomes less prone to
spread malware to company B.

D2 A second difference is that there is a stochastic element to cyber-
security that is not present in CO,e emissions. Whereas running
a certain industrial process in a certain way results in certain
emission levels, running certain business processes in informa-
tion systems of a certain cybersecurity level results in an uncertain
number of cyber incidents of uncertain severity. While cybersecu-
rity laggards are more probable to experience severe incidents,
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D3

D4

they may still be lucky. Conversely, while cybersecurity lead-
ers are less probable to experience severe incidents, they may
still be unlucky. This stochastic element is an important part of
the appeal of cyber insurance, a mechanism allowing risk sharing
across a large population of insureds, evening out precisely this
stochastic element [see, e.g.,92-94]. Importantly, this stochas-
tic element also highlights the importance of distinguishing be-
tween studies of the effects of disclosing (i) cybersecurity invest-
ments and (ii) cyber incidents. For CO,e, an investment in proven
technology to reduce emissions is equivalent to a reduction in
emissions, but for cyber incidents, an expensive investment is
no guarantee of fewer incidents. This helps explain why even
though there are studies indicating that lender reactions to cy-
ber incidents are negative [95,96], studies of stock market re-
actions to visible cybersecurity investments show mixed results
[80,81]. The stochastic nature of cyber events by its very nature
makes the data noisy and difficult to interpret. In particular, it is
difficult to accurately estimate the statistical properties of very
rare events [97]. Furthermore, the outcomes of such statistical
analyses are sensitive to assumptions. Carfora and Orlando [98]
offer an instructive example, demonstrating how the same data
on probabilities and consequences of breaches can be modelled
in many different ways, resulting in different risk assessments.
This is particularly important to understand when using simula-
tions for cybersecurity decision-making [99].

A third difference, mentioned in the introduction, is the existence
of the attacker: cyber incident disclosures risk helping cyber-
attackers more than cyber-defenders. There is no corresponding
risk with CO,e emissions disclosures. In particular, with respect
to cyber incident disclosures, it has been claimed that “[i]f Regis-
trants’ disclosures contain sufficient information to be meaning-
ful for investors, disclosures almost certainly will have to contain
information of value to Adversaries seeking reconnaissance data
that will facilitate a breach or enhance its ability to exploit a
cyber-vulnerability” [18]. Such worries get some support from
studies showing that software vulnerabilities are increasingly at-
tacked after they are disclosed [100] or after a patch becomes
available [101]. But on the other hand, incident disclosure is dif-
ferent from vulnerability disclosure in that much less informa-
tion is needed for market actors to be able to react compared
to what is needed for vendors to write patches. Thus, it may
be that the potential negative effects of incident disclosure are
smaller than the potential negative effects of vulnerability dis-
closure. However, it is very difficult ascertain whether the pos-
itive or the negative effect—the help to attackers or the help to
defenders—dominates. Indeed, what is probably the best theoret-
ical investigation, by Ross Anderson, shows that under idealized
circumstances, the two effects are exactly equal [102]. Thus, the
only way to find out is to carefully look at the particular case
at hand and try to work out the net effect. It is important to
remember, though, that not all cyber incidents involve adversar-
ial attackers—many are just the result of non-adversarial errors,
omissions, and accidents. In the attacker respect, such incidents
are more similar to CO,e emissions.

A fourth difference, and a contrast to similarity S4 about brand
names suffering, is related to market concentration. If strong
brands suffer more from embarrassing CO,e emissions disclo-
sures, and as a result work harder to bring those emissions down,
then from a CO,e perspective, it would be good if those strong
brands grew to obtain even greater market shares. (Of course,
from other perspectives such as consumer prices, this may nev-
ertheless be bad.) However, because of the existence of strategi-
cally behaving attackers, the analogous proposition for cyberse-
curity does not hold. If strong brands suffer more from embar-
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rassing cyber incident disclosures, and as a result work harder to
prevent those incidents, then from a cybersecurity perspective,
it would still be an open question whether overall security would
improve by those brands obtaining even greater market shares.
While work to prevent incidents may improve, convincing argu-
ments have been made that increased market concentration may
increase the total volume of systemic cyber risk as attackers can
focus their efforts on a few high-value targets, so that diversity
of systems, software and firms becomes a virtue in its own right
(see Geer et al. [103]; Franke and Hoxell [104] formalise one of
their arguments mathematically). Similarly, disclosure require-
ments may themselves inadvertently encourage homogenization,
e.g., through compliance with standardized security frameworks,
and thus entail less diversity in security practices. By these argu-
ments, paradoxically, a diverse market of lesser brands may be
better than an oligopoly of stronger brands, even if the lesser
brands are less conscious and conscientious about their cyberse-
curity than the stronger brands, and a diversity of security prac-
tices may be better than widespread conformity to best practice.
As with respect to D3, what is preferable here must be a case-by-
case assessment, not something to be determined once and for
all a priori.

D5  Similarity S5 is about temporal delays between cause and effect.
However, as pointed out above, this similarity only holds some-
times. Whereas the adverse effects of CO,e emissions only be-
come evident in the long run, the effects of poor cybersecurity
practices are sometimes immediately felt, but sometimes only be-
come evident after a while.

3.3. Hypotheses

Following the enumerations of similarities and differences, two hy-
potheses about the effects of cyber incident disclosures can be formed:

H1 A first hypothesis is that, qualitatively, all the effects listed in Sec-
tion 2 can be expected to hold for cyber incident disclosure as well.
In other words, it is likely that increased cyber incident disclosure
would increase the costs of equity and debt for companies with many
and/or severe cyber incidents, and also expose them to shareholder
activism as well as to decreasing demand.

The arguments for this hypothesis are the similarities S1-S6, as well
as some empirical evidence. Whereas early empirical studies were con-
ducted using data on cyberattacks and loans from before the advent
of mandatory disclosure [95,96], more recently, the staggered passing
of mandatory data breach disclosure laws across the US states has en-
abled more detailed studies of how this affects the cost of debt. Agarwal
et al. [33] find that such laws lead to an increase in the cost of debt for
firms affected. As for shareholder activism related to cyber incidents, no
empirical evidence has been found—exploring this relationship is listed
by Chuah et al. [105, Table 4] as a suggestion for future research.

A general argument against this hypothesis is the phenomenon of dis-
closure fatigue [106], where a large number of breach reports overwhelm
observers, with ever decreasing effects on actual behaviour. With respect
to investors, Charoen and Khern-am-nuai [107] indeed find the negative
stock market reaction to data breach announcements to be smaller in re-
cent years than in the past decade. With respect to consumers, Markos
et al. [108] report some evidence that consumers consider incidents “a
new reality” and “something we will get used to”, but put the details of
desensitization—especially differences between medical data breaches
and other industries—on their agenda for future research. However, it
is clear that reactions to incidents vary across industries, whether with
respect to cost of debt [33] or consumer attitudes [108].

Thus, while the impacts may look different in different industries, in
general, H1 is expected to hold.
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H2 A second hypothesis is that, quantitatively, the effects listed in H1
will be smaller for cyber incident disclosure than the corresponding
effects for CO,e emissions disclosure.

The arguments for H2 are:

e By D1, cybersecurity is a less clear-cut case of negative externality
than CO,e emissions. With this different problem structure, the ef-
fects of disclosure can be expected to be smaller.

e By D2, the information value of disclosure is smaller for cyber inci-
dents than for CO,e emissions. In particular, time-series of disclosed
figures will be subject to the phenomenon of regression toward the
mean, and it would thus be unwise for investors to pay too much at-
tention to any individual disclosed figures. Similarly, since the same
data can be modelled in many different ways [98], it may be unwise
to pay too much attention to any particular model unless there are
very good reasons for it. These difficulties may dilute the impact of
disclosure on investors.

e By D3, some disclosures are counterproductive, helping attackers
more than defenders. Unfortunately, it is not obvious which disclo-
sures are which, nor whether the net effect in a particular case at
hand is positive or negative. Thus, ceteris paribus, the overall posi-
tive effects of cyber incident disclosure can be expected to be smaller
than those of CO,e disclosure, where this complication is absent.

Conversely, there are also arguments against H2:

e By D4, brands are a less effective counteracting institution against
the adverse effects of asymmetric information for cybersecurity than
for CO,e emissions. Thus, disclosure may, relatively, be more impor-
tant for cybersecurity.

e By D5, the effects of poor cybersecurity are sometimes more im-
mediate than those of CO,e emissions. Thus, disclosure of (some
types of) cyber incidents might have greater effects than disclosure
of CO,e emissions. However, delayed discovery of advanced persis-
tent threats suggests that such immediacy is far from always the case,
removing some force from this counterargument.

On a balance, the arguments for H2 are assessed to outweigh those
against. More precisely, the effects in the arguments from D1, D2, and
D3 are considered stronger and more certain than the effects in the ar-
guments from D4 and D5.

4. Conclusions

CO,e emissions and poor cybersecurity share some common char-
acteristics; most importantly that they impose negative externalities on
others and are subject to asymmetric information. As a result, disclosure
of CO,e emissions and cyber incidents, respectively, have been proposed
as partial remedies to some of the resulting problems.

Of the two disclosure practices, CO,e emissions disclosure is the
more mature, with a plethora of reporting initiatives backed by an ever-
growing number of important stock exchanges and regulators. Compar-
atively, cyber incident disclosure is in its infancy. Laws such as the NIS
Directive and GDPR in the EU and the cyber disclosure rules mandated
by the US Securities and Exchange Commission were enacted only re-
cently. Thus, empirical research on the effects of cyber incident disclo-
sure is only just emerging.

This article has investigated what lessons relevant for cyber incident
disclosure can be learned from the literature on the more mature prac-
tice of CO,e emissions disclosure. Based on the analysis of the extant
literature, two hypotheses seem plausible: First, that it is likely that in-
creased cyber incident disclosure would increase the costs of equity and
debt for companies with many and/or severe cyber incidents, and also
expose them to shareholder activism as well as to decreasing demand.
Second, that these effects will be smaller for cyber incident disclosure
than the corresponding effects for CO,e emissions disclosure.

Results in Engineering 30 (2026) 110137

Clearly, these hypotheses call for further future investigation. As cy-
ber incident disclosure schemes mature and more data becomes avail-
able, it will be interesting to test the hypotheses developed empirically,
and thus learn more about what can, and cannot, be achieved by such
disclosures. However, the second hypothesis also has more practical rel-
evance: if indeed the power of cyber incident disclosure is limited com-
pared to that of CO,e emissions disclosure, this is an invitation to de-
sign and implement complementary measures to counter the adverse
effects of negative externalities and asymmetric information in the cy-
ber realm. One such measure would be to increase existing disclosure.
Some disclosure regimes, such as those mandated by GDPR and NIS in
the EU, only require disclosure to the relevant government agencies,
not to the public. This may unnecessarily limit the positive effects. An-
other measure would be to think creatively about who sets disclosure
requirements. Not only governments can do so, but many other actors,
such as stock exchanges, banks, insurers, and anyone buying products
could potentially declare that firms need to publicly disclose cyber in-
cidents in order to have their shares traded, get loans, get insurance,
sell their products, etc. Surely, many other complementary measures
can be imagined. However, as a final lesson from the literature on CO5e
emission reduction, we should also learn that it is possible to use ran-
domized controlled trials to make policy as effective as possible [see,
e.g.,109-111]. The power of such trials should be borne in mind when
developing and experimenting with cybersecurity policy in general and
incident disclosure regimes in particular.
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