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Abstract:

This thesis explores how International Humanitarian Law (IHL) applies to cyber operations
during armed conflicts, focusing on the legal challenges and gaps exposed by Russia’s cyber
operations in Georgia (2008) and Ukraine (2014, 2022). Cyber warfare has become a critical

element of modern armed conflict, but IHL struggles to regulate this new form of warfare.

The thesis examines how the core principles of IHL, distinction, proportionality, and military
necessity, are challenged when applied to the cyber domain. It also discusses the issue of
attribution, which remains one of the most difficult legal problems in cyber warfare. Using
real-life examples, including the Kyivstar attack, the thesis shows how dual-use infrastructure
and cyber-tech unpredictability create legal uncertainty. The analysis further shows that while
IHL applies to cyber operations during armed conflict, the rules are not always easy to

implement.

The main conclusion is that IHL must evolve to stay relevant in the age of cyber warfare and
must offer the same level of protection to civilians, whether the attack comes from a missile or

from a computer system.
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Introduction

Traditional armed conflicts are still relevant in the 21st century, but cyber warfare is now
becoming a part of modern conflicts, taking many forms from spreading fake information to
attacking critically important systems like electricity or hospitals.! These types of attacks are
now an integral part of military strategy which has proven to be problematic for the current legal
rules, especially International Humanitarian Law (IHL), which was developed to regulate kinetic
warfare.” As cyberattacks become more advanced, it is important to see how they work under

THL rules.

1.1 Research Background and Significance

In recent years, warfare has evolved beyond traditional battlefields.* Some authors believe that
cyberspace, recognized as the fifth domain of warfare, alongside land, sea, air, and space,

presents unique challenges and opportunities for both state and non-state actors.* Unlike

' Michael N Schmitt, ‘International Humanitarian Law and the Conduct of Cyber Hostilities: Quo Vadis?’
(2022) 13(2) International Humanitarian Legal Studies 192
https://brill.com/view/journals/ihls/13/2/article-p189_002.xml accessed 9 May 2025.

2 Ahmad Khalil, Mhd Bitar and S Anandha Krishna Raj, ‘A New Era of Armed Conflict: The Role of State
and Non-State Actors in Cyber Warfare with Special Reference to Russia-Ukraine War’ (2024) 14(2)
TalTech Journal of European Studies 50

https://www. researchgate net/gubllcatlon/386231399 A New Era_of Armed Confllct The Role_of Stat

accessed 9 May 2025

% Vakhtang Maisaia, Alika Guchua and Thornike Zedelashvili, ‘The cybersecurity of Georgia and threats
from Russia’ (2020) 9 Eastern Review 105, 106 https://doi.ora/10.18778/1427-9657.09.07 accessed 9
May 2025.

4 Ahmad Khalil, Mhd Bitar and S Anandha Krishna Raj, ‘A New Era of Armed Conflict: The Role of State
and Non-State Actors in Cyber Warfare with Special Reference to Russia-Ukraine War’ (2024) 14(2)
TaITech Journal of European Studies 50

e_and_Non- State Actors in Cy berWarfare with Sgemal Reference to Ru33|a Ukraine Wa
accessed 9 May 2025.
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https://brill.com/view/journals/ihls/13/2/article-p189_002.xml

traditional military tactics, cyber warfare operates in the digital domain that creates challenges

for international law.

As cyber operations become more integrated into modern warfare, their potential impact on
civilians raises concerns.’ Civilian infrastructure is especially vulnerable to digital attacks
because systems that link the digital and physical worlds like power grids, hospitals, and
communication networks are highly exposed to outside interference. This raises serious risks for
civilian population during armed conflict, as cyberattacks can cause widespread harm without

physical destruction.

IHL gives a legal framework for regulating armed conflicts, and makes sure that civilians are
protected by limiting the means and methods of warfare.” But using cyber operations as part of
military strategies brings many legal problems. This is even more serious when cyberattacks
target civilian infrastructure systems that are used both for civilian and military purposes.® The
lack of direct legal provisions that govern cyber warfare caused significant debate among

scholars, policymakers, and international bodies. There are several reasons why it can be

5 Internatlonal Commlttee of the Red Cross, The Potential Human Cost of Cyber Operations (ICRC 2021)
. ) , ations-pdf-en.htm| accessed 9 May 2025.

6 Cordula Droege Get Off My CIoud Cyber Warfare, Internahonal Humanitarian Law, and the Protection
of  Civilians’ (2012) 94(886) International ~ Review of the Red  Cross 538
https://international-review.icrc.ora/sites/default/files/irrc-886-droege.pdf accessed 9 May 2025.

” Michael Bothe and others, ‘Scope of Application of International Humanitarian Law’ in Dieter Fleck (ed),
The  Handbook of |International = Humanitarian Law  (4th edn, OUP 2021) 51
https://doi.org/10.1093/law/9780198847960.003.0003 accessed 9 May 2025.

8 Ahmad Khalil, Mhd Bitar and S Anandha Krishna Raj, ‘A New Era of Armed Conflict: The Role of State
and Non-State Actors in Cyber Warfare with Special Reference to Russia-Ukraine War’ (2024) 14(2)
TaITech Journal of European Studies 49-50
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challenging to regulate cyber operations under IHL, for example, the complex nature of

attribution, or the difficulties to distinguish between civilian and military targets. °

This thesis seeks to explore how cyber operations challenge the application of IHL by using
Russia’s cyber operations in Georgia (2008) and Ukraine (2014, 2022) as examples. By
analyzing these case studies, the research aims to assess how cyber warfare challenges the
application of THL and to what extent the existing legal framework is capable of addressing this

emerging form of warfare.

1.2 Defining Cyber Warfare and Its Role in Modern Conflicts

Currently, there is no legal definition of cyber warfare in international law that everyone would
agree on. Some scholars argue that the terms “cyber war” or “cyber attack” lack legally binding
defintions, and additionally, there is no specific treaty, relevant case law or established customary

law that could serve as legal doctrine in this area.'

According to the International Committee of the Red Cross (ICRC), cyber warfare is “a means
and method of warfare that consist of cyber operations amounting to, or conducted in the context
of, an armed conflict, within the meaning of IHL.”"' Cyber warfare refers to the use of a data

stream to gain access to a computer system and transmit viruses to gain access or destroy the

® Hannah Gray, ‘Cyberwarfare and the Challenges It Poses to the International Governance of Armed
Conflict with Particular Reference to Attribution, Distinction, and Self-Defence’ (2024) 66
https://doi.org/10.2218/ccj.v5.9346 accessed 9 May 2025.

1% David Turns, ‘Cyber War and the Concept of Attack in International Humanitarian Law’ in Dan Saxon
(ed), International Humanitarian Law and the Changing Technology of War (Brill Nijhoff 2013) 211
https://research-ebsco-com.proxy.annalindhbiblioteket.se/c/cxt7bo/search/view/uy76oghtfv?db=e000xww
accessed 9 May 2025.

" International Committee of the Red Cross, ‘International Humanitarian Law and Cyber Operations
during Armed Conflict: ICRC Q&A and Commentary’ (21 June 2013) 1
https://www.icrc.org/sites/default/files/external/doc/en/assets/files/2013/130621-cyberwarfare-g-and-a-eng
.bdf accessed 9 May 2025.
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data, more specifically using cyber operations, such as hacking, malware deployment, and
Distributed Denial of Service attacks (DDoS), to achieve military or political objectives.'? There
are different categories of cyber attacks, and their classifications are crucial in determining
whether a cyber operation falls within the scope of IHL, as not all cyber operations amount to an
"attack" in the legal sense."”” The applicability of IHL depends on whether a cyber operation

results in tangible harm or disruption comparable to kinetic attacks.'

The Tallinn Manual on the International Law Applicable to Cyber Warfare provides one of the
most comprehensive analyses of how international law applies to cyber operations."” Rule 92 of
the Manual defines cyberattacks as operations that are reasonably expected to cause injury or
death to persons and damage or destruction to objects.'® These attacks can target governmental
institutions, military infrastructure, communication networks, and critical civilian services, and

they can cause injury or death to humans or damage or destruction to objects'’. Unlike traditional

2 Jason Andress and Steve Winterfeld, Cyber Warfare: Techniques, Tactics and Tools for Security

Practitioners (Syngress 2014) 21-30

https://research-ebsco-com.proxy.annalindhbiblioteket.se/linkprocessor/plink?id=8e7ca649-3633-3b4c-b2f

2-0660606afcd2 accessed 9 May 2025.

¥ Lukasz Olejnik and Tiiman Rodenhauser, ‘Malware: A Selection of Essential Cyber Notions and

Concepts (ICRC Humanltanan Law & Pollcy Blog, 23 May 2019)
i aw-and-{ alwa [ i , accessed 9

May 2025.
* Heather Harrison Dinniss, Cyber Warfare and the Laws of War (Cambridge University Press 2012) 113

https: //research ebsco-com. Qroxy annallndhblblloteket se/c/cxt?bo/ebook wewer/gdf/rdgnchrnaf’PIocatlon—

nchrnaf accessed 9 May 2025
® Michael N Schmitt (ed), Tallinn Manual on the International Law Applicable to Cyber Warfare
(Cambndge University Press 2013) 106

ttgs%3A%2F%2Fresearch ebscocom Qroxyannal|ndhb|blloteket se%2Fc%2cht7bo%2Fdeta|Is%2F7m
3vylie7j accessed 9 May 2025.

6 Michael N Schmitt (ed), Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations

(2nd edn, Cambridge University Press 2017) 415
https://www-cambridge-org.proxy.annalindhbiblioteket.se/core/books/tallinn-manual-20-on-the-internation
I-law-applicable-to- r-operations/E4FFD83EA790D7C4 28F A2FB accessed 9 May
2025.

7 Rohit Bokil, ‘Cyber Warfare: Taking War to Cyberspace and Its Implications for International
Humanitarian Law’ (2023) 5(1) International Journal For Multidisciplinary Research 2, 3

https://doi.org/10.36948/ijfmr.2023.v05i01.1494 accessed 9 May 2025.
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https://research-ebsco-com.proxy.annalindhbiblioteket.se/c/cxt7bo/ebook-viewer/pdf/rdqnchrnaf?location=https%3A%2F%2Fresearch-ebsco-com.proxy.annalindhbiblioteket.se%2Fc%2Fcxt7bo%2Fdetails%2Frdqnchrnaf
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warfare, cyber operations often involve secret actions which makes it difficult to attribute
responsibility and respond within existing legal frameworks. Moreover, many cyber operations
fall into a legal grey area, as the destructions are not always tangible but can still have significant

consequences for national security and civilian well-being.'®

Russia’s use of cyber warfare during its conflicts with Georgia and Ukraine shows how cyber
operations have become an essential part of modern military strategy. In both cases, cyberattacks
were launched alongside kinetic military operations. In order to evaluate the adequacy of IHL in
addressing cyber warfare, it is very important to understand how these cyber attacks were

conducted.

1.3 Case studies: Why Georgia and Ukraine?

This thesis focuses on Russia’s cyber operations in Georgia (2008) and Ukraine (2014, 2022) for

several reasons.

Firstly, the Russia-Georgia war was one of the first documented instances where cyberattacks
were used alongside kinetic warfare.” During the five-day conflict, Georgian government
websites, media outlets, and communication systems were targeted and the attacks disrupted
government functions and spread misinformation.”” Although these cyberattacks were not

officially attributed to the Russian government, they were widely believed to be state-sponsored

'8 Dominika Dziwisz, ‘Rethinking Future Conflicts: The Cyber Grey Zone from the Russian Perspective’
(2024) 21 Politeja 281, 285-90 https://doi.org/10.12797/Politeja.21.2024.92.13 accessed 9 May 2025.

' Hannah Gray, ‘Cyberwarfare and the Challenges It Poses to the International Governance of Armed
Conflict with Particular Reference to Attribution, Distinction, and Self-Defence’ (2024) 68
https://doi.orag/10.2218/ccj.v5.9346 accessed 9 May 2025.

20 Vakhtang Maisaia, Alika Guchua and Tornike Zedelashvili, ‘The Cybersecurity of Georgia and Threats
from Russia’ (2020) 9 Eastern Review 111 https://doi.org/10.18778/1427-9657.09.07 accessed 9 May
2025.
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or carried out by affiliated actors.?' It should also be noted that those attacks did not cause any

physical damage.*

The annexation of Crimea in 2014 and the full-scale invasion of Ukraine in 2022 saw an
escalation in Russia’s cyber warfare tactics.”® Cyber operations targeted Ukraine’s power grid,
banking system, government institutions, and military network. The 2022 invasion featured more
sophisticated cyberattacks, including wiper malware and satellite hacking, which demonstrated
an evolution in Russia’s cyber warfare strategy.”* Today, it is safe to say that in 2008, Russia

tested the ground for its future cyber operations.

1.4 Research question and structure

After careful consideration and exploration of different angles, the thesis research question has

been designed as follows:

To what extent and in what way does Russia’s cyber warfare challenge the application of

international humanitarian law?
To address this question, the thesis is structured as follows:

e Chapter 2 defines cyber warfare and examines how it is regulated under IHL.

21 Michael Connell and Sarah Vogler, ‘The Challenge of Attribution for Cyber Attacks’ (2016)
https://www.cna.org/archive/CNA_Files/pdf/dop-2016-u-014231-1rev.pdf accessed 9 May 2025.

22 Andria Gotsiridze, ‘The Cyber Dimension of the 2008 Russia-Georgia War’ (GFSIS, 9 August 2019)
https://afsis.org.ge/blog/view/970 accessed 9 May 2025.

B R Kolodii, ‘The Pedagogy of Cyber-WAR: Explaining Ukraine’s Resilience Against Russian
Cyber-Aggression’ (2024) 40(2) Defense & Security  Analysis 270, 274-279
https://doi-org.proxy.annalindhbiblioteket.se/10.1080/14751798.2024.2326313 accessed 9 May 2025.

2 Alika Guchua and Tornike Zedelashvili, ‘Challenges Arising from Cyber Security in the Dimension of
Modern Global Security (on the Example of the Russia-Ukraine War)’ (2022) 11(2) Eastern Review 83-84
https://www.proguest.com/scholarly-journals/challenges-arising-cyber-security-dimension/docview/312607
5929/se-2 accessed 9 May 2025.

11


https://www.proquest.com/scholarly-journals/challenges-arising-cyber-security-dimension/docview/3126075929/se-2
https://www.proquest.com/scholarly-journals/challenges-arising-cyber-security-dimension/docview/3126075929/se-2
https://www.proquest.com/scholarly-journals/challenges-arising-cyber-security-dimension/docview/3126075929/se-2
https://doi-org.proxy.annalindhbiblioteket.se/10.1080/14751798.2024.2326313
https://doi-org.proxy.annalindhbiblioteket.se/10.1080/14751798.2024.2326313
https://gfsis.org.ge/blog/view/970
https://gfsis.org.ge/blog/view/970
https://www.cna.org/archive/CNA_Files/pdf/dop-2016-u-014231-1rev.pdf
https://www.cna.org/archive/CNA_Files/pdf/dop-2016-u-014231-1rev.pdf

e Chapter 3 analyses the legal challenges in applying IHL to cyber warfare, including

issues of attribution, the principle of distinction, and proportionality.

e Chapter 4 explores the future of cyber warfare and [HL

e Chapter 5 will conclude the final observations.

By examining these aspects, this thesis aims to contribute to the ongoing discussions on cyber
warfare and international law, and to provide a critical assessment of whether existing legal

norms are adequate for addressing cyber conflicts in the modern era.

2. Cyber Warfare and International Humanitarian Law

As mentioned in the introduction, in recent years, cyberspace became a fifth domain of warfare
next to the traditionally recognized domains.”® For THL to remain effective, it must remain
responsive to the context in which it applies.*® Therefore, the question of to what extent existing
international law applies to the cyber domain becomes more and more important. In this chapter,
the thesis aims to answer what constitutes cyberattacks under IHL and how it is regulated under a

current legal framework.

% Nils Melzer, Cyberwarfare and International Law: Legal Challenges and Restraints (Center for Security
Studies 2011) 3 htips://unidir.or lication rwarfare-and-international-law/ accessed 9 May 2025.

% Ahmad Khalil, Mhd Bitar and S Anandha Krishna Raj, ‘A New Era of Armed Conflict: The Role of State
and Non-State Actors in Cyber Warfare with Special Reference to Russia-Ukraine War’ (2024) 14(2)
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2.1 The Legal Classification of Cyber Operations Under International

Humanitarian Law

IHL was originally developed to regulate kinetic warfare, but over time, its broad and
well-established formulation allowed it to adapt to evolving methods of warfare, including new
technologies, like cyber operations.”’” Moreover, although THL provisions do not explicitly
mention cyber operations, it is widely accepted that when cyber operations are carried out in the

context of and related to an armed conflict, they fall within the scope of THL.*®

IHL regulates all forms of warfare, whether the means and methods are traditional or innovative.
According to Article 49 of Additional Protocol I (AP I), an attack is defined as “acts of violence
against the adversary, whether in offense or defense.”® The application of this definition to cyber
warfare is not always easy because many cyber operations do not involve direct physical
violence or destruction.*® Traditionally, attacks under IHL have been understood as physical acts,
such as bombing, shelling, shooting, that directly harm persons or objects.’! However, in cyber
warfare, many operations involve disrupting or disabling digital infrastructure which often

happens without kinetic effects.’? For example, a cyber operation that disables a hospital’s power
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or communications system may not physically destroy anything, but could still endanger patients

lives.>

Some states and legal experts have different views on cyber operations that do not cause
immediate physical damage but still impact civilian objects. For example, Germany defines
cyberattacks more broadly, including harmful effects on communication, information, or
electronic systems, even without physical damage.*® France has offered a more detailed
assessment. They consider that a cyber operation is an attack where the targeted equipment or
systems no longer provide the service for which they were implemented, whether the disruption

is temporary or permanent, reversible or irreversible.*

Undoubtedly, the legal classification of a cyber attack against an information system as a use of
force or as an armed attack is still problematic. The Tallinn Manual is a widely recognised but
non-binding expert commentary on how international law applies to cyber operations, which
explores how existing international law applies to cyber warfare.’® Manual supports the broader
view to a certain extent. Rule 69 of the manual states that a cyber operation can constitute a “use

of force” if its effects are similar in scale and consequences to non-cyber military attacks.’” Rule
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92 affirms that cyber operations resulting in death, injury, or destruction qualify as attacks under
IHL.*® Rule 99 further clarifies that civilian objects cannot be targeted unless they have become
military objectives.” While the experts contributing to the Manual could not reach a full
consensus, they agreed that the permanent loss of functionality of targeted infrastructure may
constitute an attack, even without physical damage.** ICRC also supports the broader
interpretation. It argues that cyber operations leading to a loss of functionality, such as

preventing a civilian system from working, should be classified as attacks under IHL.*!

However, not all cyber operations fall within the scope of IHL. IHL applies only when cyber
operations are conducted in the context of armed conflict.* This means that peacetime cyber
espionage or isolated cyber incidents do not automatically trigger IHL protections. But when
cyberattacks are used in combination with traditional military force, they are subject to IHL.* A
good example is the Russia-Georgia conflict in 2008, where cyberattacks on Georgian
government and media websites occurred simultaneously with kinetic attacks by Russian
forces.* In such a case, cyber operations are clearly part of the conduct of hostilities and should

be governed by the same legal rules.
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Despite the effort to interpret existing rules in the cyber context, there is currently no binding
international treaty that provides a definition of “cyber attack™ or sets clear legal standards for
cyber warfare.*” Some scholars even argue that IHL, designed for conventional conflict, is
ill-adapted to the cyber realm.*® Some of them point to the absence of case law or customary law
defining what constitutes a cyberattack,’ and the fact that many cyber tools have effects that
differ radically from traditional weapons. These critics argue that the existing framework cannot
account for cyber operations that disrupt systems, data, or manipulate information without

causing physical destruction.

It can also be argued that IHL is broad and flexible enough to accommodate new technologies.*
Article 36 of the AP I obliges states to review new weapons to ensure they comply with IHL, this
confirms that the law was designed to evolve.*” The International Court of Justice’s (ICJ) 1996
advisory opinion on the legality of nuclear weapons reinforces this interpretation because it
states that IHL applies to all forms of warfare and all weapons, whether existing or future.’® That

said, we still do not have clear consensus on how IHL works with cyber warfare. Without shared
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understanding on what is really a cyberattack undr IHL, there is risk that different actors will
interpret it differently. This brings us to the broader legal framework regulating cyber operations.
While the Geneva Conventions (1949) and their Additional Protocols (1977) remain the primary
sources of IHL, they do not contain specific rules about cyber operations.’’ The non-binding
Tallinn manual remains the most comprehensive effort to adapt IHL principles to the cyber
domain, because its rules reflect key IHL concepts like distinction, proportionality, and military
necessity, but as mentioned, the Manual lacks legal authority and states are not obligated to

follow its guidance.>

Moreover, the case law also provides some insight. The ICJ’s judgment in Nicaragua v. United
States (1986) established the principle that indirect uses of force, such as those carried out by
proxy groups, may still constitute unlawful uses of force under international law.* This
reasoning may apply to cyber operations, especially when states rely on non-state actors to
conduct cyberattacks on their behalf. However, without a treaty or a clear standard for cyber

attribution, holding states accountable remains difficult.

To summarise, IHL does apply to cyber operations conducted during armed conflict, but defining
what counts as “cyberattack” is still legally unsettled. The lack of a binding treaty, combined
with the evolution of technology and the difficulty of attribution, makes it hard to apply IHL

principles in a consistent way. While the Tallinn Manual and state practice are helpful, they
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cannot fully close the existing legal gaps. As cyber operations become a regular part of modern

warfare, the need for legal clarity will grow stronger.

3. Legal Challenges in Applying IHL to Cyber Warfare

As mentioned above, IHL was developed to regulate traditional armed conflicts, where military
operations involve soldiers, weapons, and physical attacks on the battlefield.>* Modern warfare
does not only look like this anymore, cyberattacks have become a regular part of armed conflicts,
including the Russia-Georgia war in 2008 and the ongoing war in Ukraine. These cyber
operations create many legal questions because IHL was not originally made to regulate this type
of warfare. When, for example, a missile hits a hospital, it is clear that IHL has been violated, but
what about a cyberattack that disables the same hospital’s electricity? Is it also an attack under
IHL? Who should be responsible if the attackers are anonymous hackers or patriotic volunteers?
There are some legal challenges that cyber warfare creates, and they show why applying IHL to

cyber attacks is so difficult in most cases.

One of the biggest challenges in cyber warfare is attribution, how do states prove that another
state is responsible for a cyberattack?>> Unlike kinetic attacks, cyber operations can be and are

often carried out by many different actors, including non-state actors like hacktivist groups or
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proxy groups that may be supported financially or in other ways by a state.”® Attribution is
crucial in international law because, without proving who is behind the attack, it is impossible to
hold any state accountable. This problem has been seen in Russia’s cyberattacks against Georgia
and Ukraine, because while those attacks were most likely state-directed, Russia denied any
direct involvement, which triggered legal loopholes and allowed it to avoid any responsibility

under international law.”’

Another key issue is related to the core principles of the IHL. For instance, IHL requires a
distinction between civilian and military targets,® but in cyber warfare, this can be blurred.
Cyberattacks on power grids, hospitals, and banking systems affect civilians even if the intended
target is military. This raises legal concerns about collateral damage in cyberspace.’® Yet another
issue is connected to the principle of proportionality. Unlike conventional weapons, cyberattacks
can have an unpredictable effect, for example, a virus targeting military infrastructure might
spread to civilian systems.. This makes it difficult to ensure compliance with the principle of
proportionality under IHL. Moreover, the principle of military necessity becomes even more
complicated in cyber warfare because in cyber operations, it is often unclear whether the attack

will really bring a concrete and direct military advantage.
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This chapter aims to examine the evolving nature of cyber warfare and the legal complexities it
presents under IHL. The following chapter and its sub-chapters will delve deeper into these

challenges and try to answer the initial question.

3.1 The principle of distinction - Can cyberattacks distinguish between

military and civilian targets?

IHL is based on the rules that protect civilians and regulate how wars are fought.®® One of its key
principles is the principle of distinction." According to Article 48 of the AP 1, all parties to a
conflict must distingish at all times between civilian objects and military objectives and may
only direct attacks at the latter.® It is based on the recognition that the only legitimate object that
states should try to accomplish during war is to weaken the military forces of the enemy, whereas
the civilian population and individual civilians shall enjoy general protection against dangers
arising from military operations.” Moreover, neither the civilian population nor individual
civilians may be attacked unless and for such time as they directly participate in hostilities.**

Attacks must be strictly limited to military objectives. Military objectives are those that make an
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effective contribution to military action and whose destruction offers a military advantage.®
However, if civilian objects are used for military purposes, like transporting weapons, they may

be considered lawful targets.

While this seems clear in traditional warfare, it i1s much more complex in cyberspace. Cyber
operations must also follow IHL and target only military objectives, such as networks that make
an effective contribution to military operations.®® Therefore, a “lawful’ cyberattack is one that
only attacks military cyber infrastructures, while civilian infrastructure, like public servers and

data centers, should be protected.®’

But in reality, the principle of distinction becomes extremely hard to apply because military and
civilian cyber systems are often connected to each other.®® Many critical systems, such as power
grids, telecommunication networks, or transport systems, are dual-use, which means that they
can be used for both civilian and military purposes.”” For example, data centers that are primarily
used for civilians to store information will inevitably carry military data and information. Under
IHL, this makes the civilian data center a military objective and a legitimate target of attack.”
Cyberattacks often involve systemic consequences that are difficult to predict. For example, if a
cyberattack disables a country’s electricity grid to disrupt military operations, it is very likely

that civilian objects, such as hospitals, schools, and homes, will also be affected. This raises
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serious legal concerns under IHL, which requires not only distinguishing between targets but
also taking into account the indirect but foreseeable effects on the civilian population. In
cyberspace, the principle of distinction sometimes holds little promise for the protection of

civilian cyber infrastructure and all civilian infrastructures that rely on it.

The ICRC has raised concerns many times about the increasing use of cyber operations during
armed conflicts, especially because of the risks they bring to civilians and the possible damage to
civilian infrastructure”'. In its 2020 report, ICRC emphasized that even in cyber operations, all
IHL principles still apply.”” This also shows that technological complexity cannot serve as an
excuse to disregard fundamental humanitarian obligations. Hannah Gray points out that
cyberattacks usually target public services or websites that people use in daily life. They
sometimes also aim to spread disinformation and perpetrate psychological warfare, which fails to
distinguish between civilian and combatant targets clearly.”” These types of operations, though
non-kinetic, may still constitute unlawful attacks under IHL when they are designed to disrupt

civilian life.

Looking at real-world examples will help understanding how the principle of distinction is
challenged in cyber warfare. The Russia-Georgia war in 2008 was unique in the sense that it was

the first time when cyber attacks were employed together with a large-scale military invasion in
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the context of warfare.” During the war, Russia invaded the three traditional battlefields, air,
land, and sea, and by using their cyber operations, they were able to invade Georgian cyberspace

as well.”

They spread misinformation to cause panic in society, attacked English-language news
portals, tried to create an information vacuum and prevent Georgian agencies from spreading
information, also trying to spread Russian propaganda.’® It could not be proven that the Russian

government was involved, although the timing of the attacks strongly suggested that the Kremlin

was at least supporting or enabling them.”’

By using various methods of cyber attacks, the hackers managed to get hundreds of Georgian
web portals out of order, among them were the web pages of the President and the Parliament of
Georgia.”® The attacks also caused the national phone network to go offline, disrupted other
public services like banking, and hindered Georgian government’s communication ability.” The
Russian hackers mostly used DDoS attacks, meaning that they used hundreds or thousands of
botnets to generate huge floods of traffic and paralyze a target system, which were Georgian
government websites and media platforms.*® In addition, hackers also used SQL INJECTION

method, which takes advantage of weak spots in web applications, harmful code is inserted into a
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website’s form and this code tricks the website’s database, which allows the hackers to change or

steal the data.?!

In the Russia-Georgia war context, although the cyber attacks did not cause death or injury, they
had informational and psychological effects on Georgia and its citizens, as the hackers worked to
spread the Russian narrative and isolate Georgia from the outside world.** Russian cyber attacks
in 2008 purposely targeted civilian infrastructure, which means that their use of cyber warfare

potentially violated IHL, at least regarding distinction.

A more recent example of cyber warfare during armed conflict is the ongoing Russia-Ukraine
war. The cyber dimension of this conflict, particularly in the 2022 full-scale invasion, is often
described as the first wartime cyber conflict between two states with relatively well-matched
cyber capabilities.*> This makes Ukraine an important case study for understanding how cyber
operations are integrated into modern warfare and how difficult it is to uphold the principle of

distinction under IHL.

In the weeks before Russia’s full-scale invasion, Ukraine faced a wave of cyberattacks aimed at
disrupting public administration and spreading psychological fear among the population.** On
January 13-14, 2022, Ukrainian government websites, including the Ministry of Education and

Science, the cabinet ministries, and the Ministry of Energy, were hacked and temporarily taken
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offline.® This attack carried clear pre-conflict signaling value. Since the beginning of the war in
2022, Russian cybercriminals and government-affiliated hacking groups have targeted Ukrainian
civilian services, such as government agencies, energy infrastructure, and media outlets®’. These
attacks aim not only to disable systems but also to spread disinformation and weaken public
morale. According to Markus Takama and Martti Lehto, between January 2022 and September
2023, 174 cyberattacks were documented, with 71,3% being DDoS attacks. Public

administration was the most targeted sector between July and September 2022.%

One of the most serious cyberattacks occurred one hour before Russia’s full-scale invasion
began.® The Viasat Satellite system was targeted, likely aiming at Ukrainian military
communications, but the attack also disrupted civilian users across Europe, including wind farms
and private broadband customers. Over 30,000 internet connections were knocked offline, and
5,000 wind turbines in Germany lost remote control access.” This attack vividly demonstrated
the blurring of civilian and military targets, a direct challenge to the principle of distinction under

IHL. Later, on December 19, 2024, Ukraine suffered its most massive external cyberattack on
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state registers, that affected core government databases under the Ministry of Justice.” Ukrainian
officials directly attributed this attack to Russia, and framed it as an effort to disrupt critical
infrastructure and civil administration. According to the Deputy Prime Minister for European
and Euro-Atlantic Integration, Olha Stefanishyna, “As a result of the targeted attack, the
operation of the Unified and State Registers under the jurisdiction of the Ministry of Justice of
Ukraine was temporarily suspended.”' She also stated that this cyberattack was carried out by

Russians to disrupt the operation of the state’s critical infrastructure.”

The Ukraine case clearly illustrates how cyber operations make it extremely difficult to
distinguish between military and civilian targets, especially when critical national infrastructure
plays both civilian and military roles. These examples directly challenge the application of IHL,

as the principle of distinction is fundamental to protecting civilians during armed conflict.

3.2 The principle of proportionality - How can cyberattacks be assessed

for excessive harm?

Another core principle of international humanitarian law is the principle of proportionality.”
Where the infliction of incidental harm on civilians or civilian objects cannot be avoided, it is

subject to the principle of proportionality.®* The principle of proportionality becomes especially
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complex in cyber warfare, where the dual-use nature of most digital infrastructure complicates

both target selection and harm assessment.

According to article 51(5)(b) of the AP I, the indiscriminate attack is “an attack which may be
expected to cause incidental loss of civilian life, injury to civilians, damage to civilian objects, or
a combination thereof, which would be excessive in relation to the concrete and direct military
advantage anticipated.” As Nils Melzer mentioned in his book, the key term to be examined in
the proportionality equation is “excessive.”® ITHL does not establish an objective threshold above
which the infliction of incidental harm would be excessive and this vagueness creates a
significant challenge when evaluating proportionality, especially in a cyber context where

damage is often indirect, delayed, or intangible.

Nils Melzer further asserts that a proper proportionality assessment must include not only
immediate consequences but also the foreseeable second and third-order effects of cyberattacks.
For instance, attacks against dual-use infrastructure, such as targeting an electricity grid or
telecommunication network, may seem justifiable if used for military purposes, but its shutdown
could also deprive civilians of essential services such as hospital access, public safety alerts,
clean water, etc., thereby leading to excessive harm. The case of Ukraine has shown exactly this

pattern of disruption.”’
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Another author argues that proportionality also applies to the indirect effects of an attack.”® A
cyber attack is responsible for the indirect effects on a civilian population caused by an attack on
the control system of an electrical generator. Additionally, article 56 of the AP I states that
“works or installations containing dangerous forces, namely dams, dykes and nuclear electrical
generating stations, shall not be the object of an attack, even where those objects are military
objectives, if such attack may cause the release of dangerous forces and consequent severe losses
among the civilian population.”” States tend to have different approach towards this issue. For
example, the US takes the view that “remote harms resulting from the attack do not need to be
considered in a proportionality analysis,” while the UK maintains that “regard must also be had

to the foreseeable effects of the attack.”'%

One of the legal uncertainties lies in the definition of what counts as “damage” in cyber contexts.
If a cyber operation results in the same effect as would a kinetic attack, then it is safe to say that
the damage occurred.'” However, many cyber operations have not resulted in the same effects as
kinetic force. For example, in the case of Georgia, Russia’s cyberattacks caused psychological
terror and fear in society, but they did not cause any physical damage.'” These effects, while
non-kinetic, arguably still contributed to civilian harm and raised questions under the principle of

proportionality,
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In December 2023 Kyivstar, Ukraine’s largest telecommunications provider, was targeted by
Russian cyber operations. Russian-affiliated hackers launched a destructive cyber operation
targeting the core systems of Kyivstar.'” This company provides phone and internet services to
more than 24 million people, and essential communication infrastructure for the Ukrainian

Armed Forces and government agencies.'®

When this system was attacked, it caused a
broadscale disruption, air raid alarms did not go off, financial systems were down, and people
could not pay for buses. These problems were not accidents. They could have been expected,
given Kyivstar’s obvious importance to civilian life. On the one hand, if Kyivstar’s military
communications were the primary target, there could be a military advantage in degrading
Ukraine’s capabilities, on the other hand, the widespread harm to civilians, who were cut out off
from emergency warning, financial services, and basic communications, raises questions about
whether this incidental civilian harm outweighed the anticipated military benefit. As mentioned,
some targets have dual-use meanings, which may be lawfully targeted if they make an effective
contribution to military action, but the attackers must minimize civilian harm. In this case, the

scale of disruption to civilian life highlights the risk that the attack violated the principle of

proportionality.

The 2017 NotPetya malware attack against Ukraine presents another striking illustration.
Although there was no formally declared international armed conflict (IAC)'® in Ukraine at that

time, the country was engaged in a broader ongoing hostilities with Russia, which began with the
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annexation of Crimea in 2014'% and continued with the conflict in Eastern ukraine, it can be
argued that there was a connection between this cyber attack and an armed conflict.'”” NotPetya
was first designed to hit Ukrainian government, banks, airports, and infrastructure.'® But the
malware spread fast and even affected countries outside Ukraine. The plan was to damage
Ukrainian systems that were seen as military targets during the conflict with Russia, but the

damage went beyond that.'®”

When we look at it from proportionality rule under IHL, the main legal question is if the military
gain from damaging Ukrainian systems was more than the harm done to civilians, businesses,
and other countries. NotPetya spread uncontrollably, which shows just how difficult it is to
control cyberweapons. It makes it harder to meet proportionality requirements when attackers

cannot control it.

In conclusion, the principle of proportionality in cyber warfare raises complex legal and
operational challenges. Cyberattacks, especially when directed at dual-use systems, risk
producing widespread and often unintended harm. The cases of NotPetya and Kyivstar highlight
the difficulty of assessing proportionality when digital weapons cannot be precisely controlled.
These examples demonstrate that without better predictive capabilities and stricter legal

accountability, the principle of proportionality will remain difficult to uphold in cyberspace.
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3.3 The principle of necessity - Are cyberattacks militarily necessary or

excessive?

IHL is based on the balance between military necessity and humanity, ensuring that belligerents
use force only to achieve legitimate military objectives.""” THL recognizes that to defeat an
adversary, it may be unavoidable to cause death, injury, or destruction and even to impose harsh

security measures that would not be acceptable in peacetime.'"!

According to the AP I, military necessity dictates that an attack must be directed at military
objectives that offer a concrete and direct military advantage, and the target’s nature, location,
purpose or use should contribute effectively to military action and its neutralisation should offer
a concrete benefit.''”> However, cyber operations do not always cause direct physical damage,
they can disrupt communications, financial systems, or infrastructure without kinetic destruction,

which may still significantly impact military operations and civilian life.

The Tallinn Manual 2.0 states that cyber capabilities should be assessed like traditional weapons
when determining their necessity, they must be evaluated based on their military advantage

versus the humanitarian consequences."® Some cyberattacks can have long-term cascading

"0 Nils Melzer, International Humanltar/an Law: A Comprehens:ve Introduction (ICRC 2019) 17

3d295300e38788765ee4e/New IHL- handbook pdf accessed 9 May 2025
" lbid 17-18
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effects beyond the battlefield. In cyber warfare, many operations target interconnected civilian
and military infrastructure. For example, a cyber attack that targets an adversary’s military
computer systems satisfies the condition of military necessity by their exclusive military
association.'"* Whether the target creates a definite military advantage is a complicated issue. It
is possible that many cyber attackers would not know the possible effects of cyber attacks; for
example, an attacker that penetrates the computer systems of an electrical generator might gain a
military advantage, but the system may have unforeseen layers that prevent such an advantage
from occurring. In this case, the military advantage is not definite enough to satisfy the condition
of military necessity. Moreover, it is very hard to tell beforehand whether a successful cyber
attack will create a definite military advantage. The challenge lies in determining whether a
cyberattack is the least harmful option to achieve a military objective and whether the resulting

harm to civilians is justified under IHL.

For the cyberattack to meet the necessity requirement, the cyber operation must therefore satisfy
three criteria: (1) the target must be a legitimate military objective, (2) the action must be
necessary to achieve a specific and tangible military gain an (3) thre must not be a less harmful

alternative capable of achieving the same effect.

The cyberattack on Kyivstar illustrates the dilemma. Kyivstar, as mentioned above, plays a

115

dual-use role in national defense and civilian life."” Disabling the core systems significantly

affected emergency warning networks, mobile communications, and digital infrastructure relied
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on by civilians and the Ukrainian Armed Forces."

If the attackers aimed to degrade military
capabilities, the operation might have fulfilled the first element of the military necessity test. But
given the widespread civilian harm, the question becomes whether a narrower or alternative

attack against strictly military systems could have achieved the same goal with fewer

humanitarian consequences.

It seems like balancing the military necessity and humanity in cyber warfare remains an issue, as
cyber operations often lack a clear distinction between military and civilian infrastructure, and
the effects of cyberattacks must be carefully weighed under IHL to ensure that they are not

excessive. The case of Kyivstar clearly highlights the challenge in applying this principle.

In conclusion, the principle of military necessity in cyber warfare must be approached with
caution. The digital nature of cyber operations, combined with the unpredictability of its nature,
makes it difficult to ensure that operations are both necessary and legal. As the Kyivstar case
demonstrates, achieving a military advantage cannot justify attacks that cause broad and
foreseeable civilian disruption, especially if less harmful alternatives may exist. As cyber
operations continue to evolve, military necessity should be interpreted through a lens that reflects

both technological reality and humanitarian limits.
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3.4 Attribution challenges - How can states be held accountable for

cyberattacks under IHL?

Unlike conventional warfare, where military actions and the responsible parties are often clear, in
cyberspace it is hard to identify the actors behind attacks and determine whether they can be held

accountable under international law.'!’

One of the most significant issues in applying IHL to cyber warfare is attribution, the process of
identifying the entity or state responsible for a cyberattack.'® In traditional military operations,
armed forces operate under state command, which makes attribution relatively easy. However, in
the cyber domain, operations are often conducted by proxy groups or individual hackers who
may or may not have ties to a government.""” The attackers are able to hide their origins and
make it difficult to determine whether the attack can be attributed to a specific state because of
its decentralized nature.'”® This, in turn, complicates the process of holding states accountable

under THL.

As Nils Melzer explains, in international law, if someone acts under the control of a state, their

actions can be counted as the state’s actions.'?! These people are called "state agents." But if
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people or groups act alone and do not have strong connection to a state, they are "non-state
actors."'?? This chapter focuses on the role of non-state actors in cyber operations and the legal

principles governing the attribution of their actions to states.

Attribution is a fundamental requirement for establishing state responsibility under international
law.'"”® Michael Schmitt notes that there are clear conditions that must be met to say that a
non-state actor is controlled by the state.'** Additionally, for a state to be held liable, the act in
question must constitute an internationally wrongful act under international law. Attribution is a
multi-layered process that extends beyond forensic evidence and requires legal, political, and

strategic assessments to determine state responsibility.'?

Legal attribution can be categorized into direct and indirect attribution. As Eric Mejia argues,
direct attribution holds a state liable for the acts or omissions of individuals exercising its
authority and acting as an extension of state power.'?® Indirect attribution, on the other hand,
involves acts or omissions by non-state actors that are generally not attributable to a state but
may engage state responsibility if the state fails to exercise "due diligence" in preventing,

stopping, or responding to such acts.'”’
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The Articles on Responsibility of States for Internationally Wrongful Acts (ARSIWA), adopted
by the International Law Commission (ILC) and endorsed by the United Nations General
Assembly (UNGA) in 2001, provide a key framework for determining state responsibility in
cyberspace.'® Article 1 of ARSIWA establishes the foundational principle that "every
internationally wrongful act of a State entails the international responsibility of that State."'”
Article 2 outlines two essential criteria for state responsibility: first, an act must constitute a
breach of an international obligation; second, the breach must be attributable to the state under
international law."*® These criteria present significant challenges in cyber warfare, where cyber

operations are frequently conducted by independent groups, hacktivists, or government-affiliated

cyber units because it complicates direct attribution.

Generally, cyber operations conducted by private individuals or groups are not attributable to

states.'3!

However, Article 8 of ARSIWA, which embodies customary international law,
stipulates that "the conduct of a person or group of persons shall be considered an act of a State
under international law if the person or group of persons is, in fact, acting on the instructions of,
or under the direction or control of, that State in carrying out the conduct."'* This means that if a
non-state actor carries out a cyber operation under a state's instruction, direction, or control, the

act becomes attributable to that state. The crucial element here is the level of connection between

the state and the actors conducting the cyber operation.
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The Tallinn Manual 2.0, which builds upon ARSIWA, provides additional guidance on
attribution in cyberspace. Rule 17 of the Tallinn Manual reflects Article 8 of ARSIWA and states

that cyber operations conducted by a non-state actor are attributable to a state when they are:

e Conducted pursuant to its instructions or under its direction or control, or

e Acknowledged and adopted by the state as its own.'*

This rule highlights that states may bear responsibility for cyber operations conducted by
non-state actors, such as individual hackers, criminal organizations engaged in cybercrime, cyber
terrorists, or insurgent groups if they exert a sufficient degree of control over these actors.'** The
rule should be analyzed in combination with the legal doctrines of "effective control" and
"overall control," which are central to assessing whether a state has sufficient influence over

non-state cyber actors to be held accountable for their actions.

Rule 14 of the Tallinn Manual further states that "a state bears international responsibility for a
cyber-related act that is attributable to the state and that constitutes a breach of an international
legal obligation."'** This principle aligns with Article 2 of ARSIWA, which specifies that an

internationally wrongful act consists of an action or omission that:

1. Constitutes a breach of an international legal obligation applicable to that state, and

2. Is attributable to the state under international law.
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The absence of either element precludes state responsibility for the act in question.'*® The ICJ has
reaffirmed the customary nature of this principle in several cases, including the Nicaragua Case,
which set an important precedent on state attribution in conflicts involving non-state actors. The
Tallinn Manual 2.0 also expands this concept by stating that a state can bear responsibility for
acts beyond direct cyber operations, including cases where it makes its cyber infrastructure
available to non-state groups, fails to take necessary measures to prevent cyber operations
originating from its territory, or provides material support, such as hardware or software, to

facilitate cyberattacks.'*’

The ICJ and the International Criminal Tribunal for the former Yugoslavia (ICTY) have taken
different approaches to the question of attributing internationally wrongful acts conducted by
non-state actors to a state. While the ICJ applies a stricter effective control test, the ICTY
introduced a more flexible overall control test, which allows for a broader attribution of

responsibility.

Effective Control

The effective control test was developed by the International Court of Justice (ICJ) in the
Nicaragua v. United States (1986) judgment and it is a standard for attributing actions of
non-state actors to a state.”*® According to the ICJ, a state can be held responsible only if it has
direct and specific control over the operations of the group.'** While the Contras depended on US

funding and supplies, the court concluded that their violations of international humanitarian law
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could not be attributed to the US unless there was proof of specific operational control over their

unlawful acts.'*

This means that the state must not only provide general support, such as
funding or training, but must also direct or enforce the specific unlawful actions carried out by
the non-state actor, and in this case the court said that financial support alone was insufficient to
establish state responsibility.'*' This test is important to decide when a state becomes responsible
for acts committed by non-state actors. A state may be held accountable or even become a
legitimate target if it exerts direct control over non-state actors engaged in hostile activities
against another state. However, this test sets a high threshold for attribution, as it requires clear

evidence that the state was directly involved in planning, coordinating, or approving specific

operations.

This is very important in the cyber context because states often use hacker groups or proxies who
act with different degrees of state involvement. The Tallinn Manual 2.0 applies the effective
control test to cyber operations. Rule 17 says that state’s general support is not enough to
establish attribution."”> The manual also says that many of these hacker groups work
semi-independently, and states often deny their connection even when they benefit from the
results.'® For example, during the war in Georgia, Russia denied all invovelement in cyber
attacks, and the attribution became very difficult.'** Even if a state gives malware or cyber

infrastructure, this does not mean the state is responsible, it has to be proven that the state also
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approved or directed the specific operation.'”® The ICJ also explained that support like weapons

or training is not enough, what matters is if the state was directly involved in unlawful acts.'*

Legal scholars such as Frangois Delerue think that the effective control test is a strict rule for
attributing responsibility."” It is very difficult to prove that a government controlled a hacker
group directly. The Tallinn Manual shows this problem and says that international law may need

to adapt or change to respond to these new challenges.'*®

Overall control

In the Tadi¢ case, the Appeals Chamber of the ICTY adopted a different approach. The
difference was in introducing the overall control test. This test is thought to be more flexible and
less restrictive than the effective control test set by the ICJ in Nicaragua. The overall control test
was established in the ICTY case Prosecutor v. Tadi¢ (1999) to determine when the actions of a
non-state actor can be attributed to a state.'* Dusko Tadic, a Bosnian Serb, was tried for crimes

committed in 1992 at several detention camps in Prijedor.
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Unlike the effective control test, which requires a state to direct specific operations, the overall
control test allows attribution when the state plays significant role in organising, coordinating, or
planning the military actions.'”® The ICTY ruled that this includes providing material support,
such as funding, training, and equipment, but does not require the state to give direct orders for
every attack.”' In Tadic, the tribunal held that if a state was involved in the general planning and

coordination, responsibility could arise under international law.'>

This ruling emphasized that states cannot avoid responsibility by simply using proxy forces without
giving precise orders. The test expands the scope of attribution beyond the strict conditions of the

effective control test and has influenced how scholars and practitioners approach cyber operations..

Christian Henderson argues that the overall control test is sometimes more appropriate,
especially since it requires a lower threshold. It applies when a state equips and finances a group
and helps coordinate or plan its activities."®> Antonio Cassesse suggests that both tests have their
place. The effective control test is better for situations involving individual actors acting on
behalf of a state,'>* while the overall control test suits structured armed groups.'>> Although, the
IcJ has remained with the stricter standard, the ICTY and several scholars believe the broader
test better fits modern conflicts. However, as Delerue notes, the ICJ later rejected the overall
control test in the Bosnian Genocide case and reaffirmed the effective control standard from

Nicaragua, considering it more appropriate for questions of attribution.'*
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In the context of cyber warfare, attribution becomes even harder. Cyber actors like hacktivist
groups often lack clear command structures. Proving a state issued specific orders, as requires
under the effective control test, is almost impossible when groups act with state approval but no
direct instructions. The overall control test, which focuses more on general support like funding
or infrastructure, offers a more realistic way to establish state responsibility. Understanding the
difference between these two tests is important in assessing whether cyber operations violate
IHL. The ICJ’s narrow approach limits accountability unless explicit orders can be shown, while
the ICTY’s broader test allows for responsibility even with indirect involvement. Given how
states increasingly rely on cyber proxies, the overall control test may offer a better legal tool for

addressing modern challenges in cyber warfare.

Cases

Georgia (2008)

One of the primary objectives of this research is to examine Russia’s cyberattacks against
Georgia and Ukraine and explore the extent to which these attacks can be attributed to Russia. In
most cases, Russian cyber actions have been an addition to the already developing conflict
situation rather than a separate attack. This pattern was evident during the Russia-Georgia war in
2008 when cyber operations were launched alongside kinetic military actions.'””” These
cyberattacks included computer network operations designed to disable or degrade Georgia’s
infrastructure. Government computer systems, websites, and media outlets were targeted through

large-scale DDoS attacks, resulting in a virtual cyber blockade.'”® On the day the war began,
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Russian hacktivist websites circulated lists of Georgian sites to attack, providing instructions,
downloadable malware, and after-action assessments."”” Georgian networks faced repeated
intrusions, with forensic investigations later revealing that hackers had been probing and testing
government servers since at least July 20, 2008. Connell and Vogler argue that the degree of
coordination among the attackers suggests that the cyber operations were part of a premeditated
campaign plan. The scale, timing, and sophistication of the attacks indicate that they were likely

coordinated with conventional military operations.'®

Still, in many cyberattacks like these, Russia never claimed responsibility.'®" Even if the timing
and clues pointed to Russian involvement, there was no strong proof to attribute the actions to
Russia.'® This shows how hard it is to connect a cyberattack to a state. This inconsistency allows

the states to exploit attribution challenges and operate in cyberspace with relative impunity.'®

Ukraine

Even before Russia’s full-scale invasion of Ukraine in 2022, Ukraine had already endured years

of Russian cyberattacks targeting critical infrastructure, public services, and military networks.'®*
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Russia carried out several major cyber operations against Ukraine, including the NotPetya attack

in 2017.'

NotPetya was a highly destructive malware attack that initially targeted Ukrainian government
institutions, banks, and infrastructure but quickly spread worldwide.'®® The attack exploited
existing VPN connections between foreign companies and their Ukrainian branches, allowing it
to propagate globally. Maersk, the Danish shipping company, was among the victims, suffering

billions of dollars in damage due to a near-total shutdown of its IT systems.'®’

In July 2017, the Security Service of Ukraine (SBU) blamed the Russian security services for
this attack.'® Later, in 2018, both the United Kingdom (UK) and the US formally attributed
NotPetya to the Russian government. A press release from the UK government stated that the
UK National Cyber Security Center had assessed that the Russian military was “almost certainly
responsible” for the attack.'® Similarly, a statement form the White House condemned the attack
as “part of the Kremlin’s ongoing effort to destabilise Ukraine,” characterising it as a reckless

and indiscriminate.'””” But even with strong political words, neither UK nor US formally
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characterised the operation as illegal under international law.'”" This highlights the key problem
in cyber attribution, politicians can blame quickly, but to prove it legally under IHL, a stronger

evidence is needed, which is usually hard or often impossible to attain.

The problem is that cyber teams often work without direct orders, so it is hard to say that the
state gave command. The overall control test, from Tadi¢ case, offers more flexibility by
considering broader forms of state support, this means not just direct orders, but also providing

help, money, tools, or intelligence.

Conclusion

Attributing cyber attacks to states remains one of the most significant legal challenges in the
application of IHL. As demonstrated by the cases of Georgia, and Ukraine, cyber operations
often involve non-state actors, making it difficult to establish direct state responsibility under the
effective control test. While forensic evidence, timing, and strategic alignment may strongly
suggest state involvement, these factors are often insufficient to meet the strict threshold required

for legal attribution.

The overall control test provides a more flexible alternative for holding states accountable when
non-state actors conduct cyber operations with significant state support. However, even this
broader test does not fully resolve the attribution dilemma in cyberspace, where still pretend they
have nothing to do with the attacks while quietly benefiting from cyber operations carried out by

proxies.
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In the end, this difficulty makes it even easier for actors to avoid responsibility and adds the
bigger problem to impunity in cyber warfare. Without clearer legal standards and mechanisms
for accountability, states can exploit attribution challenges to conduct cyber operations with little
fear of legal consequences. As cyber warfare continues to evolve, the international community
must consider whether existing attribution frameworks under IHL are sufficient or whether new

legal mechanisms are needed to address the complexities of state responsibility in cyberspace.

4. Future of Cyber Warfare and IHL

The recent war between Russia and Ukraine has already shown that cyber operations can cause
huge damage, not only to military targets but also to civilians.'”> Power plants, hospitals, banks,
and other communication systems can be attacked with only a few clicks. Hence, it is arguable

whether the current rules of IHL are strong enough to deal with this new reality.'”

IHL was created to protect civilians during wars and to limit their suffering.'”* But at that time,
most likely, nobody was thinking about cyber operations and it is still not clear what counts as an
attack in cyberspace, moreover, the third chapter shows that there are some difficulties when it
comes to applying the core principles of IHL to the cyberattacks and the problem of attribution

makes it even more complicated because sometimes we do not even know who is really behind
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the cyberattacks. This chapter examines these legal gaps and aims to answer whether IHL should

be modified to cover cyberattacks.

4.1 Legal gaps in IHL regarding cyberattacks

As mentioned before, because of its well-established framework, IHL also applies to cyber
operations during armed conflicts.'”” However, IHL faces some challenges when it comes to
cyber warfare. One reason could be that IHL was created a long time ago, and at that time,
almost no one could imagine that cyberspace would become a fifth domain of warfare.
Nowadays, cyberattacks can harm civilians just as much as traditional weapons during kinetic

warfare.

One of the biggest gaps is about the meaning of a cyber “attack.” Under IHL, an attack is defined
as an act of violence that causes death, injury, or destruction.'”® But in cyberspace, a lot of
operations do not even cause physical harm or destruction. For example, if the cyber operation
disrupts the civilian infrastructure and causes physical damage, then this would be considered an
attack, but disabling a country’s banking system or electricity through malware may not kill
anyone and, therefore it may not constitute an attack at all. The case of the Russia-Georgia war in
2008 is also a good example because even though Russian cyberattacks took down more than
100 Georgian websites, spread misinformation, and created panic among the population, they did

not cause any physical destruction. The Tallinn Manual tries to solve this by saying that cyber
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operations that cause similar effects to physical attacks should be considered as attacks.

However, states are not fully agreeing on this definition yet.'”’

Moreover, as discussed in the third chapter, cyber operations raise new and complex issues with
the core principles of IHL, for example, the principle of distinction, which is designed to ensure
that civilians and civilian infrastructure are spared from the effects of hostilities and the attacks
are directed solely at military objectives.'” Therefore, the attacks that are directed at civilian
cyber infrastructures would amount to a breach of Article 48 of AP I. However, in the context of
cyberspace, the application of this principle becomes highly problematic as a result of the
dual-use nature of cyberspace.'” Unlike traditional warfare, where military and civilian objects
are often physically separated and more easily identifiable, digital systems frequently serve both
purposes simultaneously. For example, an internet server might be used for military
communications, yet also support civilian services such as hospitals, educational institutions,
banking systems, etc. Disabling such a server may cause a tactical advantage, but it also risks
causing severe harm to civilians who rely on the same digital infrastructure. To conclude, the
principle of distinction,faces significant interpretative and practical challenges in the cyber

domain. The dual-use dilemma, the interconnectivity of modern infrastructure, and the

77 Chukwudumebi O Joseph-Asoh, Nkechinyere Worluh-Okolie and Jojo Ebibode, ‘The Rise of
Cyberwarfare: The Applicability of International Humanitarian Law for the Protection of Civilians and
Civilian Objects’ (2024) 10(2) International Journal of Law 92-93
https://www.lawjournals.org/assets/archives/2024/vol10issue2/10065.pdf accessed 9 May 2025.

78 Protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection of
Victims of International Armed Conflicts (Protocol I) (adopted 8 June 1977, entered into force 7 December

1978) 1125 UNTS 3, art 48
https://www.icrc.org/sites/default/files/external/doc/en/assets/files/other/icrc_002_0321.pdf accessed 9
May 2025.

79 Chukwudumebi O Joseph-Asoh, Nkechinyere Worluh-Okolie and Jojo Ebibode, ‘The Rise of
Cyberwarfare: The Applicability of International Humanitarian Law for the Protection of Civilians and
Civilian Objects’ (2024) 10(2) International Journal of Law 94

hitps://www.lawjournals.org/assets/archives/2024/vol10issue2/10065.pdf accessed 9 May 2025.

48


https://www.lawjournals.org/assets/archives/2024/vol10issue2/10065.pdf
https://www.lawjournals.org/assets/archives/2024/vol10issue2/10065.pdf
https://www.icrc.org/sites/default/files/external/doc/en/assets/files/other/icrc_002_0321.pdf
https://www.icrc.org/sites/default/files/external/doc/en/assets/files/other/icrc_002_0321.pdf
https://www.lawjournals.org/assets/archives/2024/vol10issue2/10065.pdf
https://www.lawjournals.org/assets/archives/2024/vol10issue2/10065.pdf

unpredictability of cyber tools all contribute to a legal environment where compliance with

article 48 AP I is extremely difficult.

Another, and perhaps the most important legal gap, is the issue of attribution. As discussed in the
third chapter, attribution in cyberspace remains one of the most problematic aspects of enforcing
[HL in cyber warfare. Identifying the true origin of a cyberattack is often made difficult by the
nature of digital communication. States and non-state actors can employ proxy groups, false flag
operations, and spoofed IP addresses to mask their identity. This makes it difficult and
sometimes even impossible to prove who launched a particular cyber operation. The threshold of
legal attribution in international law relies on demonstrating some kind of control over the actors
responsible for the conduct. For instance, even when state-linked hacker groups operate with a
government’s approval or support, states may deny responsibility due to the absence of evidence.
This legal ambiguity creates a permissive environment where states can act through cyber means
without clear accountability. If an attack cannot be attributed to a state within a conflict, it
becomes impossible to hold the responsible party accountable under IHL, and this on the other
hand, weakens the legal protection for civilians. The Georgian and Ukrainian cases illustrate this
gap clearly. In both cases, Russia was widely suspected of orchestrating cyberattacks during
kinetic military campaigns, but due to a lack of proof, Russia avoided international legal

consequences.

To summarise, the principle of distinction and the issue of attribution highlight the fragile
applicability of IHL in cyberspace. While the legal framework exists, its applications pose a lot
of difficulties. Without clearer standards for attribution and more flexible mechanisms, the ability
to protect civilians and enforce accountability in cyber conflicts will remain severely

constrained.
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4.2 Should IHL be modified to regulate cyberattacks explicitly?

The debates about whether the IHL should be changed or updated to regulate cyberattacks are
growing. Nowadays, some experts argue that with cyber operations becoming a normal part of
armed conflicts, there is a need for specific rules made only for cyberspace, but this view also

has opponents.

One scholar argues that the main problem is that IHL was originally created for conventional
warfare at a time when cyberattacks did not exist.'® Today, this creates serious limitations, and
the only way to address them might be either through adopting a new international convention
focused entirely on cyber conflicts or through the gradual development of binding customary law

based on consistent state practice carried out with a sense of legal obligation.

Hannah Gray, in her article argues that cyberwarfare poses significant challenges to the
international governance of armed conflict.'"® She states that the current legal framework
regarding the non-state actors and attributability must be reviewed to apply them to cyber
attacks, or new guidelines for cyber warfare should be discussed. This view has a lot of
supporters among scholars. For example, another author suggests that “there should be a new
protocol added to the Geneva Conventions of 1949 with respect to cyber warfare and cyber
operations.” Moreover, he states that a new treaty document is one way to regulate cyber warfare

and that the treaty should provide clear definitions of cyber warfare, cyber operations, and cyber
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attacks. He believes that until a universally accepted definition is established, the development of

an international framework to govern cyber warfare will not happen.'*?

Furthermore, Nils Melzer states that cyberwarfare does not exist in a legal vacuum; in opposite,
it 1s subject to well-established rules and principles, but at the same time, the states should be
aware of their moral responsibility toward the next generations.' Nicholas Tsagourias and
Michael Farrel believe that international law should face and shape cyber reality by establishing
a regulatory framework within which states, individuals, and other entities can operate and be

held accountable. '8

Some authors and scholars agree that it is essential to recognise the distinct nature of the cyber
domain and establish the legal framework that comprehensively discusses its complexities.'®
However, there are also arguments that IHL is flexible enough. For example, Heather Harrison
Dinniss says in her book that even though computer network attacks raise challenging issues for
the current laws of armed conflict, for the most part, existing laws are capable of adapting to the
new technology. She mentions the Martens Clause, which “was drafted with exactly this

eventuality in mind, and ICJ has noted that the clause has proved to be effective means of
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addressing the rapid evolution of military technology.” She believes that the new convention that

addresses the issue is unnecessary.'

the Tallinn Manual, although non-binding, remains the most detailed attempt to interpret existing
IHL rules in the cyber context. Christopher S Yoo, in his article, states that although the Tallinn
Manual is a step in the right direction within its scope, some parts of cyber operations remain
unaddressed.’®” Another scholar states that the Tallinn Manual is the only comprehensive
document developed by the experts, but it lacks binding effects as it is not made by state
consensus.'®® It is also argued that the current IHL does not fully address the challenges posed by
new forms of warfare, such as cyberattacks, and despite existing legal instruments, their
effectiveness in hybrid conflicts remains limited due to the lack of mechanisms adapted to

contemporary challenges.'®’

Another important point is the growing use of cyber countermeasures. Many states are now
developing their own cyber defence and attack systems. Alika Gochua and Thornike
Zedelashvili, in their article, highlight the need for new cyber security strategies in Ukraine and

Georgia, which should be based on modern standards."
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To sum up, the debates around changing or updating International Humanitarian Law to
explicitly regulate cyberattacks are still ongoing and complex. Some scholars strongly believe
that new rules are necessary because the nature of cyber warfare is different from traditional
wars, and the current legal framework is not enough to protect civilians or hold responsible
actors accountable. They argue that a new protocol or even a new treaty is needed, with clear

definitions and rules that can address the unique challenges of cyberspace.

At the same time, others believe that the existing IHL is flexible and strong enough to cover
cyber operations and that what is really needed is better interpretation and state practice.
Instruments like the Tallinn Manual are seen as a good start but still not enough because they are

not legally binding.

The ongoing Russia-Ukraine conflict shows that cyber operations are already part of modern
wars. Whether through new treaties, protocols, or improved interpretation of existing laws, it is
clear that more must be done to make sure civilians are protected and that cyber operations are
regulated under international law. States have the responsibility not only to adapt to this new

reality but also to act for the sake of future generations.

5. Conclusion

This thesis has examined how IHL applies to cyber operations during armed conflicts, especially
in the context of the Russia-Ukraine war. The analysis has shown that THL is not only relevant,
but also necessary to apply in the cyber domain. The main principles of IHL remain essential, but
their application in cyberspace is far from simple. At the same time, current events show that

legal frameworks must be improved in order to meet the realities of cyber warfare. Several
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lessons can be drawn from these developments, and they should be considered in order to protect

civilians more effectively.

Even though scholars, international bodies, and the states confirmed that IHL applies to cyber
operations during armed conflicts, applying the rules in practice is legally and technically very
complex.'! The digital nature of cyber operations, the shared civilian-military infrastructure, and
the anonymity of actors create serious challenges to implementing these rules in practice. For
example, the principle of distinction becomes very difficult when civilian and military
infrastructure are interconnected. Cyber operations often use the same networks that are also
used for hospitals, water systems, or public communication. A cyberattack that targets a military
server might also damage critical civilian infrastructure. This has been seen in the case of
Kyivstar attack in Ukraine, where a communications network was targeted, but the effects were
felt not only by the military, but also by civilians and even users in other countries. In such cases,
the separation between civilian and military targets becomes very weak, and the protective
purpose of IHL is undermined. The same applies to the principle of proportionality. In cyber
warfare, it is often hard to predict the effects of an attack. A cyber operation might seem to have
a military objective, but in reality, it may result in long-term or indirect damage to civilians,
especially when it disables energy systems or medical services. This unpredictability makes it
difficult to assess whether the harm caused to civilians is excessive in relation to the military
advantage gained. And since cyber effects can be spread across borders, this also raises concerns
about how to evaluate harm, especially when consequences are delayed or less visible compared

to traditional kinetic attacks.

91 International Committee of the Red Cross, The Potential Human Cost of Cyber Operations (ICRC
2021) 68 https://shop.icrc.org/the-potential-human-cost-of-cyber-operations-pdf-en.html accessed 9 May
2025.
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The principle of military necessity also becomes more unclear in cyber contexts. Many cyber
operations aim to disrupt, not destroy, and the military advantage is often not immediate or even
certain. For instance, an operation that takes down a power grid might be intended to slow down
logistics, but at the same time it could leave entire communities and hospitals without power. In
such cases, it is not always possible to say that the operation meets the legal test of necessity,

especially when there may be other less harmful options available.

One important lesson from recent conflicts is that cyber warfare could directly affect civilians
and their survival. Attacks on civilian objects like hospitals, water systems, or banking networks
can have consequences that are just as serious as traditional military operations. Therefore, legal
frameworks must do more to address these risks. IHL already provides protection for civilian
infrastructure in kinetic warfare, but cyber operations are more difficult to control and often go
unnoticed until it is too late.””® Specific legal rules should clarify that cyber operations against
critical civilian infrastructure are prohibited, even if they do not cause physical destruction. The
current silence of the law in this area creates space for harmful actions that escape

responsibilities.

Another, and perhaps the biggest issue is attribution. This thesis has discussed the legal standards
used to attribute cyberattacks to states, focusing on the effective control test from Nicaragua case
and the overall control test from the Tadi¢ case. Both of these standards are very difficult to
apply in cyber warfare. In practice, it is almost impossible to prove who was behind an attack,

especially when states use proxies, hackers, or even false flag operations to hide their

92 Protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection of
Victims of International Armed Conflicts (Protocol |) (adopted 8 June 1977, entered into force 7 December
1978) 1125 UNTS 3, art 52
https://www.icrc.org/sites/default/files/external/doc/en/assets/files/other/icrc_002_0321.pdf accessed 9
May 2025.
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involvement. This was also seen in the Russia-Georgia war, where strong suspicion existed about
Russian involvement in cyberattacks but no direct proof could be found. The standard for
attribution is too high for modern cyber conflicts, and this allows states to act indirectly and
avoid accountability. Even though Tadi¢ offered a broader test, the ICJ later rejected it in the
Bosnian Genocide case, making the effective control standard the main legal test.'”® In cyber
warfare, this standard is often impossible to meet, as the attackers are anonymous and the

command structures are unclear.

A potential way forward is through the development of new legal mechanisms for attribution.
These could involve international cooperation on evidence collection, shared technical tools or
even the creation of an international body to assess cyber incidents. Lowering the standard of
proof in cyber attribution could also be considered, as long as it does not compromise legal
certainty. While this would represent a shift from traditional standards, it may be necessary to
ensure accountability in a domain where perfect evidence is rarely available. Another path could
be through state practice and opinio juris, which, over time, can create customary international
law. If more and more states come to agreement that IHL should cover cyber operations and act
like that, it can help solidity those rules faster. But this is very slow and uncertain route of
development. On the other hand, the ICJ could also play a role by clarifying how IHL applies to
cyber operations. For example, if the ICJ were to accept a case about state-backed cyberattacks it
could develop a new test for attribution or offer guidance on applying the existing principles of
IHL in cyberspace. This would help close the legal gaps. However, this process depends largely

on political circumstances and the willingness of states.

193 Franc;0|s Delerue, Cyber Operatlons and Internatlonal Law (Cambrldge University Press 2020) 141
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It can be concluded that without a new treaty or binding consensus, legal uncertainty will persist.
States interpret rules in different ways, apply them selectively, and often prioritise military
advantage over humanitarian considerations. As a result, IHL risks becoming ineffective in cyber
warfare, which is increasingly common in modern conflicts. This thesis has discussed the
possibility of developing a new international treaty or legal doctrine for cyber warfare. While
this is the most logical solution, it can also be politically difficult. States can be reluctant to agree
on new conventions that would limit their cyber capabilities. A binding treaty would impose
legal obligations, require more transparency, and potentially expose states to liability for actions

they currently conduct with impunity. However, the lack of binding norms comes at a cost.

In conclusion, this thesis has shown that the legal framework of IHL, while applicable to cyber
warfare, faces serious difficulties in practice. The principles of distinction, proportionality, and
military necessity are hard to implement when targets are digital, dual-use, and invisible. The
legal standard for attribution is too high for cyber conflicts, allowing states to escape
accountability by acting indirectly or through proxies, and non-state actors playing an increasing
role further complicates the scenario. There is no binding treaty to regulate cyber operations, and
while instruments like the Tallinn Manual help, they cannot enforce compliance. Moving
forward requires some kind of innovation, new doctrines, stronger state cooperation, and perhaps
even the development of an international agreement. States must also recognise that cyberspace
is no longer just a technical domain, it is a battlefield, and as such, it must be governed by rules
that protect civilians and promote peace. If IHL is to remain relevant in the 21st century, it must
evolve to address the realities of cyber warfare. Sitting still is not an option anymore because the

next war might not begin on the ground or air but from the cyber domain.
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