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Russian scholarly discussions of nonmilitary warfare
as securitizing acts

Markus Balazs Goransson

Department of War Studies and Military History, Swedish Defence University, Stockholm, Sweden

ABSTRACT

The article examines Russian scholarly discussion of nonmilitary war-
fare with reference to securitization theory. Focusing on three main
concepts of nonmilitary warfare that have featured in the Russian
scholarly military and security debate in recent years — information
war, color revolutions and hybrid war - it shows that Russian scholarly
discussion of nonmilitary warfare, as it has evolved over time, has
cast a widening range of phenomena as potential security threats,
implying the need for an expanded state response to meet these
threats. The broadened Russian understanding of security has some
parallels in Western security discussions. However, a crucial distinction
is that the Russian discussion has remained wedded to strong statist
notion of security and a preponderant Western enemy image.

Introduction

In recent years, Western scholars have paid increasing attention to Russian military
theorizing, which comes after a lull in interest in the 1990s and early 2000s, when
Russia’s military, having suffered a dramatic decline following the collapse of the Soviet
Union, was viewed by many in the West as a bygone threat. With Moscow’s new
military assertiveness on the world - which reached a peak with Russias full-scale
invasion of Ukraine in February 2022 - Western thinkers are increasingly turning their
sights to Russian theorizing about war.

Part of the recent Western discussions about Russian military thinking has focused
on ideas of nonmilitary warfare. Much ink has been spilled on “hybrid warfare”!, “New
Generation Warfare™, “subversion war”?, “information war”, “color revolutions” and
other concepts that center on the potential use of nonmilitary means in contemporary
warfare. Mark Galeotti, Bettina Renz, Ofer Fridman, Oscar Jonsson and Janis Bérzin$
are some of the Western scholars who have written about the growing focus on non-
military means in Russian military discussions. As Jonsson notes:

The traditional Russian understanding of the nature of war as defined by armed violence
has broadened to include nonviolent means of information-psychological warfare and color
revolutions, which are now seen to be so effective that they are equivalent to violence,
blurring the boundaries of war and peace.®
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Russian ideas of nonmilitary warfare have often been considered from two vantage
points. On the one hand, research has focused on the extent to which the new Russian
ideas have marked a break in Russian military thought or, alternatively, if they follow
on older Soviet thinking about warfare.® On the other, it has considered whether the
new ideas have been operationalized in recent Russian military practice, particularly
in Russia’s takeover of Ukraine’s Crimean Peninsula and in its political warfare against
the West. Much of the focus, in other words, has been placed on the ideational content
of the Russian military discussions and its impact on Russian war fighting.

The present article considers the Russian scholarly discussion of nonmilitary warfare
as a discourse, and specifically the manner in which it represents threats. How are
nonmilitary phenomena, including foreign diplomacy, political instability, social protests,
religious organizations, NGOs, epidemics and migration, represented as threats in
Russian scholarly military discussions? How can we understand the process through
which certain phenomena traditionally outside the military domain become discursively
represented as state security threats? In considering these questions, the article draws
on securitization theory, which addresses the linguistic processes through which phe-
nomena become constructed as threats.

The article is divided into three parts. First, it discusses securitization theory as
expounded by the Copenhagen School and its relevance for understanding Russian
academic discussions of nonmilitary warfare. Then, it considers Russian academic
discussions on nonmilitary warfare, focusing on three concepts that have been salient
in Russian scholarly military discussions in recent years: information war [informat-
sionnaya voyna], color revolutions [tsvetnye revol'yutsii] and hybrid warfare [gibridnaya
voyna]. Lastly, it reflects on the findings, including the implications of the academic
discourse on nonmilitary warfare for Russian security policy.

The article draws on a range of Russian books and journal articles that address the
three concepts studied in this article. Among them are articles from the two flagship
journals of Russian military studies, Voennaya Mysl’ [Military Thought] and Vestnik
Akademii Voyennykh Nauk [The Journal of the Russian Academy of Military Science],
both of them published by the Russian Ministry of Defense, and Problemy natsional’noy
strategii [Problems of national strategy], issued by the Russian Institute for Strategic
Research (RISS), which is affiliated with the administration of the President of the
Russian Federation. Articles on information war, color revolutions and hybrid warfare
in other journals are also discussed. The books that are considered include Aleksandr
I. Vladimirov’s three-volume opus Osnovy obshchey teorii voyny [The foundations of
a general theory of war], Igor Panarin’s books on information war, Igor Popov and
Musa Khamzatov’s Voyna Budushchego [War of the future] and Pavel Tsygankov’s
“Gibridnye Voyny” V Khaotiziruyushchemsya mire XXI veka [“Hybrid wars” in the
chaotizing world of the 21st century].

The article argues that Russian scholarly military discussions of information war,
color revolutions and hybrid war broaden the range of conceivable security issues for
Russia in Russian scholarly discourse, which, in turn, widens the horizon of legitimate
political action. Importantly, the three terms are weakly conceptualized and frequently
lack empirical substantiation, yet function discursively to recast social, political, dip-
lomatic and other phenomena as potential security threats.
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Axioms of Western enmity

The growing focus on nonmilitary warfare in Russian military discourse has been
underpinned by assumptions of Western malevolence. This Western enemy image has
been inherited from the Cold War, when the West and particularly the United States
were (quite accurately) seen as major external threats to the Soviet Union. Today, that
enemy image is again strong to the point of being treated axiomatically in Russian
military and security scholarship. For example, Aleksandr Vladimirov, Aleksandr
Bartosh, Marina Kuchinskaia and other scholars do not find it necessary to justify
casting Western state actors as major threats to Russia but treat it as a given in their
writings. The following passages from General Vladimirov’s three-volume opus, The
Foundations of a General Theory of War, well illustrates this:

It is possible and necessary to conduct a dialogue with the West, but one should under-
stand that in the West there is nothing sacred and nothing can be sacred (emphasis in
the original); the West has no allies, no feelings, there is only the interests of the ruling
minority of pathologically greedy, moral freaks; because of this, the West always behaves
like a bandit, and will always behave as such as long as they are in charge.

Kuchinskaia, a senior researcher at the Russian Institute for Strategic Studies (RISS),
similarly treats Western enmity as a given:

The political will and the availability of the combined resources of the United States and
NATO permit it within the framework of its strategy, which is directed towards global
domination, to successively conduct subversive operations within the framework of the
hybrid war that is being conducted against the Russian Federation.”

It is in this context of assumed Western enmity that much of the Russian scholarly
discussion of widening nonmilitary threats unfolds.

Securitization theory
Background

Securitization theory was originally developed by researchers associated with the
so-called Copenhagen School and derives from the understanding that security is an
essentially contested concept. As Michael J. Butler and Zena Wolf have noted, secu-
ritization theory emerged as part of a wider shift in security studies in the late 1980s
and the early 1990s away from statist understandings of security to more eclectic
notions.® The post-Cold War period saw structural transformations in the global
political system that “stimulated greater recognition of the possibility of a ‘new’ security
environment in which security actors, threats, and responses alike are subject to an
ongoing social and political process of definition, redefinition, and contestation.”®
Turning their sights to that process, Barry Buzan and Ole Waever, among others,
sought to understand how certain issues become recognized as security issues while
others do not. To answer this question, they drew on J.L. Austin’s speech act theory'
which maintains that language has both locutionary, illocutionary and perlocutionary
functions.!! Language is locutionary because it performs an utterance, illocutionary
when it seeks a communicative effect (for instance, through a promise or a warning);
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and perlocutionary in the sense that it may have effects beyond those that were
intended."

Using Austins framework, researchers have explored how issues become framed as
security threats and why a particular framing may become accepted by an audience.
They have argued that a key element in this process is the ability of a securitizing
actor to convince an audience that a particular issue poses an existential threat to a
valued referent object,'® for instance lives, livelihoods, cultural identity or the stability
of the state. Acknowledgement of an issue as an existential threat paves the way for
accepting the use of extraordinary measures to protect the threatened object. This
elevates, they point out, the issue from ordinary politics to a level where extraordinary
measures are deemed acceptable and necessary.!* As Michael C. Williams notes, secu-
ritization refers to processes whereby “the socially and politically successful speech act
labels an issue a security issue, removing it from the realm of normal day-to-day
politics, casting it as an existential threat calling for and justifying extreme
measures” ',

Securitization, thus, involves four elements: 1) a securitizing actor that claims that
a particular issue needs to be treated as a security matter; 2) a claim that a particular
phenomenon presents a threat; 3) the identification of a referent object that is being
threatened; and 4) an audience that needs to be convinced that the identified phe-
nomenon threatens the referent object. The theory is rooted in a constructivist view
of security as contingent on linguistic action, and draws attention to the linguistic
moves performed by the securitizing actor to recast something as a security threat.

Securitizing move vs securitization

In the classic elaboration of securitization theory the securitizing move is distinguished
from securitization itself. While the former constitutes an effort to present an issue
as a security threat, the latter arises when that issue is accepted as such by a relevant
audience. Some scholars have argued that this distinction introduces a degree of con-
fusion at the heart of the securitization framework. Thierry Balzacq has questioned
whether it is at all possible to understand securitization as both a speech act and an
intersubjective process that relies on the involvement of an audience,'® suggesting that
securitization should instead be understood as the outcome of strategic discursive
action conducted in a social context, i.e. “a field of power struggles in which securi-
tizing actors align on a security issue to swing the audience’s support toward a policy
or course of action”'” Sarah Léonard and Christian Kaunert, along with others,'® have
argued that one must take into account multiple audiences, “characterized by different
logics,” yet all “inter-linked as they are part of the same policy process.”'® Others have
pointed out that the failure of securitizing moves often depends on the audience,”
insisting that special attention should be afforded to this element of securitization in
securitization research.

In the present article it is assumed that the audience and the securitizing move can
be kept analytically apart, like in the original Copenhagen School framework but in
contrast to Balzacq. To be sure, it is acknowledged that the response of the audience
to a securitizing move determines its outcome and may, as Balzacq points out, be
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heavily implicated in the strategic deliberations of the securitizing actor. Yet, this does
not preclude that the linguistic performances through which an issue is recast as a
security threat can be analytically delineated and examined in isolation from the wider
context in which those performances take part. The present article largely eschews the
audience and focuses on the securitizing move itself, i.e. the linguistic process that
recasts an issue as a security threat deserving of particular political attention. More
specifically, it considers the manner in which the Russian scholarly discourse on non-
military warfare presents a broadened threat perception, identifying a wider range of
phenomena as potential security issues demanding expanded political action. Whether
those security moves lead to successful securitization is beyond the scope of the study,
which is not concerned with the success or failure of the securitizing moves but with
the manner in which threat perceptions are constructed in Russian scholarly
discourse.?!

The following section considers Russian military and security researchers’ writings
on three forms of nonmilitary warfare: information warfare, color revolutions and
hybrid war. It examines how Russian scholars have addressed these topics, and pays
particular attention to the manner in which the scholars use the concepts to construct
particular threat imaginaries.

Information war, color revolutions and gibridnaya voyna
Information warfare

One of the major exponents of Russian thinking on information warfare is the political
scientist Igor Panarin, who has written several books on the topic, including a number
of historical overviews.?? His thinking, which draws on the Russian philosopher Sergey
Rastorguev,” has been influential in Russian scholarly writing on information war.
According to war scholar Ofer Fridman, it has underpinned wider discussions about
nonmilitary warfare, including about hybrid warfare.*

Panarin views information war as a comprehensive effort to use information to
manipulate the decision-making process of the adversary. According to Panarin, it
involves “the use of all available means to introduce necessary comments (kommentary)
into the governing sphere of the opposing side”* and may be conducted in the polit-
ical, diplomatic, financial-economic and military domains. % In his book Informatsionnaya
Voyna i Mir (Information war and peace), Panarin defines information war as:

A form of struggle between sides that represents the use of special (political, economic,
diplomatic, military and other) methods, ways and means to influence the information
environment of the opposing side and defend one’s own attained goals.?”

As emerges here, Panarin’s definition of information war is highly encompassing,
covering not only the political, economic, diplomatic and military domains but also
unspecified “other” spheres. Mere “influence” on the information environment of the
adversary is understood as sufficient to qualify as information war. Information war
may indeed be understood as comprising any attempt to use information to gain an
advantage over an adversary. “War,” in Panarin’s definition, is made synonymous with
“struggle” or even “competition”
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Elsewhere in his writings, Panarin describes the existence of a coordinating actor
capable of directing actions in the information sphere to a nation’s benefit. In reference
to Western states, and particularly the United States, Panarin speaks of “specialized
institutions or sub-divisions within various organizations that handle information
analysis within their fields”?® More specifically, he mentions the U.S.-operated Echelon
system, which reportedly intercepts foreign communications. Panarin claims the system
conducts a “round-the-clock scanning of all information in the world,”* a grand and
rather unlikely statement that attributes virtual omniscience to the United States.

The understanding of information war as all-embracing leads Panarin to claim that
the Cold War was the first world information war, a struggle between the Soviet and
the Western blocs that was waged largely in the information domain. According to
Panarin, the United States used information means successfully to destabilize the Soviet
elite, by targeting the transfer of power in particular.®

According to Panarin, the Cold War information war has continued until the present
day and remains “the major tool of contemporary world politics, [and] the dominant
way to achieve political and economic power in the 21st century”! According to
Panarin, the United States continues to weaponize information in pursuit of its interests.

Panarin notably draws little analytical distinction between information war and
other forms of information activities that Russia and other adversaries of the United
States may perceive as threatening to their interests. Information war remains a weakly
delineated concept and therefore difficult to falsify. It also has questionable analytical
value, even as it imputes an ostensible logic to Western actions vis-a-vis Russia over
past decades.

Panarin is not the only Russian theorist of information war. Other theorists under-
stand the concept with similar open-endedness. Aleksandr Vladimirov notes in Osnovy
obshchey teorii voyny that information war has “a total character, that is it is conducted
continuously in all the operating spheres of the state (and part of the social mind,
sotsiuma)”?* Sergey Rastorguev defines it as: “the overt and covert purposive informa-
tional influence of one system on another with the goal of achieving a certain win in
the material sphere”?* Marina Danilova equates information war with the “manipulation
of information.”** Viktoriya Romanova understands it as consisting of “influence (vozd-
eystvie) on the information sphere of the adversary and influence on the consciousness
of people”®® S.S. Sulakshina, too, believes that information war “targets above all social
consciousness.”*

Thus information war in common Russian scholarly discourse denotes a wide range
of phenomena linked to information dissemination as potential security threats to
Russia. In terms of securitization theory, the designated threat (information influence)
and the designated referent objects (information sphere and social consciousness) are
vaguely defined, while the reader is told that information war holds immense destruc-
tive potential: “[Information war] touches (zatragivaet) all spheres and aspects of
national existence, political and military activity, all levels of national government and
different types of military technology and weapons.”® Indeed, information war,
Vladimirov notes, may lead to the adversary’s “ceasing to believe what he always used
to believe, and forgetting that, which he always knew.”*®

Panarin is explicit about the implications of his theory for Russian policy making.
To address the specter of information war, Panarin wants, as Fridman points out, a
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“meaningful system of management” that would involve coordinating and integrating
the activities of authorities, mass media, security services and state intelligence agencies.
The purpose of this system would be to “organize defensive and offensive informational
operations (on the territory of Russia and abroad)”** Furthermore, Panarin argues for
increased private-governmental information exchange, including by establishing a
private-governmental intelligence agency that would coordinate information activities
between the private and government spheres.*

General-Major Igor Sheremet, a specialist on information technology, agrees with
Panarin that information war requires a broadened political response from Russia. He
advocates for an expanded role for the military establishment in combating information
war. In a speech published in Vestnik Akademii Voyennykh Nauk in 2019 Sheremet
held that Western information operations present a danger to Russian social conscious-
ness. Providing an overview of Russian state departments charged with combating
disinformation and other forms of pernicious informational influence,*" he concluded
that “Of all possible options, apparently only the Ministry of Defense has sufficient
possibilities to create a system for ensuring the security and stability of Russia’s

technosphere”4?

Color revolutions

Color revolutions were the largely peaceful uprisings that toppled or sought to topple
authoritarian political leaders in post-Soviet and other post-socialist countries, including
Ukraine, Georgia, Kyrgyzstan and Serbia. In wider usage, it has been applied also to
the revolutionary movements of the Arab Spring, the Philippine “People’s Power”
movement that overthrew Ferdinand Marcos’ autocratic regime in 1986 and the 2006
Lebanese “Cedar” Revolutions. As Jonsson points out, Russian elites did not originally
see the color revolutions “as nonmilitary warfare by Western governments™® but as
spontaneous protest movements. From 2004 up until the 2007-8 Russian elections,
however, “the threat of color revolutions was increasingly securitized”®* and in the
2010s, Russian leaders and military theorists openly blamed Western governments for
instigating them.

The term color revolutions was used in political discourse before it was taken up
by Russian academics in the sense of a particular species of warfare. Russian President
Vladimir Putin used the term in speeches in the 2000s, well before theorists such as
Aleksey Belsky, Andrey Manoylo and Aleksandr Bartosh wrote articles about color
revolutions in 2013-2015.%° But with time, military theorists turned their minds to the
concept and it became a feature of Russian academic discussions of nonmilitary warfare.

Russian military theorists view color revolutions as surrogates for military action,
more specifically as a nonviolent method for engineering regime change in countries
outside of the Western orbit, paving the way for the accession of pro-Western gov-
ernments. The color revolutions that have taken place in the post-Soviet sphere (includ-
ing a number of unsuccessful popular protests, for example in Moldova) are viewed
as components of a concerted push to extend Western influence, particularly in the
countries of the former Soviet Union. The Russian sociologist Vladimir Barsamov
writes of a “not accidental” tendency to “destabilize” the post-Soviet space.*® Andrey
Manoylo, a professor of political science at the Moscow State University and a member
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of a scientific advisory body to the Security Council of the Russian Federation, writes
that “the concept of ‘color revolutions’ comprises an entirety of scenarios of state
overthrow and the dismantling of political regimes, successfully disguised as a popular
uprising”*’ Manoylo and Oleg Karpovich (the latter a professor of political science
and the director of the Russian Foreign Ministry’s Diplomatic Academy’s Institute for
Current International Problems) contend in a book from 2015 that the concept, model
and technologies of color revolutions play a role in the “dismantling of political regimes
in contemporary states (of both authoritarian and democratic types)”*® Color revolu-
tions are a replacement for lethal force, evading the danger of escalation and granting
the movements legitimacy as popular uprisings.

Color revolutions allegedly involve a range of operation types by Western actors,
including disinformation and ideological seduction, whereby Western-type liberalism
is presented as an attractive alternative to existing rule. Key to successful color revo-
lutions is the provision of support to local civil-society actors, particularly
non-governmental organizations that espouse liberal and other Western values. Like
the movement Ofpor in Serbia and the organizers of the Orange Revolution in Ukraine
in 2004-5, such organizations mobilize the masses, engage in protest tactics and provide
unifying symbols and slogans to the protest movement. According to Russian theorists,
the organizations may not themselves realize that they are acting on behalf of foreign
interests and may engage in protests in earnest.*’

There was a change in Russian thinking about color revolutions over time. Initially,
they were seen as largely peaceful, if hostile, events, but with time they were increas-
ingly understood to constitute one phase in a destabilizing process that might lead to
violent escalation. This change in thinking appears to have coincided with the Arab
Spring uprisings, which resulted in widespread violence, particularly in Libya and Syria,
where civil wars erupted. War scholar and retired Colonel Valery Kiselyov and war
scholar and retired General-Major Ivan Vorobyov list the regime changes in Afghanistan
in 2001, Libya in 2011 and Egypt in 2012 under the sobriquet of color revolutions.
In Libya, for instance, according to the authors:

The first thing NATO did...was to raise armed internal opposition groups whose actions
were coordinated by agents of the U.S., British, and French special services. The population
and government agencies were exposed to a psychological information warfare campaign
so unprecedented in scale that it actually wrenched control out of the government’s hands,
forcing it to cease resisting outside interference.”

Hence, color revolutions, much like information warfare, is a highly encompassing
concept. It offers no means for distinguishing between genuine and orchestrated pop-
ular movements or between legitimate and illegitimate forms of foreign support to
non-governmental organizations. All forms of protest may be subsumed under the
term, which means that all popular protests can be identified as potential security
threats, indeed as acts of nonmilitary warfare. The Ukrainian Orange Revolution, the
Kyrgyz Tulip Revolution, the Georgian Rose Revolution, the 2011-13 protest movement
in Russia and other mass protests are consequently viewed as hinging not on genuine
popular dissatisfaction but on foreign interference. The concept of color revolutions
imputes to the phenomenon of mass uprisings a logic rooted in ideas of Western
instrumental and malevolent action.
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Hybrid war (gibridnaya voyna)
The term gibridnaya voyna (hybrid warfare) was imported into Russian military discus-
sions from Western discussions about hybrid warfare already in the late 2000s but has
achieved salience in Russia only relatively recently with the publication of a number of
articles and books about the concept after the beginning of the war in Ukraine in 2014.
As in the West, the term gibridnaya voyna is used eclectically in Russian military dis-
course to designate warfare that combines different forms of power projection, both
military and nonmilitary. In Russia, the term at times has also taken on a distinct meaning
that partially overlaps with the concepts of information warfare and color revolutions
Ofer Fridman has contended that the Russian discourse on gibridnaya voyna has
little to do with the Western understanding of hybrid warfare. Russian scholars, Fridman
writes, do not understand gibridnaya voyna in U.S. military scholar Frank Hoffman’s
sense of a tactical-operational method that draws together multi-domain assets, but
as a strategic assault on “the spirit of the adversary’s nation by a gradual erosion of
its culture, values and self-esteem”! The concept of gibridnaya voyna denotes warfare
whose “main purpose...is to avoid the traditional battlefield and destroy the adversary
via a hybrid of ideological, informational, financial, political and economic methods
that dismantle the fabric of society, leading to its internal collapse”>
According to this argument, the Russian discourse on gibridnaya voyna traces its
intellectual pedigree not to Western scholars of hybrid war but to Igor Panarin’s
understanding of information warfare, Aleksandr Dugin’s concept of net-centric warfare
and especially the Russian émigré scholar Evgeniy Messner’s idea of subversion warfare.
Messner, who wrote during the Cold War, argued that the nuclear threat, global inter-
connectivity and new informational systems had made the risks of open warfare
politically unacceptable, and had thereby incentivized states to instead seek to weaken
their adversaries by sowing internal discord and exploiting existing divisions through
covert and indirect means. Gibridnaya voyna, according to Fridman, is the latest
installment in a tradition in Russian military thought that contends that nonmilitary
means of warfare may be powerful weapons in weakening the adversary from within.
As has been pointed out elsewhere,® many Russian scholars of gibridnaya voyna do
not in fact draw on Panarin, Dugin and Messner explicitly (although some, like
Vladimirov, do)*, but do cite major Western exponents of theories of hybrid warfare,
including Hoffman and the International Institute for Strategic studies.! While it is true
that Russian thinkers of gibridnaya voyna such as Marina Kuchinskaia, Aleksandr Bartosh
and Aleksandr Vladimirov share with Panarin, Dugin and Messner a belief in the
potential subversiveness of nonmilitary action, which may be considered a part of the
paradigm of security thinking in contemporary Russia, this does not necessarily amount
to a distinct Russian theoretical tradition of warfare. After all, it is a view embraced
also by other authoritarian states fearful of foreign meddling in their internal affairs.
With that said, there is a duality in the Russian use of the concept of gibridnaya
voyna.”> When Russian scholars apply it to states other than Russia or the Soviet
Union, the concept tends to be used in a sense that closely resembles the
operational-tactical concept developed by Hoffman, Nathan Freier, Russel W. Glenn
and others. That is, gibridnaya voyna then denotes the synergistic combination of
forces in multiple domains. But when Russian scholars (sometimes the very same
individuals) discuss alleged Western hybrid warfare against Russia or the Soviet Union,
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the term is usually used in the broader sense of a targeting of the internal stability
of the country. The concept then acquires a different meaning linked to what Fridman
views as a Russian understanding of war as a “socio-political phenomenon” Marina
Kuchinskaia, a researcher at the Russian Institute for Strategic Studies, for instance,
shifts between the two senses of the term when she, in one article, talks about the
Western intervention in Libya as a case of operational-tactical hybrid warfare®® and
in another article speaks of a hybrid campaign against Russia as involving the use of
“traditional diplomacy and special operations forces, financial bodies, economic sanc-
tions, non-governmental organizations and global mass media,”’ i.e. mostly nonmilitary
means deployed at the strategic level. In the latter article, the focus on the
operational-tactical level and the combined use of military and nonmilitary means to
secure an advantage on the battlefield is missing and gibridnaya voyna is used to
denote supposedly pernicious activities undertaken by a range of nonmilitary actors
acting in combination with special operations forces.

Gibridnaya voyna in the latter sense of the term encompasses a very wide range of
phenomena without an obvious delineation. Indeed, the spectrum of activities that
potentially fall under it is even broader than for information warfare and color revo-
lutions. Beyond information influence and protest movements, it may encompass also
other phenomena that are conceivable as threats to Russia, including financial sanctions
and traditional diplomacy. These activities are discursively elevated into potential acts
of (hybrid) war. Aleksandr Neklessa, who is quoted at length in Aleksandr Vladimirov’s
work, articulates gibridnaya voyna in the following broad terms:

Hybrid warfare is the sum of aggressive actions that broaden the possibilities of conven-
tional politics, as well as the use of various instruments to subordinate or destroy an
adversary, deconstruct undesirable circumstances and reorganize the existing order or
establish a new order.>®

Neklessa’s definition is encompassing to the point of being catch-all, with vague
words and phrases such as “instruments that broaden the possibilities of conventional
politics” His formulation leaves it difficult to determine what perceived pernicious
actions could not be categorized under this definition.

Some Russian thinkers explicitly exclude military means from hybrid warfare,” while
others, like Neklessa, believe that the concept should comprise also military means.® The
Russian military thinkers, Viktor Popov and Musa Khamzatov note sardonically that the
result of the wide usage of the term is that ““[in Russia] the term gibridnaya voyna began
to be understood as everything that did not fit into the notion of traditional armed
struggle™! Indeed, in contrast to information war and color revolutions, which denote
nonmilitary forms of warfare, gibridnaya voyna can integrate both nonmilitary and military
threats to Russia and its spheres of influence. It makes this concept the broadest of the
three concepts that are examined in this article and a virtually catch-all word that can
potentially securitize a very wide range of phenomena as threats to Russia.

Concluding discussion

As has been pointed out in this article and elsewhere, recent Russian military theo-
rizing has devoted special attention to nonmilitary warfare. This theorizing has been
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underpinned by assumptions that nonmilitary means of power projection may inflict
severe damage on an adversary by undermining it from within - damage that may
be equal to, or even exceed, the damage that can be achieved through armed violence.
Russian military thinkers such as Aleksandr Vladimirov, Aleksandr Bartosh, Evgeniy
Messner and Makhmut Gareev®” have argued that modern conditions create disincen-
tives for military warfare and incentives for nonmilitary warfare. The major disincentive
for military warfare is the nuclear threat, which deters actions that may lead to military
escalation. The main incentives for nonmilitary action is the existence of multiple
entry points and vectors for weakening states from within, afforded by increased global
connectivity and information systems of unprecedented power and reach. Russian
theorists argue that Western states — above all the United States - exploit the new
possibilities by undertaking subversive actions against Russia and its partner states.

The Russian academic discourse on nonmilitary warfare revolves around a number
of concepts. Three of these have been considered in this article: information war, color
revolutions and hybrid war (gibridnaya voyna), which overlap with each other and
may, in certain respects, be seen as representing different stages of an evolving and
expanding line of thinking about nonmilitary warfare. Gibridnaya voyna can comprise
methods associated with color revolutions while color revolutions usually involve infor-
mation warfare. Gibridnaya voyna is the most encompassing of the three concepts,
denoting an almost limitless range of nonmilitary actions that are construed as per-
nicious to Russia (and in some elaborations of the term, it includes military action,
too). Indeed, gibridnaya voyna has become a catch-all term for any harmful action
toward Russia. One interesting aspect of gibridnaya voyna is that it offers a conceptual
manner of integrating military and nonmilitary threats. Aleksandr Bartosh and Marina
Kuchinskaia, for instance, see hybrid warfare as a potentially escalatory method of
warfare. It may begin with nonmilitary action in the form of “discriminatory sanctions,
information warfare [and] the activation of fifth columns™ that pave the way for color
revolutions but may thereby increase tension to the point that armed violence breaks
out.®* For Kuchinskaia, the use of arms represents the “final stage” of hybrid warfare.**

Stephen J. Blank, writing in 2010, noted that many of the threat assessments that
were made by Russian military specialists such as the chairman of the Russian Academy
of Military Sciences Makhmut Gareev and Chief of the Russian General Staff Yuri
Baluyevsky in the mid-2000s exaggerated the scope of nonmilitary threats. According
to Blank, this represented a “neo-Soviet securitizing move” and an “all-encompassing
securitization” that had a clear political purpose in making “the military the supreme
arbiter of national defense”®® The broadened threat assessment, in Blank’s words, was
“based on the presupposition of enemies everywhere and pervasive threats to Russia’s
government, identity, territory, and economy.”®® Residual Soviet threat imaginaries were
dusted off and used to advocate for an expanded role for Russia’s military establishment
in the country’s security policy.

The Russian scholarly discussions of information warfare, color revolutions and hybrid
warfare fulfill a similar securitizing role as the security discussions that Blank consid-
ered. Information warfare, color revolutions and hybrid warfare are highly encompassing
concepts that cast a wide range of actions as potential security threats. Under these
terms, non-governmental organizations, foreign media outlets, diplomats, economic
sanctions and other nonmilitary actors and actions may all be understood as security
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threats, with the implication that they should be addressed outside of the realm of
ordinary politics. In 2010, Blank wrote: “Russia sees an enormous range of subjects
as constituting the elements that comprise national security and considers them as fit
subjects for state leadership if not control”®” This applies to the use of information
war, color revolutions and hybrid warfare, which greatly broadens the security horizon.
Russian military and security scholars are securitizing actors that contend that an
increasingly large range of phenomena should be conceived as potential forms of
warfare and therefore treated as subjects for extraordinary response.

Thus the discussions about information war, color revolutions and hybrid warfare
imply a need for the state to widen its role in countering the security threats, including
by setting up new agencies or delegating tasks to the Ministry of Defense, as was
explicitly suggested by Igor Panarin and Igor Sheremet. Securitization implies politi-
cization. The designation of new security threats entails a need for novel political
action in response.

Russian scholarly discussions of nonmilitary warfare hold weak analytical power,
turning on concepts that are poorly delineated and weakly substantiated. But they have
an obvious discursive function in their widening of the spectrum of conceivable threats
to Russia. They also form a kind of skewed mirror image to security discussions in
the West, which too have grown more encompassing in recent decades. Like Western
security discussions, the Russian discussions are based on a broadened notion of
security that transcends traditionalist military conceptions and includes also nonmilitary
and nonviolent forms. The Russian discussions involve an increased number of referent
objects. National identity, social cohesion and social consciousness are all designated
as referent objects alongside state military security. This parallels Western security
discussions that have diversified their understanding of security threats and referent
objects.%® Yet, the Russian security discourse is bounded by a persistent Western enemy
image that identifies Western state actors and particularly the United States as the
wellspring of threats against Russia, as well as a residual statist conceptualization of
security evident in notions like national identity and social cohesion. Domestic insta-
bility, economic crisis and socio-cultural change are all securitized as the work of
Western state actors and as threats against primarily the strength and sovereignty of
the Russian state. It may be understood as an attempt to shoehorn an increasingly
diversified security landscape into the rigid enemy images and security conceptualiza-
tions of yore. Russian hybrid war discourse, not least, may be understood as an attempt
to integrate a spectrum of nontraditional security issues under the statist and national
umbrellas, linking phenomena as wide-ranging as epidemics and political contestation
to issues of national security.
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