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Technology Forecast 2013 Military Utility of Six Technologies 

- a Report from Seminars at the SNDC Department of Military-Technology 

Summary 
Four technology forecast reports from the Fraunhofer Institute and two internet based search 

reports from Recorded Future have been reviewed by staff at the Department of Military-

Technology at the Swedish National Defence College (Note that there probably are other 

technology areas, equally interesting, but not included in this study). The task given by FMV 

was to assess the military utility of the chosen technologies in a time frame from 2025 to 

2030, from a SwAF viewpoint. 

 

We assess the military utility of a certain technology, as its contribution to the operational 

capabilities of the SwAF, within identified relevant scenarios. 

 

The technologies were grouped in three classes; technologies with potentially significant, 

uncertain or negligible military utility. 

 

The following technologies were assessed to have a potential for significant military utility; 

 Alternative fuels 

 High altitude platforms 

 Unmanned Aerial Vehicles 

 Cyber Defence 

 The forecasting and analysis technology described in the report “Future of Cyber 

Threats” if the tool is combined with advanced artificial intelligence algorithms 

 

The following technology was assessed to have uncertain military utility; 

 The forecasting and analysis technology described in the report “Future of Cyber 

Threats” in its present form 

 

The following technology was assessed to have negligible military utility; 

 Walking machines 

 

The method used was first to make a summary of each forecast report. The technology was 

then put into one or more scenarios that are assessed to be the best in order to show possible 

military utility as well as possibilities and drawbacks of the technologies. Based on a SWOT-

analysis, the contribution to SwAF capabilities and the cost in terms of acquisition, C2 

footprint, logistic footprint, doctrine/TTP, training, facilities and R&D were assessed. 

Conclusions regarding the military utility of the technology were drawn. 

 

Our evaluation of the method used shows that there is a risk that the assessment is biased by 

the participating experts’ presumptions and experiences from their own field of research. The 

scenarios that were chosen do not cover all aspects of the technology and their possible 

contribution to operational capabilities. It should be stressed that we have assessed the six 
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technologies’ potential military utility within the presented scenarios, not the technology 

itself.  

 

The chosen definition of military utility clearly affects the result of the study. The definition 

(the military utility of a certain technology is its contribution to the operational capabilities of 

the SwAF, within identified relevant scenarios) has been slightly modified from the one used 

in the Technology Forecast 2012. It is believed to be good enough for this report, but could be 

further elaborated in the future. 

 

The greatest value of the method used is its simplicity, cost effectiveness and the tradeoff that 

it promotes learning within the working group. The composition of the working group and the 

methodology used is believed to provide for a broad and balanced coverage of the 

technologies under study. This report provides executive summaries of the Fraunhofer and 

Recorded Future reports and helps the SwAF Headquarter to evaluate the military utility of 

emerging technologies within identified relevant scenarios. 

 

Given the limited quantitative base (only 2 reports) for assessing the potential value of using 

the tool Temporal Analytics™ used by Recorded Future, our conclusion is nevertheless that 

the overall value of using the tool for technology forecasting is rather poor. Our assessment is 

that Recorded Future at present can’t be used as an alternative to the Fraunhofer Institute. 

Overall, the quality of the Fraunhofer reports is considered to be balanced and of a high level 

of critical analysis regarding technology development. These reports are in line with our task 

to evaluate the military utility of the emerging technologies. In the case of Recorded Future’s 

technology forecast, the sources that are relevant for making military predictions are 

considered to be ill-suited for aggregation in the form the tool in focus, Temporal 

Analytics™, provides. The tool requires further development to fit military purposes. Further 

use of Recorded Future in the technology forecast process is therefore not recommended, at 

least not until the tool has been combined with advanced artificial intelligence algorithms.  

 

We propose that the Department of Military Technology at SNDC could be involved in the 

early phase of the Technology Forecast process giving support to FMV in choosing which 

technology areas that should be selected to be studied by the Fraunhofer Institute within the 

framework of the Technology Forecast project (Teknisk Prognos). 
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Introduction 

Scope 

This report is the result of a review of four technology forecast reports from Fraunhofer 

Institute and two internet based search reports from Recorded Future.  

The review was carried out at the Swedish National Defence College by staff at the 

Department of Military-Technology,  commissioned by the Swedish Defence Materiel 

Administration, FMV. The task was to assess the military utility of the different technologies 

in a time frame from 2025 to 2030. 

 

The review and evaluation of the technology forecast reports form one chapter each in this 

report. 

References 

The following reports, composed at the Fraunhofer Institute for FMV, were reviewed: 

1. Alternative Fuels, Dr. Stefanie Labs, Fraunhofer INT, November 2012 

2. High Altitude Platforms, Dipl.-Ing. Wolfgang Nätzker, Fraunhofer INT, November 2012  

3. Walking Machines, Dr.-Ing. Guido Huppertz, Fraunhofer INT, December 2012 

4. Cyber Defence, Dr. Klaus Ruhlig, Fraunhofer INT, November 2012 

 

The following reports, composed at Recorded Future for FMV, were reviewed: 

5. Future of Cyber Threats, Staffan Truvé, Recorded Future, 2012-11-11, 

revised 2013-03-07. 

6. The Future of Unmanned Aerial Vehicles, Lennart Fahlén and Pär Hansson, Recorded 

Future, 2012-11-09, revised 2013-03-07. 

 

Definitions 

We define military utility of a certain technology, as its contribution to the operational 

capabilities of the SwAF, within identified relevant scenarios. 

Method 

The method consists of four steps and was chosen in order to be efficient and take advantage 

of the professional expertise of the reviewer. 

 

Step 1: The reports were distributed among the participants of the working group, on the basis 

of their special interest and expertise. Each reviewer was responsible for reviewing one report. 

 

Step 2: The reviewer wrote a summary of the report and defined one (or more) tentative 

military technical system and put it in a possible scenario for the Swedish Armed Forces in 

the timeframe 2025-2030. The purpose of each scenario is to illustrate the usefulness of the 

technology and hence to be as convincing as possible while being in accordance with the 

reported technology forecast. 

 

Step 3: Each review was discussed at a seminar. The reviewer briefly introduced the 

technology and presented the technical system concept and the scenario. The reviewer’s role 

was to be an advocate of the military utility of the technology. The other participants’ role 

was to support or criticize the concept. At the seminar a SWOT-analysis, an assessment of the 

technology contribution to SwAF capabilities and an assessment of the cost was made.  
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Step 4: The result of the seminar was documented and conclusions on the potential military 

utility of the technology were drawn. 

 

Finally, the results were summarized in a Capability Matrix at the end of the report. 

The working group 

The working group consisted of staff members from the Department of Military-Technology 

at SNDC: 

 

Stefan Silfverskiöld, Cdr (N), PhD 

Kent Andersson, Lt Col (AF), Licentiate of Technology 

Gunnar Hult, Professor of Military-Technology 

Åke Sivertun, Professor in Military-Technology 

Peter Bull, Docent in Military-Technology 

Eva Jensen, PhD 

Michael Reberg, LtCol 

Erik Biverot, LtCol 

Lars Löfgren, junior lecturer, MSc 

Björn Persson, MSc 

Johan Sigholm, Capt (AF), MSc 

Peter Sturesson, Capt (AF), MSc 
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Alternative fuels 
Ref: [1] 

Introduction 

At present, mineral oil-based fuels like gasoline, diesel or kerosene are widely used around 

the world. However the limited oil resources and international conventions towards the 

reduction of CO2-emissions have triggered the search for alternatives. The field of alternative 

fuels includes two categories: 

1) Renewable fuels  

2) Fuels based on fossil coal and natural gas. 

 

The requirements on fuel are: 

 high energy density  

 sufficient thermal stability  

 lubricity and viscosity  

 freezing point and vapour pressure within certain limits,  

 simple, safe and reliable handling* 

 hazard-free storage stability* 

 low price and storage costs 

*) For military use aspects such as fire safety, storability or use under extreme environmental 

conditions play a significant role.  

Renewable raw materials from biomass are used for the production of biofuels. Biofuels are 

obtained from sugar beets, sugar cane, rye, wheat, corn, canola, soy, sunflower, camelina and 

palm oil, but also from animal fats or waste oils. First generation biofuels include biodiesel, 

bioethanol, biogas and Hydrogenated Vegetable Oils (HVO), largely derived from 

agricultural products. The second generation biofuels, which will be available in the short- to 

medium-term, additionally include  forestry, perennial energy crops such as the inedible 

jatropha as well as remains from food production as raw materials. They also include 

lignocellulose from wood. For the production of third generation biofuels, biomass, 

hydrocarbons or hydrogen are obtained from microorganisms or algae. Their availability for 

use is expected in the long-term, i.e. beyond 2030. 

Electrical power from water, wind, sun or geothermics is regarded as renewable raw material 

and can be used for production of hydrogen. 

Synthetic fuels can either be produced from fossil coal and natural gas or from biomass. They 

are labeled BtL (Biomass-to-Liquid), CtL (Coal-to-Liquids), or GtL (Gas-to-Liquid). 

The report foresees that in five to ten years, a wide range of different alternative fuels can be 

expected. First, biofuels and synthetic fuels are used as blends by mixing with conventional 

fuels and then they are used more and more as Drop-in fuels (i.e. they can be used as 

alternatives for fossil based fuels directly). In the military domain fossil liquid fuels will 

prevail for a while but the report recommends contemporary procurement programs to include 

the requirement for compatibility with alternative fuels like BtL or GtL. 
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Identified constraints 

The following technological advantages and disadvantages have been identified by the 

reviewer: 

Advantages (as compared to conventional liquid fossil fuels) 

 Alternative fuels will be economically competitive in the near future 

 Supply can be long-term sustainable 

 Positive climate or environmental impact 

Disadvantages (as compared to conventional liquid fossil fuels) 

 The availability is still limited - The energy supply system is very complex and 

therefore slow to adapt 

 The total energy balance is often unsatisfactory and the production of alternative fuels 

is connected with additional CO2 emissions  

 In the case of biofuels there is an impact from intensive farming on the environment 

 The competition with food production therefore limits the available biomass for 

energy use  

 Biofuels usually have a lower energy density, with the exception of BtL-fuels, 

resulting in the need for larger tanks/shorter missions and an increase in logistic 

transports 

 Synthetic liquid fuels, like synthetic diesel, have high CO2 emission and, depending 

on source, a lower energy density 

 Modifications of long-life military platforms and adaption of procurement programs 

will be necessary. 

 A single fuel concept will probably not be possible. 

Assumptions 

The concept scenarios are based on the following assumptions: 

 The prices for fossil fuels are increasing and will likely do so in the future as a result 

of increasing demand and decreasing resources. Due to this trend alternative fuels are 

becoming more competitive  

 The civilian market will drive the development 

 It seems very unlikely that a separate military fuel supply will be established to 

provide military systems with fuels of today’s specifications 

 The first and second generation biofuels will be on the market 2025-2030. 

 Military systems have a much longer product cycle compared to civilian systems and 

adaption in procurement programs to third generation fuels will have to start 2020+. 

Suggested military use 

The following applications for alternative fuels are mentioned in the report: 

 Replacing conventional liquid fossil fuels for energy consumption  

a. on military camps or  

b. in military platforms, such as land, sea or air vehicles 
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Concept scenario in 2030 

Political decision on Alternative Fuels in military platforms 

Description 
Sweden has continued to take a leading role within the EU promoting alternative fuels to 

reduce CO2 emission and adapt to the globally limited supply of fossil fuels. As a result of a 

negotiated agreement in 2020, Sweden, the EU countries, USA and a number of other states 

have agreed to cut the use of fossil fuel by 50% in 2030. The military sector is hence tasked to 

meet this requirement - or do better. 

SwAF HQ, in accordance to EDA-directives, plans the following transformation: 

1. Land platforms 

a. Light vehicles are transformed to electric drive 

b. Vehicles up to heavy trucks use hybrid drives (drop-in- fuel and electric drive) 

c. Heavy vehicles, such as legacy combat and armored tracked vehicles use drop-in 

fuels like synthetic diesel for drive and fuel cells for other electric consumption  

2. Sea platforms 

a. Navy Combat ships will have to continue to use diesel and heavy oil in the 

foreseeable future due to performance requirements. If development permits, 

synthetic diesel can be used. On board electric systems can be supported using 

fuel cells. Conversion to liquefied natural gas, as in the civilian sector is 

questionable, due to its low energy density and safety requirements. 

b. Small ships and UUVs convert to all electric drive 

c. Submarines have electric propulsion supplied from fuel cells on hydrogen, 

methanol or ethanol 

3. Air platforms 

a. The high requirements for thrust and range demand continued use of liquid fuels 

such as synthetic kerosene, from BtL or GtL, and hydrogenated vegetable oils. 

Hydrogen powered fuel cells will be used for APU (Auxiliary Power Units). 

b. UAVs are to use hybrid or electric drive 

c. Mini UAVs use electric drives 

SWOT-analysis 
The following strengths, weaknesses, opportunities and threats with the proposed 

transformation to using alternative fuels were identified at the seminar: 

Strengths: 

 Lower environmental footprint 

 Lower operational costs as compared to continued use of fossil fuels 

 Interoperability with coalition partners 

Weaknesses: 

 Increased logistic footprint. The transformation will have large impact on international 

missions where procurement costs, security of supply and required logistics have a 

high priority. 

 Single fuel concept is not possible 
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Opportunities: 

 Since the lion’s share of the fuel is consumed during training and peacetime 

production of military units, traditional fuel could still be used for international 

missions in the foreseeable future. This way there will be no decrease in platform 

performance, interoperability or logistics during missions. 

 With alternative fuels produced from biomass a possibility for local, Swedish, 

production arises. This way Sweden could, to a larger extent, become self-sufficient in 

providing fuel for military platforms. 

Threats: 

 If production of alternative fuels cannot meet the demands in quality or quantity there 

could be a drop in system availability and hence military capability. This could be the 

case if the military domain makes the transformation ahead of the civilian market. 

Assessed capability impact 

Alternative fuels will help maintain a broad range of capabilities in the SwAF catalogue 

indirectly. The working group cannot single out specific capabilities. There is however no 

question that disregarding this development will have a huge negative impact on the SwAF 

overall capability. 

Footprint/cost 2025 – 2030 

The following list is a compilation of anticipated footprints created by alternative fuels in use. 

Item Assessment 

Acquisition cost/ 

System 

In general, older systems may require modifications in 

order to use alternative fuels.  

C2 footprint Low 

Logistic footprint Considerable. A single-fuel concept is hardly feasible. The 

lower energy density in alternative fuels as compared to 

traditional fuels will increase transports in the logistic 

chain.  

Doctrine/TTP Mixed use of energy sources and new varieties of fuel on 

platforms may require new TTPs.  

Training As a result of new TTPs 

Facilities Facilities are needed for storage of an increased number of 

fuel varieties. 

R&D SwAF is recommended to work out a strategy for the 

transformation into alternative fuels. Research is needed on 

how a transformation into alternative fuels will affect 

performance and how new varieties of fuel must be handled 

in the military environment in order not to hamper security. 
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Conclusions on military utility 

Alternative fuels definitely have a potential for significant military utility within the period. In 

the scenarios studied the technology is assessed to have considerable impact on SwAF 

capabilities, indirectly but in a broad sense.  

High profile military systems in use today and with a long life expectancy, such as combat 

vehicles and some seaborne military vessels, will likely have to be adapted to the use of Drop-

in fuels from the civilian market since a special military production and distribution of fuels is 

rather unlikely. Here, the various FT (Fischer-Tropsch Synthesis) fuels could play an 

important role. These can be fitted without difficulty into the existing infrastructures and 

supply chains, and could be used in today’s engines with small adjustments.  

Another consequence of the larger variety of available fuels is that it might not be possible to 

follow a single-fuel-concept for military forces. The armed forces will buy their fuels on the 

civilian market. Therefore the armed forces have to prepare for this change now, especially 

because of the long development time and service life of military systems.  

Security of fuel supply and interoperability with coalition forces are important issues. Since it 

is not clear which alternative fuels will dominate in the future, an intensive monitoring of civil 

research and development in this area is needed. 

An in-depth study is proposed within this area of development in order to monitor the civilian 

development and the transformation in partner military forces. This study should elaborate a 

SwAF strategy for the transformation to alternative fuels. If the adaption starts now, with 

design requirements implemented early in future materiel projects and in concert with other 

actors and following a transformation plan, cost could probably be reduced. 

Alternative Fuels will for certain be competitive in the future, however not as soon as it has 

earlier been forecasted. New techniques to extract shale oil and shale gas by fracking 

(hydraulic fracturing) is believed to soon make US self-supporting with oil and the world's 

foremost oil producer. 
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High Altitude Platforms 
Ref: [2] 

Introduction 

A High Altitude Platform (HAP) is a quasi-stationary flying vehicle that operates at high 

altitude (17-22 km) for extended periods of time (up to five years). Another term that is used 

for this kind of vehicle is HALE (High Altitude Long Endurance). HAPs are to operate at a 

higher altitude, and for longer time periods, than conventional UAVs. They will be closer to 

the earth than satellites, and, in contrast to satellites, they can be retrieved for maintenance 

and when a mission is completed. HAPs can be used to carry equipment for observation, 

communication and electronic warfare. The surface coverage that might realistically be relied 

upon is estimated to be about 500 km in diameter at a flight altitude of 21 km (although 1000 

km is theoretically possible). Two kinds of HAP are discussed in the report: airships and 

lightweight aircraft.  

 

The report identified the most significant qualities of HAPs with regard to military use to be: 

 Very few systems required per operation area  

 Long staying time on station  

 Flexible in deployment  

 Retrievable and maintainable after return  

 Feasibility of keeping the HAP up-to-date with hardware updates after each return  

Identified constraints 

From analysing the report the following constraints in design have been found: 

 

The HAPs will operate in the lower stratosphere, where the lowest wind speeds are found, 

while the air density, albeit low, is sufficient to support flight. Due to the low air density, both 

airships and aircraft have to be very large. A blimp airship would require a length of 250 m 

and a diameter of 90 m for a payload of 2 tons, and an aircraft would require a wingspan of 

about 80 m for a payload of a little less than ½ ton.  

 

In the lower stratosphere, the temperature is low, both the ultraviolet radiation and the cosmic 

radiation are substantial, and the chemical conditions also make demands on the materials 

used. The HAPs also have to be able to withstand the strains, such as strong winds, during 

transport to and from the designated area of operation. The danger of lightning has to be taken 

into account as well. 

 

In an airship HAP, the lifting gas will be affected by a difference in temperature between day 

and night of about 30 K. To maintain an adequate amount of gas in the airship, onboard 

installations for compression and storage of gas are required. Helium and hydrogen are the 

two options considered for lifting gas. Helium is safer in handling but considerably more 

expensive than hydrogen. Hydrogen in turn offers better lift, but diffuses more easily through 

container walls and is highly flammable. 

 

Energy supply is a factor that constrains operation time. Short-mission HAPs may use 

combustion engines, and could possibly be refuelled by tanker UAVs. Lightweight aircraft 

and airships will use electric energy, provided by solar panels, batteries and fuel cells. In 

airships, the tensions in the hull might be exploited by piezoelectric or thermoelectric devices. 

Wireless energy transfer from the ground could also be an option. 
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There is also the issue of achieving propulsion and steering of the HAPs as economically as 

possible, to make the smallest possible demands on the energy supply. 

Assumptions 

The concept scenarios are based on the following assumptions. 

 

 In 2025-2030, there will be different types of HAPs available that are suitable for 

different applications. The demands from the aforementioned constraints will be met 

to an extent that will enable the following. 

 There will be lightweight construction aircraft powered by internal combustion 

engines that are best suited for reactions on short notice with shorter mission times but 

larger ranges. Their operating time will range from a few days to several weeks, 

provided autonomous refueling by tanker UAV is available in the latter case.  

 There will also be lightweight construction aircraft, powered by solar energy that will 

feature considerably longer action times, but their payload will be limited to a few 

hundred kilograms.  

 In addition, there will be airships that offer payloads up to 2 tons. Therefore they will 

allow a higher functionality, concerning sensors for military reconnaissance and 

surveillance as well as different radio and communications duties. 

Suggested military use 

The following military use for High Altitude Platforms are suggested in the report: 

 

• Permanent monitoring of activities on ground (dual use) and wide area reconnaissance by 

electro-optical sensors and/or radar  

• Provision of broad band communication within the area of operation together with data 

relay function and SatCom-connectivity (dual use)  

• Continued airspace surveillance (dual use) including UAV-management, not least for 

extended air defense  

• Furthermore, HAPs can be used as platforms for electronic warfare means  

 

The report identified the following platforms to be of interest: smaller aircraft powered by 

combustion engines for shorter missions, larger lightweight aircraft electrically powered for 

longer missions, and very large airships that operate for years. 

Concept scenario in 2030 

Early warning of threats to Swedish territory 

The scenario is assessed to be consistent with constraints, suggested military use and the long-

term study on SwAF development. 

Description 
A large helium airship HAP is used as a complement to ground based radar and air 

surveillance. It monitors activities around the Swedish borders further away and for a 

substantially longer time than UAVs or airplanes. It would also provide constant surveillance, 

and enable early warning of potentially hostile activities in the neighbourhood. A ground 

coverage radius with the HAP at a flight altitude of 21 km is assumed to be at least 250 km 

with high accuracy. The HAP is equipped with electro-optical sensors, radar, communication 

and an airborne laser). Airborne targets could be detected at all flight levels. 
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SWOT-analysis 
The following strengths, weaknesses, opportunities and threats with the High Altitude 

Platforms concept scenario were identified at the seminar: 

 

Strengths: 

 Long time on station (up to 5 years) 

 One system alone provides constant coverage of a substantial area and air volume 

 Higher resolution than obtained by satellites given same sensor aperture dimensions 

 Long range for airborne air surveillance, possibly also for sea surveillance, provides 

early warning 

 Airborne laser provides a possibility to affect targets (e.g. other HAPs, ballistic 

missiles and for self-protection) at long distances due to reduced atmospheric effects 

at this altitude 

Weaknesses: 

 500 km coverage diameter from 21 km altitude demands a large (approx. 25 m) radar 

antenna thus requiring a large gondola, which itself is an easily detected target, 

regardless of the fire sustainability of the main fuselage 

 A synthetic aperture radar (SAR) can’t be used due to the negligible motion relative to 

the ground  

Opportunities: 

 Can be used for civilian purposes as well, for example as part of something like the 

Baltic Watch system (http://news.cision.com/se/saab/r/baltic-watch-oversiktsbild-av-

ostersjon-ger-okad-civil-sakerhet,c9626) to constantly monitor  traffic on the Baltic 

Sea  

 Can provide radio communication relay services with higher bandwidth compared to 

geostationary communications satellites 

 Can provide national differential GNSS services, increasing positioning accuracy 

 Can offer the possibility to deceive hostile GNSS receivers 

 In case of an imminent attack, the gondola could be ejected from the blimp and 

recovered on the ground, provided that it falls down in a non-hostile area 

 In the event of an imminent attack, it will probably be destroyed by the attacker, which 

would indeed be an early warning if no other indications were available 

Threats: 

 Sitting duck due to its slow motion, even if the airborne laser provides some protection 

 Due to its strategic importance as a sensor, it is a high value target 

 Large air defence resources are needed to protect the HAP 

 The control link to the HAP can be hacked 

 Due to an assumed small number of HAPs (possibly 3) the loss of even one platform 

would imply considerable consequences to any surveillance task. Therefore, HAPs 

should be regarded as a complement to a ground based surveillance network. 

 

  

http://news.cision.com/se/saab/r/baltic-watch-oversiktsbild-av-ostersjon-ger-okad-civil-sakerhet,c9626
http://news.cision.com/se/saab/r/baltic-watch-oversiktsbild-av-ostersjon-ger-okad-civil-sakerhet,c9626
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Assessed capability impact 

The proposed concept is assessed to have impact on the SwAF capabilities listed below:  

 C 105 Capability to maintain communications 

 C 107 Capability to provide intelligence 

 E 204 Capability to affect airborne targets 

 E 210 Capability deliver electronic attack 

 I 301 Capability to obtain and deliver geographical information 

 I 302 Capability to obtain and deliver oceanographic information 

 I 303 Capability to obtain and deliver meteorological information 

 I 304 Capability for ranging and transfer of target information 

 I 305 Capability to establish common operational picture 

 I 306 Capability to support commanders at tactical level with intelligence prior to decision 

 I 307 Capability to support commanders at operational level with intelligence prior to decision 

 I 308 Capability to support the supreme commander and his or her staff with intelligence prior 

to decision 

 I 310 Capability to provide IMINT 

 I 311 Capability to provide SIGINT 

 I 312 Capability to provide MASINT 

 I 313 Capability to provide RADINT 

Footprint/cost 2025 – 2030 

The following list is a compilation of anticipated footprints created by the concept in use. 

 

Item Assessment 

Acquisition cost/System May be low compared to satellites of same sensor performance 

C2 footprint  Provides intelligence and communication capabilities, but 

development is needed 

Logistic footprint  If ground transport to operation area is required, otherwise minor 

Doctrine/TTP  Contribution to the terrestrial sensor chain implies new views on 

utilizing surveillance resources 

Training Some training of operators 

Facilities Ground system for filling with gas and maintenance needed 

R&D  The technological requirements are expected to be met within a 

decade. Monitoring of the development is suggested. 

Conclusions on military utility 

The Fraunhofer report concludes that HAPs in all forms are of high interest for defence 

purposes. The SwAF will possibly take part in international endeavors where such systems 

will be used. It seems less likely that Sweden alone would develop HAP systems. 

The most interesting application for the SwAF appears to be for permanent surveillance of 

areas of interest, such as the Baltic Sea region, in accordance with the suggested scenario. A 

HAP can also be used for civilian observation and communication, thereby reducing costs. 

Due to an assumed small number of HAPs, the loss of even one platform would imply 

considerable consequences to any surveillance task. Therefore HAPs should be regarded as a 

complement to a ground based surveillance network. The proposed HAP could contribute to 

several SwAF capabilities, so we consider this technology to have a potential for significant 

military utility.  
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Walking Machines  
Ref: [3] 

Introduction 

The motivation for walking unmanned systems is the ability for a walking machine to have a 

cross-country mobility similar to a human. There are different types of walking techniques 

considered for walking unmanned systems. There are also different kinds of preferred number 

of legs depending on the size of the walking machine. A large unmanned walking machine 

would typically need two to four legs. For intelligence gathering smaller robots, with more 

than two to four legs, are preferred due to technical reasons. 

Identified constraints 

From analyzing the report the following constraints in design are observed: 

 Unmanned Walking Machines are presently not developed  

 Prototypes demonstrating the ability to walk are developed but the technology is still 

immature. In other areas concerning unmanned walking machines, laboratory tests and 

concept evaluations are being conducted.  

 

Unmanned Walking Machines have the following constraints compared to the alternatives, 

i.e. tracked or wheeled, unmanned or manned vehicles: 

 lesser ability to carry loads 

 lower energy efficiency 

 lower speed, on and off road  

Assumptions 

The concept scenario is based on the following assumptions:  

The realization of efficient courses of leg movements and stability control has been 

sufficiently developed in the time frame 2025 to 2030. 

Suggested military use 

The following military uses for Walking Machines are suggested in the report: 

 Exploration of buildings and other places difficult  for humans to search could be of 

relevance for smaller unmanned legged systems  

 Carrier missions could be a common use of larger two or four legged unmanned 

systems. 

 Sensor missions 

 Combat tasks together with human soldiers are foreseen in a more distant time frame, 

more than two decades away. This development will probably be unproblematic 

starting with robots for carrying military equipment, turn into armed escort and 

eventually go to forward camp protection. Since all unmanned systems are equipped 

with sensors, they are useful for combat tasks. Furthermore, unmanned systems are 

less vulnerable to the effects of weapons compared to humans. 

 

The report identified different unmanned walking platforms to be used depending on the task 

to be solved. 

  



REPORT Page 16 (38) 
Date  

2013-08-14  

 

16 

 

Concept scenario in 2030 

Unmanned walking machines in urbanized area 

Unmanned walking machines have been evaluated for use in areas where obstacles are 

making movement difficult, in mountainous or urbanized areas. In mountainous terrain, where 

logistical issues are important, draught/ pack animals like donkeys or perhaps dogs would be a 

more suitable alternative.  

Description 
The scenario is a combat situation in an urbanized area where the accessibility is difficult due 

to elements of collapsed houses. Here the ability to independently act inside the fallen houses, 

including crawling, is required. At the same time quick reaction time and the ability to bring 

large amounts of ordnance combined with an effective protection against the effects from 

weapon systems is needed.  

 

In order of relevance, Unmanned Walking Machines can in this scenario be used for: 

 carrying heavy loads 

 search-and-rescue operations in pathless or rough terrain 

 gathering information with the sensors they have  

 performing guard duties, camp protection 

 performing armed escort of human soldiers and 

 acting as an armed support element for dismounted human soldiers  

SWOT-analysis 
The following strengths, weaknesses, opportunities and threats with the Walking Machines 

concept scenario were identified at the seminar: 

 

Strengths: 

 Ability to pass obstacles where humans can’t pass or carry heavy equipment 

 Endurance is better than for humans 

 Unmanned logistics, machines can carry heavier loads than humans  

 Machines are better protected than humans 

 Small machines could access narrow spaces in collapsed houses, i.e. to perform 

difficult and dangerous tasks 

Weaknesses: 

 The cost of unmanned walking machines is expected to be, depending on the area of 

use, much more expensive than for instance the cost of using donkeys for carrying 

heavy loads in mountainous areas  

 The endurance of walking machines is low, due to large energy consumption 

compared to pack animals, like donkeys. 

Opportunities: 

 Unmanned walking machines can work in CBRN contaminated areas 

Threats: 

 The risk of “Blue on blue” casualties if system “runs out of control” can restrict the 

use of armed unmanned walking machines 

 Delayed technology development concerning leg movements and stability control 

 Changing types of conflict rendering unmanned walking machines irrelevant in 2030  
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Assessed capability impact 

The proposed technology is assessed to have impact on the SwAF capabilities listed below: 

 E 216 Capability to provide fire support in ground combat  

 I 310 Capability for IMINT 

 I 311 Capability for SIGINT 

 I 318 Capability to provide CBRN information 

 P 503 Capability to protect objects on the ground against attack 

 P 515 Capability to escort civilian and military objects on ground  

 S 707 Capability to provide supply in area of operations 

Footprint/cost 2025 – 2030 

The following list is a compilation of anticipated footprints created by the concept in use. 

 

Item Assessment 

Acquisition cost/System Depending on alternative. High; if compared to donkey for 

carrying loads in mountainous terrain. High; compared to soldier 

equipment. Average; if compared to combat vehicles in 

urbanized areas. 

C2 footprint  Mainly on soldier to company level. 

Logistic footprint  Additional 

Doctrine/TTP  Combat versions need to be adopted.  

Training Low 

Facilities Low 

R&D  R&D on quiet energy source and improved energy efficiency 

should be monitored 

 

Conclusions on military utility 

Unmanned walking machines used outside the scenario will or can encounter larger obstacles 

since their speed is lower than armed, wheeled and tracked vehicles, having heavy armor and 

armament. The main motive for using unmanned walking machines is their ability to pass 

obstacles where humans can’t pass or carry heavy equipment.  

 

The most relevant use of unmanned walking machines is therefore for military activities in 

urban areas and in inaccessible mountains. Using these machines outside the proposed 

scenario may render them obsolete or useless. For most other situations, wheeled or tracked 

vehicles are probably better.  

 

The intersection between the use of wheeled/tracked vehicles and humans as well as between 

walking machines and humans should be compared when analyzing the relevance of walking 

machines. Only for a few situations are unmanned or manned walking machines considerably 

better than humans, draught/pack animals or wheeled/tracked vehicles.  

 

Unmanned walking machines in different forms would probably become complements to 

human soldiers rather than to unmanned or manned wheeled/tracked vehicles. The ability to 

carry heavier loads than humans, while being better protected, make unmanned walking 

machines relevant for certain tasks. Nevertheless, they will in the foreseeable future probably 

have negligible military utility. Unmanned tracked or wheeled vehicles will probably be of 

greater importance, with better load capability and higher speed.  
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Cyber Defence 
Ref: [4] 

Introduction 

The Fraunhofer report states that there is a cyber arms race of measures and countermeasures 

and that it will probably never be possible to achieve perfect security. A good timeless policy 

seems to be to combine all measures into a balanced systems view. A trend is also to try to 

achieve a high situational awareness on the overall state of one’s system and to visualize it.  

The Fraunhofer report does however also report on specific trends in cyber-defence 

technologies. They group them into the following four areas: Cryptography, Network security, 

Software security and Hardware security. 

In the tables below, we have summarized the Fraunhofer descriptions of these technologies in 

order to give an overview. 

 
Table 1 Cryptography – Problems and possible solutions 

 

  

Problem Solution Comment Advantages Disadvantages 

Confidentiality of 
information 

Symmetric 
cryptography ,  eg AES 

Same  key for  encrypting 
and  decrypting 

Common today 
Relatively quick 
combination  possible 

Has  to be  exchanged , 
No operations  possible 
on  ciphered text 

Authenticity integrity 

 

,  
of exchanged keys 

Asymmetric 
cryptography ,  eg. RSA 

Different  keys for  
encrypting and  
decrypting 

Common today , 
supports symm .  
encrypt . 

Relatively slow ,  
operations  possible 
on ciphered text 

Authenticity ,  Integrity 
of exchanged keys 

Elliptic Curve 
Cryptography , ECC 

Asymmetric. Usage will 
increase 

Small  key sizes 
Suited for mobile  
communication 

Need for research 

Confidentiality of 
information 

( Fully )  Homomorphic 
encryption 

Encrypting algorithms 
allowing operations on  
ciphered text 

No  encryption 
necessary on texts  
during Operation.  
Applicable to cloud 
computing 

Processing Time. 
Cannot achieve highest 
level of encryption 
Not yet operational. 

 

 

Confidentiality of 
information
, 

processing 
time 

Partially 
homomorphic 
encryption 

As above,    but allowing 
a limited set of 
operations  

As above As above,   but may 
become operational 

l 
much sooner 

Authenticity ,  Integrity 
of exchanged keys 

Quantum  Key 
Distribution, QKD 

Quantum  Physics 
involved , ” involves 
counter intuitive  
phenomena ” 

Any attempt to listen  to 
the  exchange will be  
discovered 

Current systems  
restricted to distances 
<100km,  only point - to - 
point . Research  needed 
to increase n:o   of  users ,  

Quantum  computers , as  
threat to asymmetric 
encryption 

QKD and Post - quantum  
cryptography 

Will make  encryption 
based on factoring  large 
prime numbers 
obsolete 

Counters  the  use of 
quantum  computers 

Expected within  
at least 10  years 

Quantum  computers , a  
threat to symmetric 
encryption 

Double the  length of 
keys 

Quantum  computers 
can be  used to search 
for the  key 

Will  neutralize the  
advantage of quicker 
processing time 

Large keys 
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Table 2 Network security – Problems and possible solutions  

 

  

Limited bandwidth 

Problem Solution Comment Advantages Disadvantages 

Confidentiality ,  Integrity 
and  Authenticity of 
information over  
networks 

IPSec / Virtual Private  
Networks 

Operational 

Integrity and  
Authenticity of DNS 

Domain Name System  
Security Extensions,  
DNSSEC 

Currently being 
deployed 

Preventing  malicious 
traffic in   networks 

Firewalls Controls  traffic 
between public and a 
private  network 

Denies access  to private  
networks ,  Operational 

Limited protection in  
Internet  use due to 
simple  criteria on  lower 
OSI - layers 

Preventing malicious   
traffic in   networks 
connected to Internet 

Next Generation  
Firewalls , NGFW 

Adjusted for Internet 
use ,  will increasingly 
replace traditional 
firewalls in the  future .  
Commercially available . 

Offer  detailed control at  
application layer ( can 
prevent use of function 
within Web application ) 

Limited bandwidth  

Detect attack Intrusion detection 
systems, IDS 

Signature based or  
Anomaly based systems 
to identify intrusions . 

Detects unauthorized 
activities ,  Can be  
combined with firewalls 
into intrusion 
prevention systems or  
Threat management  
systems. 

Signature based 
systems  cannot detect 
previously unknown 
forms  of attack.  
Anomaly based systems  
have high false alarm  
rate. 

Detect attack Honeypots Network acting as  bait 
for hackers,  identifies 
new  threats and  gather 
info. 

Distract hackers  away 
from  more valuable 
network resources . 

Needs further 
automation  to be  really 
effective 

Unfavourable design  of 
the Internet 

Clean  Slate approach New  architecture of the  
Internet  unconstrained 
by the  current 
architecture . 

Design with network 
reliability and  security 
built into the  
architecture 

Immature ,  Transition 
will need a  time period 

Resistance to cyber  
attack 

Artificial Immune  
systems, AIS 

Mimic biological 
immune systems by 
means of simulation 

Provide powerful 
pattern recognition and  
learning ,  low false 
alarm rates in IDSs 

Early stage of 
development 

Resistance to cyber  
attack 

Artificial Intelligence To be  used for  building 
better firewalls and  
IDSs 

Mimics intelligent  
behaviour 

Realizable in distant 
future 
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Table 3 Software security – Problems and possible solutions 

 

Table 4 Hardware security – Problems and possible solutions 

 
  

Problem Solution Comment Advantages Disadvantages 

Exploiting bad  
programming 

Strong t ype system  
programming languages 

Some languages 
demand correct use of 
data  types 

Decrease no  of 
opportunities for  
hackers 

Limits the no  of usable 
programming languages 

Exploiting bad  
programming 

Security type system  
programming languages 

Programming languages 
enforcing security 
policies .  Already 
available as research  
prototypes 

Built in  security policies 
Can be  used to 
determine owner of 
information and  to 
control flows . 

Exploiting bad  
programming 

Software  testing .  
(Computer programs  
used to find errors in  
software) 

Use divided into Static 
( not in  runtime ) and  
dynamic testing .  Used 
with security critical 
software. 

Find Programming 
Errors. 
In the  future able to 
correct found 
programming errors . 

Exploiting bad  
programming 

Formal  verification Use mathematical 
techniques to compare 
code to its 
specification . 

Offers stronger  
assurance relative  
Software  testing 
Used for  key 
components 

Used only for small  
software  projects 

Malware Antivirus software Detect malware using 
signatures 

Widely used Cannot deal  with 
encrypted malware ,  
obfuscation 

Polymorphic Malware Antivirus software using 
heuristic or  behaviour 
based methods 

Estimates the  
probability that a  
program is  malicious .  
Suspicious programs  are 
executed in a parallel  
environment , a  sandbox 

Can detect obfuscation Relatively high number 
of false alarms 

Problem Solution Comment Advantages Disadvantages 

Authentication of 
hardware 

Physically unclonable 
functions ,  PUFs 

Use a  challenge - 
response process and  
the  impossibility of 
producing physically 
identical chips 

Authenticates hardware 
Can produce keys 
intrinsically 

Still r isk  of 
mathematical cloning , 
In  early stage of 
development 

Authentication of 
persons 

Biometric technologies Based on  uniqueness of 
biometric 
characteristics such as  
keystroke dynamics or  
neural  activity 

Cannot be  copied or  
lost 

Characteristics change 
with time 
The  more sophisticated 
processes  are available 
only in long term. 

Detection of Hardware  
trojans 

Secure the  whole 
fabrication process 

Extremely expensive 
Complete realization 
impossible 

Detection of Hardware  
trojans 

Silicon design  
authentication – Side 
channel signals 

Detects changes in the  
hardware  
characteristics ,  eg the  
power Consumption , or  
reliability 

Presumably detect 
difficult - to - detect 
hardware trojans 

Presumes the original  
characteristics are 
known 
Early stage of 
development 

Detection of Hardware  
trojans 

Silicon design  
authentication – 
architecture level trojan  
detection 

Detects changes in the  
system  behaviour 

Presumably detect 
difficult - to - detect 
hardware trojans 

Presumes the original  
architectural behaviour 
is  known 
Early stage of 
development 
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Assumptions 

The Fraunhofer report states that there is a cyber arms race of measures and countermeasures 

and that it will probably never be possible to achieve perfect security. 

Suggested impact on military use 

The following considerations regarding cyber defence are given in the report: 

 A simple solution for the threat of cyber-attacks would be to run computer systems in 

isolated environments, i.e. without interfaces to other computer networks and without 

interfaces for data exchange, such as USB memory sticks. However, such isolated 

computer systems would have very limited utility, especially regarding network 

centric warfare, and can therefore only be used for certain applications. 

 A more realistic approach would be to be aware of the risks of using information 

technology and accept the risk. Systems should be prepared for continued operation 

even when the functionality is constrained because of cyber-attacks. A possible fall- 

back position would be systems that remain operational to a certain degree without a 

network connection. 

 Technology is only one part of a successful cyber defence. In addition one has to 

concentrate on the security vulnerabilities caused by legitimate users of computer 

systems. This includes for example social engineering, which deals with manipulating 

people in order to make them disclose sensitive information, such as passwords. In this 

sense, it is important to raise user awareness about the security of information 

technology. 

Concept scenario in 2030 

The following scenarios were suggested by the working group: 

1. Adversary uses Quantum computers against SwAF traditional IT-systems 

2. Hardware Trojans implemented in SwAF systems 

Scenario 1 Adversary uses Quantum computers against SwAF traditional IT-systems 

Description 
The year is 2025 and SwAF is still relying on virtual private networks (VPN) over the Internet 

for connecting computers used for command and control of military activities and the 

distribution of a recognized situational picture.  

An adversary using quantum computer resources intercepts and deciphers exchanged 

asymmetric keys making it possible to listen in on exchanged traffic, to manipulate data and 

to pretend to be a trusted partner. 

Thanks to SwAF network operation center monitoring the behavior of the system, keeping an 

information situational picture and using anomaly based intrusion detection systems, the 

threat is detected and isolated quickly before the integrity of the whole system is 

compromised. 

Through intelligence, SwAF realizes that an adversary has employed Quantum Computers to 

break the employed VPN security. The SwAF thus decides to implement Quantum Key 

Distribution (QKD). 
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SWOT-analysis 
The following strengths, weaknesses, opportunities and threats concerning adversary use of 

Quantum computers (QC) against SwAF traditional IT-systems were identified at the seminar: 

Strengths: 

 When large-scale QCs become operational, at least 10 years away, new encryption 

schemes will likely be available 

Weaknesses: 

 Hard to detect passive decryption 

Opportunities: 

  Quantum Key Distribution (QKD) can be used to increase VPN security 

Threats: 

 Large costs for acquiring/developing QC for practical decryption use  

Scenario 2 Hardware Trojans implemented in SwAF systems 

Description 
Sweden will continue having vulnerable and increasingly complex computer systems 

involved in all aspects of defence and societal protection, requiring implementation of stricter 

security policies. 

As civil firms are delivering services and commodities (COTS) to a greater extent, without the 

possibility to monitor every step of the production process, new risks will arise. There will be 

more possibilities to plant code or features in hardware that makes them possible to control, 

manipulate or malfunction in critical situations.  

In a future scenario an adversary, or an agent of the adversary, might for example change the 

item numbers on spare parts or supplements or change the location addresses for the items or 

the container where they are transported, using cyber operations based on hardware 

vulnerability. Firstly there will be frictions in the ongoing operation, with more or less serious 

consequences, and secondly the user trust for the system will decrease and less effective 

procedures will be introduced.  

To avoid scenarios like this SwAF will strive to secure the whole fabrication process of 

critical electronic hardware and also to implement silicon design authentication into 

information systems. 

SWOT-analysis 
The following strengths, weaknesses, opportunities and threats from hardware Trojans 

implemented in SwAF systems were identified at the seminar: 

Strengths: 

 There are many different methods to defend Networks, Hardware, Software  

Weaknesses: 

 Costly in time, performance and money to implement all those methods 

 Difficult to discipline the users so that they do not behave riskily  

 Business models like cloud computing where data is not locally available 

 Few existing redundant systems – we are not used to living with insecurity 
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Opportunities: 

 Development of redundancy so that critical systems are duplicated and can be run on 

computers with systems developed in other programming languages or in other 

networks than those affected by viruses or damage 

 Using several suppliers of hardware 

Threats: 

 External players in military systems, like contractors or entrepreneurs, with criminal or 

traitorous intensions may get access to secure networks 

 Everything is linked to the Net, therefore there are many more possible points of entry 

for offensive cyber operations  

 Insiders – voluntary or involuntary 

Assessed capability impact 

Cyber defence is believed to contribute to the following capabilities as listed in the armed 

forces development plan, FMUP 2012.  

 C 102 Capability for C2 on operational level 

 C 103 Capability for C2 on tactical level 

 C 105 Capability to maintain communications  

 E 205 Capability to affect the adversary in the information arena  

 E 209 Capability to conduct computer and network warfare 

 P 505 Capability to protect C3I systems against attack 

Footprint/cost 2025 – 2030 

The following list is a compilation of anticipated footprints created by the concepts in use. 

Item Assessment 

Acquisition cost/ 

System 

Can be huge 

C2 footprint Considerable, countermeasures need coordination  

Logistic footprint Needs logistics, feedback and control  

Doctrine/TTP Needs development of safe procedures 

Training Extensive need for education in Computer Defence and 

training using secure procedures 

Facilities Computers, software, encryption and safe networks 

R&D On all aspects of computers, software, encryption and safe 

networks 

Conclusions on military utility 

The Fraunhofer report gives a valuable overview of emerging technologies of interests for use 

in cyber defence. The working group concurs in that this is an ongoing duel between 

measures and countermeasures regarding cyber defence. If ICT
1
-technology is to be used 

                                                 
1
 ICT = Information and Communications Technology 
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supporting Command and Control in Military or civilian authority activities, there is no option 

but to participate in this duel.  

Though doctrine is not yet fully developed in this area, there is no question that SwAF will 

have to continue to closely monitor the development of technologies for cyber defence in 

order to assess future threats and the need for protective countermeasures, leading to changes 

in doctrine and procedures. 

Cyber defence is a necessary capability and should be a vital part of all activities related to 

defence, security and safety as those functions are so important for the society. 

Cyber defence certainly has a potential for significant military utility. 
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Future of Cyber Threats  
Ref: [5] 

Introduction 

This chapter serves to evaluate the military utility of the forecasting and analysis technology 

described in the report “Future of Cyber Threats” for the Swedish Armed Forces in the 

timeframe 2025-2030. The report, commissioned by FMV, is provided by the company 

Recorded Future and refers to their forecasting engine “Temporal Analytics™”. The 

evaluation is performed in relation to a given scenario, involving cyber threats, further 

described below.  

 

The report states that the tool serves to fill the following three purposes: 

1. Provide an overview of the future of cyber security, cyber-crime and cyber warfare: key 

players, technologies, threats 

2. Evaluate Recorded Future as a tool for technology watch / forecasting 

3. Evaluate Recorded Future as a tool for monitoring emerging cyber threats 

 

The report initially gives a brief overview of the key players, technologies, threats related to 

cyber security, cyber-crime and cyber warfare. It continues by describing how the Recorded 

Future forecasting technology can be used to monitor emerging cyber threats, and to create a 

“dashboard” for real-time alerts, thereby contributing to “Cyber Situational Awareness”. The 

report finally takes a brief look at performing technology forecasting. 

 

Our evaluation is focused on the forecasting and analysis technology and hence does not 

consider the overview of cyber warfare actors, threats, tools and targets. Besides the “Future 

of Cyber Threats”, other publicly available sources dealing with the technology in focus have 

been studied and are mentioned in the references section. 

 

What is Recorded Future? 

Recorded Future Inc. is a software company founded in 2008 by the Swedish researcher and 

entrepreneur Christopher Ahlberg. The company has offices in Cambridge, MA, United 

States, and Gothenburg, Sweden. Among the company’s investors both Google Ventures and 

In-Q-Tel (the investment arm of the U.S. Central Intelligence Agency, CIA) can be found. 

  

Recorded Future is focused on the area of predictive analytics – making predictions about the 

future by analyzing current and historical facts, leveraging techniques from statistics, 

modeling, machine learning, and data mining. The company relies mainly on data collected 

from publicly available sources, commonly referred to as open-source intelligence (OSINT). 

The data is collected by scanning various Internet sources such as mainstream and niche 

media, blogs, government and corporate web sites, financial databases, research publications, 

and social media feeds from such sources as Twitter and Facebook. 

 

What technology does Recorded Future provide? 

The core proprietary technology developed by Recorded Future is a so-called “temporal 

analytics engine”, marketed under the Temporal Analytics™ trademark. The technology 

allows for forecasting of future events based on data from a large number of sources. The 

collected raw data is processed by the temporal analytics engine in order to yield patterns of 

present and future events based on historical data and current trends. Results are presented 

with consideration to user-provided search terms and other settings. 
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According to Recorded Future, the engine can help predict events in fields ranging from 

finance to military intelligence. Although some degree of prediction could theoretically be 

achieved by the tool based on artificial intelligence algorithms, the concept is still principally 

dependent on humans for the actual analysis work and to draw relevant conclusions. 

 

Examples of questions that could potentially be answered by Recorded Future’s technology: 

 Where are protests most likely to erupt in coming weeks? 

 Which military exercises are scheduled to be held in the near future? 

 Which officials are meeting in a given place next month? 

 Which companies are expanding their business into a given country next year? 

Identified constraints 

From analyzing the report the following constraints in design have been found: 

 Efficient monitoring of emerging cyber threats is heavily dependent on the utilized 

sources. While some threats may be discovered through OSINT sources, most unknown 

vulnerabilities and attack vectors will likely not be visible through these sources. 

Furthermore, threats that emerge quickly may also be missed. 

 The validity of the information in the forecasting tool is directly dependent on the 

sources. Although aggregation of multiple coherent sources can contribute to reliability, 

several of these sources may be based on the information from a single (erroneous) 

source, or be interpreted in the wrong way by the software (e.g. sources from China on 

hacking are repeating accusations coming from the U.S.). 

 The availability of automatic predictions of for instance cyber-attacks will be based on 

developments in the field of artificial intelligence. Manual analysis of the information 

collected and visualized by the Recorded Future tool will likely still be required in the 

2025-2030 timeframe. 

 The sources that are relevant for making military predictions may be ill-suited for 

aggregation in the form that the tool in focus provides. The technology may thus require 

further development to fit military purposes. 

Assumptions 

The concept scenarios are based on the following assumptions. The maturity of artificial 

intelligence in the 2025-2030 timeframe is assumed to be adequate for making predictions with 

medium to high accuracy in a short time span (days to weeks). The forecasting technology is 

adequately developed to suit military purposes and can be fed with OSINT as well as data from 

other sources (SIGINT
2
, IMINT

3
, HUMINT

4
 etc.).  

Suggested military use 

The main use of a system based on predictive analysis will be to allow for proactive defensive 

measures in regards so emerging cyber threats. This could range from forecasting “virtual 

protests” and hacktivism to predicting more serious directed cyber-attacks towards logistics 

and support systems, command and control systems, or weapons platforms. Detecting such 

threats in time, and identifying possible attack vectors, could be very beneficial as proactive 

security measures are commonly less costly than reactive actions. 

                                                 
2
 Signals intelligence. Intelligence derived from communications, electronic, and foreign instrumentation signals. 

3
 Imagery intelligence. The technical, geographic, and intelligence information derived through the interpretation 

or analysis of imagery and collateral materials. 
4
 Human intelligence. The category of intelligence derived from information collected and provided by human 

sources. 
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On the other hand, the same technology could possibly also be used for offensive purposes. 

By identifying trends of, for example, a certain system containing vulnerabilities, the 

existence of unidentified attack vectors could be predicted. These vectors could subsequently 

be leveraged to achieve damaging effects to an adversary or target. 

Concept scenario in 2030 

Prediction of cyber-attack in an international mission 

 

The scenario is assessed to be consistent with constraints, suggested military use and the long-

term study on SwAF development; 

Description 
During an international mission, tension has increased between the SwAF and the local 

population. An accidental shooting of an innocent civilian by a SwAF soldier has resulted in 

massive protests and the situation is rapidly escalating. A hacker group demands that Swedish 

forces immediately leave the country or else suffer the consequences of a large-scale cyber-

attack against Swedish computer systems. The Temporal Analytics™ tool is used to analyze 

the development of the situation and to predict the threatened cyber-attack. 

SWOT-analysis 
The following strengths, weaknesses, opportunities and threats with the use of the Temporal 

Analytics™ tool in the proposed concept scenario were identified at the seminar: 

 

Strengths: 

 The technology can be used proactively to identify trends 

 Sources containing large quantities of data, such as social media, that are not usually 

included in intelligence analysis, can be used to increase situational awareness 

 Trends can be visualized over time 

 Analysis using artificial intelligence algorithms is likely to be less costly than using 

human analysts 

Weaknesses: 

 Relying on open sources only will likely be insufficient for military use 

 Automatic predictions are dependent on the quality of the employed artificial 

intelligence algorithms 

 The technology lacks knowledge of context and a means to rank source quality in 

relation to quantity 

 Requires access to relevant communications infrastructures through which the sources 

are available 

Opportunities: 

 The technology can give the ability to predict serious situations in advance, giving an 

opportunity to mitigate an escalating situation before a trigger incident has resulted in 

a more serious situation 

 Early warnings of imminent cyber-attacks could be achieved 

 Prediction of undiscovered attack vectors could possibly allow for offensive cyber 

effects operations 
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Threats: 

 Decisions could be based on erroneous information as provided by sources utilized by 

the prediction tool 

 Sources that are publicly available may change their behavior or inject false data if 

they become aware that they are being monitored. There is a risk of an incomplete or 

flawed operational picture. 

Assessed capability impact 

The proposed concepts are assessed to have impact on the SwAF capabilities listed below: 

 E 205 Capability to affect the adversary in the information arena 

 E 209 Capability to conduct computer and network warfare 

 I 305 Capability to establish a common operational picture 

 I 307 Capability to support commander on operational level with intelligence prior to decision  

 I 311 Capability for signals intelligence (SIGINT) 

 I 315 Capability for open-source intelligence (OSINT) 

 P 505 Capability to protect C
3
I systems against attack 

Footprint/cost 2025 – 2030 

The following list is a compilation of anticipated footprints created by the concept in use. 

 

Item Assessment 

Acquisition cost/System Limited to medium, depending on the sources employed 

C2 footprint  Depends on the degree of integration, probably quite small 

Logistic footprint  Limited 

Doctrine/TTP  Should conform to a cyber-doctrine, new TTP regarding sources 

may be required 

Training Training will be required for analysts and OSINT collectors 

Facilities None 

R&D  For automatic predictions, the effectiveness of the concept is 

dependent on R&D of suitable artificial intelligence algorithms 

 

Conclusions on military utility 

The Internet has undoubtedly led to a great increase in the available open-source intelligence 

sources. In a 2025-2030 perspective there is no apparent reason to believe that the availability 

of data will decrease. On the contrary, as more parts of the developing world are brought on-

line, information sources will likely grow significantly. Having access to efficient tools to 

collect, process and visualize data from a large number of sources will have an obvious value 

for the SwAF and will contribute to situational awareness. 

 

When it comes to making predictions about future events based on current and historic data, 

this has commonly been a task left to human analysts. Tools for automated forecasting with 

adequate precision can be thought of as a form of decision support, alleviating the work load 

of analysts or completely replacing them with artificial intelligence software. Having access 

to such technology would likely be very beneficial for the SwAF. 

 

Our conclusion is that the forecasting and analysis technology described in the report “Future 

of Cyber Threats” has uncertain potential for military utility in the given scenario. However, 

if the technology is combined with advanced artificial intelligence algorithms, it may have 

potential for significant military utility in a 2025-2030 timeframe.  
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The Future of Unmanned Aerial Vehicles  
Ref: [6] 

Introduction 

A definition of an unmanned aerial vehicle (UAV) is: “an aircraft without a human pilot on 

board. Its flight is either controlled autonomously by computers in the vehicle, or under the 

remote control of a navigator”. Often there is also an additional requirement which states that 

the vehicle should be reusable, to exclude weapons such as cruise missiles from the definition. 

The concept of UAVs is almost as old as the first manned flight, dating back to the Kettering 

Bug, which performed its first flight in 1918, only fifteen years after the first manned flight. 

Initially the efforts were focused on delivering warheads, biological and chemical weapons. 

This concept evolved into the modern cruise missile while the modern UAV as we know it 

today only has begun to reveal its true potential on the battlefield.  

Modern UAVs are currently being used for a wide range of surveillance and intelligence 

purposes as well as remotely piloted attack aircraft. However, the military use and design of 

UAVs is driven by the type of conflict they are to be deployed in, thus modern UAVs are 

specialized for asymmetric conflicts. In such conflicts the opponent’s ability to harm the UAV 

is rather limited but the duration of the operation is long and the geographic areas to cover 

may be vast. Such UAVs may prove to be rather poor against highly qualified opponents, but 

it is important to keep in mind that, as the threat and tasks change, so will the design of the 

UAV. Therefore it can be argued that UAV technology has only scratched the surface of its 

full capability.  

Identified constraints 

From analyzing the report the following constraints in design have been found: 

 The Swedish Armed Forces are not likely to use UAVs as weapon platforms in 2030, 

due to technical difficulties as well as legal/political/moral aspects.  

 In order to take full advantage of autonomous UAVs, changes to the current airspace 

policies are required.  

Assumptions 

The concept scenarios are based on the following assumptions: 

 It is assumed that the UAVs in the scenario are both able and allowed to fly in the 

airspace over the Baltic Sea. 

 In Scenario A, it is assumed that a control link that does not expose the UAV to the 

enemy can be established. 

 In Scenario B, it is assumed that autonomous technology is proven to be reliable and is 

good enough to carry out the proposed mission. 

Suggested military use 

The following military use for Unmanned Aerial Vehicles are suggested in the report: 

 Surveillance 

 Weapons platform 

 Logistics 

 

The report identified the following platform to be of interest:  

 Reaper MQ-9 

However, it should be stressed that the number of different types of UAVs is vast, ranging 

from hobby aircraft to fully capable war machines.  
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Concept scenarios in 2030 

 

Two scenarios are assessed to be consistent with constraints, suggested military use and the 

long-term study on SwAF development. 

A. Reconnaissance against Navy training activity using UAV 

Description 
The task is to observe an exercise with naval infantry along a stretch of coastline north of the 

naval base in Baltisjk in the Kaliningrad region. During the mission the tasks are to determine 

the type and size of the training units and to identify the types of ships and their tactical 

behavior. The exercise lasts for three days.  

B. Signal intelligence gathering using UAV 

Description 
A missile defence radar station in the Kaliningrad enclave at Pionersky is under upgrade and 

the work is expected to enter a testing phase soon. The mission is to collect signal 

characteristics for the new radar system. 

SWOT-analysis 
The following strengths, weaknesses, opportunities and threats with the Unmanned Aerial 

Vehicles concept scenarios were identified at the seminar: 

  

Strengths: 

 UAVs are able to achieve higher endurance than manned aircraft 

 No risk for personnel losses  

 

Weaknesses: 

 Possible reduction of situation awareness, since the operator of the aircraft is located 

far away from the aircraft. 

 Low adaptability in fully autonomous systems  

Opportunities: 

 Lower probability of intercept than manned aircraft if the UAV is designed for such 

missions   

 Higher payload, since the mass of the pilot, life-supporting systems etc. can be utilized 

for other purposes   

 Possibly lower demands on infrastructure due to allowed higher takeoff and landing 

accelerations 

 More offensive reconnaissance missions can be afforded since there is no risk for 

personnel losses 

Threats: 

 GPS spoofing 

 Jamming or disturbances of the control link 

 Hacking of the ground control station  
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Assessed capability impact 

Assuming the UAV is not armed (if armed UAV more capabilities will apply), the proposed 

concepts are assessed to have impact on the SwAF capabilities listed below:  

 C 105 Capability to maintain communications 

 E210 Capability for Electronic Warfare 

 I 301 Capability to obtain and deliver geographical information 

 I 302 Capability to obtain and deliver oceanographic information 

 I 303 Capability to obtain and deliver meteorological information 

 I 304 Capability for ranging and transfer of target information 

 I 305 Capability to establish common operational picture 

 I 306 Capability to support commanders on tactical level with intelligence prior to decision 

 I 307 Capability to support commanders on operational level with intelligence prior to 

decision 

 I 310 Capability to provide IMINT 

 I 311 Capability to provide SIGINT 

 I 312 Capability to provide MASINT 

 I 313 Capability to provide RADINT 

 I 317 Capability to provide TECHINT 

 I 318 Capability to provide CBRN-information 

Footprint/cost 2025 – 2030 

The following list is a compilation of anticipated footprints created by the concept 

in use. 

 

Item Assessment 

Acquisition cost/System Arguably somewhat less expensive, compared with manned 

aircraft 

C2 footprint  Remotely piloted UAVs require command and control systems 

Logistic footprint  At least one more system to maintain 

Doctrine/TTP  Will need development  

Training Yes 

Facilities Some modifications of existing infrastructure might be necessary  

R&D  Keep track of development in the UAV area 

 

Conclusions on military utility 

Compared to the alternative of manned aircraft it is concluded that UAVs have a potential for 

significant military utility in the proposed scenarios. However, it should be noted that the 

scenarios were chosen so that UAVs were expected to be well suited for the missions, in order 

to show the best of the technology. In order to make a complete statement on the military 

utility of UAVs for the SwAF, more scenarios would have to be analyzed. Nevertheless, the 

SWOT-analysis showed that UAVs are much more capable of carrying out the missions in 

both scenarios than the manned alternative, due to higher endurance and lower risk of loss of 

human life and interception.   
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Capability matrix 
From reviewing the Fraunhofer and the Recorded Future reports and their respective 

technologies we have concluded that a number of capabilities listed in the SwAF development 

plan can be complemented, or even significantly improved. The matrix below gives an 

overview of the impact of the different technologies. 
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C 102    X   

C 103    X   

C 105  X  X  X 

C 107  X     

C 105  X     

E 204  X     

E 205    X X  

E 209    X X  

E 210  X    X 

E 216   X    

I 301  X    X 

I 302  X    X 

I 303  X    X 

I 304  X    X 

I 305  X   X X 

I 306  X    X 

I 307  X   X X 

I 308  X     

I 310  X X   X 

I 311  X X  X X 

I 312  X    X 

I 313  X    X 

I 317      X 

I 318   X   X 

P 503   X    

P 505    X X  

P 515   X    

S 707   X    

 
* For Alternative Fuels an indirect impact on a wide range of capabilities has been identified 
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Reflections on the method 
 

Our evaluation of the method used shows that there is a risk that the assessment is biased by 

the participating experts’ presumptions and experiences from their own field of research. The 

scenarios that were chosen do not cover all aspects of the technology and their possible 

contribution to operational capabilities. It should be stressed that we have assessed six 

technologies’ potential military utility in the presented scenarios, not the technology itself.  

 

The chosen definition of military utility clearly affects the result of the study. The definition 

has been slightly modified from the one used in the Technology Forecast 2012. It is believed 

to be good enough for this report, but could be further elaborated in the future. 

 

The greatest value of the method used is its simplicity, cost effectiveness and the tradeoff that 

it promotes learning within the working group. The composition of the working group and the 

methodology used is believed to provide for a broad and balanced coverage of the 

technologies under study.  

 

This report provides executive summaries of the Fraunhofer and Recorded Future reports and 

helps the SwAF Headquarter to evaluate the military utility of emerging technologies within 

identified relevant scenarios. 
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Bilaga 1 – FM insatsförmågor (SwAF list of capabilities) 
Referens: FMUP, Underbilaga 1.4, 2011-02-04, HKV 23 320:52470 

 

Insatsförmåga (IF) 

Specifik verksamhet för vilken resurser (förband med personal och materiel) anskaffats och 

tränats i syfte att uppnå en efterfrågad effekt som varierar beroende på scenario och 

ambitionsnivå. En eller flera insatsförmågor bidrar till att lösa en försvarsuppgift. 

 

Insatsförmågorna behövs i varierande grad för att lösa en eller flera försvarsuppgifter och kan 

beskrivas utan direkt koppling till försvarsuppgifter och deluppgifter. Valet av vilka 

insatsförmågor som är aktuella i en given situation varierar beroende på givna styrningar och 

aktuella förutsättningar (exempelvis scenarier) vid en specifik situation. Förmågor som alla 

förband i varierande utsträckning har för ”eget bruk”, exempelvis egenskydd i olika former, är 

inte föremål för specifik insatsförmåga eller en notering i sammanställningen av förband 

relaterade till insatsförmågor. Utgångspunkten för insatsförmågorna har varit underlag från 

Försvarsmaktens doktriner, underlag från EU samt i förekommande fall styrningar från 

regeringen. 

 

Olika former av klimat, terrängtyper och infrastruktur kan normalt relateras till de flesta 

insatsförmågor varför det inte skapas specifika insatsförmågor för dessa ändamål. Vilka 

klimat, terrängtyper etc. som gäller som underlag för utveckling av förband kan t.ex. 

återfinnas i FMUP och operativa ramvillkor. Vid behov kan de även uttryckas i 

ambitionsnivån för respektive insatsförmåga. Vad gäller amfibisk och urban miljö är dessa ur 

ett TI-perspektiv viktiga för Försvarsmakten då de omfattar områden med särskild karaktär, 

varför dessa miljöer återfinns som insatsförmågor. 

 

Hur resurserna används för att bidra till insatsförmågorna och för att lösa angivna 

försvarsuppgifter styrs av de förutsättningar som gäller vid en specifik tidpunkt. Som 

utgångsläge är det dock möjligt att göra en grunduppsättning (se nedan) där det anges på 

vilket sätt resurser skulle kunna bidra. 

 

Insatsförmågor används även som utgångspunkt för en förmågebaserad avvägning genom att 

de prioriteras relaterat till ett antal scenarier och ambitionssätts utifrån vad som krävs för att 

lösa Försvarsmaktens uppgifter. 

Insatsförmågor 

Specifik verksamhet för vilken resurser (förband med personal och materiel) anskaffats och 

tränats i syfte att uppnå en efterfrågad effekt som varierar beroende på scenario och 

ambitionsnivå. En eller flera insatsförmågor bidrar till att lösa en försvarsuppgift. 

Insatsförmågorna är fördelade på kategorier där de i första hand bedöms höra hemma. 

 

C – C4, E – Engagement, I – ISTAR, M – Movement, P – Protection, S – Support  

 

Således är kategorierna är desamma som DGemO
5
 s.k. grundläggande förmågor. 

  

                                                 
5
 Doktrin för gemensamma operationer, Försvarsmakten, 2005. 
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