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Abstract 

International cybersecurity is arguably one of the most serious, complex and recent security-issues of 

our time. The connectivity between EU member states regarding cybersecurity due to the borderless 

nature of cyber, together with increasing threat-levels, has made the need for a common response 

widely acknowledged in the EU for several years. Even so, a common EU cybersecurity response 

involves problems such as reluctance of member states to share information, that cybersecurity 

management is linked to national security and therefore touches upon sovereignty, and different levels 

of cybersecurity development between member states. Despite this, the Network and Information 

Security Directive was adopted by the European Council in May 2016, involving EU-wide binding 

rules on cybersecurity.  This thesis examines and explains, through a neo-functionalistic approach, 

how and why this development towards supranational management of cybersecurity in the EU has 

happened. The author finds that cybersecurity management seems to have institutionalized from a 

nascent phase during 2013, moving towards an ascendant phase during the end of 2013 and 2014, to 

end up between an ascendant and a mature phase during 2015 and 2016 – which makes the adoption of 

the NIS-directive logical. The neo-functionalistic explanation to the development of supranational 

cybersecurity management in the EU highlights the role of the Commission as a ‘policy entrepreneur’ 

and the publication of the EU cybersecurity strategy, accompanied by the proposal for the NIS-

directive in 2013. These regulatory outputs sparked further institutionalization by providing many 

opportunities and venues for member states to interact and build networks on cybersecurity issues, by 

initiatives with normative impact to foster an EU ‘cybersecurity community’, by the continuous 

strengthening of supranational cybersecurity actors such as ENISA, and by supranational 

cybersecurity cooperation platforms, such as the NIS-platform and the European Private Public 

Partnership on cybersecurity. Between 2013 and 2016, 21 EU Member States published national 

cybersecurity strategies, almost all referring clearly to their commitment to EU cybersecurity 

initiatives. This provides an indicator of a high level of legitimacy of supranational cybersecurity 

management. However, the thesis also finds that the strongest supporters of EU cybersecurity 

management are not the most powerful member states but rather the smaller ones. While not 

expressing a strong commitment to EU initiatives in cyber policy documents, the most powerful 

member states still agreed to the NIS-directive.  This supports the neo-functionalist notion about the 

“stickiness” of an institutionalization-process, and the possibility that powerful states might have 

double paths, committing to EU regulation and institutionalization while still continuing their own 

way. 

Keywords; EU Cybersecurity Management, EU, Cybersecurity, Institutionalization, Neo-

functionalism, the NIS-Directive 
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Abbreviations 

CERT    Computer Emergency Response Team 

CSIRT   Computer Security Incident Response Team 

CERT-EU   Computer Emergency Response Team of the European Union 

CCDCOE NATO Cooperative Cyber Defence Centre of Excellence 

EU   The European Union 

ENISA   European Agency of Network and Information Security 

NIS-Directive   the Network and Information Security Directive 

EPCIP    European Programme for Critical Infrastructure Protection 

CIWIN   Critical Infrastructure Warning Information Network  

EC3    European Cybercrime Centre 
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1. Introduction & research problem 

17
th
 of May 2016 a new directive on cybersecurity in the EU – The network and information security 

(NIS)-directive, was adopted by the European Council.
1
 The directive aims to enhance the common 

and individual cybersecurity capacity of the Member States and the overall EU cybersecurity 

cooperation. It entails obligations for Member States (hereafter referred to as MS) to establish national 

cybersecurity authorities, and to create national cybersecurity strategies. It furthermore requires 

operators of critical societal sectors like transport, finance and energy, as well as digital service 

providers to achieve a minimum level of cybersecurity and to report cyber incidents.
 2
 MS will have to 

implement the directive in 18 months.
3
 

The NIS-directive is a response to the ever increasing cyber risks and threat-levels in Europe in 

combination with the lack of rules and legislation regarding cybersecurity that has been present in 

Europe.  As the Commission put it “Past efforts have been on too small a scale and too fragmented, 

with the voluntary nature of past efforts leaving many gaps in our overall cybersecurity.”
4
 

Udo Helmbrecht, the executive director of ENISA (The European Agency for Network & Information 

Security) said during 2015; “When you talk today about the Internet, it is the ‘Wild West’. Everyone 

can do what they want. There is no control, no regulation,” “And the reason for this is: where is the 

governance structure?” 
5
  

Despite the need for regulation, applying EU-wide binding regulations on cybersecurity is far from 

problem free. Among the most severe problems are the issue of information sharing of potentially 

sensitive cybersecurity-information, extensive trust requirements, the need to balance sovereignty and 

the need for a common response and varied levels of cybersecurity maturity and development among 

Member States. Trust-problems between MS regarding cyber issues were highlighted in 2015 by Peter 

Round, the director at the European Defence Agency. He stated that MS tend to hide information 

about their cybersecurity development from each other.
 6
 “One of the issues with cyber is that it is in 

some ways the new gunpowder. When a member state gains a capability – certainly at first – they 

don’t want to share it, because some have it and some don’t, and we are seeing that some don’t want to 

share it, seeing it as a sovereign and national issue”.
7
  

                                                           
1
 http://www.consilium.europa.eu/en/press/press-releases/2016/05/17-wide-cybersecurity-rule-adopted/ 

2
 http://www.consilium.europa.eu/en/press/press-releases/2016/05/17-wide-cybersecurity-rule-adopted/ 

3
 http://europa.eu/rapid/press-release_MEMO-13-71_en.htm 

4
 http://europa.eu/rapid/press-release_MEMO-13-71_en.htm 

5
 http://www.euractiv.com/section/digital/news/cyber-security-directive-held-up-in-face-of-wild-west-

internet/ 
6
 BSA the Software Alliance, The EU cybersecurity Maturity Dashboard 2015 Report, 2015, p. 10 

7
 http://www.euractiv.com/section/digital/news/cyber-security-directive-held-up-in-face-of-wild-west-

internet/ 
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The EU cybersecurity Maturity Dashboard 2015 Report found that getting MS to share cybersecurity 

information is a challenging task due to the information’s sensitive character, which requires a high 

level of trust among the sharing nations.
8
 Moreover, the same study from 2015 found that even if most 

MS agree that cybersecurity is an important issue and national priority, many were still very immature 

when it comes to cybersecurity capability. For example, most cybersecurity private-public 

partnerships were found to be still in a very early stage of development. Large gaps between the most 

developed and the least developed MS regarding cybersecurity was also found.
9
 Most EU countries 

have already developed their own ways of managing cybersecurity, with not much alignment going on 

historically between each other.  Even cybersecurity terminology differs widely between MS of the 

EU, and even neighboring countries which are closely cooperating in many policy areas, like Finland 

and Sweden, are not very alike when it comes to cybersecurity management structure.
10

 

Despite this, there has been a movement of cybersecurity management towards supranationality in the 

EU, which has ended up in the acceptance and now implementation of binding supranational rules on 

cybersecurity (the NIS-directive). How has this happened, and why has cybersecurity management 

become supranational despite that cybersecurity touches upon security issues closely linked to 

sovereignty, different levels of development, ambitions an cybersecurity structures of MS, problems 

with trust and the fact that cybersecurity is still a very new and unexplored policy area? 

From a theoretical point of view, an inter-governmentalist, with him or hers focus on MS as the main 

driving factors towards supranationalism, would be puzzled by the outcome of the acceptance of the 

NIS-directive and the development of supranational cybersecurity management at the EU-level due to 

these problems. Thus, this thesis uses a neo-functionalist approach to explain the outcome instead. 

Neo-functionalists consider development towards supranationality as a development driven by the 

supranational level rather than the MS-level.
11

 

 

 

 

 

                                                           
8
 BSA the Software Alliance, The EU cybersecurity Maturity Dashboard 2015 Report, 2015, p. 10 

9
 BSA the Software Alliance, The EU cybersecurity Maturity Dashboard 2015 Report, 2015, p. 10 

10
 Backman, 2015, p. 3 

11
 Stone Sweet & Sandholtz, 1997, p. 300 



Sarah Backman – The Institutionalization of Cybersecurity Management at the EU-Level 
 

7 
 

2. Context 

2.1 Challenges of international cybersecurity  

The digital development of our modern societies has been explosive. In a very short time, our societies 

have become extremely dependent on the internet. Indeed, this has in many ways been a positive 

development – removing borders which used to be an obstacle to communications and trade. But the 

digitalization of our societies and the dependence on it has also created extensive vulnerability. The 

rapid development and the fact that cyber creates new challenges which has never been seen before 

has resulted in large security gaps. 
12

 These gaps have been highlighted in various ways during the last 

years. For example, scientists have successfully hacked and taken control of traffic lights in Michigan, 

USA, as part of an experiment 2014.
13

 In another experiment, scientists successfully hacked and took 

remote control over a car.
14

 Various successful real life attacks have also highlighted lagging 

cybersecurity of whole nations, such as STUXNET – an extremely sophisticated malware discovered 

2010, made to disturb Iran’s uranium power plants.
15

 Also the attacks on Estonia 2007, which blacked 

out a number of government websites and services, became an eye-opener regarding the importance of 

cybersecurity.
16

 Estonia was also the key initiative taker to the creation of NATO’s cybersecurity 

entity, CCDCOE, which was granted NATO accreditation in 2008.
17

  Moreover, the cyber threats have 

been on a constant increase, making 2016 another record breaking year regarding discovered attacks.  

Symantec, a company which collects cyber threat data from 63 million attack sensors in 157 countries, 

presented in their annual threat report a 36% increase of discovered malware during 2015 compared to 

the previous year.
18

 “Perhaps what is most remarkable is that these numbers no longer surprise us. As 

real life and online become indistinguishable from each other, cybercrime has become a part of our 

daily lives. Attacks against businesses and nations hit the headlines with such regularity that we’ve 

become numb to the sheer volume and acceleration of cyber threats.”
19

 

Indeed, many EU Member States do recognize that their societies are becoming more and more 

vulnerable due to their dependence on the internet in combination with rising threat levels. 
20

 

However, the very special features of cyber, with a borderless nature to an extent which has never 

been seen before, the fact that cyber issues tend to be sensitive and the different ways member states 

have developed regarding cybersecurity has made international cybersecurity a challenging policy-

                                                           
12

 http://www.consilium.europa.eu/en/policies/cyber-security/ 
13

 https://www.technologyreview.com/s/530216/researchers-hack-into-michigans-traffic-lights/ 
14

 https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/ 
15

 https://www.symantec.com/security_response/writeup.jsp?docid=2010-071400-3123-99 
16

 http://www.nbcnews.com/id/31801246/ns/technology_and_science-security/t/look-estonias-cyber-attack/ 
17

 https://ccdcoe.org/history.html 
18

 Symantec Internet Security Threat Report, 2016, p.5 
19

 Symantec Internet Security Threat Report, 2016, p.5 
20

 Backman, 2015, p. 4-5 
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area.
21

 For example, cybersecurity terminology is widely unaligned throughout the EU.
22

 Even basic 

terms such as “Cyberspace” may have very different meanings for different actors.
23

  

Moreover, cybersecurity management at the national or international levels entails a wide range of 

aspects and requires different kinds of expertise-areas which has to be able to cooperate and 

communicate – something that is not always easy. For example, cybersecurity entails advanced 

technical aspects, but exists in and affects societal and strategic contexts which also have to be 

understood. This means that the technical and strategic levels have to cooperate. The same thing goes 

with the private and public sectors, which has to start sharing information in order to enhance 

cybersecurity. Communication and coordination between technical and strategic levels, as well as 

between private and public actors, are only a few of the tough alignment and coordination challenges 

which exist within cybersecurity management at the national and international levels.
24

 

3. Earlier research 

This thesis is built upon the earlier research of institutionalization and regional integration of the 

European Union. There are mainly two theoretical schools of EU integration – intergovernmentalism, 

with important contributions from scholars such as Keohane (1989), Milner &  Moravcsik (2009) and 

supranationalism, with prominent scholars such as Sandholtz & Stone Sweet (1998) .
 25   Since this 

study uses a neo-functionalist approach, the study was built upon the work of Sandholtz & Stone 

Sweet in “European integration and supranational governance” (1998), later refined by Boin, 

Ekengren & Rhinard in “The new security role of the European Union” (2006), “Security in 

Transition, towards a new paradigm for the European Union”(2008) and “The European Union as 

Crisis Manager” (2013). The model which Boin, Ekengren & Rhinard develop in these books for 

measuring degree of institutionalization is an important cornerstone in this study and central for its 

operationalization. An additional work worth mentioning as important earlier research is Adler & 

Barnett’s “Security Communities” (1998), which has contributed to the neo-functionalist approach. 

Even if some of the work of Boin, Ekengren & Rhinard touches upon cybersecurity (as a transnational 

threat-sector), few scholars to this date have had a focus on the institutionalization of cybersecurity 

management or even supranational cybersecurity management in general. This is very likely a result of 

cybersecurity being such a new policy area, especially at the supranational level. However, a few 

examples exists, such as Heinl’s “Regional Cybersecurity: Moving towards a resilient ASEAN 

cybersecurity regime” (2014) Thomas “Cyber security in East Asia: Governing Anarchy” (2009) and 

Christou’s “Cybersecurity in the European Union” (2015). Christou’s book from 2015 provides 

                                                           
21

 Backman, 2015, p. 5-6 
22

 ENISA, Report on Cyber Crisis Cooperation & Management, 2014, 25 
23

 ENISA, Report on Cyber Crisis Cooperation & Management, 2014, 25-30 
24

 ENISA, Report on Cyber Crisis Cooperation & Management, 2014,38-39 
25

 Sandholtz, Stone Sweet ,1998, p. 7-9 
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important contributions to the field by exploring EU cyber governance-structures at the time and, more 

importantly, providing a critical discussion about the use of the “cyber resilience”-concept.
26

 However, 

the development of cybersecurity structures since the time of the material collection for the book has 

been quite remarkable, which unfortunately makes the book a bit outdated when it comes to describing 

the supranational cybersecurity-structure of the EU. 

4. Aim/purpose 

This study aims to map and, through a neo-functionalistic approach, explain the movement towards 

supranational cybersecurity management in the EU between 2013 and 2016 which has resulted in the 

implementation of binding EU-wide legislation on cybersecurity. Thus, the thesis has both a 

descriptive and explanatory aim. 

4.1 Research question 

To what extent, how and why has the cybersecurity sector been institutionalized in the EU between 

2013 and 2016? 

5. Method 

5.1 Definitions 

Institutionalization; In this study, the following definition of ‘institutionalization’ was used; ”The 

process through which European political space (supranational policy arenas or sites of governance, 

structured by European rules, procedures and activities of the EU organizations) has evolved.”
27

 

Cyber Security: In this study, the following definition of ‘cybersecurity’ was used; “Preservation of 

confidentiality, integrity and availability of information in the Cyberspace.”
28

 

5.2 Research design 

5.2.1 Choices and limitations 

Choosing only one case 

This study focuses on one case, the EU, and the phenomenon of interest is the development of 

supranational cybersecurity management at the EU-level. The common critique towards one-case 

studies is that it risks indeterminacy when there is more than one possible explanation, which could 

lead to measurement error. But, as George and Benett points out, the one case study compensates with 

                                                           
26

 Christau, 2015, p.11 
27

 Boin, Ekengren & Rhinard, 2008, p. 40 
28

 ISO/IEC 27032, 2012 
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many and deep observations, which reduces the problems and critique posed towards it as a research 

design.
 29

  Moreover, the aim and research question of this study requires the study to go deep into the 

cybersecurity structures of the EU, revealing many aspects of it. It would be a scope beyond the 

limitations of time and space of this thesis to add another case to the study – which would be studying 

the development of supranational cybersecurity management within another regional organization.  

Empirical limitations 

Cyber, and even cybersecurity, is complex and plays a part in many different structures at both 

national, member state-level as well as at the international level.  For example, cybersecurity is 

commonly entangled in structures of critical infrastructure protection since critical infrastructure 

sectors (such as the transport, energy and finance) are heavily dependent on cyber in modern 

societies.
30

 This means that cybersecurity is an important aspect of EU initiatives such as European 

Programme for Critical Infrastructure Protection (EPCIP) and information exchange initiatives such as 

the Critical Infrastructure Warning Information Network (CIWIN).
31

 Cybersecurity is now a part of 

international crime battling efforts due to the movement of crimes from the physical to cyberspace, 

which has resulted in supranational structures such as European Cybercrime Centre (EC3).
32

  

Although interesting, this study do not encompass cybercrime, cyberdefence or critical infrastructure 

protection due to space and time-limitations.  Nor does it encompass regulatory outputs, networks or 

legitimacy which is not mainly focused on cybersecurity.  

Time-limitations 

This study focuses on the development of regulatory outputs, networks and legitimacy regarding 

cybersecurity management at the EU-level between 2013 and 2016. The choice of the starting point, 

2013, derives from the fact that it was the year of the publication of The Cybersecurity Strategy of the 

EU + The proposal for the NIS-directive. Since the theoretical approach of this study, neo-

functionalism, emphasize supranational rules as highly important – this provided a suitable starting 

point.
33

 The choice of the ending point, 2016, is natural due to the fact that the adoption of the NIS-

directive happened in May 2016. 

5.2.2 Contribution 

This thesis studies the institutionalization of cybersecurity management at the EU level between 2013 

and 2016, thus contributing both academically as well as practical in several ways. There are currently 

wide gaps in the state of knowledge regarding cybersecurity management at the EU or even the 

                                                           
29

 George & Benett, 2004, p. 32 
30

 https://www.enisa.europa.eu/topics/critical-information-infrastructures-and-services 
31

 http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-
infrastructure/index_en.htm 
32

 http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/organized-crime-and-human-
trafficking/cybercrime/index_en.htm 
33

 Stone Sweet & Sandholtz, 1997, p.304-306 
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international level due to the fact that the development of supranational cybersecurity management has 

been very swift and recent. This study is partly descriptive in its nature, an approach which is 

sometimes questioned from a contribution point of view. However, in this largely undiscovered field, 

a descriptive part – outlining the current legislation, policies, networks and how this reflects in 

Member State national policy – has a great value for further research in the area. 

 This thesis contributes to academia by outlining the process towards supranational management of 

cybersecurity in the EU, explaining how and why it has developed – something that has not been done 

before. Cybersecurity is a special matter, since it is tremendously borderless, often entails sensitive 

information but requires information sharing. It is different from other transboundary threats such as 

terrorism or pandemics. This means that it is not given that the cybersecurity sector will be 

institutionalized in the same way as other sectors, not even transboundary threat sectors. Further 

studies of institutionalization might therefore benefit from using the results of this study for 

comparative purposes in order to increase the understanding of institutionalization processes.  

Practically, this thesis might have a variety of uses as well. By providing a clear map of the 

development of cybersecurity regulatory outputs, networks and how Member States refer to the EU 

cybersecurity management, policy makers and practitioners get an improved understanding of the 

current EU cybersecurity structures, tools and interaction, as well as opinions of individual MS. 

5.2.4 Disciplined configurative case study 

This study is a disciplined configurative case study, which means that it uses an established theory to 

explain something
34

 (in this study; how and why the cyber security sector has been institutionalized at 

the EU-level). The study is deductive, meaning that it has a top-down approach, starting with theory 

and then tests it by observation. 
35

  

5.2.5 Qualitative text analysis 

This study is mainly based on qualitative textual analysis as research method, even though it contains 

some quantitative elements (such as counting the number of national cybersecurity strategies referring 

to the EU). The main critique posed towards qualitative methods is that they might lack reliability and 

that they risk to become abstract, too influenced by the researcher’s own interpretations and his or her 

biases. However, despite the methodological control which is common for quantitative studies, 

quantitative research is also affected by interests and other contextual factors surrounding the 

researcher.
36

 In order to avoid these critiques, transparency it is essential that the researcher tries to be 

as transparent as possible with the operationalization and the reasoning behind the findings and 

conclusions of the study.  

                                                           
34

 George & Benett, 2004,  p. 75 
35

 http://www.socialresearchmethods.net/kb/dedind.php 
36

 Flick, 2006, p 13-14 
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What qualitative research contributes with is a focus on the complexity of a study’s subjects. While 

quantitative research methods tend to reduce objects to single variables, qualitative methods recognize 

its complexity and therefore do it justice.
37

  

Quantitative research is a very good method for finding correlations, but the qualitative research is a 

better method for explaining the correlation.
38

 Thus, qualitative text analysis is suitable for this study 

since it has both a descriptive and explanatory aim. 

Insights and information from previous research is essential for qualitative research. This is because 

context is central for qualitative research, from identifying the research problem to understanding the 

contribution of the findings. The researchers must put their qualitative insights and findings into a 

larger context.
39

 This happened in this study by studying the institutionalism of the cyber security 

sector at the EU-level through the theoretical lens of neo-functionalism, which puts the research into 

the larger context of the theory of institutionalization.  

5.2.6 Triangulating by surveys 

In order to add further depth to this study, more specifically to the dimension “legitimacy” (which will 

be further elaborated in the operationalization-section), the study was added with 5 survey interviews 

to the document analysis (on which this study is mainly built on). The interviewees, chosen for their 

experience and expertise regarding cybersecurity policy, were  asked about their thoughts about the 

acceptance of cybersecurity management at the EU-level by Member States, and especially their 

thoughts about whether the most powerful countries in the EU pushes for more EU-cybersecurity 

management or not.  

By using survey answers to complete the analysis of the level of legitimacy (how member states 

accept EU-level rules), the result gained increased reliability. This is called information-

triangulation.
40

 Generally, surveys are considered as a good way of enriching understanding of the 

case under study.
41

 It should however be noted that the survey answers only played a relatively small 

and complementary role in this thesis. 

5.3 Material 

5.3.1 Strategy of data collection & material discussion 

The main empirical material of this study was cybersecurity (policy) documents at the national and 

international level. Information about various kinds of cybersecurity network activities was found on 

                                                           
37

 Flick, 2006 p 15 
38

 Flick, 2006 p 16 
39

 Flick, 2006, p 17 
40

 Denscombe,1998, p. 186 (translated by the author) 
41

 Kapiszewski, Maklean & Read, 2015, p. 278 
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EU websites, mainly the Commissions and ENISA’s webpages. On MS level, the main empirical 

material consisted of national cybersecurity policy-document. An important note on the use of this 

empirical material is that policy documents, official documents, are made to be seen by everyone. 

Thus, there might be aspects which are not brought up in the policy document, or the reality might be 

tweaked to suit the preferred image of the producer. This is why this study was triangulated with 

surveys answered by anonymous cybersecurity policy experts. Due to their anonymity, they could 

speak more freely and bring up aspects which might not be presented in official policy documents. 

International cybersecurity studies such as ENISA’s ‘Report on Cyber Crisis Cooperation and 

Management (2014) and BSA the software alliance’s ‘The EU Cybersecurity Maturity Dashboard’ 

(2015) were used in order to provide a context and also to support the research problem of the thesis. 

Importantly, the study was based on a foundation of academic literature in terms of books and journal 

articles. These provided the theoretical base on which this study was built, especially the work of 

Sandholtz & Stone Sweet (1998) together with the work of Boin, Ekengren & Rhinard (2013). Finally, 

an extensive number of internet sources were used, mainly from ENISA and Commission webpages, 

which make them quite reliable. 

5.3.1.2 Surveys 

When performing survey-interviews, especially when using only a few interviews, the grounds on 

which the interviewees were chosen become an important aspect. There are different methods for 

choosing interviewees, the most suitable depending on the features of the study. This study used a 

subjective selection, meaning that the interviewees were handpicked by the researcher due to the 

expected value and contribution of the information they give in context of the aim of the research. 

Basically, the selection was guided by an assessment of who would likely provide the most valuable 

information.
42

 The minimum criterion for being chosen as an interviewee was;  

 At least 5 years of experience working with cybersecurity-policy questions. 

 Experience of working with EU cybersecurity policy issues. 

5 interviewees answered the survey. The interviewees were given the opportunity to remain 

anonymous in order to be able to give fully honest responses. On the basis of this, the names or 

identity of the interviewees will not be revealed in this study. Although, some basic information about 

the interviewees will be outlined below; 

 The interviewees’ background ranges from military, academia, law, the private sector/industry 

and the public sector. 

 All of the interviewees have experience of working with cybersecurity policy issues on both 

national and EU-level. 
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 All of the interviewees are based in Sweden. 

 Most of the interviewees have more than 10 years of experience in the field of cybersecurity 

policy. 

The fact that all of the interviewees are Swedish risks a less nuanced result, a flaw which should be 

noted. Involving cybersecurity policy experts from more EU countries, and also add input from EU 

officials, would give a more satisfying variation. The cybersecurity policy field is currently in so much 

change and growth, finding interviewees with the time to answer even the shortest questions was 

proven tough. Yet, this also highlights how topical and ‘hot’ cybersecurity policy really is, proving the 

value of this study. 

The interviewees were asked about their thoughts about the acceptance by Member States of more EU 

cybersecurity management regarding cybersecurity, especially from the most powerful states in the EU 

(like the U.K, Germany and France). 

After collecting the answers, these were analyzed and merged into the legitimacy discussion of the 

2016-section (part 2.7.3) in order to problematize or possibly strengthen the findings of the document 

analysis. 

5.4 Operationalization 

This study was operationalized based on the model developed by Boin, Ekengren & Rhinard (2013). 

Institutionalization-phases was measured by first analyzing cybersecurity management at the EU level 

from three dimensions; Regulatory outputs, network configurations and level of legitimacy. Based on 

this, cybersecurity management at the EU-level was identified to be in a nascent, ascendant or mature 

phase of institutionalization. Every year between 2013 and 2016 was provided with its own analysis.  

1. Regulatory outputs of a rule system 

Regulatory outputs consist of formal rules in various forms. This could be everything from discussion 

briefs to directives and other binding legislation on the regional level. Both the kind of regulatory 

outputs (if they are binding or not) as well as the number of regulatory outputs are aspects which helps 

to identify level of institutionalization.
43

 For example, the adoption and use of formal (instead of 

informal) rules suggest ha higher level of institutionalization.
44

 This means that action programmes 

and other non-binding rules suggests a lower level of institutionalization, and binding legislation such 

as regulations and directives suggests a high level of institutionalization, since it demands adjustment 

from member states and involve prescribed action.
45
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2. Network configurations 

The dimension ‘network configuration’ refers to interaction at the EU-level. Networks might be 

‘loosely’ or ‘tightly’ knit, depending on the level of formality and establishment of the network, as 

well as the trust and perceived interdependence between members within the network.
46

 Loosely knit 

network(s) obviously indicates a low level of institutionalization, whilst tightly knit network(s) 

indicates a high level of institutionalization.  

The more shared venues, the more cooperation is likely to occur and the fewer shared venues, the less 

likely it is. This is due to the assumption that shared venues on the EU-level provide better conditions 

for cooperation at the EU-level. Therefore, the existence of policy communities and formalized EU-

networks, committees, forums and agencies suggests a higher degree of institutionalization.
47

 

3. Level of legitimacy 

When member states accept the formal and informal products (prescriptions and prohibitions) of the 

(EU-level) rules, and when they do their best to implement and enforce them, this indicates authority 

and legitimacy of a rule system, which indicates a high degree of institutionalization.
48

 In order to 

measure this, member state national level examination is required since it is at this level it is possible 

to identify implementation of EU-level formal and informal prescriptions and prohibitions.
49

 

Indicators for levels of institutionalization in this dimension was thus if member state national 

planning (in this thesis, national cyber security strategies) referred clearly to EU cybersecurity 

management. Moreover, the numbers of member states publishing national cyber security strategies 

2013-2016 was counted.
50

 

Following the analysis of the three dimensions, the following scheme was used for identifying 

indicators for nascent, ascendant or mature level of institutionalization regarding cybersecurity 

management at the EU-level.  The category “when” is important, since phases may stall or even 

reverse (even if it is quite unlikely according to the theoretical approach of the study), why it is 

important to note when the indicators were found present. It is, in other words, not sure that the 

development moves from nascent to ascendant to mature. Also normative impact of regulatory outputs 

and networks was assessed, going from low to medium or high. This reflects the assessed degree of 

which said regulatory output or network will likely promote or impact MS adjustment to EU-policy. 
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Phase Indicator Present or not/why When 

Nascent Only non-binding legislation or 

policy at the supranational level, 

solely identifying a problem and 

points towards a shared 

assessment of the threat. 
51

 

  

Nascent Loose network(s) between 

member states.
52

 

  

Nascent Some supranational platform 

meetings and conferences, 

however, no fully established 

venues at the supranational level 

of EU.
53

 

  

Nascent Perceptions about suitable 

supranational solutions for 

managing the threat is not shared 

and agreed upon.
54

 

  

Ascendant Policy outcomes at the 

supranational level which requires 

more commitment and input from 

MS increases compared to the 

nascent level, but does not reach 

up to the level representing mature 

institutionalization.
55

 

  

    

Ascendant Transnational networks becomes 

increasingly tightly connected, 

discussions intensifies.
56

 

  

Ascendant Formalized Brussels venues such   
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as committees and working 

groups.
57

 

Ascendant Perceptions of a shared problem in 

combination with a view that what 

is needed is a comprehensive, joint 

solution. However, no “we-ness” 

has yet occurred.
58

 

  

Ascendant Actors adapt to EU rules, and uses 

present policies, venues and 

networks at EU-level. However, 

these are not fully seen as “the 

only way” or “natural”.
59

 

  

Mature High number of various kinds of 

policy outputs.
60

 

  

Mature Obligations of EU-level 

coordination.
61

 

  

Mature Well established, strong 

transnational networks.
62

 

  

Mature Venues at the EU-level are seen as 

the natural places for actors to 

manage policy and policy 

problems.
63

 

  

Mature Sense of “we-ness“, deriving from 

the perceptions of a shared threat 

and of the perception that a shared 

EU-wide solution is needed.
64

 

  

Mature The EU-level institutions have had 

a strong influence on MS national 

policy. 
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6. Theory 

In the studies of the integration within the European Union, there are mainly two schools of theoretical 

thought – inter-governmentalism and supra-nationalism. The main differences between the two 

schools of thought are their assumptions of the actual impact and importance of Member States and 

the intergovernmental bargaining between them for driving the institutionalization process forward. 

While inter-governmentalists thinks that Member States and the bargaining between them are the key 

to institutionalization, supra-nationalists instead highlights the role of supranational rules, 

supranational organizations and transnational society for understanding institutionalization.
65

  

Supranationalists think that institutions can create a process of institutionalization, which, like a 

snowball in downhill role, becomes hard to stop or reverse. Supranationalists also considers creation 

of shared identity, or “we-ness”, as important for institutionalization, which is a rather constructivist 

approach.
66

  

This study was based on a neo-functionalist approach, belonging to the supra-nationalist school and 

with prominent scholars such as Sandholtz & Stone Sweet. However, this study will briefly outline the 

features of neo-liberal institutionalism, with prominent scholars such as Keohane & Nye, as a contrast 

to neo-functionalism. 

Maybe the most contrasting notion compared to neo-functionalism is that neo-liberal institutionalism 

puts states as the most important actors to explain change in the international environment. It assumes 

that there is a reality in the international environment to be understood.
67

 It explains cooperation as a 

result of state leaders doing a cost-benefit analysis which decided the advantages of cooperation to be 

greater than the disadvantages.
68

 Moreover, it emphasizes that states construct international institutions 

which, in turn, functions as a facilitator of policy coordination which is mutually beneficial for 

involved actors.
69

 Neo-liberal institutionalism flirts with constraint-choice theory by assuming that 

states getting more integrated because of a rational choice a cost-benefit analysis. To understand this 

cost-benefit analysis, neo-liberal institutionalism emphasizes the importance of considering the 

context in which actors make their choices.
70

 “Even though the assumption of substantive rationality 

does not compel a particular set of conclusions about the nature of or evolution of international 
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institutions, it has been used in fruitful ways to explain institutionalized behavior in international 

relations”.
71

 

 

             

 

 

 
 

6.1 Neo-functionalism 

Neo-functionalism seeks to understand and explain the dynamics of European integration, how and 

why supranational governance is constructed, and why policy-sectors develop at different pace.
72

 

Sandholtz & Stone Sweet emphasizes the role of supranational rules and transnational activity and 

exchange for pushing and sustaining European integration.
73

 Neo-functionalism is based on the 

thoughts of Deutch and Haas. Sandholtz & Stone Sweet recognizes and build upon Deutsch’s thoughts 

about the importance of socialization and social exchange for explaining integration. They also build 

upon Haas suggestions of a dynamic institutionalization process which starts with supranational 
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authority, which starts a loop where the supranational level affects states, which feeds back into the 

supranational level and creates demands for further development.
74

 Sandholtz & Stone Sweet 

highlights the role of supranational rules, supranational organizations and social exchange (networks) 

when explaining institutionalization.
75

 An important part of neo-functionalism is the concept of ‘spill-

over effects’. There are mainly three different kinds of spill-over effects. Functional spill-over effects 

refer to the cooperation within one sector or policy-area leading to cooperation in another, related 

sector.
76

 Political spill-over happens when high level political actors and/or interest groups considers 

the EU-level as better compared to the national level when dealing with a certain issue, which results 

in the EU-level getting loyalty from these actors, who promote the EU-level management.
77

 Cultivated 

spillover happens when a supranational actor, usually the Commission, act as a policy entrepreneur 

and pushes the development of integration and increased supranational management by promoting 

more EU-management and mediate among member states.
78

 

 

                          Decrease of state influence and power to reverse the process 

 

 

 

 

 

 

 

 

 

 

Figure 1: Sketch of the neo-functionalistic approach to the process of institutionalization. 

Based on neo-functionalistic theory, Boin, Ekengren & Rhinard developed a model to measure 

institutionalization in their books ‘Security in transition: towards a new paradigm for the European 

Union’ from 2008 and ‘The European Union as crisis manager: patterns and prospects’ from 2013, 

which provided the base for this thesis operationalization. By studying regulatory outputs (such as 

policy documents, EU-rules and regulations), network configurations (supranational venues and 
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network activities) and legitimacy (member state adjustment and commitment to EU-management and 

regulations), phases of institutionalization (nascent, ascendant or mature) can be identified.
79

 

 

7. Analysis 

7.1 2013 

7.1.1 Regulatory cybersecurity outputs 

Regulatory 

outputs 

Established/ 

implemented 

when? 

Type (binding or 

not) 

Producers Expected 

normative 

impact 

Cybersecurity 

strategy of the EU 

2013 Non-binding 

strategy 

European 

Commission 

High 

The proposal for 

the NIS-directive 

2013 Non-binding 

directive proposal 

European 

Commission 

High 

Impact 

Assessment: The 

NIS-directive 

2013 Non-binding European 

Commission 

- 

 

During 2013, two major and groundbreaking cybersecurity regulatory outputs were published by the 

European Commission; The cybersecurity strategy of the EU and the Proposal for the NIS-directive. 

The Cybersecurity Strategy of the EU was an important marker for the development of cybersecurity 

management at the EU-level to that date. It outlines the EU priorities regarding cybersecurity policy, 

for example; developing enhanced cybersecurity capabilities of all stakeholders (from individuals to 

states and industry), to promote freedom and openness in cyberspace and to develop international 

cooperation and coordination on cybersecurity matters.
80

 The strategy is not binding, but it provides a 

framework of cybersecurity objectives for MS to work towards, and thereby promoting MS adjustment 

to EU policy. The proposal for the NIS-directive was also quite powerful regarding expected 

normative influence. Even if it was only a proposal, it suggested something quite daring; that EU-level 

cybersecurity rules would become obligations for MS through binding supranational legislation 
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regarding cybersecurity. The proposal furthermore suggested that many of the actions described in the 

cybersecurity strategy of the EU become formal rules for MS.
81

  

7.1.2 Network configurations 

Networks/venues/ 

gatherings 

Established when? Objective Expected Normative 

impact 

ENISA 

(European 

Agency for 

network and 

Information 

Security) 

Came into operation 2005 Mission: To reach a high 

level of cyber security 

within the Union.
82

 

High level of expected 

normative impact due to 

its aim to foster 

cybersecurity culture in 

the EU. 

The NIS- private 

Public Platform 

Came into operation 2013 To support the 

implementation of the 

objectives of the Cyber 

Strategy of the EU and the 

NIS-directive. Involves 

many sectors in its pursuit 

of finding cross-cutting best 

practices.
83

 

High level of expected 

normative impact due to 

its guiding task. 

CERT-EU Came into operation 

2012.
84

 

To ensure a high level of 

cyber security within the 

EU. 

Low to medium level of 

expected normative 

impact. 

The EU 

cybersecurity 

month 

Was established as an 

annual event 2013 

To advocate cybersecurity 

awareness and information 

sharing across the Union.
85

 

High level of expected 

normative impact- to 

have normative impact 

is its purpose. 

 

The European Agency for Network and Information Security (hereafter called ENISA), an EU agency 

on cybersecurity, was already well established by 2013. However, with The Cybersecurity Strategy of 

the EU, ENISA was empowered with more tasks and more responsibilities. In April 2013, the 
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European Parliament officially approved a regulation which reinforced ENISA.
86

 Its supportive role to 

Member States was to increase. ENISA has, from the start, aimed to have normative impact over 

Member States regarding cybersecurity, by fostering a culture of cybersecurity throughout the EU.
87

 

This includes affecting MS in “soft” ways to adjust them to the cybersecurity aims and norms of the 

EU, for example through assisting MS adopting and implementing EU policies and publish guidelines 

for national cybersecurity management, as well as supporting the build-up of a European cybersecurity 

community.
88

 The Cybersecurity Strategy of the EU clearly states that enhanced cybersecurity in the 

EU require collaboration,
89

 why it is not surprising that network activity increased during 2013. For 

example the Network and Information Security Platform (hereafter called the NIS-platform) was 

initiated, which contains formalized working groups focusing on risk management, incident 

management, information exchange and research. The working groups get various actors together to 

discuss cyber issues and try to find best practices.
90

 The NIS-platform does have normative impact 

over Member States as well, since its aims to help EU stakeholders to adopt standards and policies 

regarding cybersecurity. 
91

 Moreover, the Computer Emergency Response Team of the EU (hereafter 

referred to as CERT-EU) was established during 2013, a cyber incident response team with the 

objective of supporting EU institutions both with preventive and reactive measures, as well as 

collaborate closely with MS CERTs. It provides a hub for information exchange and networking of the 

CERTs within the Union.
92

   

An indicator for a nascent phase of institutionalization is that there are no fully established venues at 

the EU level, managing the sector in question. This was not the case regarding the cybersecurity-sector 

even in 2013. First and foremost, ENISA was already well established (and further reinforced) during 

2013, and ENISA provides is a clear supranational platform for cybersecurity management. But also 

the establishment of the NIS-platform as well as CERT-EU points towards that the EU had moved 

beyond this indicator of a nascent phase in 2013. However, another nascent phase indicator, “loose 

network(s) between MS”, could be identified as present during 2013. Even if the venues were there, 

the networks between Member States were still loose during 2013, and a lot of communication 

happened informally. This is confirmed in the ENISA study “Report on Cyber Crisis Management” 

from 2014, where an extensive number of practitioners from various Member States were interviewed 

and stated that sufficient information sharing and collaboration between MS regarding cybersecurity 
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issues are hard due to the extensive levels of trust it requires, and that informal rather than formal 

contacts were often used when communicating.
93

 

7.1.3 Legitimacy 

The UK, Romania, Lithuania, Germany and the Czech Republic had published national cyber 

strategies pre 2013. 

Member 

State 

Cyber 

Strategies 

published 

2013 

Clear reference 

to the EU 

(yes/no) 

National Cyber Security Strategy statement about policy for 

international cooperation regarding cybersecurity 

Austria Yes The Strategy points out collaboration both in Europe and worldwide 

regarding cybersecurity as one of its measures, and states that Austria 

will “make a substantial contribution to the development and 

implementation of an EU Cyber Security Strategy”.
94

  The strategy 

also state that Austria aims to participate actively in transnational 

cyber exercises, both regarding planning as well as implementation. 

However, bilateral agreements regarding cybersecurity will not be 

excluded, according to the strategy.95 

Cyprus Yes The Strategy states in the background/context-section that one of the 

European Commission’s main objectives regarding cybersecurity is to 

get MS to produce national cyber strategies, and that the strategy 

presents the first national level approach of Cyprus to respond to 

cyber threats.
96

 “Problems and threats in cyberspace cannot be fully 

mitigated by a single country alone, and as such, constructive 

cooperation between states on the European level is required.”
 97

 

Cyprus emphasize the importance of being represented in working 

groups and other cybersecurity cooperative initiatives in the EU, and 

to create ties between MS cyber authorities of the EU which Cyprus 

aims to develop continuously. The strategy also state that Cyprus will 

support and participate fully in the actions and activities which aim to 
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improve European cybersecurity. However, it is also pointed out that 

in European cooperation of cybersecurity, which includes information 

exchange and sharing of experiences, confidentiality is an important 

aspect which needs to be taken into account.  The EU actions and 

activities to improve the EU cyber strategy will be supported by 

cooperation between MS, which Cyprus aims to be a part of.
98

 

 

Finland Yes Finland’s national cyber strategy emphasizes the importance of 

effective and coordinated international cooperation on cybersecurity. 

The main organization mentioned for this cooperation is the EU. It is 

stated that the EU is becoming increasingly active in the 

cybersecurity field and that Finland aims to be part of that 

development. Moreover, it is noted that exchange of information, best 

practices and lessons learned are important parts of the international 

cooperation on cybersecurity.
99

 

 

Italy Yes Italy states in its cyber strategy that a shared approach for the 

international community regarding cybersecurity is important in order 

to tackle the challenges of cybersecurity, and that they aim to be fully 

engaged in the cybersecurity management work of EU and NATO. 
100 

One of its objectives is to participate in European initiatives regarding 

cybersecurity in order to enhance a shared capability of cybersecurity 

management.
 101

 

Hungary Yes Hungary state that they aim is to increase its engagement in both EU 

and NATO cooperation initiatives regarding cybersecurity. Hungary 

also aims to be active in European organizations for cybersecurity, 

such as ENISA, and furthermore aims to have a leading role in 

coordinating operational cyber security cooperation between 

governments in the Central and Eastern European region. The 

importance of implementing both NATO and EU prescribed 

cybersecurity measures is emphasized by Hungary.
102
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Poland No The strategy states that Poland will engage, cooperate and take active 

steps with other governments, institutions and agencies in order to 

enhance international cybersecurity.
 103

 

Spain Yes Spain encourages initiatives on the European level.
 104

 The National 

Cyber Security Policy of Spain is stated as developed in accordance 

with European initiatives, especially the Cybersecurity Strategy of the 

EU.
 105

 

 

   

 

The Cybersecurity Strategy of the EU was published in early 2013. During 2013, there were not much 

formal/published discussions on The Proposal for the NIS-directive. However, there was a ‘boom’ in 

published national cybersecurity strategies of the MS. All of them refer to international cooperation as 

essential in order to achieve sufficient cybersecurity and the EU is generally mentioned as the key 

organization for international cybersecurity cooperation measures, and as an appropriate level to 

handle the questions of common cybersecurity. Some countries state that they recognize that the EU 

has ambitions of developing more activities and actions regarding cybersecurity, and that they aim to 

be an active part of this. Some points towards issues with confidentiality when sharing information 

and lessons learned, which indicated that this is an aspect which might pose an obstacle in the pursuit 

if cooperation. However, the fact that there was a boom of cybersecurity strategies during 2013, which 

is one of the desired actions in the EU cybersecurity strategy, points towards acceptance of EU-

guidance regarding cybersecurity, especially in combination with EU being mentioned in almost all 

the strategies as the key organization for international/European cybersecurity cooperation.  

 

7.1.4 2013 Conclusion 

Much happened during 2013 in terms of cybersecurity management on the EU-level. Two important 

regulatory outputs were published; The Cybersecurity Strategy of the EU and The Proposal for the 

NIS-directive. Several network enhancement initiatives were initiated, established or strengthened – 

such as the NIS-platform, CERT-EU and ENISA, and there was a “boom” in Member State national 

cyber strategies – in which most referred clearly a commitment to EU-level initiatives and policy. 

None of the regulatory outputs or network initiatives were binding, but most of them had a high 

expected normative influence over Member States – that is, they aimed to influence them in “soft” 
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ways to adapt to EU policy through outlining short and long term objectives regarding cybersecurity in 

the union and support the adoption of measures which the EU-level finds appropriate.  

During 2013, some indicators points towards a nascent phase of institutionalization. For example, the 

networks between MS were still quite loose and informal, and perceptions about what exact solutions 

to the shared problem of cyber risks and threats were not agreed upon since the proposal for the NIS-

directive was not adopted by the MS. However, some indicators also point towards an ascendant phase 

of institutionalization. For example, the presence of formalized working groups (in the NIS-platform), 

the presence of a common perception that a joint solution is needed and Member States starting to 

adapt to EU policies with national cyber security strategies. Based on this, the institutionalization of 

cybersecurity management at the EU-level could be identified to be in between the nascent and the 

ascendant phase during 2013. 

 

7.2 2014 

7.2.1 Regulatory cybersecurity outputs 

Regulatory 

outputs 

Established/ 

implemented 

when? 

Type (binding or 

not) 

Producers Expected 

normative 

impact 

Progress-report 

on the NIS-

directive 

June 2014 Progress report, 

outlining the 

preparations for 

and the 

negotiations on 

the NIS-

directive
106

 

The European 

(TTE) Council 

Low. Only a 

report. 

Progress-report 

on the NIS-

directive 

November 2014 Progress report, 

outlining the 

preparations for 

and negotiations 

on the NIS-

directive
107

 

The European 

(TTE) Council 

Low. Only a 

report. 
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During 2014, the European Council released reports about the progress on the NIS-directive. The 

progress-reports highlighted that even if the MS do agree that there is a problem, have a shared 

assessment of this problem, and agree that a comprehensive, joint approach is needed – there was still 

no shared perception or agreement about what exact supranational solutions were suitable. However, 

the negotiations surrounding the proposal for the NIS-directive did require input and engagement from 

member states.
108

 

7.2.2 Network configurations 

Networks/venues/ 

gatherings 

Established when? Objective Expected normative 

impact 

The annual 

European Cyber 

Security 

Conference 

2013 Conference organized by 

the European Commission 

in order to discuss and 

explore EU strategy, 

actions and measures to 

achieve enhanced European 

cybersecurity.
109

 

High. Aims to promote 

the EU cybersecurity 

strategy and develop 

norms.
110

 

Cyber Europe 

Exercise 2014 

First exercise was 

conducted 2010 

To include both private and 

public actors as well as 

technical, operational and 

strategic levels into a pan-

European cyber exercise.
111

 

Medium. Aims to get 

actors aware of 

cybersecurity issues and 

collaboration 

structures.
112

  

The annual EU 

cybersecurity 

month 

Were established as an 

annual event 2013 

To advocate cybersecurity 

awareness and information 

sharing across the Union.
113

 

High level of expected 

normative impact- to 

have normative impact 

is its purpose. 

 

During 2014, there were no specific new cyber network initiatives from the EU-level, but the ones 

already in place were strengthened. For example, CERT-EU gradually extended in both size and 

services.
114

 The bi-annual Cyber Europe Exercise expanded as well, including for the first time by 

2014 a variety of both private and public actors as well as many experts and three different operational 
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levels. Cyber Europe 2014 was the largest EU cybersecurity exercise there has ever been.
115

 ENISA 

got strengthened relations with various stakeholders from Member States
116

, and the NIS-platform 

started to produce guidance on good practices.
117

 This implies an increase in interaction and discussion 

between Member States regarding cybersecurity, and an increase in exposure to EU cybersecurity 

strategy, policy and actions, which paves the way towards further acceptance and adoption of these 

from MS.  

7.2.3  Legitimacy 

Debate/Negotiation When Description Producer 

Trilogue meeting I 

& II on the NIS-

directive with the 

European 

Parliament  

December 2014 Informal meetings with the 

European Parliament with a 

view to reaching a deal on a 

draft directive on network and 

information security (NIS).
118

 

The European (TTE) 

Council 

 

 

Member State 

Cyber 

Strategies 

published 2014 

Clear reference to 

the EU (yes/no) 

National Cyber Security Strategy statement about policy for 

international cooperation regarding cybersecurity 

Latvia Yes Latvia states in its cyber strategy that although cyber threats are 

borderless and therefore requires international cooperation, 

different national interests often collide, which provides an 

obstacle of achieving a common, comprehensive approach on 

cybersecurity. Latvia highlights its interest in participating in 

international and regional efforts towards enhanced 

cybersecurity, including the EU’s. For example, the importance 

that the development of national cybersecurity measures goes in 

line with EU cyber security planning documents is emphasized. 

To strengthen the cooperation with European countries as well as 

with international organizations such as the EU but also NATO, 
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OSCE and UN is one of the planned actions outlined in the 

strategy.119
 

Denmark No Refers to international cooperation but not EU in particular.
120

 

Belgium Yes Refers to international cooperation as important, and points out 

its objective of active participation in EU initiatives.
121

 

 

Estonia Yes Estonia states that international cooperation is key in order to 

achieve cyber security, and aims to establish a closer cooperation 

and share information with other countries on cyber issues, and 

promote cybersecurity in international organizations.
 122 

Furthermore, Estonia states that raising the Member States ability 

to cope with cyber threats is an important effort, and that 

improving the cybersecurity capability of the EU, including 

promotion of its cybersecurity policies, is one of its actions. 
123 

 

 

 

7.2.4 2014: Conclusion 

More ascendant phase indicators than nascent phase indicators could be identified during the 

timeframe of 2014. For example, discussions on the supranational level intensified, with the 

negotiations and meetings on the NIS-directive (including the annual European cyber conference). 

Interaction increased with, for example, the expansion of the pan-European cybersecurity exercise 

Cyber Europe, which became the largest European cybersecurity exercise ever held, including a large 

variety of public and private stakeholders. Three more MS made clear statements about their 

commitment to adapting to EU cybersecurity policy and cooperation with the publication of their 

national cybersecurity strategies. However, no mature phase indicators could be identified as present 

during 2014. The NIS-directive negotiations highlighted that Member States during 2014 did not yet 

fully agree on the specific supranational rules and regulations which the NIS-directive is, which 

indicates a nascent or ascendant phase of institutionalization. Furthermore, that some MS, like Latvia, 

points out that national interests often collide when the international community tries to achieve a 

common approach on cybersecurity, indicates that there was still no “we-ness” regarding cybersecurity 

management at the EU-level during 2014 – which would have indicated a mature phase of 
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institutionalization. In conclusion, the institutionalization of cybersecurity management at the EU-

level could be identified to move away from the nascent phase and into the ascendant phase during 

2014. 

7.3 2015 

7.3.1 Regulatory cybersecurity outputs 

Regulatory 

outputs 

Established/ 

implemented 

when? 

Type (binding or 

not) 

Producers Expected 

normative 

impact 

The 

Cybersecurity 

Strategic 

Research Agenda  

August 2015 Non-binding 

strategy 

European Network 

and Information 

Security (NIS) 

Platform 

High. Maps 

central issues and 

sets the goals for 

research on 

cybersecurity 

Informal deal 

with the 

European 

Parliament on the 

NIS-directive 

December 2015 Informal deal on 

the approving and 

implementation of 

the NIS-

directive
124

 

Permanent 

Representatives 

Committee 

(Coreper) 

High. A decision 

to implement the 

NIS-directive. 

 

During 2015, another major “goal and framework-setting-document” was published, namely the 

Cybersecurity Strategic Research Agenda (hereafter referred to as the Agenda). The Agenda is a 

dynamic document (meaning that it is continuously updated) developed by the NIS-platform Working 

Group 3, which focuses on research development and innovation. In the Agenda, WG3 outlines and 

maps challenges of cybersecurity and areas of interest for research on both individual, collective as 

well as infrastructure-levels. 
125

 The Agenda highlights that even if there are extensive 

interdependencies between actors and countries regarding cybersecurity, limited jurisdictions at all 

levels makes it hard to put in place the measures needed in order to manage cybersecurity sufficiently. 

This also creates a lack of cooperation and coordination on both the national as well as international 

levels. Furthermore, information sharing between various actors about, first and foremost, 

vulnerabilities and threats linked to cyber is not good enough due to the fact that both countries and 

industry actors are reluctant to give away information that could make them vulnerable, according to 

the agenda.
126

 In order to improve this, WG3 highlights the importance of international standards in 
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order to create enhanced cooperation and interoperability. Therefore, the WG3 recommends an 

increase in supranational/EU private public governance initiatives, more European frameworks for 

cybersecurity, more exchange of best practices and more supranational laws and regulations on 

cybersecurity.
127

 The Agenda provides yet another document which could be expected to have high 

normative impact, and it clearly states that more supranational/EU law, regulation and cooperation is 

desirable. However, it also points out the lack of sufficient trust, information sharing, cooperation and 

coordination between Member States, which indicated that “we-ness” still was not present during 2015 

in the EU and regarding cybersecurity management.  During 2015, after almost three years of 

negotiations, an informal deal was completed on the approving and implementation of the NIS-

directive during 2016. This was a significant marker that the EU MS actually agreed about a shared 

solution as well as agreed on obligations from EU towards MS regarding cybersecurity, something 

that points to a high degree of institutionalization.
128

 

7.3.2 Network configurations 

Networks/venues/ 

gatherings 

Established when? Objective Expected Normative 

impact 

The Cyber 

Exercise Platform 

2015 Platform hosted by ENISA 

in order to support the 

conduction of cybersecurity 

exercises and to foster a 

cyber exercise 

community.
129

 

Medium. One of its 

purposes is to foster a 

cyber exercise 

community.
130

 

The annual 

European Cyber 

Security 

Conference 

2013 Conference organized by 

the European Commission 

in order to discuss and 

explore EU strategy, 

actions and measures to 

achieve enhanced European 

cybersecurity.
131

 

High. Aims to promote 

the EU cybersecurity 

strategy and develop 

norms.
132
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The annual EU 

cybersecurity 

month 

Were established as an 

annual event 2013 

To advocate cybersecurity 

awareness and information 

sharing across the Union.
133

 

High level of expected 

normative impact- to 

have normative impact 

is its purpose. 

The CSIRT-

network 

~ 2015 Network and forum of 

national computer security 

incident response teams 

(CSIRTs) in the EU, aimed 

to improve trust and 

interoperability between 

MS.
134

 

Medium. Aims to foster 

trust and collaboration. 

 

During 2015, the already existing cybersecurity networks and venues were strengthened or continued 

to be active. ENISA’s objectives for 2015 included development of NIS-experts in the EU, to continue 

to assist the MS implementation of EU-policies and to enhance the EU cybersecurity community.
135

 

CERT-EU had expanded to the point where they had to change location during 2015 to accommodate 

the increased number of staff.
136

 The NIS-platform published documents such as the Cybersecurity 

Strategic Research Agenda. One new network was established, namely the CSIRT-network. The 

CSIRT-network has existed before 2015, but in a much more informal way. However, one of the 

measures of the NIS-directive is that the CSIRT-network in the EU shall be established in order to 

enhance cooperation and collaboration of member states.
137

 With the acceptance of the NIS-directive 

in 2015, ENISA got the role as secretariat for the CSIRT-network and enhanced its network-building 

activities with, for example, publication of documents such as NIS directive and national CSIRTs as 

well as CSIRT workshops. 
138

 This indicates that commitment requirements for the MS increased 

during 2015. The transnational networks became increasingly tightly connected, or tightly knit, and 

discussion intensified, which are indicators of an ascendant phase of institutionalization. 

 

7.3.3 Legitimacy 

Debate/Negotiation When Description Producer 

Trilogue meeting April 2015 Informal meeting with the European The European Council 
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III on the NIS-

directive with the 

European 

Parliament 

Parliament with a view to reaching a 

deal on a draft directive on network 

and information security (NIS).
139

 

Trilogue meeting 

IV on the NIS-

directive with the 

European 

Parliament 

June 2015 Informal meeting with the European 

Parliament with a view to reaching a 

deal on a draft directive on network 

and information security (NIS).
140

 

The European Council 

 

 

Member State 

Cyber 

Strategies 

published 2015 

Clear reference to 

the EU (yes/no) 

National Cyber Security Strategy statement about policy for 

international cooperation regarding cybersecurity 

Slovakia Yes  Slovakia states that due to the borderless nature of cyber threats, 

sufficient cyber security requires extensive national and 

international collaboration and coordination. The build-up of 

models for information exchange and cooperation between 

relevant stakeholders such as CERT offices is seen as important, 

and Slovakia further states its intention of participating in the 

development of EU (and NATO) strategic policies and standards 

regarding cybersecurity. Moreover, Slovakia aims to both 

participate in and organize international cyber exercises and 

training opportunities. Bilateral collaborations are also pointed 

out as important.
 141

 

Luxembourg Yes Also Luxembourg highlights the need for national and 

international cooperation regarding cybersecurity, especially on 

the CERT-level. This in order to develop common approaches, 

solutions and sufficient information exchange. Besides 

exchanging operational information, cooperation should also 
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include the development of common cyber incident management 

methods and tools. Cooperation can happen both by bilateral 

relationships but also within EU institutions and communities 

such as ENISA and the NIS-platform.
 142

 

Croatia Yes One of Croatia’s strategic objectives is to enhance international 

cooperation regarding cybersecurity, in particular within NATO 

and EU. 
143

 

France Yes France prime minister states in the forewords of the CS that 

France’s national cybersecurity strategy must be grounded in 

both international cooperation and cyber security training. 
144

 The 

cyber strategy further states that the aim of France is to continue 

collaboration between EU MS regarding cybersecurity.
 145

 

Ireland Yes Ireland states that due to the modern society’s dependence on 

internet, not least economically, cyber threats require a firm and 

comprehensive approach and response, at the EU-level and at the 

national level.
 146

 

The 

Netherlands 

Yes The Netherlands states clearly that they aim to implement the EU 

cybersecurity strategy and overall support the development of 

cybersecurity capacity at the EU level. The Netherlands 

furthermore highlight its intentions of promoting a cybersecurity 

approach in a European framework, for example enhanced CERT 

cooperation and promotion of ICT products which are secure by 

design.
 147 

 

During 2015, there was another ‘boom- of national cyber strategies, all referring clearly to the EU. By 

the end of 2015, only 6 Member States in the EU had not published national cybersecurity strategies. 

And of the ones published, only 2 did not make a clear reference to the importance of EU regarding 

cybersecurity management and the commitment to EU cybersecurity policy and initiatives. This 

indicates that the EU-level institutions have had a strong influence on MS national policy, which is 

linked to a mature phase of institutionalization. Moreover, during December 2015, after debates and 

negotiations throughout the year, an informal deal was made of the acceptance of the NIS-directive. 
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This indicates that a “we-ness” regarding cybersecurity did start to occur during 2015, since accepting 

the NIS-directive means that Member States had to agree on suitable measures and comply to the same 

regulations. This also provides a mature-phase indicator. 

7.3.4 2015 Conclusion 

No nascent phase indicators were found present during 2015, but many ascendant phase indicators. 

For example, increased commitment and input from member states was required in connection to the 

establishment of the CSIRT-network. The publication of the ambitious cybersecurity strategic research 

agenda points towards high activity of the supranational working groups of the NIS-platform. 

Perceptions of a shared problem and the need for a shared solution were combined with an agreement 

of suitable mandatory measures in the NIS-directive. Also, the great extent of MS publishing national 

cybersecurity strategies and referring in them to their commitment to EU policy and initiatives 

regarding cybersecurity indicates that Member States indeed has started to adapt to EU-policy, venues 

and networks. Even some mature phase indicators could be identified. For example, obligations from 

the EU-level and a sense of “we-ness” starting to occur due to the acceptance of the NIS-directive, that 

EU have had a strong influence on Member State policy (which becomes clear in their national 

cybersecurity strategies), plus a high number of policy output (from ENISA and the NIS-platform 

mainly). In conclusion, the institutionalization of cybersecurity management at the EU-level could be 

identified to be in between the ascendant and the mature phase during 2015.  

7.4 2016  

7.4.1 Regulatory outputs 

Regulatory 

outputs 

Established/ 

implemented 

when? 

Type (binding or 

not) 

Producers Expected 

normative 

impact 

The NIS-directive 17
th
 of May 2016. Binding directive 

for all EU MS 

The European 

Commission 

High, involves 

obligations for 

Member States 

 

7.4.2 Network configurations 

Networks/venues/ 

gatherings 

Established when? Objective Expected Normative 

Impact 

The Private-

Public 

Partnership 

Not established yet, will 

be established during 

2016. 

To improve policy, enhance 

trust, promote coordination 

and stimulate the cyber 

High.  
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(PPP) on 

cybersecurity 

security industry.
148

 

 

7.4.3 Legitimacy 

Expected Member State Cyber Strategies 2016
149 

Bulgaria 

Sweden 

Greece 

Slovenia 

 

 

Regarding legitimacy, 5 cybersecurity experts were asked about their thoughts about the acceptance by 

Member States of EU cybersecurity management regarding cybersecurity, especially from the most 

powerful states in the EU (like the U.K, Germany and France). Most of the interviewees highlighted 

the difficulty of EU-wide cybersecurity cooperation due to the fact that there is still a reluctance of 

sharing cybersecurity information which could be sensitive. Bilateral or trilateral cybersecurity 

cooperation structures were mentioned to be the places for ‘deep’ cybersecurity cooperation rather 

than the EU, much because the sense of trust that exists to a larger extent within the bi or trilateral 

structures. One interviewee stated that many of the most powerful states have already well developed 

cybersecurity structures and systems of their own, as well as their own cybersecurity agendas and 

goals – not always compatible with the EU’s or the rest of the member states. Also, the most powerful 

member states were not assessed to be the most supportive of EU cybersecurity management. 

However, the interviewees generally stated, they do realize the need for common action in order to 

enhance cybersecurity in the EU. Rather, some of the smaller member states such as the Czech 

Republic, Finland, Belgium and the Netherlands were mentioned as among the most EU cybersecurity 

management supportive. 

Just like the interviewees suggested, when studying the cybersecurity strategies of the Member States 

from (pre) 2013 to 2016 it seems like some of the smaller states within EU refers more clearly to EU-

cooperation and rules regarding cybersecurity than some of the most powerful states in the EU. 

Among the most powerful states within the EU, such as the UK, France and Germany, it is common to 

emphasize the importance of international cooperation and enhanced partnerships in general, but they 

do not highlight or give heavy emphasis to the EU and EU initiatives in relation to this. Rather, they 
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seem to emphasize their objective of enhancing their own influence in shaping international policy 

(not just within the EU) and other states regarding cybersecurity. For example, Germany’s 

cybersecurity strategy states that Germany will aim to “shape its external cyber policy so that German 

interests are pursued in the EU”.
150

 Moreover, the German cyber strategy emphasizes that sovereignty 

aspects and issues are a part which must be considered when developing common cybersecurity 

measures.
151

 France also highlights their aim to reinforce and enhance its part and influence in 

international dialogue on cyber issues, and increase its contacts with all involved parties.
152

  Included 

in France’s strategic objectives are to expanding international cooperation with private stakeholders, to 

promote strategic digital autonomy for Europe together with other Member States, to support Member 

States in the build-up of their cybersecurity measures and to influence international bodies. 
153

 

However, EU initiatives are not specifically referred to when mentioning “international bodies” or 

“international cooperation with private stakeholders”. In their cybersecurity strategy, the UK also state 

its objective to push towards more international cooperation, norms and measures on cybersecurity 

issues, especially cybercrimes, and promote more partnerships on cybersecurity in general.
154

 They do 

mention bilateral and multilateral networks without specifically referring to the EU networks on 

cybersecurity. Instead, they mention “the London Process series”-conferences, and the Global Forum 

on Cyber Expertise.
155

 In their cybersecurity strategy annual report 2016, the UK states that it reached 

its goals regarding “influencing and shaping the EU cybersecurity strategy and the NIS-directive”.
156

 

Although, it is not mentioned how, or in what way, they influenced and shaped the strategy and the 

NIS-directive. In the same report from 2016, a table presenting funding between 2011-2016 regarding 

cybersecurity show that 8.1 million euro was spent during that time on “International engagement and 

international capacity building on cybersecurity”
157

, which should be compared to the 441.8 million 

euro that was spent during the same period on “National sovereign capability to detect and defeat high 

end threats”
158

.  

In contrast to emphasizing sovereign capability and national influence, the Czech republic clearly 

states in its national cybersecurity strategy that they support an increase of international judicial and 

policy cooperation regarding cybersecurity and that they aim to participate in an active way in new EU 
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cybersecurity developments.
159

 The Netherlands also clearly mention its support of implementation of 

the EU cybersecurity strategy as well as increasing EU cybersecurity capability in general.
 160 

Not surprisingly, since Estonia is the EU member state which has been closest to a full on cyber crisis 

in 2007, Estonia has taken a leading role as supporter of international cybersecurity capability. One of 

the actions of Estonia’s national cybersecurity strategy is to promote the EU cybersecurity policies and 

to improve the unions overall cybersecurity capability. Supporting member states to build capacity in 

this field is seen as an important effort.
161

 

 

7.4.4 Conclusions: 2016 

During the 17
th
 May 2016, the Council adopted the NIS-directive, formally this time. Naturally, the 

implementation of the NIS-directive will have implications on the integration of MS regarding 

cybersecurity. Also, another private public initiative is expected to be established during 2016, namely 

the PPP on cybersecurity. However, if the phase of institutionalization goes beyond being in between 

the ascendant and the mature phase remains to be seen, given that the issues of trust still exists. 

 

8. Discussion and reflections 

By 2016, if the 4 expected member state cybersecurity strategies are included, 26 out of 28 member 

states have published national cybersecurity strategies, almost all of them referring clearly to the EU 

and their commitment to EU cybersecurity policy. 21 of them were published between 2013 and 2016. 

Between 2013 and 2016, 3 major regulatory outputs with great impact were published (the 

cybersecurity strategy of the EU, the proposal for the NIS-directive and finally the legally binding 

NIS-directive), and several other regulatory outputs. Between 2013 and 2016, one European 

cybersecurity conference as well as one awareness raising ‘EU cybersecurity month’ was held each 

year, the most ambitious pan-European cybersecurity exercise ever was held and EU-level 

cybersecurity actors such as ENISA and CERT-EU were strengthened during the period. Two major 

and ambitious EU-level private-public platforms were initiated during the period, namely the NIS-

platform and the PPP on cybersecurity. Two EU cybersecurity networks were initiated – the Cyber 

Exercise Platform and the CSIRT-network. Between 2013 and 2016, there were also continuous 

debates on the NIS-directive.  
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This is certainly a lot of activity under the period of 4 years. Indeed, when analyzing the empirical 

material through the institutionalization indicators, this thesis shows a continuous climb from between 

a nascent and ascendant phase of institutionalization during 2013 to between ascendant and mature 

phase during 2016, thus answering the first part of the research question of this study; the extent to 

which cybersecurity has been institutionalized at the EU-level between 2013 and 2016. 

Then, how and why has it been institutionalized? The neo-functionalist model of movement towards 

supranational politics in a sector focus on supranational rules and regulations (binding or non-binding) 

as the base, sparking further integration by providing objectives and frameworks for actors to adapt to, 

as well as venues and networks to interact in, which make the actors adapt their strategies and 

behaviors (normative influence) to the supranational rules.
162

 It also suggests that the development 

could be caused by a spill-over effect. 

Regarding spill-over, the development of supranational cybersecurity management is quite clearly a 

case of a cultivated spill-over effect. The Commission has been a strong ‘policy entrepreneur’ between 

2013- 2016 regarding cybersecurity management, publishing policy frameworks, socializing the 

member states and pushing the institutionalization process forward in several ways.  

Firstly, the Commission produced the non-binding but highly normatively influential Cybersecurity 

strategy of the EU and The proposal for the NIS-directive, thus providing a framework of clear 

measures and objectives for the MS to start to adapt to, for example, to publish national cybersecurity 

strategies and set up national CSIRT-teams
163

. The same year as the publication of the EU 

cybersecurity strategy and the proposal for the NIS-directive, 7 MS published national cybersecurity 

strategies, and over the course of 2014 and 2015, 10 more MS published national cybersecurity 

strategies – almost all of them stating their commitment EU cybersecurity initiatives and thereby 

indicating an acceptance of and willingness to adjust to EU cybersecurity management. This goes in 

line with the neo-functionalist notion about the importance of supranational rules for sparking 

institutionalization. 

Some MS did point out problems with enhanced EU cybersecurity integration such as confidentiality-

issues when sharing information in their cybersecurity strategies, something that was also highlighted 

in the cybersecurity strategic research agenda published in 2015 by the NIS-platform as well as in the 

NIS-directive negotiations during 2015.  From a neo-functionalist perspective, this indicates just how 

“sticky” an institutionalization process can be – despite that at least some of the governments of 

Member States have some issues with the increased integration, the institutionalization process still 

continued forward to an adoption of binding EU-wide rules on cybersecurity. 
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 Secondly, the cybersecurity strategy of the EU and the proposal for the NIS-directive sparked 

cybersecurity network activities and the creation of supranational venues, which increased the Member 

State adaptation of the supranational rules and also increased the perceived “we-ness” of Member 

States regarding cybersecurity through interaction initiatives. With the launch of the cybersecurity 

strategy of the EU and the proposal for the NIS-directive ENISA was given more tasks and 

responsibilities by the Commission, mainly to help Member States adapt to the proposed measures of 

the regulatory documents, to enhance the EU cybersecurity community by normative influence and 

networking opportunities. Indeed, this study found that ENISA seem to have created continuously 

increased interaction between Member States regarding cybersecurity since 2013 through initiatives 

such as the annual EU cybersecurity month, the bi-annual pan-European exercise “Cyber 

Europe”(which by 2014 was the largest pan European cyber exercise ever held), as well as the Cyber 

Exercise Platform, launched 2015 in order to build a ‘European cyber exercise community’.  The aim 

of security community building by ENISA and the Commission regarding cybersecurity is generally 

quite clear, and the objective of several initiatives of network activity. These channels, or venues, of 

interaction socializes Member States to develop a “we-ness” regarding cybersecurity,  making the 

supranational structures more deeply rooted and making them more accepted.  
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                          Decrease of state influence and power to reverse the process 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

               

 

 

 

 

Figure 2: The neo-functionalistic institutionalization process in theory (white), the empirics 

found in this study (blue), the identified supranational policy entrepreneurs (green), the course 

of time (orange) and the identified phases of institutionalizations during the course of time 

(grey). 
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A rather interesting finding, supported by both the survey interviews and the national cybersecurity 

strategies analysis, was that it seems like the more powerful states within the EU, like the U.K, France 

and Germany, do emphasize the importance of international cooperation and enhanced partnerships in 

general, but they do not highlight or give heavy emphasis to the EU and EU initiatives in relation to 

this. Rather, they seem to emphasize their objective of enhancing their own influence in shaping 

international policy (not just within the EU) and other states regarding cybersecurity. Instead, it seems 

to be the smaller MS that pushes more clearly towards more EU regarding cybersecurity management. 

This finding, however, does not clash with the neo-functionalist explanation of the institutionalization 

of cybersecurity management at the EU-level. Rather, it supports the neo-functionalist notion that a 

sector might be increasingly institutionalized despite that some of the powerful MS having other 

interest, because the process of institutionalization erodes the possibility for MS, even the more 

powerful ones, to change the outcome or stop the process of institutionalization.  

Then, how does this finding go together with the development of an EU MS “we-ness” regarding 

cybersecurity? One possibility is that some of the most powerful states in the EU, like Germany, the 

U.K and France develop “double” paths, one which is adapted to EU policies and interaction, where 

the EU “we-ness” regarding cybersecurity exists, and one which is essentially guided by national 

interests and country specific, individual, measures. The fact that Germany’s cybersecurity strategy 

states that Germany emphasizes sovereignty issues and aims to “shape its external cyber policy so that 

German interests are pursued in the EU”
164

and the U.K mentions ‘the London Process series’-

conferences as well as the Global Forum on Cyber Expertise as venues of cooperation rather than EU 

venues and cooperation structures – while still agreeing to the implementation of the NIS-directive – 

suggests that such a “double path” might be present. 

9. Final conclusions 

The aim of this thesis was to map and, through a neo-functionalistic approach, explain the movement 

towards supranational cybersecurity management in the EU between 2013 and 2016 which has 

resulted in the implementation of binding EU-wide legislation on cybersecurity - the NIS-directive.  

The research question of this study was “to what extent, how and why has cybersecurity been 

institutionalized at the EU-level between 2013 and 2016?”. The thesis outlines the development of 
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institutionalization and finds support for a development from in between a nascent phase and an 

ascendant phase of institutionalization during 2013, to between an ascendant phase and a mature phase 

during 2015 and 2016 – thus answering to what extent cybersecurity management has been 

institutionalized at the EU level. Then, how and why has this development taken place?  

The study found that the institutionalization of cybersecurity management at the EU-level seems to be 

a result of cultivated spill-over, where the Commission has functioned as a policy entrepreneur and 

pushed the development forward. Important in this regard was the publication of ‘the cybersecurity 

strategy of the EU’ and the ‘proposal for the NIS-directive’ in 2013. These regulatory outputs sparked 

further institutionalization by; 

 Providing cybersecurity frameworks and goals for member states to adapt to. 

 Increase the number and intensity of opportunities and venues for member states to interact 

and be a part of EU-networks on cybersecurity issues.  

 Implementing initiatives with normative impact to foster an EU “cybersecurity community”, 

such as the annual EU cybersecurity month, the Cyber Europe exercise-series and the Cyber 

Exercise Platform. 

 The continuous strengthening of supranational cybersecurity actors such as ENISA and 

CERT-EU and by the establishment of supranational cybersecurity cooperation platforms, 

such as the NIS-platform and the PPP on cybersecurity.  

Between 2013 and 2016, 21 EU Member States published national cybersecurity strategies, almost all 

referring clearly to their commitment to EU cybersecurity management and initiatives. This provides 

an indicator of a high level of legitimacy of supranational cybersecurity management from EU-

member states. However, the thesis also finds that some of the small EU member states (such as 

Belgium, the Netherlands and Czech Republic) seems to be more positive towards EU- cybersecurity 

management by stating more clearly and strongly  their commitment to EU cybersecurity 

management, while than the big and powerful EU member states (such as the UK, France and 

Germany) tend to refer  in more broad terms to international cybersecurity cooperation , and highlight 

their aim to strengthen their own national influence on international cyber policy and debate. 

However, while not expressing a strong commitment to EU initiatives in cyber policy documents, they 

still approved and will be obliged to implement the measures of the NIS-directive.  This finding 

supports the neo-functionalist notion about the “stickiness” of an institutionalization-process, and the 

possibility that powerful states might have double paths, committing to EU regulation and 

institutionalization while still continue their own way. 

 Thus, this thesis provides a neo-functionalist explanation to the institutionalization of cybersecurity 

management at the EU-level, which has resulted in the implementation of binding EU-wide legislation 
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on cybersecurity despite obstacles such as information sharing, different levels of development and 

sovereignty issues. 

 

10. Venues of future research 

Even if the neo-functionalist approach provides a good explanation of the institutionalization process, 

what it fails to do is to encompass contextual factors which might have affected the speed of it.  

One scholar that has tried to test the correlation between contextual factors and regional cooperation is 

Hollis, in “The Role of Regional Organizations in Disaster Risk Management” (2015), where he 

outlined and tested the correlation between 4 contextual factors and the levels of disaster risk 

management in regional organizations. The 4 contextual factors/ explanatory conditions were 

interdependence, asymmetrical risk, threat expectation and intraregional power. The interdependence 

condition is based on the assumption that when states within a region are interlinked and dependent on 

each other, they are more likely to cooperate on an advanced level.
165

 The asymmetrical risk condition 

is based on the assumption that states are more likely to cooperate when facing asymmetrical risks, as 

a form of insurance where all states invest.
166

 The threat expectation-condition is based on the 

assumption that states will cooperate more when the expectations of negative impact from a threat 

increases.
167

 The intra-regional power condition is based on the assumption that if there is one or more 

powerful state(s) within a region pushing for more cooperation, increased cooperation between states 

is more likely.
168

 When testing the correlation between the presence of these conditions and the level 

of cooperation, Hollis found that individually, the presence of them did not correlate with high levels 

of cooperation.
169

 However, Hollis found that the combination of interdependence and asymmetrical 

risk could explain advanced levels of regional cooperation regarding disaster risk management.
170

 By 

testing the 4 explanatory conditions as a complement to a more internal-focused neo-functionalist 

approach, scholars of EU institutionalization could fill the gap in neo-functionalism regarding the 

possibility of external pressure by contextual factors. 

Even if one hold on to the neo-functionalist assumptions about what drives that institutionalization 

process, encompassing contextual factors into the analysis should not be impossible. The effect of 

contextual conditions on the institutionalization process may not be incompatible with the neo-

institutionalist notion that supranational rules, actors and networks are the driving forces of increased 
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institutionalization. Rather, instead of highlighting how contextual factors affect the choices of 

member states (which is the intergovernmental approach), a neo-functionalist approach would be to 

highlight how contextual factors or conditions affect the supranational actors and rules, which in turn 

affect the institutionalization process. Maybe, contextual factors might also make it easier for the 

supranational level actors to socialize member states, make them adapt to supranational rules and to 

develop a “we-ness”. After all, it is easier to unite if there is a common threat in the context. Exploring 

and testing various combinations of neo-functionalism and neo-liberal institutionalism might not be 

impossible but rather result in even more sophisticated models of institutionalization and European 

integration theory. After all, since the complexity of the European Union both regarding relations 

between its Member States and its structure increases, the EU changes and must cope with new 

challenges,  new ways of refining the explanation models of institutionalization must constantly be 

explored. 
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