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This working paper is part of the fourth year of CATS’ project on intelligence for 
terrorism and homeland security for the Swedish Civil Contingencies Agency 
(MSB). The paper reports on a workshop held in May 2011 in Stockholm, 
bringing together a range of Swedish and international experts. It reflects the 
project’s continuing sense that intelligence in general, and homeland security 
intelligence in particular, will benefit from comparisons across other disci-
plines and domains. The goal is to work toward an intelligence system that 
is more systematic, if not more scientific in framing and testing hypotheses.

The workshop looked at both comparisons across nations and across 
domains. The national perspectives included early warning operations in intel-
ligence, as well as government initiatives for risk management and contingency 
planning. The functional comparisons ranged across different challenges to 
early warning intelligence, especially the terrorism threat, as well as different 
domains of activity, ranging from finance to disease. 

Early Warning in Historical and Analytic Perspective

In assessing a “non-event,” it is worth noting how different Sweden might 
be if the suicide bomber, Taimour Abdulwahab Al-Abdaly, had succeeded in 
Stockholm in December 2010. The event was an illustration of the fallacy of 
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favorable circumstances, for there was really no warning. Taimour had been on 
Facebook, but then no authorities can search all of Facebook without any tips. 
The threat level in Sweden had been raised but on other grounds. In that sense, 
good luck may obscure lessons.  

Warning is beset by the fallacy of confidence. That confidence often is 
framed in a slogan that reflects a mind-set. Words to pay attention to are 
“wouldn’t” or “couldn’t” – as in “Sadat wouldn’t start a war he couldn’t win” 
– reflecting too much confidence. Warning is subject to other perils. Warners 
may fatigue of warning when nothing happens, and policymakers may tire of 
hearing warning. Closely related is the danger of crying wolf. Over time, if 
nothing happens, the cries will stop being heard, and vigilance will diminish in 
a false perception of normality. Since warning is useless if those warned don’t 
take some action, all these fatigues are compounded by the wear and tear of 
spending some effort and money to take action based on the threat, only to 
have that effort turn out to be in vain. 

Warning that is too early may not help, or may be disregarded. This was the 
case with the famous document that the British Naval Attaché in Oslo found 
in his mailbox in the autumn 1939. It contained a detailed and, as it turned 
out, on the whole accurate description of a wide range of German weapons 
developments, including the projects that were to become the famous ”secret 
weapons”. The document was the first mention of Peenemünde to British intel-
ligence. However, the report was regarded as simply too good to be true, and 
because it discussed secret weapons, much of it was unverified. One clever 
British expert dismissed it as an obvious German hoax, using the old ”stuffing 
in the letterbox” trick.1  Warning also needs to be calibrated to response. In that 
sense the DEW (distant early warning) in northern North America to warn of 
incoming Soviet nuclear bombers was probably about right, offering time for a 
retaliatory strike but only once the incoming attack was verified. 

Roberta Wohlstetter’s classic book about Pearl Harbor paints a picture of 
“systemic malfunctions.”2 There were plenty of indications of an impending 
attack, but a combination of secrecy procedures and divided organizations 
kept them from being put together into clear warning. In a sense, though, the 
Wohlstetter argument is too compelling and too linear. The U.S. report on 
9/11 imposes a kind of Wohlstetter template, searching for signals that were 
present but not put together.3 The perception of linearity is captured by its 
formulation “the system is blinking red.” 

1 This episode is discussed in detail in chapter eight of R.V. Jones, Most Secret War. British 
Scientific Intelligence 1939-1945, (London: Hamish Hamilton, 1978). 

2 Pearl Harbor: Warning and Decision, (Palo Alto: Stanford University Press, 1962).
3 Formally, the National Commission on Terrorist Attacks Upon the United States, The 9/11 

Commission Report (Washington, 2004), available at http://www.9-11commission.gov/. 
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Yet the linear model is also a fallacy. It posits that the emerging threat is 
a process, and that the process is “knowable” through identifying indicators, 
then finding indications and connecting the dots. Warning leads to response, 
ranging from pre-emption to prevention or protection. Yet if the linear model 
is a fallacy, what post-modern theory of warning would hold for an unstruct-
ured world? If we persist in thinking of warning as linear, is the conclusion that 
no warning is in fact possible?  Notice Cynthia Grabo: “warning is intangible, 
an abstraction, a theory, a deduction, a perception, a belief. It is the product 
of reasoning or of logic, a hypothesis whose validity can be neither confirmed 
nor refuted until it is too late.”4

If we are witnessing the collapse of predictability, then what? Perhaps the 
best that can be done is a forecast of warning, or meta warning: what can be 
expected in terms of warning? The potential for warning would be connected to 
the event, and the detection capability would be what we can know. Following  
Clausewitz on the “frictions” of war, intelligence is also subjected to friction, 
the unpredictability of the ”fog of events, ” and the interaction of the parties, 
including the actions taken by your own side and how they might be perceived 
by the other. The war scare in Moscow in 1983 is a case in point. Americans 
couldn’t imagine how the Soviets could have feared an attack. It was only in 
retrospect that looking at what “blue,” the United States, was doing – actions 
of which U.S. intelligence analysts would have been ignorant at the time – 
made Moscow’s inference appear less outrageous.5

National Perspectives: United States

The United States has not before combined domestic and foreign warning, 
and still is working through how to do it. One watchword for intelligence 
is from Colin Powell, and it perhaps applies with special force to warning: 
“tell me what you know, tell me what you don’t know, and only then tell me 
what you think.” Warning has to be a process, not an event. In that sense, the 
distinction between strategic and tactical is not helpful. Is warning possible? 
Probably not, but we can improve the odds. Doing so means thinking beyond 
“preventing surprise.” It requires conscious, deliberate, systematic efforts, ones 
that proactively involve the entire enterprise in “strategic reconnaissance” and 
“persistent surveillance.”

4 Cynthia Grabo, Anticipating Surprise, (Washington: Joint Military Intelligence College, 
2002).

5 See Benjamin B. Fischer, A Cold War Conundrum: The 1983 Soviet War Scare, (Washington: 
Center for the Study of Intelligence, 2007), available at https://www.cia.gov/library/center-
for-the-study-of-intelligence/csi-publications/books-and-monographs/a-cold-war-conun-
drum/source.htm. 
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Foreign and domestic warning are different. Foreign warning does best 
against known threats. It tends to be looking for large, slower-moving events. 
It benefits from analytic continuity on target, for the analysts usually know the 
“who, where, what, how,” but are looking for “when.” Those analysts react 
to changes in the physical domain in the presence of large, reliable data sets. 
Foreign warning is not so good at emerging threats. By comparison, domestic 
warning depends more on discovery analysis and collection, for it is focused 
on smaller-scale, more dynamic events. There is often little reliable precedent, 
or “story.” Analysts may know something of “who and how,” but often will 
not. Analysts react to change in the virtual (information) domain with only a 
limited information base.

Among the pitfalls of warning, paramount is the temptation to warn of 
everything, as displayed in Figure 1:

Figure 1: The Perils of Overwarning

Other features, and pitfalls, of warning include consensus cultures, which can 
be nice, but sometimes are stifling; functional specialization, which pits analysts 
against experts; integration of old and new, regional and functional; imagina-
tion for something that never happened before; mirror imaging (they’ll do what 
we would do); perception biases (alone within the boundaries of our minds); 
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pattern matching (seeing what we expect to see); inappropriate analogies/assump-
tions (true before, so must be true again); overvaluing the information we happen 
to have (my source is unreliable, but her information is fascinating); and, last 
but hardly least ego (I’ve not been surprised yet).

Ways to try to overcome these pitfalls include various forms of training, 
from case studies to best practices, to practical exercises. Institutional checks 
might include warning staffs and contrarian analytic cells – Red Teams, Team 
A/B, Devil’s Advocacy – along with diverse analytic teams and regular rota-
tions. So, too, requiring specific analytic practices can serve as a check on some 
biases. 

Figure 2 displays the danger of garbling the warning message:

Figure 2: The Danger of Garbling the Message

The warning basics are three: 
•	 Understanding	and	articulating	“normal”	–	patterns,	developments,	

conditions, behaviors, actions, and the like that define the “steady state”
•	 Being	able	to	recognize	important	deviations	–	sources,	metrics,	analytic	

criteria, and the like that help you detect significant change
•	 Knowing	when	(and	when	not)	to	warn	–	reporting	thresholds	…	how	

far away from “normal” before you tell somebody
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Table 1 applies the basics to terrorism:

Table 1: Applying the Basics to Terrorism

The keys to challenging a warning analysis are first, closely examine the con-
sensus view. What is the story-line and how well does it hold together? Second, 
can you make a plausible different case? At least stimulate analyst and decision-
maker thinking. And third, specifically identify and examine:
 The main argument (alternative explanations?)
 The most important evidence (reliable, comprehensive, missing, dated)
 The critical assumptions (uncertain, outdated, invalid)

A related task is challenging expert views. Questions for doing so include:
•	 What	is	the	likelihood	of	XX	…	in	XX	timeframe?
•	 Why	do	you	think	that?	(assumptions,	evidence,	rationale,	uncertain-

ties)
 – How confident are you in your assessment?
	 –	Does	anyone	disagree	with	you?	…	What	is	their	argument?
 – How recent is your most critical information?
 – Has your assessment changed over time?
 – What is the ‘newest’ big thing you have had to factor in?
 – What evidence, events, developments would change your assessment?

•	 What	would	you	most	like	to	know	that	you	don’t?
•	 How	are	you	most	likely	to	be	wrong?
•	 What	are	the	implications	of	your	being	wrong?
•	 When	was	the	last	time	you	were	wrong?
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 Finally, table 2 is a checklist of analytic techniques useful in warning:

Evidence-Based Possibilities-Based

• Timeline-Indicators 

• Trend Analysis 

• Modeling 

• Simulations 

• Drivers-Constraints

• Backcasting 

• Scenarios 

• Visioning 

• Structured Games and Workshops

Other Useful Analytic Techniques

• Analysis of Competing Hypotheses 

• Deception Assessment 

• Devil´s Advocacy

• Challenging Assumptions 

• Horizon Scanning 

• Red Teams 

• Delphi

Table 2: Checklist of Warning Methods

National Perspectives: Sweden

The Swedish Contingencies Agency (MSB) was created in 2009 with the 
merger of the Swedish Emergency Management Agency, the Swedish Rescue 
Services Agency and the National Board of Psychological Defence. It numbers 
850,	with	installations	in	Stockholm,	Karlstad,	Revinge	and	Sandö.	It	takes	an	
all-hazards approach to horizon scanning and crisis management. The guiding 
principle for the latter is the principle of authority: ”Whoever responsible for 
an activity in normal conditions shall maintain that responsibility in a crisis 
situation.” The principle of responsibility, in the context of strong autono-
mous authorities, implies the responsibility for mutual support, for informa-
tion sharing, and for coordinated decision making. The key is a common situ-
ational awareness, hence the importance of intelligence. 

The MSB vision is of a safer society in a changing world. The objectives 
for Sweden’s security, outlined in ”A Strategy for Sweden’s Security,” issued 
by the Swedish Defence Commission in 2006, are to maintain the country’s 
fundamental values, protect its population, and secure the functionality of its 
society. MSB’s mission ranges across the phases before, during, and after the 
occurrence of emergencies, crises and disasters, and the all-hazards approach 
encompasses the entire spectrum of threats and risks, from everyday accidents 
up to major disasters. Its role is to coordinate and support where needed, not 
assume responsibilities that other agencies hold. 

The complexity of Swedish society, with internal and external interdepend-
encies, demands a holistic approach against threats and hazards. That means 
identifying and ranking the consequences while paying special attention to 
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critical infrastructure, to other vital societal functions, as well as the public 
perception of safety and security, which in turn depends on identifying both 
the responsible actors and gaps between responsibilities. Purposive threats by 
hostile actors have become more complex, with information operations, asym-
metric opponents, and the leverage of third parties and leverage. Transparency 
in process is key, if responsibilities are to be shared among individuals, private 
entities and states, counties and municipalities. The goal of MSB intelligence 
is actionable intelligence that will reach all those levels. 

So far, Sweden’s experience of hazards has been relatively minor. Natural 
disasters occur but are minor in comparison to other countries. Terrorism 
is a looming threat but not yet a serious one. Industrial threats exist but are 
well known, and pandemic effects have been minor. Still, there is the need to 
prepare for the unthinkable. Examining threats in light of vulnerabilities is a 
kind of homeland version of “intelligence preparation of the battle space.” Past 
cases have included: 

•	 Incendiary	bombing	of	major	food	stores	in	Södertälje
•	 Davis	Cup	–	Malmö	2009	consequence	analysis
•	 EU	presidency	2009
•	 COP	15	-	consequence	analysis
•	 IO	and	cyber	attacks
•	 The	pandemic	flu	A(H1N1)
•	 Violence	against	rescue	services	(Rosengård,	Tensta,	Rinkeby)
•	 Societal	consequences	of	the	volcanic	ash	cloud
•	 Suicide	bombing	in	Stockholm	and	related	issues
•	 Societal	consequences	and	media	analysis	of	 the	natural	and	nuclear 

disasters in Japan
•	 Analysis	to	support	the	evacuation	planning	from	Egypt	and	Libya
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Figure 3 portrays MSB’s role in the wider Swedish crisis anticipation and 
management structure:

Figure 3: Sweden’s Crisis Management Structure

The challenges are intelligence sharing outside Intelligence community, where 
issues of organizational culture loom large. The focus has to be not only on 
mitigating threats but also on dealing with the consequences, which takes the 
work into civil protection and preparedness and into identifying and defin-
ing the real vulnerabilities in the society and threats towards them. Fusing 
information in order to enhance decision making remains a challenge, as does 
managing secure systems, methods, trust and regulation connecting the intel-
ligence community with the “doers.” So to, the holistic approach to external 
and internal threats requires reaching out to the private sector and its sensitive 
information.

National Perspectives: Britain

The British perspective is that of the Civil Contingencies Secretariat in the 
Cabinet Office. Thus, it is less about early warning than about risk manage-
ment, specifically a risk management approach to national security. Given the 
country’s National Security Strategy, the approach frames risk over a 5-20 year 
timeframe in three tiers, taking into account both impact and likelihood. Tier 
1 risks are the highest priorities. They include hostile attacks on British cyber 
space by other states and large scale cyber crime; international terrorism affect-
ing the country or its interests, including a chemical, biological, radiological 

Situation awareness
Cooperation
Alert conferences
Gap analysis
Information coordination
Vulnerability assessments

Sit.rep/picture
Analysis
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or nuclear attack by terrorists; and a significant increase in terrorism related to 
Northern Ireland; an international military crisis drawing in Britain, its allies 
as well as other states and non-state actors; a major accident or natural hazard 
which requires a national response, such as severe coastal flooding affecting 
three or more regions of the country or an influenza pandemic.

Tier 2 includes an attack on Britain or its overseas territories by another 
state or proxy using chemical, biological, radiological or nuclear (CBRN) weap-
ons; risk of major instability, insurgency or civil war overseas which creates an 
environment that terrorists can exploit to threaten the country; a significant 
increase in the level of organised crime; and severe disruption to information 
received, transmitted or collected by satellites, possibly as the result of a delib-
erate attack by another state. 

Tier 3 is a large scale conventional military attack on the country by another 
state (not involving the use of CBRN weapons) resulting in fatalities and dam-
age to infrastructure; a significant increase in the level of terrorists, organised 
criminals, illegal immigrants and illicit goods trying to cross into the country; 
disruption to oil or gas supplies, or price instability, as a result of war, accident, 
major political upheaval or deliberate manipulation of supply by producers; a 
major release of radioactive material from a civil nuclear site within the country 
which affects one or more regions; a conventional attack by a state on another 
NATO or EU member to which Britain would have to respond; an attack on 
an overseas territory as the result of a sovereignty dispute or a wider regional 
conflict; and short to medium term disruption to international supplies of 
essential resources (e.g. food, water).

Rather than early warning, the goal is domestic resilience. Cold war civil 
defense faced a monolithic threat, featured top-down management by central 
government, was a closed circle – mainly public sector – and was done in 
secret. Resilience in this new world is different in almost every way. The risks 
are complex, including both hazards and threats, the approach is bottom-up, 
with local response as the building block. The approach is inclusive, involving 
many agencies, and transparent. 

Britain’s risk profile is unlikely to change in the sense that it will remain 
diverse, with no single risk dominating; and both complex and unpredictable, 
with links randomly and suddenly emerging between events. The risk profile 
is affected by climate change and global instability, and by the networked, 
interdependent, complex nature of society, which poses the risk of cascading 
failures. In those circumstances, resilience requires generic emergency response 
capabilities, crisis management, specific plans for catastrophic emergencies and 
improved social-economic resilience. Above all, it means keeping an eye on 
the risks. 
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Figure 4 provides the five year risk profile for Britain. The risks included 
are physical risks only. They do not include, say, Sudan, despite the powerful 
but non-material British interests there. The impact of those risks is assessed 
in terms of likely fatalities, casualties, social disruption, economic costs and 
psychological damage. 

Figure 4: Five Year Risk Profile

Why a National Risk Assessment? To steer mitigation investments toward 
producing their greatest economic and societal benefit.  Why a National Risk 
Register? To communicate risks to the public, for the benefits of investing in 
protective measures are often not seized upon by private property owners due 
to their misperception of risks, their short-term outlook and the upfront costs 
of implementation. 

National Perspectives: Switzerland

The recent history of early warning and risk management in Switzerland began 
in 1968 with mid-term planning and a situation conference every month. In 
1990 a security policy document was issued, and four years later a security 
committee and direction group were created for strategic foresight, preven-
tion and strategic response in case of crisis. In 1999 the situation and strategic 
foresight office was assigned to the intelligence coordinator, and in 2010, the 
external and internal intelligence services were merged in an effort to produce 
a common and comprehensive security assessment.
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Comprehensive risk analysis was a consequence of the 1990 security report. 
The next year parliament requested a “proactive and holistic assessment of all 
national hazards and risks in all their complexity and interconnectedness.“ 
In 1992, an interdepartmental group undertook a National Hazard Analysis, 
which now has some 98 scenarios in some 20 clusters.

The Federal Chancellery is responsible for legislative planning, setting 
annual targets and issuing annual reports. It also does “environmental analy-
sis“ and exercises political oversight over important government decisions. For 
its part the Federal Situation Center, which sits in the Federal Intelligence 
Service, does Annual Reports with extensive risk analysis, warnings and alerts 
to the federal government in the area of internal and external security, along 
with monthly assessments of the situation.

The method focuses on what are called “generic operational situations 
(GOSs)“ – a set of independent operational situations based on potential events 
resulting from the behavior of given actors. A GOS is an event localized in time 
and space – for example an attack or major incident. The situations chosen are 
described as generic because they are not dated or geographically located. The 
process is focused on actors and events, and is based on the principle that the 
needs of an actor can be defined by a set of suitably chosen GOSs. The GOS 
itself is comprised on a title and description of the situation; a description 
of the actors, including details on objectives and main constraints; and a 
functional analysis. 

The goal of the system is communication and coordination, with the 
Service doing early warning, and the Federal Situation Center as the govern-
ment information node. With the merging of the two services, the new single 
service confronts a host of pressing priorities. It can also be the focal point for 
international contacts, which are critically important. 

Functional Perspectives: Challenge of Early Warning 
for Terrorism

It is widely acknowledged that the nature of the threat, hence intelligence tar-
get, has changed dramatically, from nation-states as the primary target to non-
states, like terrorists, as primary. Yet the implications of that shift reach much 
further than is recognized. Nation-states are geographic; they have addresses. 
As important, they come with lengthy “stories” attached; and intelligence is 
ultimately about helping people adjust the stories in their heads to guide their 
actions. Absent some story, new information is just a factoid. States, even 
ones	as	different	from	the	United	States	as	North	Korea,	are	hierarchical	and	
bureaucratic. They are a bounded threat. Many matters of interest about states 
are big and concrete: tanks, missiles, massed armies.
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Terrorists are different in every respect. They are small targets, like Osama 
bin Laden; a single suicide bomber can do major mayhem. They are amor-
phous, fluid, and hidden, presenting intelligence with major challenges simply 
in describing their structures and boundaries. Not only do terrorists not have 
addresses, they aren’t just “over there.” They are “here” as well, an unpleas-
ant fact that impels nations to collect more information on their citizens and 
residents and try to do so with minimal damage to civil liberties. Terrorists 
come with little story attached. A decade after 9/11, we still debate whether al 
Qaeda is a hierarchy, a network, a terrorism venture capitalist, or an ideological 
inspiration. No doubt it contains elements of all four, but that hardly amounts 
to a story.

Cold War intelligence gave pride of place to secrets – information gathered 
by human and technical means that intelligence “owned.” In contrast, an ava-
lanche of data is available on terrorists; witness the 9/11 hijackers whose true 
addresses were available in California motor vehicle records. But the sheer vol-
ume of data, plus the lack of a story, means that information gathering against 
terrorists necessarily involves “mining” or other processing of large quantities 
of information. The hardest terrorists of all to pin down are the near lone 
wolves, like U.S. Army Major Nidal Hassan, the Fort Hood killer of 2009.

Another difference is that terrorists constantly adapt to us. As former U.S. 
Secretary of Defense Harold Brown quipped about the U.S.-Soviet nuclear 
competition, “When we build, they build. When we stop, they build.” While 
the United States hoped to influence Moscow, intelligence could presume that 
it would not. The Soviet Union would do what it would do. The terrorist tar-
get, however, is utterly different, shaping its capabilities to our vulnerabilities. 
The 9/11 suicide bombers did not hit on their attack plan because they were 
airline buffs. They had done enough tactical reconnaissance to know that fuel-
filled jets in flight were vulnerable assets and that defensive passenger clearance 
procedures were weak. Thus, to a great extent, we shape the threat to us; it 
reflects our vulnerable assets and weak defenses. This interaction between “us” 
and “them” has very awkward implications for U.S. intelligence, especially 
those agencies with “foreign” missions, such as the CIA, that have traditionally 
been enjoined from doing domestic intelligence.

The last major difference between transnational targets, especially terror-
ists, and state targets like the Soviet Union may be the most important of 
all. In principle, the fight against terror is an intelligence fight. In the Cold 
War, strategy did not depend much on intelligence. Now it does. If the goal 
is prevention, not deterrence, then there is enormous pressure on intelligence 
to reach back into potential adversaries, their organization, proclivities and 
capabilities. How can intelligence do that? 
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Warning of war tried to turn mysteries into puzzles. Puzzles have an answer, 
though we may not know it (and spent billions trying to solve them about the 
Soviet Union). By contrast, mysteries are iffy and contingent; they have no 
answer. Whether the Warsaw Pact would attack Western Europe was a mys-
tery. What intelligence as warning did was construct indicators – movements 
of troops out of garrison and the like. Those indicators became warning lights: 
the more of them that began to turn red, the more likely an attack. The proc-
ess was explicitly Bayesian – that is, the probability of attack was adjusted with 
additional information. 

A similarly Bayesian approach might address some aspects of terrorism 
warning. If a group of concern had been identified – a big if – and if the 
fear were that it might seek to build and use a chemical, biological or nuclear 
weapon, then the paths to those weapons might be “mapped,” looking for steps 
that were important, unique – that is, indicative of weapon development – and 
detectable. Figure 5 presents those three axes. The rubs are, first, that there are 
many possible chemical and biological weapons, so the paths proliferate, and 
second, many important steps, like acquiring laboratory equipment, are hardly 
unique to building weapons. 

Figure 5: Looking for Activities that Are Important, Detectable and Unique

Importance

Laboratory
equipment

Microbiologist

Detectability

Uniqueness
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The next step would be taking seriously that uncertainty, hence risk, can 
only be managed, not eliminated. Intelligence is still non-Clausewitzian in 
implying that uncertainty can be reduced, perhaps eliminated: notice the 
emphasis on “best bets” or assessment of competing hypotheses, which implies 
there should be a winner. Suppose, instead, that consequence were deemed 
as important as likelihood. In that process, intelligence would, in effect, pro-
duce a probability distribution in which consequential outcomes would receive 
attention not just as excursions, even if their probability was low or could not 
be assessed very clearly. 

Information technology is enabling new forms of collaboration, within 
intelligence but also outside it: witness wikis and crowd sourcing. Those same 
developments are opening the question of what intelligence’s products – or to 
put it more openly, “outputs” – should be. For instance, the content of social 
networking media, like Facebook or Twitter, is more and more images, not 
words. Traditionally, intelligence has thought of pictures as way to tell story. 
Now, those images are the story. Moreover, what is “publication”? Anyone can 
publish, and a publication is no longer a commodity, with a “use by” date. My 
insight from my time managing the National Intelligence Council was that 
our most important products were not the papers, the National Intelligence 
Estimates, rather they were the people, the National Intelligence Officers, who 
could offer information and analysis, but also advice, in informal conversations 
with policy officials.  

Functional Perspectives: Anticipating Radicalization

Anticipating radicalization evokes three analogies. One is drinking from a fire-
house, drowning in data while some of the critical “sensor,” like parents, are 
not accessible. A second is from an MI-6 Arabist who likened understanding 
the Middle East to underwater chess in three dimensions. The third is from 
former MI-5 director Eliza Manning Butler, who wished terrorism intelligence 
issues were solvable in hours. 

The terrorist adversary is segmentary (composed of many diverse groups, 
which grow and die, divide and fuse, proliferate and contract); polycentric (hav-
ing multiple, often temporary, and sometimes-competing leaders or centers 
of influence); networked (forming a loose, reticulate, integrated network with 
multiple linkages through travelers, overlapping membership, joint activi-
ties, common reading matter, and shared ideals and opponents). Al Qaeda 
resemb les such a “segmented, polycentric, ideologically integrated network” 
(or SPIN). It was not created but rather developed from the bottom.  

It is essential, but hardly easy, to understand macro-context of terrorism. 
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If September 11th was motivated by ideology, that is less true now; terror-
ism seems more motivated by emotion, and for that among many reasons 
is difficult to predict. Beneath the macro level, there are a host of contexts, 
interrelated and interacting causes, dynamics and effects – all these make it a 
”wicked” problem (or a complexity). As such, it requires synergistic analysis 
from political, social, religious and historical frames to capture full complexity. 
Black swans (”wild cards”) are all to possible, all the more so because terrorist 
groups are more and more adaptable, with constantly changing methods of 
operations, which are difficult to detect and determine. So, too, there is the 
possibility of the ”butterfly effect” or ”phase changers.”

Figure 6 displays the challenges of anticipating radicalization:

Figure 6: Anticipating Radicalization
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factors
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• Alienation and discrimination
• Frustration and sense of
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Figures 7, 8 and 9 lay out different models of radicalization:

Figure 7: Social Movement Theory6

Figure 8: FBI Model (U, FOUO)

6 See Quintain Wiktorowicz, ed., Islamic Activism: A Social Movement Theory, (Bloomington: 
University of Indiana Press, 2004). 
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Figure 9: Precht Model, Based on NYPD

Functional Perspectives: The U.S. National Counterterrorism 
Center

The National Counterterrorism Center in the United States, founded in 2004 
is meant, in the words of the 9/11 panel, to break “the older mold of national 
government	organizations	[and]…be	a	center	for	joint	operational	planning	
and joint intelligence, staffed by personnel from the various agencies.”7 It thus 
serves both the Director of National Intelligence, in its “connect the dots” of 
terrorism threat role, and the President and National Security Council, in its 
operational planning role. It has some 500 personnel from sixteen agencies, 
including Agriculture and Interior. Three-fifths of those come on secondment 
from their home agencies. 

NCTC holds three secure videoconferences a day. At the morning one, the 
various participating agencies divide up what to do that day, and assignments 
are then followed up in the afternoon meeting. On the planning side, some 20 
agencies approach terrorism issues both through broad planning and through 
attention to specific issues. 

NCTC analytic products include items for the President’s Daily Brief 
(PDB) and the daily National Terrorism Bulletin (NTB). NCTC is also the 
central player in the ODNI’s Homeland Threat Task Force, which orches-
trates interagency collaboration and keeps senior policymakers informed about 

7 See Final Report of the National Commission on Terrorist Attacks Upon the United States, 
cited above, p. 403.
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threats to the Homeland via a weekly update. The Center also produces NCTC 
Online (NOL) and NCTC Online CURRENT, classified websites that make 
counterterrorism products and articles available to users across approximately 
75 agencies, departments, military services and major commands.

Through the Terrorist Identities Datamart Environment (TIDE), NCTC 
maintains a very large repository of information on international terrorist 
identities, which support the Terrorist Screening Center and various U.S. 
Watchlists. TIDE uses a tiered classification structure to move informa-
tion down to various watchlists. NCTC’s Interagency Threat Analysis and 
Coordination Group (ITACG) aims to do something similar across the federal 
system – to states, localities and private partners, representatives of which sit on 
the Group. It “buckets down” to a lower level of classification reporting that 
the Group deems of interest. 

Doing strategic analysis of terrorism is challenging. In modeling poten-
tial foes, it is hard to take a broad view; rather, the temptation is to focus 
on single connections, without much sense of history or network. Analysts 
want to understand the broader context but are pressed to concentrate on 
singular events in digestible bites. The tools are improving, but still the work 
mostly involves discrete bits of information, making it hard to see cells or links. 
Moreover, when methods are applied, they tend to be hard to integrate across 
agencies, thus risking that results will be lowest common denominators. 

The analysts doing the work are young and mobile, which carries both 
advantages and disadvantages. Across the U.S. intelligence community, fully 
half the analysts are new since September 11th. Next tasks for NCTC are to 
put small teams to work on strategic issues – how terrorists learn, how they 
organize and how that is changing, and how leadership changes occur.

Functional Perspectives: Early Warning for CBRN Threats

This discussion focussed on the role of the European Centre for Disease 
Prevention and Control (ECDC), which is an independent EU agency estab-
lished in 2005 and located in Sweden. It aims support and promote global 
health security, covering the 27 EU countries, along with three partners in 
the European Economic Area (EEA/EFTA) (ECDC regulation 851/2004). Its 
mandate is to identify, assess and communicate current and emerging threats 
to human health posed by infectious diseases. Its stakeholders are the national 
institutes of public health on the operational level, and on the policy level, 
national ministries of health plus the European Commission. In addition, it 
has a wide range of partners, from the World Health Organization (WHO), 
to other national institutes, to the private sectors. 
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 It relies on a number of methods to try to detect epidemics early. Networks 
are absolutely imperative. It seeks information from a wide variety of sources, 
and then produces threat assessments plus reports, daily, weekly and yearly, 
for the Commission and member governments. Its screening processes seek to 
move from information about cases, outbreaks or rumors, to signals, to events, 
to validated events, and ultimately to threats and then support to responders.  
It relies on both automated and moderated tools – that is, ones that employ 
humans to filter and classify information – in doing the screening. One tool is 
MedYSis, which classifies articles by type and by source, and the information 
by country and alert level. During the workshop, there was increasing informa-
tion on the bacteria alert in Germany, spreading to other European countries. 

At the restricted level, the Early Warning and Response System (EWRS) 
is a tool for the exchange of information between public health authorities 
in the member states competent for planning and undertaking measures to 
respond to health threats due to communicable diseases. There are five criteria 
for exchange. The system is sustained by ECDC and is accessible to WHO. 
A related system is Rapid Alert System for Biological and Chemical Agent 
Attacks (RAS-BICHAT), whose purpose is to coordinate and support the pub-
lic health/health security preparedness and response capacity and planning of 
the member states, plus Turkey, against biological and chemical agent attacks. 

The Epidemic Intelligence Information System (EPIS) is an application 
for risk assessment entities to exchange non-structured and semi-structured 
information regarding current or emerging public health threats with a poten-
tial impact in the EU.  It provides a real-time international platform through 
which a network of experts can rapidly share information and data in a way 
that is fully transparent. In an example case, intentional food contamination, 
it would work with RAS-BICHAT to start and investigation before the threat 
is well defined (without evidence of intentional release), then make possible a 
very quick dissemination of information through the possibility of creating an 
ad hoc forum of selected people. 

Functional Perspectives: Early Warning in a Changed Global 
System

This foresight initiative departed from the observation that the internation-
al security environment has changed. The threats are not existential but are 
amorphous. The analysis sought to frame the big drivers of Sweden’s security 
environment. The threat perception has widened, from armed aggression, to 
computer network attacks (CNA), to terrorism and intelligence threats, crimi-
nality and sabotage, information and psychological operations, network opera-
tions (CNO) and incidents over territory.
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Figure 10 plots a number of the challenges:

Figure 10: Security Challenges by Likelihood and Danger

One way to think of alternative futures is to imagine a baseline future over 
time, with limits of plausibility on either side of that baseline; logically, those 
limits become wider over time as uncertainty grows. Another device is to imag-
ine ”tipping points,” decisive events that cast a long shadow over the future. 
For the last decade for Sweden, those might be September 11, 2001; Operation 
Iraqi Freedom in 2003; 2004 terrorist attacks in Madrid and Beslan, Tsunami; 
2005 attack in London; 2006 Israel-Hizbollah conflict; 2007 Estonian Bronze 
soldier; 2008 Russia –Georgia conflict; 2009 Russian Zapad exercise; the first 
suicide bomber in Stockholm in 2010; and the revolts of ”Arab spring” in the 
greater Middle East. 
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In thinking about potential social unrest, indicators might include: 
•	 Tensions	based	on	ethnic	or	religious	identities?
•	 The	power	base	of	the	regime	in	these	terms?
•	 Economic	inequality?	Ethnic/religious	pattern?
•	 Social	mobility?
•	 Level	of	corruption?
•	 Unemployment	(especially	among	educated	youth)?
•	 Exposure	of	population	to	foreign	media	and	culture?
•	 Access	to	Internet	and	social	media?
•	 The	 degree	 of	 organisation	 of	 the	 opposition,	 its	 popular	 support 

(including ethno-religious factors)?
•	 Its	connection	to	foreign	powers?
•	 Economic	capacity	of	the	regime	(can	it	”buy”	popular	support	through 

reforms/subsidies)?
•	 Repressive	capacity	of	the	regime?	Loyalty	and	efficiency	of	the	security 

forces (including their ethno-religious composition)?
•	 Level	of	”sense	of	 security”	and	 ideological	 flexibility	of	 the	 regime. 

Does it dare to offer concessions?
•	 The	regional	standing	of	the	regime?
•	 Are	there	strong	vested	interests	of	great	powers	in	regime	survival?

These indicators could then be applied to countries of interest around the 
world.  One conclusion was a question: what can threaten stability? The other 
is that the military threat against Sweden remains low, but it will be affected 
when ”losers” in development turn to hard nationalism, on one side, or ecoter-
ror, on the other; or by the rise of megacities; or by increasing competition for 
resources. Analysts knew the drivers behind Arab spring but didn’t put them 
together. That analysis overstated regime stability, fear, apathy and the role 
of Islamists, while understating the role of ”soft” power and Western ideals. 
China, too, will have bumps in the road; ”no tree grows to heaven.” In the end, 
tipping points may be as much about perceptions as events – a point that ran 
through many parts of the discussion.

Functional Perspectives: Early Warning for Cyber Threats

Sweden’s signals intelligence service, the National Defence Radio Establishment 
(FRA), is responsible for information security for the society as a whole, includ-
ing the private sector, especially through its critical infrastructure assessments. 
The objectives of cyber attacks stretch over a wide variety of motives – intel-
ligence, economic crime, industrial espionage, and destructive or disruptive 
impact. According to the U.S. FBI, cyber crime is more lucrative than drugs. 
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The distributed denial of service (DDOS) attacks on Estonia in 2007 are an 
example of disruption as the motive. In that case, the source of the attacks was 
relatively clear; in others, though, the attackers will take pains to hide their 
tracks. 

In that context, the purpose of an intrusion detection system is to discover 
attacks on information technology (IT) attacks and thus enable adequate pro-
tection against attacks directed towards critical infrastructure. How? Identify 
the IT attacks and alert in real time – this is detection in real time, rather 
than early warning. It can involve both overt and sensitive detection methods. 
Perhaps 80 percent can be identified quickly enough to prevent damage. It is 
the other 20 percent – the most capable – that are the focus of the FRA effort. 

Enhanced IT incident readiness requires securing digital communication 
infrastructure for all Swedish authorities, plus a national plan for incident 
response, responsibilities and co-operation, and a mandatory incident report-
ing procedure. It means monitoring the external environment with an infor-
mation assurance (IA) perspective. The question is in what specific critical 
networks an intrusions detection system should be installed. The system being 
developed by FRA, is a technical solution and implement. 

What is meant by Intrusion Detection System? One installation would 
connect sensors to a protected analytic center. The analysis is the key to know-
ing what to look for. Codes change all the time: witness the Stuxnet attack 
on Iran. The challenge is daunting, for the technology develops fast, and the 
public doesn’t yet see cyberattacks as a big issue. For their part, the private 
companies prefer not to talk; they’d rather fix the problem and move on lest 
customers be squared away. Trust is key. The FRA effort includes emergency 
response teams, in part as a means of building trust. 

Functional Perspectives: Early Warning in Finance

In finance, as elsewhere, early warning is hard. As U.S. Vice President Richard 
Cheney said, in 2009, of the global economic crisis: “I don’t think anyone 
was	smart	enough	to	figure	[it]	out…I	don’t	think	anyone	saw	it	coming.”	
Or	as	John	Kenneth	Galbraith	put	it	in	A Short History of Financial Euphoria: 
“In the short run, it will be said to be an attack, motivated by either deficient 
understanding or uncontrolled envy, on the wonderful process of enrichment. 
More durably, it will be thought to demonstrate a lack of faith in the inherent 
wisdom of the market itself.”

In many respects, financial crises are not black swans, for they are predict-
able and recurring. The timing and details differ, but the pattern is the same 
– mania, panic and crash. The narratives of financial crises are variations on a 
theme. Yet there is a tendency not to make the call, a variant of “see no evil, 



30

Comparing Early Warning Across Domains

hear no evil, speak no evil.” So, too, there are dangers n using “rules of thumb” 
– quantitative vs. qualitative analysis. And this crisis has discredited the rating 
agencies – Moody’s, S&P, Fitch.

For all their predictability, financial crises have transformed, in five respects. 
In the most recent instance, the local and national became global; the financial 
crisis became a crisis in the real economy; a private sector crisis became a crisis 
for states; a crisis in developed economies turned into crisis for underdeveloped 
economies. In the process, the state was forced from the periphery to the center 
stage.

Managing financial crises is beset by a related set of problems. The models 
are neat but reality is messy. Warnings and policy measures can trigger the 
crisis, so there is a danger of self-fulfilling prophecy if authorities “cry wolf” or 
“speak of the devil.” Psychology matters, and so perceptions interact with eco-
nomic fundamentals. In taking action, timing is key, and intervention is an art, 
not a science. Moreover, regulation takes time, so the state lags behind; there 
is always the risk of financial Maginot line when authorities are planning to 
fight the last war. The incentives for policymakers to act proactively are weak, 
for the crisis may not come. Those policymakers may feel “damned if they do 
and damned if they don’t.” Finally, crises are global problems managed on a 
state or inter-state level, through weak institutions with limited adaptability

In thinking of the next crisis, who will lead? There is no hegemon. Indeed, 
all of the major players are suffering their own problems. For Europe and the 
Eurozone, it’s the debt crisis of the PIGS (Portugal, Ireland, Greece, Spain 
and so on). For the United States, it’s debt, the dollar and the political grid-
lock over charting a path to acceptable government finances. For China, it’s 
financial fragility, along with concern over bubbles and inflation. Around the 
major players, the greater Middle East is in turmoil, from which some good 
may come. Natural resources and energy remain global issues, as do inflation, 
trade, currency, unemployment, and food. The stakes are very high. 

One example of a specific foresight technique is country risk analy-
sis, for which a changed world required new approaches. In the old world, 
there were currency restrictions and country defaults meant transfer restric-
tions. Governments were involved in restructuring operations. Now, capital 
flows freely, country defaults can mean currency crisis and banking/corporate 
default; and not only governments but private counterparties are involved. The 
Asian crisis revealed the inadequacy of the traditional, solvency focused rating 
approach in a world of free capital movement.

The crisis spurred the search for a liquidity risk warning system. That 
required listening to operators in the field, in this case traders, as well as scan-
ning research. The result, three generations later, is “mlews,” which covers 35 
emerging markets and is updated every month. It is a statistical time series 
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based on open sources, mostly the International Monetary Fund and the Bank 
for International Settlements. The front page shows the overall situation of the 
country, including history, whether it is in a warning period, and the history 
of exchange rate falls/interest rate hikes.

Further details behind the front page include indicators (status and history 
of each of the 16 indicators shown under three headings – real economy, policy 
and markets); ratios (graphs of eight key ratios show qualitative aspects of the 
economy); and time series of the mlews, shown graphically. 

Does it work? One in three warnings does presage a currency crisis. In the 
two other cases, governments have tightened budgets (driving deficits down) 
or monetary policies (driving interest rates up). For instance, in the April 2008 
mIews letter, the U.S. credit crunch was reported to affect emerging markets; 
in May, overall growth decline was heralded; and in August, worsening pros-
pects for broadbased growth were reported. The benefits of the approach are 
that the start of a warning period signals the need to deepen analysis of that 
particular country. Provided that the signals are relevant for the risk observed, a 
systematic, computerised approach helps focus analysis on targets under stress, 
thus saving on scarce analytical resources. 

Learning Lessons: Comparisons across Domains

Looking across the domains at what is similar and what is different, and for 
points of convergence, can be start at learning lessons for homeland security 
intelligence.

Early warning versus early detection. One difference is whether the goal is 
early warning to prevent (or profit) or early detection to protect. The former 
is the goal for terrorist intelligence and for finance. In both cases, the analyst 
would like to notice trends or events very early, in order to prevent them or 
make money from them. By contrast, while ideally cyber security analysts and 
public health professionals would like to prevent all attacks and all disease, 
their actual challenge is detecting attack or disease early enough to protect 
against its spread or mitigate its consequences. 

That difference affects the signals of interest for the warner. In that regard, 
early warning of terrorism is not different from early warning of war, just 
harder. In both cases, analysts sought to identify indicators that were the pre-
cursors to attack. The two part company in that early warning of terrorism 
requires identifying individuals or groups that might be a danger, not just 
monitoring the behavior of known adversaries. For public health and cyber 
security, though, the signal of interest is the beginning of the attack or disease. 
Public health benefits from a world-wide network of health professional who 
are, in effect, intelligence collectors. Moreover, virtually all of them share the 
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same interest: early detection to prevent pandemics. The tools of cyber assur-
ance may improve to the point that it can detect precursors to attack, but the 
detectors are not there yet.

The question of “who.” The observation that traditional warning of war was 
not much interested in the “who” is provocative. In that case, who was unin-
teresting because intelligence already knew it. By contrast, for early warning of 
terrorism, the who is the paramount question – and the hardest. With poten-
tial whos identified, surveillance can be put in place and indicators of particular 
attacks watched – if the who is identified in time. Finance seems like warning 
of war in that the who question is not of interest to the extent that markets are 
being analyzed. That apparent difference, however, may be less than is often 
asserted. When George Soros made billions by betting against the pound ster-
ling in 1992, his bets depended on calculations about the behavior of the Bank 
of England – surely a who. More recently, analysts could not have understood, 
much less predicted, the downfall of large American (and other) financial insti-
tutions without understanding the complex strategies of hedge funds seeking 
to profit at the expense of the institutions – whos about as interested in public-
ity as would-be terrorists.

By contrast, for the early detectors in public health and cyber security, who 
is the secondary question, not the primary. “What” is the first question: is the 
disease being detected the work of Mother Nature or a terrorist group? Is the 
cyber “attack” truly an attack or a cascading accident? In both cases, the first 
task is characterizing the event. Only then does who become important. For 
cyber, characterization, much less attribution, seems likely to be harder for 
disruptive events, rather than ones driven by financial motives. 

Intelligence analysis and risk analysis. These two disciplines have seemed 
more similar than they actually have been, though here, too, there may be 
some convergence. Traditionally, risk analysis would have liked from intel-
ligence precisely what intelligence generally could not provide – quantitative 
estimates of likelihood. With those in hand, risk analysis could design protec-
tion and allocate resources. Thus, it is no surprise that risk analysis developed 
first in insurance. While any specific natural disaster could not be predicted, 
historical and actuarial data provided good estimates of the likelihood in any 
given period. 

Wars have always been a challenge for insurance risk analysis, and now 
both intelligence and risk analysts face the threat of technologically empowered 
individuals or small groups – the threat for which terrorism is the epitome but 
hardly the only. That takes both into dealing with “complexities,” a continuing 
theme of the project.
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“Complexities” and early warning.  Traditional warning of war sought to 
turn mysteries – will country A attack my country? – into puzzles in a Bayesian 
process.8 (Table 3 below lays out the differences between puzzles, mysteries 
and complexities.) With the “who” apparent but the risk of an attack still a 
mystery, it looked at indicators, puzzles that had an answer: how many troops 
were out of garrison, what was happening in the adversaries’ communications 
channels, and the like? The more of these indicators that turned red, the higher 
the probability of an attack. In finance, the country risk analysis described ear-
lier does something similar. It looks at indicators of a currency crisis. In both 
public health and cyber space, by contrast, the possible threats are puzzles: 
either the disease or attack has begun, though we may not know it yet. 

If most nation-state intelligence issues were either puzzles or mysteries, in 
the terms of table 3 below, that is not true for many homeland security threats 
– and perhaps is becoming less true in finance as well. In many respects, those 
intelligence issues are complexities. Terrorism threats may be pretty shapeless: 
would an attack come? If so, from a known group or a new one, or from a lone 
wolf motivated by the killing? What kind of attack, where? It is a complexity. 

Type of Issue Description Intelligence Product

Puzzle Answer exists but may not be 
known

The solution

Mystery Answer contingent, cannot be 
known, but key variables can, 
along with sense for how they 
combine

Best forecast, perhaps with 
scenarios or excursions

Complexity Many actors responding to 
changing circumstances, not 
repeating any established 
pattern

“Sensemaking”? Perhaps done 
orally, intense interaction of 
intelligence and policy

Table 3: Puzzles, Mysteries and Complexities

Self-fulfilling prophecies. It is probably the case that detection, as opposed 
to early warning, can produce a self-fulfilling prophecy only in limiting dam-
age. In terrorism and finance, however, early warning can mean that the event 
warned does not happen. In the traditional warning of war, and also in today’s 
effort to achieve early warning of terrorist attacks, those prophecies are good. 

8 As always in history, the provenance of Bayes theorem is complicated, but the world credits 
it to an English preacher, Thomas Bayes, who published it in 1763. It has come to describe 
both an inclination and a process to update subjective probabilities in light of new evidence.
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They may discredit the warners as criers of “wolf” because it will never be fully 
clear what caused the attack not to occur. But the main point is that the attack 
didn’t occur. 

In finance, the situation seems more complicated. In some cases, govern-
ments and their analysts will shrink from going public with warning, or per-
haps even not make the call privately, because they feel the warning itself will 
touch off or intensify the economic crisis – the prophecy producing the event. 
Of course, Soros and the hedge funds sought, to different degrees, to create self-
fulfilling prophecies through their actions and sometimes their words as well. 

Mind-sets and methods: getting beyond linearity. Return again to the dif-
ferences among early detection, early warning and risk management. For the 
detectors in public health and information assurance, the “who” is an a second-
ary issues, while immediately “what” is pretty clear – evidence of sick people or 
a cyber attack. That detection puts a premium on networks – from ECDC’s 
MedYsis to FRA’s Intrusion Detection Center. The challenge for those in the 
detection business is what might be referred to as “exactly what” – that is, 
characterizing the attack or disease. The tools they need are primarily ways to 
connect, for instance, public health professionals who might see unusual cases 
of sick people, supplemented with tools like MedYsis to mine large amounts 
of data for similar anomalies. 

To the extent that risk management means planning in order to mitigate 
the consequences of an event, natural or man-made, their first focus can be on 
pretty generic “threats.” For some, like natural disasters, there will be history 
to suggest likelihood and illustrate impact. Then, the threats could be made 
more and more specific, even if their likelihood remained hard to judge. The 
starting-point might be Britain’s tiers of risk. Next, analysts might assemble 
something like the Swiss GOSs – threat scenarios focusing on actor and event, 
still neither dated nor geographically defined. The next step would be to make 
the scenarios still more specific. For instance, a premier U.S. risk management 
firm has a terrorism model that includes a number of attack modes – somewhat 
akin to the GOSs – but that also includes a set of two thousand-plus targets 
in the United States. 

For those who seek early warning of terrorist threats to the homeland, the 
process is still pretty linear, trying first to identify the “who,” then building 
indicators of, for instance, paths to especially dangerous weapons. One part 
of identifying the who runs parallel to law enforcement – receiving then fol-
lowing tips about suspicious behaviors or groups. That might be described as 
“investigative” intelligence.9 The other challenge to identifying the who – what 

9 See Gregory F. Treverton, Reorganizing U.S. Domestic Intelligence: Assessing the Options, 
(Santa Monica, RAND Corporation, 2008).
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might be called “exploratory” intelligence – is trying to identify potential ter-
rorists groups on individuals who are not yet on the radar screen of intelli-
gence. It is identifying what former U.S. Secretary of Defense called “unknown 
unknowns” – the things we don’t know we don’t know.10 That task is both 
daunting and potential dangerous in privacy terms, for it would mean mining 
huge amounts of data, most of it involving innocent people, looking for suspi-
cious networks or patterns. For those reasons, most nations have just tiptoed 
into exploratory intelligence.

The comparisons with other domains mostly reinforce the linear approach, 
for they, too, focus on indicators. One place where tools might help overcome 
pure linear thinking is with the quadrant Rumsfeld left blank in his knowns 
and unknowns – that is “unknown knowns,” the things we don’t know we 
know. Machines could help remember those, and jog analysts. For instance, 
Brian Jenkins wrote in early 1989: ”The nightmare of governments is that 
suicidal terrorists will hijack a commercial airliner and, by killing or replacing 
its crew, crash into a city or some vital facility.”11 Yet by 2001 that threat had 
passed from the mind of analysts. Then, the airliner threat was hijacking, not 
use as a bomb. The “known” went unknown. 

10 The distinctions were not new with Rumsfeld but he used them, famously, in a Pentagon 
press briefing, December 12, 2002. For the transcript, see http://www.defenselink.mil/tran-
scripts/transcript.aspx?transcriptid=2636.

11 ”The Terrorist Threat to Commercial Aviation,” P-7450, RAND Corporation, March 1989, 
p. 10. 




