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The lowest echelon in Network Centric Warfare - possibilities and limitations in the 
soldier level command, control and communication system  
 
Like many other military forces around the world the Swedish Armed Forces have started a transition towards a 
network centric defence.  This thesis will centre on what information services that will be needed in the lowest 
echelons of the network (i.e. at soldier level). The visions and predictions on the technical (r)evolution are in some 
cases exaggerated. Possible short-range communication techniques by the soldier in the frontline due to throughput 
limitations have been analysed. IEEE 802.11x and Bluetooth are the leading short-range communications techniques 
examined along with techniques such as HiperLan/2, UWB and 60 GHz in this aspect. The conclusions will show how 
much data that will be possible to transmit in this short-range network. Through literature and comparative studies 
between different countries’ projects for the future soldier, as well as interviews and study visits, the obvious 
conclusion is that the basic equipment for the soldier as a part of the Network will be devices for communications, 
navigation and positioning, and presentation. This will be complemented with weapons sensors, target acquisition 
equipment, etc. In a 5 to 10-year perspective it will not be possible to transmit high-resolution video on a low-speed 
data connection. It will, on the other hand, be possible to send speech, messages, still images, low quality video, target 
data, etc. to and from the future soldier. Apart from speech, all of the information above must be compiled and 
presented in some way to the soldier in a C3-system. The human-machine interface will in many cases be built on 
graphics and moving pictures. The resolution of these pictures, as another contributor to the throughput, will also be 
examined in the context of this thesis as well as the contribution to the throughput from error correction and 
encryption. The result points out HiperLAN/2 as the most promising technique, followed by UWB or 60-GHz, but the 
most feasible in the near future will be IEEE 802.11b, since the others are not yet commercialised products. 
 
Keywords: Network Centric Warfare, Future Soldier, Short-Range Communications, WLAN, IEEE 802.11, 
Bluetooth, HiperLAN/2, UWB, 60 GHz, Command and Control.  
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1 Introduction 

1.1 Network Centric Warfare 
Network Centric Warfare can be defined as:  
 

“…an information superiority-enabled concept of operations that 
generates increased combat power by networking sensors, decision makers, 
and shooters to achieve shared awareness, increased speed of command, 
higher tempo of operations, greater lethality, increased survivability, and a 
degree of self-synchronisation.”1  

 
In this thesis the Swedish interpretation of the concept of Network Centric 
Warfare (NCW) will be used, i.e. the Swedish term Nätverksbaserat försvar 
(NBF) is regarded as an equivalent to NCW. NBF differs from the American 
interpretation of NCW, as the Americans do not include the physical Network 
in their concept.2 The wireless part of the Network is the emphasis in this 
thesis. 
 
NCW is sometimes regarded as purely a physical network and as such, a 
technical problem. Nothing could be more wrong. NCW is much more than the 
communication nets – it is in many senses a new perspective on how to handle 
the fog3 of the battlefield and the Clausewitzian frictions4. The nature of war 
will most certainly not change, but NCW may give the commanders and 
soldiers a better ability to handle both fog and friction.  
 
On the battlefields of today there are numbers of vulnerability problems such 
as difficulties with connectivity and throughput as well as problems with 
mobility and survivability. Despite the introduction of NCW these problems 
will not entirely vanish. This is certainly evident in every part of the network 
that will use wireless communication, in this thesis the lowest echelon in NCW 
– at soldier level. NCW can improve the performance of individual soldiers as 
well as the performance of whole units and commanders but it is clearly not a 
panacea that solves all battlefield problems.  
 

1.2 Study Issue 
In this thesis the information that can be foreseen to be transmitted to and from 
the soldier will be identified. Different countries’ future soldier systems-
programmes will be analysed and from that the sub-systems that are identical 
will be identified. These systems’ requirements in the communications area 
will in this context be analysed. After that a presentation and analysis will 
follow, which illuminates what kind of communication techniques are possible 
to use in the wireless, soldier-to-soldier, part of the NCW. This will be 

                                                 
1 Alberts, David S. et al., Network Centric Warfare 2nd Edition, U.S. DOD C4ISR Cooperative 
Research Program, Library of Congress Cataloging-in-Publication Data, (February 2000), p. 2 
2 Tjöstheim, Inge et al., Introduksjon til Nettverksbasert Forsvar, Forsvarets Stabsskole 
(February 2001), page 4 
3 Swedish Armed Forces, Militärstrategisk doktrin, Stockholm (2002), page 19 
4 Clausewitz, Carl von, Om kriget, Bonnier Fakta Bokförlag AB, Stockholm (1991), page 79 
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followed by an evaluation on what impact robustness and security has on the 
total throughput. After that an analysis will be made on what amount of data 
that actually could be possible to send to and from the soldier. As a result of 
this analysis a conclusion will follow, which will present what information 
services can be used in the short-range wireless communication at soldier level. 
The analysis will be followed by a conclusion on what communication 
technique will fulfil the requirements for these services. 
 
1.2.1 Problem Definition 
Will it be possible to transmit high-resolution video on a low-speed data 
connection in the near future, i.e. up to 5 or 10 years?  Will it be possible to 
send speech, messages, still images, low-resolution video, target data, etc. to 
and from the future soldier? In all wireless communication there will be a 
contradiction between the allocated bandwidth and the desired information 
contents. The problem can be put into one question that will be answered at the 
end of this thesis: 
 

•  What information services are needed and can be available to the future 
soldiers in NCW? 

 
To be able to answer the question above two other questions have to be 
answered: 
 

•  What bit-rates can be anticipated in the communication channels of the 
lowest echelons of NCW? 

•  What techniques can be used to solve the problems in lack of 
bandwidth? 

 
1.2.2 Delimitation 

•  This thesis will concentrate on the soldier-to-soldier communications in 
a section or group in NCW. The wireless communication links from the 
group to platoon or higher level will not be described in depth in this 
thesis.  

•  The work will only address possible technical solutions, it will not point 
out certain models of equipment or software.  

•  The time-perspective in this thesis will be from today up to 5 – 10 
years. Beyond that the uncertainties of the technical development 
increase too much to be predictable.  

•  The reader is assumed to have adequate knowledge and understanding 
of the general technical aspects in communication technique. 

•  This thesis only deals with open source material. 
 

1.3 Outline 
This thesis is divided into 10 chapters. Chapter 2 gives a theoretical 
background to NCW. Chapter 3 explains comprehensively the concept of 
command, control and communications (C3). Chapter 4 contains an analysis of 
different countries’ future soldier systems as a way to identify what 
information services will be needed at the soldier level in NCW. The chapter 
includes a short analysis of the human-machine interface to personally carried 
command and control systems Chapter 5 presents the different short-range 
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communication techniques that will be possible to use. In chapter 6 the 
contribution to the throughput from error correction and encryption will be 
presented and analysed. Chapter 7 explains how pictures and video contribute 
to the total throughput and how using different resolution and compression can 
reduce this contribution. Chapter 8 focuses on what amount of data the 
navigation and positioning systems will contribute. Chapter 9 presents the 
concluding analysis and the result of the thesis and is followed by chapter 10 
with a discussion and summary. The three appendixes contain technological 
details regarding some of the short-range communication techniques that are 
analysed in chapter 5.   
 

1.4 Method 
The method used for this thesis is based on traditional fact-finding through 
literature studies and from various sources. The first seeds for the subject 
emerged as a result of a discussion on the use of Personal Digital Assistants 
(PDAs) at soldier level. From that the subject enlarged into an overview of 
what Sweden and other countries are doing in this area. The greater part of this 
information has been obtained from the Internet.  The similarities between the 
projects are remarkable, both in what services that are asked for, as well as the 
lack of information on how all this data should be communicated. The 
conclusion from this resulted in a change in the thesis from being directed 
towards PDAs to a wider perspective – that of what information services the 
future soldier will need in the concept of NCW. This led to another fact-finding 
period, including study visits to Erisoft in Luleå and SaabTech in Järfälla, to in 
depth dissect the subject. The study visits were complemented by a number of 
interviews with staff officers, scientists and specialist at the Defence College, 
the Swedish Defence Materiel Administration, the Swedish Defence Research 
Agency, Ericsson Microwave, Aerotech Telub, and the Swedish Armed Forces 
Headquarters. During the whole process several essays, papers, and old theses 
as well as books were studied. All this gave some answers, but also generated a 
lot of new questions.  
 
Among all the conclusion the study gave was the fact the future soldier should 
be equipped with is a video camera, with pictures that can be sent through the 
network. The obvious contribution to the data flow was the next question that 
had to be scrutinised. This evolved into a deeper study on picture resolution 
and compression and led to important conclusions concerning the impact on 
the data flow.  
 
Another part that evolved from the literature studies and interviews was the 
subject of navigation and positioning. The question developed into a chapter of 
its own, but its contribution to the overall throughput turned out to be much 
less than anticipated. When studying the communication solutions it became 
obvious that some kind of robustness must be built in. A study on error 
correction and encryption gave additional conclusions concerning the choice of 
communications technology and how much these parts contributed with in 
terms of extra bits in the data flow. When all of the components were summed 
up the result was compared to the earlier analysed communications techniques. 
Some solutions can be disregarded, but some can be possible to use in a future 
command and control system at the soldier level. 
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2 Network Centric Warfare 
Network Centric Warfare is not only about the network itself though it has to 
be admitted that NCW without a network would be nothing. On the other hand, 
it might be assumed that by creating a network, all the frictions and fog of war 
will be gone. Nothing can be more wrong. The possibilities of information 
technology will probably require changes not only in the area of technology but 
also in leadership and training methods.5 
 
The technical evolution will permit an increasingly sophisticated network 
build-up. This is essential for the improvement of the ability for command and 
control as well as the information ability. To be effective, the construction of 
networks implies an intra-service and joint architecture to facilitate systems 
design and the shaping of the NCW for the armed forces. 
 
According to the Swedish Armed Forces Headquarters Rapport 66 the increase 
in effect in NCW will be obtained through so called “systems-of-systems” 
instead of through a construction of a few super-systems. The technical 
systems of the future will be made up of components with mutual and open 
interfaces. Development will be facilitated through a gradual change of 
components instead of a complete change of system. 
 

“Old and new techniques can work together. New ones will be furnished 
step by step, old can be modified, removed or changed without 
jeopardising the overall functionality.” 7  

 
Several studies describe the network as a matrix8 in which components such as 
units, weapons and sensor systems are connected to different nodes. This 
enables everyone to exchange information with anyone else and thereby obtain 
an augmented understanding of the purpose of the battle giving an increased 
situational awareness. Hence this will lead to a more flexible deployment of 
own forces in the frames of time, place and ambition. This is the obvious core 
in the NCW – the optimisation of all resources in a network. 
 
The amount of information that will be transmitted and utilized in real-time or 
near real-time by, on principle, every network user in the future combat 
environment, will be extensive. The military demands on security and 
robustness will not entirely be met by commercial systems for civilian use. 
This does not mean that the armed forces should go back to developing 
exclusive military solutions at high costs. By using the civilian solutions and 
adapting them to military demands the costs as well as time for development 
can be effectively reduced. 
 

                                                 
5 Swedish Armed Forces Headquarters, HKV STRA UTV, Årsrapport från perspektiv 
planeringen 2001-2002; Idébilder och fördjupningsområden inför Försvarsbeslut 2004 – 
Rapport 6, (Februari 28, 2002), page 67 
6 Ibid., page 76-77 
7 Swedish Defence Research Agency (FOI), FoRMA årsrapport 2001; FOI-R—0387--SE 
8 Swedish Defence Research Agency (FOI), Årsrapport 2000, FoRMA/LUST, FOI-R-0016-SE, 
(Januari 2001) and Årsrapport 2001 FoRMA/LUST-BA, FOI-R-0388-SE, (januari 2002)  
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The networks for communication and support of command will allow 
communication from top level to the very lowest levels. This enables a swift 
and a secure creation of a common recognised picture of the battlespace. Close 
at hand there will of course be a risk that the political or the strategic levels 
interfere with the chain of command and communicate directly to the 
individual soldier. There is a risk that this will effect the lower levels’ freedom 
of command, but with due consideration combined with the capacity 
limitations in the network the problem will hopefully not be too heavy.  
 



SNDC 2002-12-03 FHS 19 100:2052 
Major Ulf Hassgård, ChP T 00-02  Page 9(60) 
 

 

An integrated system comprised of doctrine, procedures, organisational
structure, personnel, equipment, facilities and communications which
provides authorities at all levels with timely and adequate data to plan,
direct and control their activities. 

       NATO Glossary of Terms and Definitions

 
3 Command, Control, Communication System 

(C3-system)  
 
C3-systems can be defined in many ways; NATO has adopted the following 
definition.9 

Command and control’s main intrinsic process has always been decision-
making. The feedback coming from different sources merges into plans and 
various activities on the battlefield.  
 

“Deliberate planning, massing of forces, use of reserves, rigid doctrine, 
restricted information flows, and emphasis on unity of command are 
among the legacy of centuries of dealing with the fog and friction of 
war”. 10  

 
In order to deal with the so-called fog and friction of war the following must be 
given prominence in command and control: 11 

 
1) Not making big mistakes; 
2) Not harming one’s own side; 
3) Achieving a semblance of cohesion; 
4) Maximizing effectiveness; 
5) Achieving economies of force. 

 
Command and control as a process has always been characterised by an 
iterative sequential series of actions and orders. In the past different models 
have been presented to describe this process. The OODA-loop is the most well-
known model within the military. Of course there are other models as well. 
Three of the most known models are presented below: 
 

1) The observation, orientation, decision, action (OODA) cycle presented 
in figure 1; 12 

2) A model consisting of sense, process, compare, decide, and act step;13 

                                                 
9 NATO, NATO Glossary of Terms and Definitions, (1992), NATO Unclassified  
10 Alberts et al., page 72 
11 Welch, Joseph A., Jr., “State of the Art of C2 Assessment”, Proceeding for Quantitatve 
Assessment of the Utility of Command and Control System, (January 1980), MTR 80W0025, 
page 11 
12 U.S. Marine Corps Doctrine Division, USMC Doctrinal Planning Publication 6 Command & 
Control, (October 1996). page 64 
13 Details on Lawson’s model is presented in “Naval Tactical C3 Architecture, 1985-1995”, 
Signal 33:10 (August 1979), page 71-72 
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3) The headquarters effectiveness assessment tool (HEAT) process, 
consisting of monitor, understand, develop alternative actions, predict, 
decide, and direct steps, presented in figure 2.14 

 

 
 

Figure 1. The OODA-loop. 

 

 
 

Figure 2. The HEAT-loop. 

The entire loop concept for command and control is becoming outdated and 
needs to be replaced with a new concept – one that merges the planning and 
execution processes.15 One way to achieve this is to use the Network Centric 
Warfare-concept to increase the tempo of operations, responsiveness, and 
combat effectiveness. If the elimination or reduction of geo-locational 
constraints related to combat is also taken into account an even further gain can 
be counted on.  
 
The Swedish armed forces have started a transition towards a joint C3-system 
under the project name LedsystT. The actual physical network is this project’s 
main challenge. In this area, the C3-system for the soldier will be one of the 
more difficult parts.  

                                                 
14 Wheatley, Gary, Rear Admiral USN (Ret.) and Noble, David F, Ph.D., A Command and 
Control Operational Architecture for Future Warfighters, (1999), Evidence Based Research, 
Inc., Vienna, VA, United States of America, page 2 
15 Alberts et al., page 75 
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4 Soldier Systems 
 

4.1 The United States of America – Objective Force 
Warrior 

The U.S. Army develops and demonstrates their vision of the future soldier 
system in Objective Force Warrior (OFW) – emblem in figure 3.16 The project 
is a successor to the Land Warrior-project. The aim for this new project is to 
create a  
 

“…lightweight, overwhelmingly lethal, fully integrated individual 
combat system, including weapon, head-to-toe individual protection, 
netted communications, soldier worn power sources, and enhanced 
human performance”.17 

 
Image courtesy of U.S. SBCCOM 

Figure 3. U.S. OFW. 

The soldier will be equipped with a number of high-tech equipment, e.g.: 
 
Command & Control: •  Enhanced situational understanding;  

•  On-the-move planning. 
Communications: •  Robust communication devices through which 

small unit/teams will be netted for primarily 
in-unit communication;  

•  Linkage to other force assets. 
Weaponry and sensors: •  Lightweight weapons with advanced fire 

control, optimised for urban combat, with 
synchronized direct and indirect fires from 
Future Combat Systems; 

•  Tactical intelligence collection; 
•  Distributed and fused sensor information.  

Navigation/positioning: •  Global Positioning System (GPS). 
Other: •  Embedded training. 
 

4.2 The United Kingdom – Future Integrated Soldier 
The UK project named Future Integrated Soldier (FIST) 18 is a tri-Service (Tri-
service means Royal Marines, Infantry, and RAF Regiment. Also other 
selected combat arms are participating in the project, such as: Royal Armoured 
Corps, Royal Artillery and Royal Engineers). The project’s aim is to provide an 
                                                 
16 U.S. Army Soldier and Biological Chemical Command (SBCCOM), 
http://www.natick.army.mil/soldier/WSIT/, (July 29, 2002) 
17 Ibid. 
18 U.K. Ministry of Defence, http://www.mod.uk/dpa/projects/fist.htm, (July 29, 2002) 
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integrated fighting system to troops having to fight on foot at close range to the 
enemy, so called ‘dismounted close combat’. 
 
The aim for the FIST project is to endow the individuals committed to 
dismounted close combat with an integrated combat system. The unit (UK 
section) is regarded as a weapon “system” in the same way as a ship or an 
aircraft. The FIST sub-systems will consequently be optimised to augment 
capability at section level. On this basis the British system will deploy full 
dismounted close combat capability at section level and not at an individual 
one. The research effort done hitherto has indicated that enhancements in the 
following areas are a priority:  
 
Command & Control: •  Commander sub-system. 
Communications: •  Wide distribution of light and effective voice 

and data communications - aspects of which 
are currently being addressed under the 
BOWMAN programme. 

Weaponry and sensors: •  All weather surveillance and target acquisition 
capability (e.g. thermal imager and remote 
sensors); 

•  Rapid area effects - a weapon, ammunition 
and fire control system that has the ability to 
suppress and kill the enemy with increased 
accuracy and range. 

Navigation/positioning: •  GPS. 
Other: •  Power supplies (e.g. battery weight, life, re-

supply, charging, etc.);  
•  Protection, particularly in defensive 

operations;  
•  Logistics/sustainability - weight, robustness, 

reliability, etc. 
The FIST-projects sub-systems are presented more in detail in figure 4:  

 
Image courtesy of DTIC 

Figure 4. U.K. FIST sub systems.19 

                                                 
19 Defense Technical Information Center (DTIC), Fort Belvoir, VA, USA,  
www.dtic.mil/ndia/2001gun/Cook.pdf, (July 30, 2002) 
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The BOWMAN will replace the old 1970’s combat radio system as well as the 
Headquarters Infrastructure Element of the British trunk communications 
system. All three Services in support of land and littoral operations will be 
equipped with a system for tactical, secure, voice and data communications.20  

 

4.3 Australia – Project Land 125 
The Australian soldier combat system – Project Land 12521 – is an integrated 
suite of equipment. It comprises all of the equipment the soldier wears, carries 
and uses as follows:  
 
Command & Control: •  Command and control systems. 
Communications: •  Tactical communications system. 
Weaponry and sensors: •  Personal weapons, including sighting and 

targeting devices;  
•  Surveillance devices. 

Navigation/positioning: •  Navigational Systems. 
Other: •  Sustainment equipment such as shelter, 

sleeping bag, and cooking devices;  
•  Sustainment consumables, such as rations and 

water; 
•  The load carrying equipment to transport all 

of this equipment on the man. 
 
The soldier in the Australian project is regarded as a slow-moving but highly 
mobile weapons system platforms, always fighting in teams, not as individuals. 
This means that the Australians are not looking solely at section level as earlier 
presented but up to battalion level as well. How this will be solved was not 
obtainable when this thesis was written.  
 
The C3-system will interface with both the existing range of tactical 
communication equipment as well as the Battlefield Command Support 
System. The BCSS-systems, for which Saab Systems is Prime Systems 
Integrator22, is employed at tactical and operational levels to assist in the 
production, analysis and dissemination of intelligence. It aids battlefield 
synchronisation, situation awareness, near real-time visualisation and storing of 
encyclopaedia data. 
 

4.4 France – FELIN 
FELIN (Fantassin à Équipements et Liaisons Intégrés) is the French 
programme to equip 12,000 soldiers; with Thales as the system integrator.23 
The system is expected to enter production during 2004.24 For more than 10 
                                                 
20 U.K. Ministry of Defence, July 29 2002, http://www.mod.uk/dpa/projects/Bowman.htm  
21 Australian Defence Materiel Organisation, 
http://www.defence.gov.au/dmo/lsd/land125/scsindustryversion.cfm, (July 29, 2002) 
22 Saab System, July 25 2002, http://www.saabsystems.com.au/aboutsaab.htm  
23 Commandement de la Doctrine et de l’Enseignement Militaire Supérieure 
http://www.cdes.terre.defense.gouv.fr/sitefr/materiels/CC/felin.htm, (July 30, 2002)   
24 global-defense.com, http://www.global-defence.com/comms-o.view.html, (July 30, 2002)   
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years the FELIN-project has been a research project involving La Délégation 
Générale pour L’armement (General Delegation for Armament, Defence 
Procurement Agency), L’Armée Française (French Armed Forces) and 
Thompson. 
 
This future soldier system will comprise the following sub-systems: 
 
Command & Control: •  Command and control systems. 
Communications: •  Observation and Communication - Intra-

section communications connected to 
observation device and IFF-system25. 

Weaponry and sensors: •  Lethality – target acquisition device with laser 
pointer and night-vision-goggles. 

Navigation/positioning: •  GPS. 
Other: •  Survivability – body protection and shell-

splinter protected helmet;  
•  Other systems for support and mobility 

including medical support. 
 

4.5 Germany – System Soldat – Idz 
The European Aeronautic Defence and Space Company Germany26 is leading a 
lot of project teams for the German Ministry of Defence. They will field their 
first-generation of soldier systems by 2005 – Idz  (Infanterist der Zukunft).27  
 
The Idz-system will comprise of: 
 
Command & Control: •  Situational awareness by providing actual 

relevant information from the higher 
command levels to the squad leader’s digital 
map;  

•  Target identification (including IFF-system). 
Communications: •  Intra-squad communication beyond visual and 

acoustic range by soldier radio;  
•  Target data transmission. 

Weaponry and sensors: •  Target designation by laser; 
•  Precise target ranging by laser range finder 

and digital compass;  
•  Night-vision devices for transportation, 

surveillance and engagement. 
Navigation/positioning: •  Improved orientation and navigation. 
Other: •  Reduced signatures and exposure in action; 

•  Protection against ballistic and NBC-threats;  
•  Reduced load and volume of equipment and 

an improved load carrying system. 
 

                                                 
25 IFF = Identification Friend or Foe – a system to avoid fratricide. 
26 EADS = European Aeronautic Defence and Space Company 
27 Bundeswehr, http://www.y.bundeswehr.de/inhalt/06_02/artikel_1.html, (July 30, 2002) 
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It is interesting to notice that the infantry squad carriers will provide the actual 
communications interface to the soldiers.  
 

4.6 The Netherlands – Soldier Modernisation Program 
The Netherlands Organisation for Applied Scientific Research28 is the Dutch 
national research laboratory working on a series of initiatives to field the 
Soldier Modernisation Program29,30. The dismounted soldier in this 
programme, as seen in the programmes presented earlier, will not operate on 
his own, but as a part of a team. The system will include: 
 
Command & Control: •  Navigation and detection that will be brought 

together in integrated head protection. 
Communications: •  Communications. 
Weaponry and sensors: •  Helmet-visor display; 

•  A disconnected rifle sight; 
•  Multiple night-vision devices; 
•  An integrated individual combat weapon. 

Navigation/positioning: •  Navigation system. 
Other: •  A load-carrying system and clothing with 

integrated wiring. 
 

4.7 Spain – Combatiente Futuro 
The Spanish future soldier system comprises: 31 
 
Command & Control: •  Command and control devices. 
Communications: •  Communication devices. 
Weaponry and sensors: •  Orientation and navigation devices including 

NVG – Night Vision Goggles; 
•  Integrated weapons and sensor systems. 

Navigation/positioning: •  Orientation and navigation devices including 
NVG – Night Vision Goggles. 

Other: •  Protective equipment including NBC-
protection and anti-eye-harming-laser device. 

 
The system will be constructed on the assumption that the group is the normal 
combatant unit. 
 

4.8 Sweden – Markus 
MARKUS (Close Combat Equipped Soldier) is the Swedish soldier system for 
the period after 2010. The project’s aims are to augment the soldiers’ and the 

                                                 
28 Netherlands Institute of Applied Scientific Research, TNO, 
http://www.tno.nl/cases/defensie/soldier_modernization.html, (July 30, 2002)   
29 Netherlands Ministry of Defence, 
http://www.mindef.nl/nieuws/media/080800_soldiers.html, (July 30 2002)   
30 Global-defence.com, http://www.global-defence.com/comms-o.view.html, (July 30, 2002)   
31 Il Ministerio de Defensa, Plan Nacional 2000-2003 Volumen II. 
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units’ capability in the areas of intelligence, C3 and fire support32. The different 
sub-systems consist of:  
 
Command & Control: •  Command and control devices. 
Communications: •  Short-range radio. 
Weaponry and sensors: •  Orientation and navigation devices including 

IR-camera, HDTV, and video tracker; 
•  Integrated weapons and sensor systems. 

Navigation/positioning: •  Orientation and navigation devices including 
GPS and electronic compass. 

Other: •  Battledress for protection against wind, water, 
cold, heat, and B- and C-warfare. Eye 
protection against laser. 

 
An overview of the different sub-systems is depicted in figure 5. 
 

 
Image courtesy of FOI 

Figure 5. Swedish Network Soldier Vision.33 
 

                                                 
32 Swedish Armed Forces homepage, MSS, 
http://www.mss.mil.se/utbildning/article.php?id=3125, (July 30, 2002) 
33 Swedish Defence Research Agency, FOA-tidningen, (June 1999) 
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4.9 HMI and C3-systems on soldier level 
The soldier acts in surroundings totally different from the normal indoor 
offices environment. This means that the C3-systems have very different 
requirements as regards HMI (Human-Machine Interface) and construction of 
the hardware. 
 
According to a Saab Tech Systems-report the HMI must be adapted to the 
technique used for presentation and interaction. Touch-screens, PDAs 
(Personal Digital Assistants – example in figure 6), mice, sticks, virtual 
keyboards and touch-pads are expected to work only to a limited degree in a 
soldier’s normal environment. Hence other types of interfaces must be 
developed.34 
 
 
 
 
 
 
 

 
 
 

Image courtesy of Deneba Systems Inc. 
Figure 6. PDA of the future with a holographic keyboard.35 

The same report also states that carried C3-systems must become an assistant to 
the soldier, not a new burden among all the others. The handling of the system 
may never be the main mission for the soldier. The interface should be 
constructed so it can be handled with one hand or even by voice. The 
interaction with digital cameras and other small digital equipment often goes 
through wheels, handles and small buttons. The main advantage with this is 
that a plane surface for the operation of a mouse is not needed. It is also 
possible to mount the interface on some other equipment than the C3-system 
itself. This could be on the uniform, weapon or on some other carried 
equipment. 
 
The demands on the carried C3-systems software that Saab Tech Systems have 
found are that it the should be:36 
 

•  Extremely parsimonious in bandwidth use; 
•  Performance optimised; 
•  Divided into separate applications.  

 
Dividing the software into separate applications makes it possible to run those 
that are needed for the moment, gaining in systems performance. The software 

                                                 
34 Saab Tech Systems, Studie underhåll av STRI-system Personburna Ledningssystem (PBLS), 
(November 21, 2001), PM337046, page 11 
35 Copyright © 2000 Deneba Systems Inc., Miami, Florida, USA, 
http://www.deneba.com/community/artgallery/pda.html , (September 21, 2002) 
36 Saab Tech, page 13 
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integration is sacrificed but exchange of data can be accomplished between the 
separate applications, and thereby create to some extent the same result as a 
totally integrated solution.   
 

4.10 Summary and analysis 
The soldier systems presented above are almost identical in some areas. A 
comparison gives the result depicted in table 1. 
 
 C2 Communications Weaponry & sensors Navigation 
USA  
Objective 
Warrior 

Netted to 
future 
combat 
systems 

In-unit 
communications 
Linkage to other 
force assets 

Advanced fire control 
with distributed and 
fused sensor information

GPS 

UK  
FIST 

Command 
system 

Digital radio Thermal weapons sight, 
range finder 

GPS 

Australia  
Project Land 125 

Command 
and control 
systems 

Connection to 
existing range of 
com systems 

Sighting and targeting 
equipment 

Navigation 
systems 

France  
FELIN 

IFF-system Intra-group 
communication 
and observation 
device 

Target acquisition 
devices – laser and NVG

GPS 

Germany  
Idz 

Situational 
awareness, 
IFF 

Intra-squad 
communications 

Laser designator, target 
data transmission 

GPS 

Netherlands 
Soldier 
Modernisation 
Program 

Navigation 
and 
detection 
in 
integrated 
helmet 
display 

Intra-section 
communications 

NVG with integrated 
weapon 

Integrated with 
C3-system 

Spain 
Combatiente 
Futuro 

Command 
and control 
systems 

Intra-section 
communications 

Integrated weapon and 
sensors systems 
including NVG 

Navigation 
devices 

Sweden  
Markus 

Integrated 
support 
system 

Intra-group short 
range system 

Integrated weapon and 
sensors systems 

GPS and 
electronic 
compass 

Table 1.  Comparison of national soldier systems 

 
The following conclusions can be extracted: 

 
a. The command and control system drastically improves the 

soldier’s situational awareness including an increased possibility 
to separate friend from foe and thereby avoiding fratricide; 

b. The intra-section (group) communication will be linked to the 
higher echelons of the network through the section vehicle or an 
other point of connection; 

c. The weapon and sensor systems will be integrated and in some 
cases have an advanced possibility to fuse and distribute target 
information to other entities of the network; 

d. Navigation devices based on the GPS-system will give data to 
the C3-system and will also create a more accurate positioning 
awareness for the soldier. 



SNDC 2002-12-03 FHS 19 100:2052 
Major Ulf Hassgård, ChP T 00-02  Page 19(60) 
 

 

 
In a study presented by Saab Tech Systems a similar conclusion around the 
need of the future soldier is found: 37 
 

•  Text message handling; 
•  Target positioning and tracking (limited number of targets <50); 
•  Position and time (e.g. GPS); 
•  Situation picture/digital map;  
•  Functions for sharing acquisitioned targets and own position; 
•  Security applications; 
•  Autonomous operation in sections or groups without communication to 

a base station or a command centre. 
 
According to the Swedish Defence Research Agency (FOI) report FoRMA/PE 
the interest of service in NCW will be:38 
 

•  Transmission of speech; 
•  Real-time data (or near real-time data transmission with very little time 

delay); 
•  Data with no demands on real-time transfer; 
•  Video transmission. 

 
When summarising the different national projects presented above a pattern is 
becoming evident. The common basic equipments of the soldier as a part of 
NCW will be devices for communications, navigation, and presentation. This 
could be supplemented with weapons sensors, target acquisition equipment, 
soldier protection gear, etc. How the soldier communicates with higher levels 
differs but the importance of a vehicle as a part of that link cannot be 
underestimated. 
 
Carried C3-systems will constitute a support for every individual soldier or 
smaller units of soldiers. The demands on a carried C3-system correspond in 
some extent to a downsized variant of existing C3-systems. The system will 
support transmission of messages, a situation overview, own position, target 
acquisition, as well as other functions. The information flow will be transferred 
horizontally – from soldier to soldier – as well as vertically – from soldier to a 
commander or a command centre. The horizontal communication will have as 
its key purpose to coordinate operations within the unit. Vertical 
communication, on the other hand, will consist of reports as well as acquisition 
of the common situation picture together with intelligence and reconnaissance 
from the higher echelon. The overall goal when creating these devices is 
simplicity, never to forget the HMI. The created solutions must be simple for 
the soldier to handle. 
 
In this chapter future combat soldier-systems have been presented as a factual 
background. This will be the basis for the coming analysis on what amount of 

                                                 
37 Saab Tech Systems, Studie underhåll av STRI-system Personburna Ledningssystem (PBLS), 
PM337046, (November 21, 2001), page 9 
38 Swedish Defence Research Agency (FOI), FoRMA/PE Årsrapport 2000, En visionsstudie 
om Försvarsmaktens insatsfunktion, (January 2000), FOI-R-0014-SE, page 47  
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data will be possible to transmit and what information services this channels 
can be filled with. In the following chapters the subjects below will be further 
presented and analysed particularly in this aspect:  
 

•  Communication techniques 
•  Robustness and Security 
•  Presentation of Information 
•  Navigation and Positioning 
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5 Communication Techniques 

5.1 Bandwidth and Bit Rate 
When designing a network the available bit rate throughput is crucial for what 
amount of data that will be possible to transmit. Bandwidth is sometimes 
interpreted as the same as the bit rate. That is not correct! Bandwidth concerns 
the frequency and is expressed in Hertz (Hz). The bit rate is expressed in bps – 
bits per second. Table 2 shows some examples of what bit rates that are 
possible to reach on some different transmission media: 
 

Transmission link Bit rate 
Fibre optics Gbps up to Tbps 
Satellite Mbps 
Cell phones kbps up to a few Mbps 

Table 2. Approximation of bit rates on different transmission links39 

 
The throughput requirements for speech can be estimated to 16 kbps according 
to the ITU-T standard G.72840, and to 128 kbps for text services. The text 
services requirement is based on the common ISDN (Intergrated Services 
Digital Network) technique. This does not mean that it will actually be ISDN 
that must be used in the future network, it only gives an indication of what is 
required. 
 
The conclusions above are adequate estimations of what will be required for 
speech and text in the NCW when analysing what throughput will be needed. 
But how much throughput is needed for the other services? In the next part, 
different possible communication solutions that conceivably can be used to 
solve the throughput problem will be analysed.   
 

5.2 The Network 
According to the Swedish Defence Materiel Administration, a network can be 
structured into four different levels or groups depending on the fact that every 
level has its own special characteristics and qualities: 41 42 
 

a) The stationary backbone – concerns stationary net designing with high 
data transmission capacity, the main artery of the network including the 
access net for the subscribers;  

b) Stationary subscriber network – concerns the connection of stationary, 
wire connected, subscribers to the access nets; 

c) Wireless backbone – concerns the high capacity mobile wireless 
networks that are designed to move with the military operations; 

                                                 
39 Swedish National Defence College (FHS), Rapport från teknisk syntes ChP T 00-02 skrivelse 
nr. 19448:61137, (September 6, 2001), page 10 
40 International Telecommunication Union Telecommunication Standardization Sector, 
http://www.itu.int, (September 23, 2002)  
41 Swedish National Defence College, page 9 
42 Swedish Defence Materiel Administration (FMV), FM MIPS TODAKOM, FMV:ELEKTRO 
12870:17807/99, (June 1, 1999), page 7 
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d) Mobile subscriber network – concerns both the wire-bound and the 
wireless connection of mobile subscriber to either the stationary or to 
the wireless access nets.  

 
In this thesis the main emphasis will be on the wireless mobile subscriber net. 
 
The connection of the soldier to the Network should not be dependent on a 
structure of base stations such as the civilian UMTS- or GSM-system. The 
wireless network must enable communication without any type base stations at 
least within the unit – in other words the possibility to communicate directly 
from soldier to soldier is an indispensable prerequisite. On the other hand the 
unit’s transport vehicle could be used to link communications to and from 
higher levels as well as other groups. The administration of the network at 
soldier level ought never require more than very rudimentary or no technical 
knowledge at all. Instead, the use of ad-hoc or spontaneous networks is the 
goal.  
 
5.2.1 Backbone 
Both the stationary, a) above, and the mobile, c) above, backbone are here 
treated as one backbone. The main transmission media in the backbone is 
already today fibre optics. It is supplemented by high-capacity radio relay links 
in the mobile part of the backbone. The fibre optic cables huge bit-rate capacity 
is the key motive for their importance today and in the future. Today, there are 
fibre optic routers and high-end equipment that can handle Gbps of data and 
there is expectancy that we in a decade might reach multiple Tbps. This means 
that the backbone of the network will not be a real problem considering 
transmission rates and traffic load. In this thesis, this part of the network will 
not be discussed more than where it might have influence on the solutions at 
lower levels.  
 
5.2.2 Access Net 
In the network subdivision presented above this level correspond to b) and d), 
with the emphasis on d) – the wireless connection for the mobile subscriber. 
An access net is needed to connect the soldiers to the higher echelons and 
eventually to the backbone. The access net provides the communication link 
from the fixed network out to the wireless world. At group or section level it is 
not possible that all soldiers could connect to the access net themselves. It 
would be more efficient if the connections were made through the soldiers’ 
vehicle for example. The conclusion from the earlier survey over future soldier 
systems is that the vehicle is regarded as the carrier for such a linkage to the 
rest of the network. By using the vehicle as the carrier, the necessary 
equipment to relay information to and from the unit means that the extra 
burden does not have to be carried by an individual soldier. The generation of 
power in the vehicle also permits higher output power of the radio equipment if 
that is needed, and if it is appropriate in relation to the threat of electronic 
warfare. The short-range network could in this way also be connected to 
databases carried in the vehicle itself and thus minimizing the need to connect 
over the access network. 
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There are, according to a research study made by the Swedish Defence 
Research Agency, three suitable frequency bands, corresponding to different 
applications, that would be interesting for this application:43 
 

- 30-88 MHz (used worldwide for tactical communications); 
- 230-380 MHz (used primarily in NATO and in the Navy); 
- 1350-1525 MHz (parts of the area reserved for military use). 

 
The result in the study points out that the 30-88 MHz-band does not give 
sufficient throughput; the 1350-1525 MHz-band has limitations concerning 
range due to propagation losses. The NATO-band would therefore be the most 
suitable for the access net permitting a maximum data rate of up to 
approximately 2 Mbps. This will be sufficient to work as the link between the 
units at the lowest levels and the higher levels of the network as long as it is 
primarily used for text and speech and only as an exception for transmission of 
pictures and video. 
 
5.2.3 Mobile Wireless Networks 
In this section different short-range communication solutions will be presented 
and compared. These are: 
  

WLAN (Wireless Local Area Network) with: 
a) Bluetooth 
b) IEEE 802.11  
c) HiperLAN/2;  
d) UWB (Ultra Wideband); 
e) 60 GHz-band communications.  
 

In the WLAN area the Bluetooth and 802.11 technologies will be analysed. 
 
5.2.4 WLAN 
WLAN focus on three parts of the OSI-model44 (table 3): the physical layer 
and the data-link layer with the sub-layers MAC (Medium Access Control) and 
LLC (Logical Link Control).  
 

OSI-level Description 
7 Application layer 
6 Presentation layer 
5 Session layer 
4 Transport layer 

 
3 Network layer 
2 Data-link layer 

•  MAC 
•  LLC 

1 Physical layer 
Table 3. The OSI-model. 

                                                 
43 Sköld, Mattias, Scenariobaserad utvärdering av positionsförmedling i en mekaniserad 
bataljon, Swedish Defence Research Agency (FOI), (December 2001), p.15 
44 OSI = Open Systems Interconnection, ISO 7498 
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The physical layer defines the electrical, mechanical and procedural 
specifications, which provides the transmission of bits over a communication 
medium or channel. WLAN physical layer technologies used are narrowband 
radio, infrared (IR), OFDM (Orthogonal Frequency Division Multiplexing) and 
Spread Spectrum (FHSS – Frequency Hopping Spread Spectrum and DSSS – 
Direct Sequence Spread Spectrum).45 
 
OFDM is a method of digital modulation in which a signal is split into several 
narrowband channels at different frequencies. DSSS and FHSS are two types 
of spread spectrum wireless transmission technologies. DSSS radios use a 
pseudo-random code to divide or slice up the data from bits to “chips”. The 
chip rate is generally an order of magnitude faster than the data signal. These 
chips are then modulated and transmitted.  
 
The MAC layer ensures error control and synchronization between the 
physically connected devices communicating over a channel. It is also 
responsible for determining priority and allocation to access the channel.46 
 
5.2.5 WLAN – Bluetooth 
Bluetooth is a WLAN radio frequency specification for short-range, point-to-
multipoint voice and data transfer in the frequency 2,400 – 2,483 GHz. The 
used bandwidth of about 83 MHz is divided into 79 channels.47 It was 
standardised in 2002 as IEEE48 802.15.1. Bluetooth can transmit through solid, 
non-metal objects. Its nominal link range is from 10 cm to 10 metres, but can 
be extended up to 100 metres through increased transmit power. It is based on 
short-range radio links, and facilitates ad hoc connections for stationary and 
mobile communication environments. An ad hoc network can also be called a 
spontaneous network. It is a wireless network in which some of the network 
devices are part of it for only the duration of a communication session. In 
Latin, ad hoc literally means “for this”, meaning “for this purpose only”, and 
thus usually temporary. 
 
Bluetooth is specifically designed to provide low-cost, robust, efficient, ad hoc 
voice and data networking with the following characteristics49:  
 

•  1 Mbps transmission/reception rate that exploits maximum available 
channel throughput;  

•  Fast frequency hopping to handle interference;  
•  Adaptive output power to minimize interference;  
•  Short data packets to maximize capacity during interference;  
•  Fast acknowledge, which allows low coding overhead for links;  
•  CVSD (Continuous Variable Slope Delta Modulation) voice coding;  
•  Flexible packet types that support a wide application range;  

                                                 
45 Ottoson, Ragnar, Kompendium Telekommunikation, Swedish National Defence College 
(2001), page 6:37 – 6:38 and 8:2 – 8:4 
46 Dhir, Amit, System Architect, Xilinx Corporation, (July 25, 2001), 
http://www.hometoys.com/htinews/aug01/articles/xilinx/fpga.htm  
47 Swedish Defence Materiel Administration (FMV), WLAN-översikt, a report from Aerotech 
Telub to FMV Working group Commercial Product within Project FFTK, (September 10, 
2002), page 3 
48 Institute of Electrical and Electronics Engineers http://www.ieee.org  
49 SwedeTrack System, http://www.swedetrack.com/usblue1.htm#3, (September 14, 2001) 



SNDC 2002-12-03 FHS 19 100:2052 
Major Ulf Hassgård, ChP T 00-02  Page 25(60) 
 

 

•  Relaxed link budget that supports low-cost single chip integration;  
•  Transmission/reception interface tailored to minimize current 

consumption. 
 
Although Bluetooth is meant for short-range communication, it is quite 
permissible to increase the range to 100 metres. Considering the tolerance 
levels for background noise, the output power from an omni-directional 
transmitter is 100 mW.  
 
Bluetooth is not primarily meant for transferring large amounts of data. Other 
WLAN technologies that use the IEEE 802.11 standard have better rate of 
speed. The Bluetooth data rate is about 720 kbps (out of a total data rate of 1 
Mps) between the master and any one-slave unit, after discounting the channel 
overhead. This is sufficient for telephony, but not quite enough for video 
conferences. Such service, along with video and TV, would have to be 
provided by other means50. More details on Bluetooth can be read in annex 1. 
 
5.2.6 WLAN – 802.11 
The number 802.11 refers to a family of specifications developed by the IEEE 
for WLAN technology. IEEE 802.11 is the IEEE standard addressing the 2.4 
and 5 GHz WLAN market. The IEEE 802.11 Committee has recently specified 
802.11a for WLAN systems operating in the 5 GHz band. This specification is 
based on OFDM (Orthogonal Frequency-Division Multiplexing) and will allow 
data rates of 6 to 54 Mbps. The older IEEE 802.11b, often called Wi-Fi or 
Wireless Fidelity,  operates in the 2.4 GHz band. It is designed to enable data 
rates from 1 Mbps to 11 Mbps for DSSS systems.  
 
The oldest of the WLAN standards is IEEE 802.11b which is a standard that 
employs a modulation scheme called CCK (Complementary Code Keying) and 
operates in the 2.4 GHz ISM-band (Industrial, Scientific, Medical) with a 
bandwidth of 83 MHz. It is designed to enable data rates of 1 Mbps to 11 Mbps 
for DSSS systems and interoperability with both DSSS and FHSS networks 
operating at 1 Mbps or 2 Mbps. The MAC uses the popular CSMA/CA-
technique (Carrier Sense Multiple Access/Collision Avoidance). The range for 
802.11b signal is around 100 metres. 51 
 
The IEEE 802.11a is a recently formalised extension to 802.11 (i.e. formalised 
after IEEE 802.11b) that will prove attractive to users looking for speed and 
compatibility with existing standards. IEEE 802.11a employs the OFDM 
modulation scheme in the 5 GHz-band, with a maximum optional speed of 54 
Mbps and a range of 50 metres. In the 5 GHz-band 802.11a uses 300 MHz 
bandwidth divided into three 100 MHz domains. An addition to an enlarged 
edition to 802.11a called IEEE 802.11h, wich will facilitate the use of 5 GHz 
WLAN products in Europe, is under development.52  
 

                                                 
50 SwedeTrack System 
51 Swedish Defence Materiel Administration (FMV), WLAN-översikt, a report from Aerotech 
Telub to FMV Working Group Commercial Product within Project FFTK, (September 10, 
2002), page 6 
52 Ibid. page 5 
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The IEEE 802.11e functionality adds multimedia and QoS (Quality of Service) 
support to the current IEEE 802.11 specifications.53  
 
Finally, the IEEE 802.11g has a 2.4 GHz physical layer specification that will 
offer faster data rates than 802.11b (equal to or exceeding 22 Mbps). 
Specification is currently under development and has as yet not been ratified. It 
will use OFDM operating in the 2.4 GHz band.  It can use 802.11e MAC for 
multimedia support. What is most interesting is that it can fully interoperate 
with 802.11b nodes.54  
 
A more thorough presentation of the different IEEE 802.11 standards 
mentioned earlier will be found in annex 2. 
 
5.2.7 HiperLAN/2 
The European Telecommunications Standards Institute55 has developed the 
HiperLAN/2-standard (High Performance European Radio Local Area 
Network 2) working on the 5 GHz-band. The technique features OFDM as 
802.11a for the physical layer and specifies data rates up to 54 Mbps56. 
However, this is where the current similarities end. While 802.11a and b are 
essentially implementing an Ethernet-like scheme, HiperLAN/2 defines an 
ATM-like (Asynchronous Transfer Mode) architecture that is particularly 
suited to voice and multimedia applications. ATM is a dedicated connection-
switching technology that organises digital data into 53-byte cell units and 
transmits them over a physical medium using digital signal technology. 
Individually, a cell is processed asynchronously relative to other related cells 
and is queued before being multiplexed over the transmission path. 
HiperLAN/2 is arguably the more technologically complex and superior than 
IEEE 802.11b and a, implementing a more sophisticated media access control 
(MAC) layer. 
 
In addition to the provisions for isochronous communications, which provides 
an inherent quality of service, HiperLAN/2 implements DFS (Dynamic 
Frequency Selection) and TPC (Transmit Power Control), as required by 
European rules. DFS helps reduce interference and allows better utilization of 
the spectrum, while TPC helps adjust the power output level. Isochronous data 
transfer ensures that data flows continuously and at a steady rate in close 
timing with the receiver’s ability to display or present the data. 
 
HiperLAN/2 is, as mentioned earlier, an OFDM-based, variable bit rate 
physical layer technology operating at 5 GHz. It has FEC, with dynamic sub-
channel modulation allowing data transmission at high rates. The defined code 
rates for FEC are 1/2, 3/4, and 9/16.  HiperLAN/2 provides high throughput 
with retained quality of service: 54 Mbps with a range of over 150 metres. It 
has a generic architecture and supports Ethernet, IEEE 1394 (e.g. Firewire or 

                                                 
53 Swedish Defence Materiel Administration (FMV), WLAN-översikt, a report from Aerotech 
Telub to FMV Working Group Commercial Product within Project FFTK, (September 10, 
2002), page 7 
54 Ibid. page 8 
55 ETSI, http://www.etsi.org/technicalfocus/home.htm, (September 10, 2002) 
56 Lind, Hans, Ericsson Microwave Systems AB, Översikt av kommersiella system 
HiperLAN/2, a report to FMV Working Group Commercial Product within Project FFTK, p. 4 
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i.Link), ATM57, Point-to-Point Protocol, and 3G (UMTS58). The data-link layer 
in HiperLAN/2 provides quality of service via dynamic fixed time slots. The 
time slotted structure allows simultaneous communication in both downlink 
and up-link in the same period. It is also a connection-oriented technology that 
allows negotiation of quality of service-parameters like bandwidth, bit error 
rate, jitter and delay requirements and this assures that other terminals will not 
interfere with subsequent transmissions. It provides ARQ (Automatic Repeat 
reQuest), dynamic frequency selection, power control and power save, cellular 
hand-over and security (authentication and encryption). 
 
In table 4 an overview of the HiperLAN/2 concerning modulation, FEC code 
rate, and bit rate is presented. 
 

Mode Modulation FEC Code 
rate PHY bit rate 

1 BPSK ½ 6 Mbps 
2 BPSK ¾ 9 Mbps 
3 QPSK ½ 12 Mbps 
4 QPSK ¾ 18 Mbps 
5 16QAM 9/16 27 Mbps 
6 16QAM ¾ 36 Mbps 
7 64QAM ¾ 54 Mbps  

Table 4. PHY modes defined for HiperLAN/259 60 

 
5.2.8 Ultra Wide Band – UWB 
Ultra Wide Band (UWB) devices operate by employing extremely short 
duration pulses spread across a wide range of frequencies, which result in very 
large or wideband transmission bandwidths. With appropriate technical 
standards, UWB devices can operate using spectrum occupied by existing radio 
services without causing interference, thereby permitting scarce spectrum 
resources to be used more efficiently.61 Ultra wideband radio has existed in a 
variety of forms since World War II. It remained relatively unused until the 
Falklands War in the early 1980s. At that time, British forces encountered 
modern Argentine land mines that were made primarily of plastic and therefore 
difficult to detect with traditional magnetic mine clearance equipment. Ground-
penetrating radar operating with ultra wideband technique was developed.  
 
UWB transmissions do not involve carrier signals, and thus eliminate 
waveband crowding. The power requirements will be quite low, in the 50- to 
70 mW range. The pulse signal blends easily into the background electronic 
noise, giving UWB a good EW protection. The ultra-low power signal is 
transmitted with an extremely short electrical pulse, often in a picosecond time-
frame, across all allocated frequencies simultaneously. The receiver must be 
able to translate these short bursts into understandable data.  
                                                 
57 Asynchronous Transfer Mode 
58 Universal Mobile Telecommunications Service 
59 HiperLan2 Global Forum, (February 26, 2002), http://www.hiperlan2.com/default.asp  
60 More information in Ottoson’s compendium 
61 US Federal Communications Commission, (February 14, 2002) 
http://www.fcc.gov/Bureaus/Engineering_Technology/News_Releases/2002/nret0203.html   
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A UWB system with a frequency range from 100 MHz to 2,6 GHz is able to 
transmit data rates of 60 Mbps at distances up to 600 metres. A UWB system 
has a relatively good ability of multi-path propagation.62 
 
The wide bandwidth leads to fine time resolution and a measure of covertness 
in a well-designed system. The low centre frequency, if low enough, will give 
UWB radiation a chance to penetrate many materials, providing a functionality 
that would not be present in a system of comparable bandwidth at a 
significantly higher centre frequency.63  
 
In addition UWB devices can be used to measure both distance and position 
both indoors and under ground. UWB positioning systems could provide real-
time indoor and outdoor precision tracking for many applications. Some 
potential utilization areas include locator beacons for emergency services and 
mobile inventory, personnel and asset tracking for increased safety and 
security, and precision navigation capabilities for vehicles. 
 
Because of the wideband nature of UWB, it is not suitable to use traditional 
antenna design techniques, so the main focus for the researchers is to determine 
the methodology of designing both the antennas and front-end circuits for the 
UWB systems. A simulation to investigate the properties of antennas gave the 
result that UWB has a relatively flat radiation bandwidth over DC to 2GHz and 
to avoid the ringing problems owing to the mismatch, electrically small 
monopole/dipole antennas seem to be a good solution.64 Another advantage of 
these small monopole/dipole antennas is that they are very omni-directional 
which is good in WLAN applications. The only limitation is the low radiation 
efficiency, but it might not be a problem since UWB systems will radiate at 
low power levels.65 
 
Another solution to go for in the antenna area may possibly be the use of 
Fractal Element Antennas (FEA). These antennas have been shaped in a fractal 
fashion, either through bending or shaping a volume, or introducing holes, all 
based on fractal shapes such as the Mandelbrot tree, Koch curve, Sierpinski 
triangle (example in figure 7), and Koch island. 
 

                                                 
62 Figures from Mats Jonsson, SaabTech Systems, (February 25, 2002) 
63 University of Southern California, UltRa Lab, (February 26, 2002), 
http://ultra.usc.edu/New%20Site/  
64 Vernon, Tom, Fractal Antennas Offer Benefits, article in Radio World Newspaper, 
(September 1, 1999) 
65 Scholtz, Robert A, Dr., Short-range Ultra-Wideband System, (February 20, 2002), 
University of California, Communication Sciences Institute, Berkely Wireless Research Center 
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Image courtesy of Fractal Antennas, Inc., © 1998 

Figure 7. A fractal antenna in the Sierpinski fan-form.66 

 
When compared to conventional antenna designs, the main advantage of the 
FEA is that they centre on size and bandwidth. Size can be limited from two to 
four times with unexpected good performance. At non-harmonic frequencies 
multiband performance occurs, and at higher frequencies the FEA is naturally 
broadband. Polarisation and phasing are also possible. The utilization of FEA 
can simplify circuit design, decrease construction cost and improve reliability. 
They do not necessitate any matching components to attain multiband or 
broadband performance in the most frequent situations.67  
 
The UWB cannot be considered as a mature technique since it has not yet 
proven its reliability in field and outdoor environment. There are doubts in 
relation to that it might interfere with other frequency users. There is also a 
concern that if this technique is widespread the overall noise threshold will be 
increased. Future reliability test will show the potential of this technique. 
 
5.2.9 60 GHz 
In a National Defence College thesis68 a possible solution for short-range 
communication is described – the 60 GHz-band communication. The so-called 
60 GHz-band reaches from 58 to 60 GHZ and allows a use of large bandwidth 
– up to 50 MHz per channel. It is possible to count on a transmission rate of 10 
to 40 Mbps on distances up to 2 to 3 kilometres in the system presented in his 
thesis.  
 
One of the main advantages with the 60 GHz-technique is the excellent stealth 
capacity. The propagation is reduced at this frequency-band by oxygen (O2) 
and water vapour (H2O) in the atmosphere.  The water vapour contributes with 
0.2 dB/km, and the oxygen with as much as 15 dB/km. Resonance-phenomena 
in the oxygen atoms cause the reduction in propagation.  
 
In a signal intelligence situation an interceptor has to be in the very vicinity of 
the transmitter – at a maximum of 2 to 3 kilometres’ distance. The same 
problem arises for a jammer, since it has to be deployed at an approximate 
range of 3-4 km to have any reasonable chance of result. This is of course 
dependent on the output. With a lower output the range will subsequently also 
be reduced. The example is based on the assumption that the radio signals 
                                                 
66 Fractal Antenna Systems, Inc., MA, USA, http://www.fractenna.com, (September 21, 2002) 
67 Vernon 
68 Lüning, Magnus, LtCdr, Trådlöst nätverk i ett marint basområde, Swedish National Defence 
College, (June 18, 2001), pages 64-66 
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would primarily propagate over water. Vegetation absorption and diffraction 
because of heights and vegetation could add up to 70 dB69 when deploying 
such a system on land, and this will most certainly reduce the range and thus 
the risk of being exposed to EW. However, used on a unmanned aerial vehicle, 
this absorption and diffraction will not have the same influence on the 
propagation. 
 

5.3 Summary and Analysis 
 
Standard Throughput Range Security Max. Output 
WLAN – 
Bluetooth 

720 kbps 100 m FEC 1/3 or 2/3 or 
none 

100 mW 

WLAN – 
802.11b 

5-7 Mbps 100 m No FEC,  
No QoS 

100 mW 
(EIRP)70 

WLAN – 
802.11g 

10-11 Mbps 100 m See 802.11b See 802.11b 

WLAN – 
802.11a 

31 Mbps 50 m FEC 1/2 1 W71 

HiperLAN/2 34 Mbps 150 m FEC 1/2, 1/3, 9/16 
QoS 

1 W 

UWB 60 Mbps 600 m No data found 50 – 70 mW 
60 GHz-band 10-40 Mbps 2-3 km No data found 1-10 W 

Table 5. Comparison regarding throughput, range, security and maximum output 

 
The WLAN technologies are the more mature, on-the-market, products at least 
considering 802.11b (and even in some cases for 802.11a) and Bluetooth. The 
conclusion for Bluetooth is that it is not primarily meant for transferring large 
amounts of data. The Bluetooth data rate is approximately 720 kbps. This is 
satisfactory for telephony, but not quite enough for video conferences and 
public radio. Such services, along with video and TV, would have to be 
provided by other means. The range of just up to 100 metres can also in some 
cases be considered to short. This means that Bluetooth can be disregarded as 
the solution for short-range communications 
 
IEEE 802.11b is the commercially most widespread of the WLAN 
technologies. It provides a data rate of 5-7 Mbps and the question is if that will 
be enough. This might be solved with 802.11g with a throughput of 10-11 
Mbps. The fact that it lacks FEC and QoS will be partially solved with 
802.11e.  
 
IEEE 802.11a has an evident advantage in the throughput of 31 Mbps, but at a 
maximum range of 50 metres this is estimated to be only 9 Mbps. This range 
limitation is a problem in the battlefield where 50 metres can be considered as 
a too short a distance. The range problem is the main reason why 802.11a also 
can be disregarded. 
                                                 
69 Ibid., page 57 
70 Swedish Defence Materiel Administration (FMV), Sammanställning av egenskaper WLAN 
802.11b, FMV Working group Commercial Product within Project FFTK, revision 1.0, page 7 
71 In United States of America 
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HiperLAN/2 is a technique that is still in the development stage. This means 
that there are no commercial products and this is a problem. The fact that it has 
support for Ethernet, IP, ATM, UMTS, FireWire, and PPP, offers an advantage 
over the other WLAN-techniques. Both the maximum distance and the 
throughput make it very interesting for a short-range solution in the field. 
 
UWB is also a product in the development stage, even more than HiperLAN/2. 
Concerning range it might be the final solution. It seems to be a promising 
technique but there has to be delivered proof of its excellence before any 
further conclusions can be drawn. 
 
Finally, the 60 GHz-band is a very interesting area as well. There are a few 
commercial products available and the market will probably grow in the near 
future. The technique gives a good throughput as well as relatively long range. 
However, the extended range, compared to the other techniques, can also be a 
problem in an electronic warfare perspective.  
 
The demands on range will of course be of importance when deciding what 
standard to use. All the range figures given in this thesis is line-of-sight-
figures. This means that the range and throughput will be reduced in urban and 
mountainous terrain. A group or a section will, in the most common combat 
situations, be spread out on at the maximum a couple of hundred metres. If 
they have to be deployed on larger distances the data rate on most of the 
presented communication techniques will be drastically reduced or even totally 
restrained.  
 
We have now found that HiperLAN/2 or IEEE 802.11b(eg) could be used as a 
network solution. But are these solutions sufficient for information services? 
To answer this question the issue of how much throughput various devices will 
use must be scrutinised. As made clear earlier, the speech communication itself 
can be estimated to use 16 kbps and text to 128 kbps. In the coming chapters 
the impact on the throughput from robustness and security, presentation of 
information, and navigation and positioning will be presented and analysed.  
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6 Robustness and Security 
In order to create a reliable and secure transmission of speech, text messages, 
positioning information and pictures, protection and correction must be added 
to the data throughput. This means that encryption must be used to secure the 
contents of the message and error correction to increase the probability that the 
bits sent are received and interpreted in a correct way. How much does error 
correction and encryption add to the data flow? The answer is presented in the 
analysis below. It will be preceded by a short theoretical description 
concerning error correction. 
 

6.1 Error Correction Code 
Error correction is the process of detecting bit errors and correcting them. This 
is particularly important in one-way wireless communication links where every 
undesired transmission can jeopardise the operation and even the survival of 
the unit. It differs from parity checking in that errors are not only detected but 
also corrected. The method for controlling errors in one-way communication 
systems is called Forward Error Correction (FEC) and generally in the 
information technology area it is called Error Checking and Correction 
(ECC).72 
 
Error correction is needed to ensure the accuracy and integrity of data and, in 
some cases, to create fault-tolerance. A group of bits is conventionally referred 
to as a byte or a “word”. Each bit can be thought of as one of two “letters” – 0 
or 1. Error correcting systems add extra letters to the words, which add a 
certain recognisable pattern to each word. If that structure is altered by errors, 
the changes can be detected and corrected.  
 
The subject of information theory was created by 
Claude Elwood Shannon (figure 8) in 1947-48 and 
presented in his “A Mathematical Theory of 
Communication”73 where he had found that the only 
way to get the fastest transmission through a 
communications channel is through the use of very 
powerful error correcting systems.74 The error 
correction code can be viewed as an overlay on the 
information flow. When the data is written to the 
memory, the correction code is simultaneously  

 
Image courtesy of Lucent 

Technologies Inc./ Bell Labs 

calculated and stored along with the unit of data. 
 

Figure 8. Claude E. 
Shannon.75 

In general, error correction code increases the reliability of any computing or 
telecommunications system by adding some bits for every byte.  
 
 

                                                 
72 ECC Technologies, Inc., Minnetonka, Minnesota, USA, http://members.aol.com/mnecctek, 
(November 1, 2002) 
73 Shannon, Claude E., A Mathematical Theory of Communication, (1948) 
74 ECC Technologies, Inc. 
75 Bell Labs, Lucent Technologies, USA, www.bell-labs.com, (November 1, 2002)  
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In civilian systems such as HiperLAN/2 the FEC used goes from 1/2 up to 
3/4.76 In the FEC code rate 1/2 means that 50 % of the transferred bits contain 
information, the rest is error correction. The conclusion is that error correction 
costs a lot of extra bits but in an environment where electronic warfare is most 
probable this will be inescapable. The question is how much is needed. The 
civilian technology represented by the example of HiperLAN/2, above, gives 
an indication of around 50 % FEC. How much FEC is then used in robust 
military solutions? 
  
The risk of electronic interception will not be as evident as for a tactical radio 
such as the Swedish Ra 180 since most of the communications will be 
transmitted in  line-of-sight situations. This means that the need for very heavy 
error correction is not that obvious. The civilian demands should be sufficient. 
 

6.2 Encryption 
There are basically two kinds of crypto systems: linear-symmetric algorithms 
and linear-asymmetric algorithms. The symmetric systems use the same key – 
a secret key – to encrypt and decrypt a message. The asymmetric systems use 
one key – the so-called public key – to encrypt a message and a different key – 
the so-called private key – to decrypt it. Asymmetric systems are also called 
public key crypto systems.  
 
The major problem when implementing a symmetric crypto system is to 
distribute the secret key in a secure way. The distribution takes time if the 
organisation is large and if only one of the keys is revealed all of the other keys 
must be destroyed. A more efficient solution is a public key system. An 
example of this technology is the RSA77 public key system that uses a pair of 
related keys – a public key, which is freely distributed and can be seen by all 
users; and a corresponding unique private key, which is kept secret and not 
shared among users – thereby ensuring privacy and also verifying the identity 
of the sender. The public and private keys perform inverse operations and are 
used together. For example, if a message is encrypted with the public key, the 
private key encrypts it. Conversely, a message coded with the private key is 
validated with the public key.78 In addition to encrypting messages, the sender 
can authenticate themselves to the recipients by using a digital signature. 
 
The digital signature consists of data that is transmitted together with the 
encrypted message. It uniquely identifies the sender at the same time as it 
verifies that the message has not been changed since it was transmitted. This is 
described in figure 9. 

                                                 
76 See Table 4. 
77 RSA is an abbreviation for the algorithm developers Ron Rivest, Adi Shamir, and Leonard 
Adleman. 
78 VeriSign Inc., Montain View, California, USA, 
http://verisign.netscape.com/security/pki/understanding.html, (November 1, 2002) 
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A message sent with an encryption system should not only protect it during the 
transmission but also for the duration of some time into the future. The time to 
compromise an encryption methodology with current technology is presented 
in table 6.  
 

Key length (bits) Time to compromise the system 
32 Seconds 
56 Hours 
64 Days 
128 Weeks 
256 Several weeks 
512 Several weeks 

Table 6. The time needed to compromise an asymmetric encryption methodology with current 
technology79 

This means that the used key length of an asymmetric encryption system 
(public-key) should at least be 512 bits. Some of the main disadvantages with a 
public key system compared to symmetric-key schemes are:80 
 

•  Throughput rates are slower than the symmetric-key schemes. 
•  Key sizes are typically much larger (1024 bit for RSA) than those 

required for symmetric-key encryption (64 or 128 bit). 
•  No public-key scheme has been proved to be secure. They can be 

subject to “shortcut” attack (e.g factoring) while the most efficient 
attack on symmetric-keys is an exhaustive key search, which is much 
harder. 

 
The question that appears is how much does this contribute to the total amount 
of data that has to be sent. During an initiation of a session of communication 
with an asymmetric overlay encryption system the information about the 
algorithm must be sent over. This does not mean that the entire key is 
transmitted, but only some key information consisting of approximately 100 
bits. This does not effect the overall workload for the link itself and it means 

                                                 
79 Asier Technology Corp., Dallas, Texas, USA, http://www.asiertech.com, (November 1, 
2002) 
80 Menezes, A., van Oorshot, P., and Vanstone, S., Handbook of Applied Cryptography, CRC 
Press, Inc. (1996), pages 36-38 

VerifySign 

Digital Signature
Private Key Public Key

Sender ReceiverTransmitted message 

Figure 9. The process for sending a digital signature. 
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that the contribution from encryption can be disregarded concerning the affect 
on the throughput. 
 

6.3 Summary and Analysis 
The use of error correction and encryption is vital for the confidence of the 
system. If someone can monitor and falsify, or easily jam, the transmissions the 
security of both soldiers and even operations are jeopardised. This means that 
encryption and error correction must be used to guarantee that the system 
integrity is preserved. 
 
Assuming that error correction in the civilian standards would be sufficient this 
means that at least 50 % of the transmitted traffic would contain FEC bits. This 
indicates that the error correction will be a main contributor to the total traffic 
volume. On the other hand, the encryption will not contribute with more than 
some hundreds of bits in the establishing of a session, and this is more or less 
negligible.  
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7 Presentation of Information 
One of the main devices of the future combat soldier will be a presentation 
device. How such a device will look like is at the present being studied 
throughout the world. It is clear that one utilization area will be to send pictures 
and video from the battlefield. The demand for timely and accurate information 
from the battlefield has become more increased particularly in international 
operations. The soldier is equipped to send video images directly from the war 
scene and these pictures are used for normal command and control, but also as 
evident or even propaganda against ones counterpart. This use will certainly 
exert an influence on the overall data flow. The flow of pictures and video will 
probably not be of the same magnitude to the soldier as from him or her. An 
essential fact that must be taken into account is the relationship between 
resolution and bit rate. This relationship will be studied below after a short 
view of some presentation devices. 

7.1 Presentation Devices 
The main purpose for a presentation device is to present information to the 
soldier with as little interference as possible to his or her movements and 
observation capacity. This means that the device must be simple to handle. In 
many of the future soldier projects presented earlier, the main presentation 
devices are either a Personal Digital Assistant (PDA – example in figure 10) or 
a device displaying a picture close to the eye. Using a mouse and a keyboard to 
interact with the device is in most cases out of the question in the field. 
Today’s solutions with PDA’s require in most cases hands-on actions to 
execute a program and this will obstruct the use of these devices in the field. 
 

 
Image courtesy of ADS 

Figure 10. DARPA’s One-Way Phrase Translation System (PTS).81 

 
The glasses in figure 11 are a conceivable future product giving an example of 
how the information can be presented. In this example the information will be 
displayed on the surface of the glasses as a normal computer display, though at 
a much shorter distance than usual.   

                                                 
81 Applied Data Systems, Inc. (ADS), Columbia, Maryland, USA, http://www.applieddata.net , 
(November 1, 2002) 
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 Image courtesy of Deneba Systems, Inc. 

Figure 11. Future presentation device.82 

Another, more futuristic way to display visual information is Retinal Scanning 
Displays (RSD) or Virtual Retinal Displays (VRD) depicted in figures 12 and 
13. This technique is based on the concept of scanning a low energy laser 
image directly on the retina in the back of the viewer’s eye. The U.S. Navy 
Office of Naval Research has granted the financing of research on a system 
with a full colour, VGA (640x480) resolution updated at 60 Hz. It can operate 
either in an inclusive or see-through mode.83 Promising research in this area is 
also being carried out in Delft University of Technology in the Netherlands.84 
 

 
Image courtesy of Microvision Image courtesy of HIT Lab 

Figure 12. Displaying a picture on the eye’s 
retina.85 

Figure 13. Example of a solution using VRD. 

The VRD technology gives an indication of what a presentation device can 
look like in the future. However, in the nearest future PDAs and other handheld 
devices will be the most used display items for the soldiers.  
 

7.2 How Resolution Effects the Throughput 
 
7.2.1 Resolution Overview and Background 
The resolution on a screen or display is defined as the number of pixels (picture 
elements – individual points of colour) contained on the monitor, expressed in 
terms of the number of pixels on the horizontal axis and the number on the 
                                                 
82 Deneba Systems Inc., Miami, Florida, USA, 
http://www.deneba.com/ommunity/artgallery/pda.html , (September 21, 2002) 
83 Human Interface Technology (HIT) Lab, University of Washington, USA, 
http://www.hitl.washington.edu, (September 21, 2002) 
84 Delft University of Technology, Netherlands, http://www.ubicom.tudelft.nl , (September 21, 
2002) 
85 Naval Postgraduate School, Monterey, California, USA, 
http://www.cs.nps.navy.mil/people/faculty/capps/4473/projects/fiambolis/vrd/vrd_full.html, 
(November 1, 2002) 
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vertical axis. The sharpness of the image on a display depends on the resolution 
and the dimension of the monitor. The same pixel resolution will be sharper on 
a smaller monitor and gradually go down in sharpness on a larger monitor 
because the same numbers of pixels are being spread out over a larger area. 
 
Display resolution is not measured in dots per inch as in the case with printers. 
However, the resolution and the physical monitor size together allow us to 
determine the number of pixels per inch. An example: PC monitors have a 
resolution somewhere between 50 and 100 pixels per inch. A 15-inch monitor 
has a resolution of 640 pixels along a 12-inch horizontal line. This gives us 53 
pixels per inch. A smaller VGA monitor would have more pixels per inch. 
 
Monitor image sharpness is sometimes expressed as dpi (dots per inch) and is 
determined by both the physical screen size and the resolution setting. Any 
given image will have a lower resolution – fewer dpi – on a larger display as 
the same information is stretched out over a larger physical area. On the same 
size monitor, the image will have lower resolution if the resolution setting is 
made lower – resetting from 800x600 pixels per horizontal and vertical line to 
640x480 means fewer dpi on the monitor and an image that is less sharp. 
 
The colour that a pixel describes is a combination of three different 
components of the colour spectrum – Red, Green and Blue (RGB). To specify 
one pixel’s colour up to three bytes of data are allocated, one byte for each 
major colour component. All three bytes are used in a true colour (16 million 
colours) also called a 24-bit colour system. On the other hand, a lot of colour 
display systems use only one byte, which limits the available colours to 256. 
 
The Video Graphics Array (VGA) display system was introduced by IBM in 
1987. VGA has turned into the minimum standard for PCs. The maximum 
resolution depends on the number of colours displayed, 16 colours at 640x480, 
or 256 colours at 320x200. The successor to VGA was the Extended Graphics 
Array (XGA) which in its later version, offers an 800x600 pixel resolution in 
true colour and 1,024x768 resolution with 65,536 colours. One other standard 
that has been established is the Super Video Graphics Display (SVGA) that can 
support a palette of up to 16 million colours. New specifications, such as Super 
Extended Graphics Array (SXGA) and Ultra Graphics Array (UXGA), have 
recently arisen. SXGA refers to a resolution of 1,280x1,024 and UXGA of 
1,600x1,200. Table 7 and figure 14 shows the display modes and the resolution 
levels most commonly associated with each. 
 

Display Mode Resolution (pixels) 
VGA 640 x 480 

SVGA 800 x 600 
XGA 1.024 x 768 

SXGA 1,280 x 1024 
UXGA 1,600 x 1,200 

Table 7. Display modes and resolution 
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Figure 14. A graphic comparison between display modes. 

 
An example to illustrate the issue: 
 
We have a 24-bit full colour image (= 3 byte per pixel with RGB). This picture 
is updated with a 60 Hz frequency. This gives us: 
 

200,307480640 =∗  
RGB 83 ∗⇒ bits/pixel 

800,372,724200,307 =∗ bits 
60 Hz 000,368,442⇒ bps 

 
With no compression this image-stream will require 442.5 Mbps of the 
available bit rate. By decreasing the amount of colours used to 256 (1 byte) and 
maintaining the resolution the result will be: 
 

200,307480640 =∗  
256 colours 81∗⇒ bits/pixel 

600,457,28200,307 =∗ bits 
60 Hz 000,456,147⇒ bps 

 
By decreasing the number of colours used the dataflow will be reduced to a 
third or 147.5 Mbps. By also reducing the rate of updating the picture, the bit 
rate can be further reduced (figures from (2) above): 
 

25 Hz 000,440,61⇒ bps 
 
In comparison with the first example the bit rate is now down to merely 14% 
but it is still too much to handle for a common radio link. The solution is 
compression. 
 
7.2.2 Compression 
The Moving Pictures Experts Group (MPEG) develops standards for digital 
video, audio compression and multimedia delivery under the auspices of the 
International Organization for Standardization (ISO). The MPEG standards are 
an evolving series, each designed for different purposes.  
 

(1)

(2)

(3)



SNDC 2002-12-03 FHS 19 100:2052 
Major Ulf Hassgård, ChP T 00-02  Page 40(60) 
 

 

The first standard, MPEG-1, was designed for coding progressive video at a 
transmission rate of about 1.5 Mbps. It was designed specially for Video-CD 
and CD-I media. MPEG-1 audio layer-3 (MP3) has also evolved from early 
MPEG work. 
 
MPEG-2 was designed for coding interlaced images at transmission rates 
exceeding 4 Mbps and is used for digital TV broadcasting and DVD. MPEG-2 
players can handle MPEG-1 data as well. MPEG-1 and 2 define techniques for 
compressing digital video by factors altering from 25:1 to 50:1. The 
compression is achieved by using five different compression techniques:86 
 

1. Discrete Cosine Transform, a frequency-based transform. 
2. Quantisation or lossy compression, a technique for losing 

selective information that can be acceptably lost from visual 
information. 

3. Huffman coding, a technique of lossless compression that uses 
code tables based on statistics with reference to the encoded 
data. 

4. Motion compensated predictive coding, in which the differences 
in what has changed between images and its preceding image is 
calculated and only the differences are encoded. 

5. Bi-directional prediction, in which some images are predicted 
from the pictures immediately preceding and following the 
image. 

 
The first three techniques are also used in JPEG87 file compression. The 
MPEG-3 standard turned out to be superfluous when it became clear that the 
old MPEG-2 standard met the requirements of the High Definition Television 
(HDTV) it was designed for.  MPEG-4 – the ISO/IEC88 standard for 
multimedia for the fixed and mobile web – is a noticeably more ambitious 
standard that addresses speech and video synthesis, fractal geometry, computer 
visualisation, and an artificial intelligence approach to reconstructing images. 
Speech coding can be done using bit rates from 2 kbps up to 24 kbps using 
different speech coding tools and visual coding can be done using bit rates 
between 5 kbps and more than 1 Gbps. The bit-rates envisioned ranges 
typically from 64 kbps up to 10 Mbps and applications foreseen include 
multimedia broadcast or interactive retrieval of signals with a quality 
comparable to digital TV. 
 
The latest standard is the MPEG-21. The details of the different parts of this 
standard are in various draft stages and are not presented in this thesis. 
 
If we go back to the example in a) above and put on a MPEG-1 or MPEG-2 
compression it will give us: 
 

                                                 
86 MPEG Committee Web Site, http://mpeg.telecomitalialab.com/, (September 17, 2002) 
87 Joint Photographic Experts Group and also the name of the ISO standard 10918. 
88 IEC = International Electrotechnical Commission http://www.iec.org/  
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i) With a compression of 25:1: 
 

600,457,2
25

000,440,61 = bps 

 
ii) With a compression of 50:1: 
 

800,228,1
50

000,440,61 = bps 

 
This gives us a bit rate of 1.23 to 2.5 Mbps for a 256 colour picture with an 
updating rate of 25 Hz (comparable to a television screen), which must be 
considered very moderate in relationship to the original figures. If we try this 
for the full colour – 60 Hz-solution we will get the following results: 
 

720,694,17
25

000,368,442 = bps  

or  
 

360,847,8
50

000,368,442 = bps 

 
The result of course gives a much higher bit rate ranging from 8.8 Mbps to 
17.7 Mbps depending on the picture-updating rate.  
 

7.3 Summary and Analysis 
So far it can be estimated that the transmission of pictures and video will put 
the greatest load on the available throughput. With powerful compression tools 
it is possible to come down to data rates ranging from 1.23 to 2.5 Mbps for low 
quality picture and up to almost 18 Mbps for higher quality. Speech and pure 
text transmission together with transmission of pictures is only three of the 
services that will use the limited amount of bits available. The fourth will be 
navigation and positioning services. The effect of these services will be 
presented and analysed in the next section. 
 

(4)

(5)

(6)

(7)
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8 Navigation and Positioning  

8.1 Navigation and Positioning Overwiew 
The ability to master time and space has always been very important for human 
beings, and even more important for the military. During the last decade of the 
twentieth century systems such as the Global Positioning System (GPS) and 
Global Navigation Satellite System (GLONASS) were deployed in orbit. The 
European Union has decided to launch its own system called Galileo in 2004.89 
The main purpose of a navigation and positioning system is to:90 
 

•  Facilitate a possibility to follow the process development giving an 
ability to coordinate as well as evaluate and support; 

•  Obtain a basis for initiative (get inside the enemy’s OODA-loop); 
•  Avoid fratricide. 
 

The position information can be transmitted to others giving everybody a better 
overview. In a lot of areas there will be no free transmission line from the 
navigation satellite, which will create situations of uncertainty. Using so-called 
dead-reckoning modules could reduce this uncertainty. 
 
Apart from GPS and other similar systems based on satellites, the previously 
presented UWB could also be used. Furthermore, the civilian UMTS-
technology will, as well, provide a positioning service.  
 
When using navigation and positioning systems there is one important question 
that must be asked. With what accuracy do I need to transmit my position to 
others and with what accuracy do I need to receive theirs? In the previously 
mentioned report from FOI’s KOFTA-study this is described as a problem 
connected to the velocity at which the units could be moving. The velocity 
assumed in the study is 20 m/s or 70 km/h, which gives a rate of update of 2 
times every second if the positioning accuracy should be better than 10 
metres.91 Every positioning message will require 240 bits.92 A TDMA-
algorithm with 200 timeslots was used based on the amount of vehicles in a 
mechanised battalion. This would give every user 1/200 of the given 
bandwidth. With an assumption that everybody in a 3 km circle would be 
reached in two hops the bit rate needs to be 000,056,1211200240 =∗∗∗  bps 
for every node in its timeframe. The factor 11 is used because approximately 
10 neighbours must re-transmit the message.93  
 

                                                 
89 European Space Agency homepage: http://www.esa.int    
90 Eklöf, Fredrik and Johansson, Björn, Positionsförmedlingstjänst för mekaniserade förband, 
Swedish Defence Research Agency (FOI), FOA-R—00-01734-504—SE, (December 2000), 
page 2  
91 Sköld, page 19. 
92 Eklöf and Johansson, page 4. 
93 Sköld, page 19. 
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8.2 Summary and Analysis 
The navigation and positioning systems are closely connected to IFF-systems 
(Identification Friend or Foe) and a very important reason for procurement is to 
avoid fratricide. The assumption can be made that the navigation part of the 
future soldier system will provide sufficient accuracy. This could be GPS, 
Galileo, DRM (Dead-Reckoning Module); or even a combination of these. The 
interesting part is to what degree do the system put a load on the throughput? 
    
Applied on the future combat soldier the following figures could be used in 
accordance with the calculation above: 
 

•  Soldiers in the group:  maximum 10 including the vehicle; 
•  A positioning message:  240 bits; 
•  Transmitting position:  2 times per second; 
•  Maximum hops:  2 
•  Access protocol:   TDMA with 10 time frames. 

 
This gives a maximum data rate of 800,5221110240 =∗∗∗  bps within the 
group. In perspective of the amount of data generated for a picture or video this 
is almost negligible. 
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9 Concluding Analysis and Result 

9.1 Concluding Analysis 
The main challenge for the Swedish armed forces’ transition towards a joint 
C3-system is the actual physical network. The C3-system for the soldier, within 
the network, and in particular providing enough throughput for this system can 
be described as the major problem in the project.  
 
The survey of the different national projects gives a clear and distinct pattern 
on what equipment and what task that will be given to the future soldier. The 
common equipment of the soldier as a part of NCW consists of: 
 

•  Communications device;  
•  Navigation device;  
•  Presentation device.  

 
Weapons sensors, target acquisition equipment and soldier protection gear 
supplements these devices but are not further discussed. The survey also points 
out that the vehicles’ importance as the link from soldier level to the higher 
echelons is clearly pointed out, as the information flow will be transferred both 
horizontally – from soldier to soldier – and vertically – from the soldier to a 
commander or a command centre.  
 
The transmission of pictures and video will generate the greatest load on the 
available bit rate. Powerful compression tools give data rates ranging from 1.23 
to 2.5 Mbps for low quality video and up to almost 18 Mbps for higher quality. 
Speech will contribute with approximately 16 kbps, text handling with 
approximately 128 kbps.  
 
A very important reason for the procurement of a navigation and positioning 
system is, apart from the benefits of knowing the position, to avoid fratricide, 
primarily within the unit but also compiled into the common recognised 
picture. A system with a position-updating rate of twice every second gives a 
positioning accuracy of 10 metres. Every positioning message will require 240 
bits. Within a group of soldiers this will give a maximum data rate of 52,800 
bps. 
 
The last contributor to the throughput data rate will be the error correction. If 
the civilian standards could be regarded as adequate this will give the result 
that at least 50 % of the transmitted traffic contains FEC bits. The encryption 
will not contribute with more than some hundreds of bits, which in this case 
could be regarded as negligible. This gives that the real dividing service is the 
video service. Tables 8 and 9 present different video qualities: 256-colour, 25 
Hz picture update rate, and full colour, 60 Hz picture update rate, both with 
640*480 pixels resolution. The total sum of all the contributing services is 
presented in the last row in each table. 



SNDC 2002-12-03 FHS 19 100:2052 
Major Ulf Hassgård, ChP T 00-02  Page 45(60) 
 

 

 
Services Contribution to the throughput 
Speech 16 kbps 
Text 128 kbps  
Video: 256-colours 25 Hz 1.23 – 2.5 Mbps 
Navigation & Positioning 52.8 kbps 
Encryption Negligible 
FEC 1/2 1.4 – 2.7 Mbps 
Total 2.9 – 5.4 Mbps 

Table 8. Summation of the total contribution to the transmission throughput using 640*480 
pixels, 256-colour video with a 25 Hz picture update 

 
Services Contribution to the throughput 
Speech 16 kbps 
Text 128 kbps  
Video: full colour, 60 Hz 8.8 – 17.7 Mbps 
Navigation & Positioning 52.8 kbps 
Encryption Negligible 
FEC 1/2 9.0 – 17.9 Mbps 
Total 18.0– 35.8 Mbps 

Table 9. Summation of the total contribution to the transmission throughput using 640*480 
pixels, full colour video with a 60 Hz picture update 

The previously analysed communication techniques that would fulfil these 
demands on the throughput would be: 
 
Standard 256-colour video, 25 Hz Full colour video, 60 Hz 
HiperLAN/2 34 Mbps 34 Mbps 
IEEE 802.11b(eg) 10-11 Mbps Not possible 
UWB 60 Mbps 60 Mbps 
60 GHz 10-40 Mbps 10-40 Mbps 
Table 10. The possibility and throughput for different communication standards to transmit 

256-colours and full colour video. 

 
HiperLAN/2 is the most capable of the presented standards followed by UWB 
and the 60 GHz-band. IEEE 802.11b with the extension of 802.11e and 
802.11g can only be a solution when using a 256-colour video or full colour 
video with a low picture update rate. These conclusions are based on the 
assumption that the soldiers are spread out on a distance of up to around 100 
metres. HiperLAN/2 makes it possible to extend this range up to 150 metres, 
but if there are needs for even longer communication distances the UWB-
technique is a more promising solution. 
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9.2 Result 
The future soldier in NCW can be equipped with devices for: 
 

•  Speech and text communication; 
•  Navigation and positioning; 
•  Low quality video (VGA) and high quality picture presentation. 

 
These devices contribute to the throughput on the communication channels 
with: 
 

•  Speech   – 16 kbps 
•  Text   – 128 kbps 
•  Navigation and positioning  – 52.8 kbps 
•  Video   – 1.23 to 17.7 Mbps  

(1.230 – 17.695 kbps) 
 
This gives a total throughput from 2.9 Mbps up to 35.8 Mbps with a FEC code 
rate of 1/2 and encryption. The only mature and commercial technique standard 
presented is IEEE 802.11b. This technique has however a limitation regarding 
the maximum data rate forcing the use of low quality video.  
 
To handle this problem the most promising of all the analysed technique 
standards is HiperLAN/2. This standard provides high speed, quality of 
service, security, as well as a seamless connectivity to other communication 
technologies such as ATM, FireWire, and UMTS (3G). One important 
impediment for HiperLAN/2 is that it has not yet been commercialised.  
 
Other promising, but immature, techniques are both UWB and 60 GHz. UWB 
can also handle communication distances up to 600 metres and will probably 
become a widespread commercial product at the earliest in 5 to 10 years.   
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10 Discussion and Summary 

10.1 Discussion 
The C3-system that will be used by the soldier at group or section level must 
help the individual soldier to select relevant information from the network 
since his or her main task is not to handle a computer but to carry out the 
combat mission. The purpose of the system will be to create a collective 
knowledge of the apprehension of the battlefield within the unit. The merged 
information and intelligence will then be transmitted via a link, e.g. the vehicle, 
to the higher echelons. The individual soldier’s effect and survivability are 
anticipated to improve significantly. The need for this type of system is most 
evident in urban warfare with its difficulties to orientate, to avoid fratricide, 
and to get an awareness of conceivable threats. 
 
Future soldier systems projects, such as those analysed in this thesis shows 
some significant similarities. The future will show if the described services are 
the only ones that have an impact on the total communication throughput. One 
area that has not been discussed is to what degree does intelligence information 
contribute to the data flow. Intelligence information that is assembled by the 
individual soldier will be fused with other information that the soldier is using. 
This fusion will most probably take place in the C3-system carried by the 
soldier or in the unit’s vehicle. The sensor information sent from the soldier to 
higher levels would in most cases be symbolic information on maps and short 
text messages based on a predetermined form. A present example of text 
handling is the Ra 180 text handling system DART94. By using symbolic 
information on predetermined maps it is possible to only transmit the symbols. 
Both the sender and the receiver have the same map, so the map information 
does not have to be transmitted and thus the messages are kept down to a small 
amount of bits.  
 
The available radio spectrum is a natural resource that is very limited. The 
existing space in the spectrum for military wireless communication is 
considerably smaller then the needs that can be predicted for the future. A 
shortage of frequencies will therefore be an important factor that profoundly 
limits the future broadband solutions for wireless communication. Those 
frequencies that are already in use for exclusive military wireless 
communication will most certainly not be increased, more likely the opposite. 
The pressure on the authorities that handle the frequency domains has 
increased from commercial actors, particularly since the introduction of the cell 
phone. A lot of frequency areas earmarked for the military have, during the 
years, been handed over to civilian use, limiting the military in frequency 
planning. This trend of changing military frequencies into civilian ones will 
probably continue even in the future, forcing the military to an even more 
effective use of the allocated frequencies. The use of the so-called free 
frequencies at 2.4 GHz and 5 GHz as well as the frequencies ranging from 58-
60 GHz gives the military opportunities that should not be disregarded.  
 
The proposed solution for the short-range communication needs in the nearest 
future (1 – 2 years) is the IEEE 802.11b standard. As mentioned earlier, this 
                                                 
94 DAta Rapporterings Terminal 
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standard has many limitations so it could only be a short-term solution. Even 
with the extra benefits of the IEEE extensions 802.11 g and e it will not be able 
to handle that amount of communication, which can be foreseen. The best-
available solution would be HiperLAN/2. The communication range in this 
technique is 150 metres but even this could in some cases be too short. On the 
other hand will this technique provide the demanded speed and security. It also 
supports other civilian communication techniques such as Ethernet, Firewire, 
ATM, PPP, and UMTS. The latter will be a very interesting feature when the 
third generation’s mobile telephony networks are implemented. On the other 
hand, if UWB proves to be a feasible technique it will be even more 
interesting. It has some benefits that cannot be found in the other techniques, 
such as the very low probability of EW intercept, range up to 600 metres, 
measuring of position, and precision navigation without the use of GPS, to a 
certain extent material penetration, and very good multi-path propagation 
ability. Finally, the 60 GHz-band solution’s main impediment is the extended 
range and output compared to the other techniques. This is of course dependent 
on the output. The example presented earlier was based on the assumption that 
the radio signals would primarily propagate over water. Vegetation absorption 
and diffraction because of heights and vegetation could add up to 70 dB and 
this will undoubtedly reduce the range and thus the risk of being exposed to 
EW.  This is an interesting area for further research. 
 
Apart from speech all of the information services previously analysed must 
somehow be presented to the soldier. The use of the Internet today gives the 
tendency for the future use of information services. Much of the information is 
already presented as pictures and other symbolic information. In this thesis the 
use of text-to-speech and speech-to-text synthesis is not discussed, but could be 
an interesting area for future research. The work in organisations such as IEEE 
goes on for further optimisation of the existing standard and of course 
development of new standards. This will most probably result in an even more 
efficient compression and coding resulting in a better effect at a lower (bit) 
cost. How much this will improve the quality and affect the throughput is hard 
to estimate today. There is of course a limit, the limit given by Claude 
Shannon’s communication theories. The research is approaching that limit.  
 

10.2 Summary 
The purpose of this thesis has been to study which information services the 
soldier of the future would use as parts of the NCW. The question of what bit-
rates or throughput could be anticipated in the communication channels of the 
lowest levels in NCW has also been scrutinised as well as what techniques that 
could be used to solve the problems with a lack of throughput. 
 
The result in this thesis points out three main areas of information services. 
They would be: 
 

•  Speech and text communication; 
•  Navigation and positioning; 
•  Picture and Video presentation. 
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The contribution to the communication throughput would be: 
 

•  Speech   – 16 kbps 
•  Text   – 128 kbps 
•  Navigation and positioning  – 52.8 kbps 
•  Video   – 1,230 to 17,765 kbps 

 
This gives a total throughput from 2.5 Mbps up to 35.8 Mbps with a error 
correction code rate of 1/2 and encryption. The difference between the figures 
lies in the video resolution. A lower resolution and a lower picture-updating 
rate give a lower throughput and vice versa. The question will be what degree 
of video quality will be needed.  
 
To handle these large information quantities the IEEE 802.11b will be the 
short-term solution. This technique standard is ratified and commercialised and 
therefore well spread. The disadvantage is that it cannot handle the highest 
anticipated throughput and has a limited range. With the IEEE extensions 
802.11e and g it can reach a maximum data rate of approximately 22 Mbps. If 
that is not enough the HiperLAN/2 is a much better solution, in spite of the fact 
that it is not commercialised yet. It can handle a throughput of 54 Mbps and is 
an overall more advanced technique compared to IEEE 802.11b. The 
communication range is limited to 150 metres, which can be to short in some 
combat situations. 
 
Other promising techniques that are viewed as too immature in the short time 
perspective are UWB and the 60 GHz techniques. These techniques present a 
lot of advantages that can be of great interest in future communication 
solutions. Especially the UWB technique would be a very interesting area for 
future studies since it has a very low probability of EW intercept, range up to 
600 metres, measuring of position, and precision navigation without the use of 
GPS, to a certain extent material penetration, and very good multi-path 
propagation ability. 
 

10.3 Future Research 
During the writing of this thesis some questions had to be left unanswered. 
These questions can be of interest for future studies. 
 

•  Security – How shall access rights be handled in NCW without 
becoming a major network administrative problem? 

•  How can the information flow be prioritised? 
•  What technical solutions could handle the lack of bandwidth problem at 

the next level of NCW – from the lower units up to company, battalion 
and brigade level? 

•  What should the human-machine interface look like in order to impede 
the soldier as little as possible? 

•  Is the UWB technique really a solution for a whispering short-range 
radio? 

•  What are the possibilities and limitations for the 60 GHz-band 
technique on land communications? 
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•  How can the use of text-to-speech and speech-to-text synthesis be 
implemented in a future soldier C3-system? 
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Acronyms 
The column 1st page indicates where the acronym can be found the first time in the thesis. 
 
Acronym Meaning 1st 

page 
Acronym Meaning 1st 

page 
ARQ Automatic Repeat 

Request 
27 MAC Media Access 

Control 
23 

ATM Asynchronous 
Transfer Mode 

26 MARKUS MARKstridsUtrustad 
Soldat 

15 

BPSK Binary Phase Shift 
Keying 

27 MPEG Moving Pictures 
Experts Group 

39 

CVSD Continuous 
Variable Slope 
Delta Modulation 

24 NCW Network Centric 
Warfare 

4 

DFS Dynamic Frequency 
Selection 

26 NVG Night Vision Goggles 15 

DRM Dead Reckoning 
Module 

43 OFW Objective Force 
Warrior 

11 

DSSS Direct Spread 
Spectrum System 

24 OFDM Orthogonal 
Frequency Division 
Multiplex  

24 

ECC Error Checking and 
Correction 

32 OODA Observation, 
Orientation, 
Decision, Action 

9 

ETSI European 
Telecommunication 
and Standards 
Institute 

26 OSI Open Systems 
Interconnection 

23 

EW Electronic Warfare 27 PDA Personal Digital 
Assistant 

6 

FEA Fractal Element 
Antennas 

28 PHY Physical Layer (in 
OSI) 

23 

FEC Forward Error 
Correction 

26 QAM Quadrature 
Amplitude 
Modulation 

27 

FELIN Fantassin à 
Équipements et 
Liaisons Intégrés 

13 QoS Quality of Service 26 

FHSS Frequency Hopping 
Spread Spectrum 

24 QPSK Quadrature Phase 
Shift Keying 

27 

FIST Future Integrated 
Soldier 

11 RGB Red, Green, Blue 38 

GLONASS Global Orbiting 
Navigation Satellite 
System 

42 RSA Rivest, Shamir, and 
Adleman 

33 

GPS Global Positioning 
System 

11 RSD Retinal Scanning 
Displays 

37 

GSM Global System for 
Mobile 
communication 

22 SVGA Super Video 
Graphics Array 

38 

HDTV High Definition 
TeleVision 

16 SXGA Super Extended 
Graphics Array 

38 

HEAT Headquarters 
Effectiveness 
Assessment Tool 

9 TDMA Time Division 
Multiple Access 

42 

HiperLAN/2 High Performance 
European Radio 
Local Area Network 
2 

23 TPC Transmit Power 
Control 

26 
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HMI Human Machine 
Interface 

17 UMTS Universal Mobile 
Telecommunications 
Service 

22 

Idz Infanterist der 
Zukunft 

14 UWB Ultra Wide Band 23 

IEEE Institute of 
Electrical and 
Electronics 
Engineers 

23 UXGA Ultra Extended 
Graphics Array 

38 

IEEE 802.11 WLAN standards 23 VGA Video Graphics 
Array 

37 

IEEE 
802.15.1 

Bluetooth 24 WLAN Wireless Local Area 
Network 

23 

IFF Identification 
Friend Foe 

14 VRD Virtual Retinal 
Display 

37 

ISM Industrial, 
Scientific, Medical 

25 XGA Extended Graphics 
Array 

38 

ISO International 
Organization for 
Standardization 

39    
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Annex 1 – Bluetooth Technical Specification 
 

Technical Specifications 
The Bluetooth air interface is based on a nominal antenna power of 0 dBm. Spectrum 
spreading has been added to facilitate optional operation at power levels up to 100 mW 
worldwide. This is accomplished by frequency hopping in 79 hops displaced by 1 MHz, 
starting at 2.402 GHz and stopping at 2.480 GHz. Due to local regulations, the bandwidth is 
reduced in some countries95. An internal software switch handles this bandwidth reduction. The 
maximum frequency-hopping rate is 1600 hops/s. 96 
 
Transmission/Reception characteristics 
The nominal link range is 10 centimetres to 10 metres, but can be extended to more than 100 
metres by increasing the output power.  
Number of channels: 79 
Channel division: 1 MHz 
Transmission speed: 1 Mbps. 
Modulation: 2-level FSK  
Frequency deviation: +/- 165 kHz  
 
Receiver: RX sensitivity, -70dBm 
Double-sided IF bandwidth,  
 
Transmitter: TX power: nominal 0 dBm, optional range, -30 - +20 dBm 
 TX carrier offset <75kHz 
Adjacent channel power (1MHz) -20 dBm 
Out of band spuriouses 50 dB 
 
 

                                                 
95 Japan, France and Spain 
96 SwedeTrack 
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Annex 2 – IEEE 802.11 Standards and 
Specifications 
 
 Definition Advantages Disadvantages 
IEEE 
802.11a 
General 
market 
expectancy: 
Products 
potentially 
available 
2002.   

High-performance IEEE 
wireless LAN (WLAN) 
standard.  Operates in the 
unlicensed 5 GHz 
frequency band.  Delivers 
up to 54 Mbps data 
transfer rate. 
Radio, or Physical Layer 
(PHY), based on an 
Orthogonal Frequency 
Division Multiplexing 
(OFDM) modulation 
scheme.  Media Access 
Controller (MAC) based 
on the standard IEEE 
802.11 MAC architecture 
(consistent across 
802.11a, 802.11b and 
802.11g).  
Can also use a 802.11e 
MAC for quality of 
service (QoS) and 
multimedia support (see 
below). 
 

Best in Class Speed:  High 
throughput (up to 54 
Mbps) to support heavily 
loaded networks and rich 
multimedia content like 
HDTV and multiple 
MPEG-2 (DVD quality) 
video streams.    
Interference: 5 GHz band 
is relatively uncrowded 
today, so there is less 
interference than in the 2.4 
GHz band.   

Availability: At this time no 
802.11a products are 
available on the market. 
Cost: Expected to be more 
expensive than 802.11b. 
Range:  Will deliver 
significantly less range than 
802.11b. 
QoS/Multimedia support:  
Standard 802.11 MAC is 
Ethernet-based, and does 
not support multimedia 
streams (particularly 
concurrent streams) well. 
Interoperability: 802.11a 
products will not be directly 
interoperable with the large 
and growing base of 
802.11b networks. 

IEEE 
802.11b  
General 
market 
expectancy: 
Products on 
shelves. 

IEEE WLAN standard.  
Operates in the 
unlicensed 2.4 GHz 
frequency band.  Delivers 
data throughput of 11 
Mbps.  
PHY is based on a Direct 
Sequence Spread 
Spectrum (DSSS) 
modulation scheme.  
MAC is based on the 
standard 802.11 MAC 
architecture.  
Can also use 802.11e 
MAC for multimedia 
support. 
 

Availability:  Solutions 
are widely available, from 
a broad group of 
companies and in a variety 
of forms.   
Interoperability: Large and 
growing installed based of 
802.11b networks in 
businesses and public 
areas; beginning to 
emerge in the home as 
well.  
Cost: Price points for 
technology and products 
are rapidly declining. 
Prices are below $150 per 
node, and should drop 
below $100 by the end of 
2002. 
Adequate Speed: 
Although not as fast as 
802.11a, 802.11b offers 
data rates of 11 Mbps, 
equivalent to 10BaseT 
Ethernet. With a 
multimedia enabled MAC, 
this enables high-speed 
internet sharing, CD-
quality audio, and single 
MPEG-2 streams.  
Range: Offers superior 
range versus 802.11a; up 
to 30 metres depending on 
product and operating 
environment. 
 

Lack of QoS and 
Multimedia Support: 
Designed for the enterprise, 
802.11b is limited in its 
ability to support rich 
multimedia. Cannot support 
concurrent media streams 
well. 
Interference: Susceptible to 
interferers in the 2.4GHz 
band, such as microwave 
ovens and cordless phones  
Complexity: Most 802.11b 
products are hard to install 
and reconfigure.  
Range Degradation: 
Generally, offers ranges up 
to 30 m, much more than 
802.11a. In most cases, 
however, data rates begin to 
drop back (to 5.5 Mbps, 
then 2 Mbps, then 1 Mpbs) 
far in advance of this, and 
many products can’t reach 
30 metres at any speed. 
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IEEE 
802.11e  
General 
market 
expectancy: 
Standard 
pending; 
products 
expected in 
2002. 

MAC layer specification 
that adds multimedia and 
QoS support to the 
current 802.11 WLAN 
standard.  
IEEE 802.11e is a MAC 
enhancement that works 
with both the 802.11b 
and 802.11a PHYs, as 
well as the upcoming 
802.11g PHY 
specification.  
The current 802.11e draft 
specification is based in 
large part on a joint 
proposal from 
ShareWave, Lucent, and 
AT&T. 
 

QoS and Multimedia 
Support: 802.11e adds 
these capabilities to 
802.11 products (a, b and 
g). 
Universal Standard: 
802.11e is a watershed 
development because it 
adds home-focused 
features to the current 
business wireless LAN 
standard, creating a 
universal specification for 
home, enterprise and 
public environments, such 
as airports or hotels.  

Availability: Currently a 
draft specification. Final 
approval expected this year, 
and products sometime 
following that. 

IEEE 
802.11g  
General 
market 
expectancy: 
Standard 
pending; 
products 
expected late 
2002 or in 
1H 2003. 

A 2.4 GHz physical layer 
specification that will 
offer faster data rates 
than 802.11b (equal to or 
exceeding 22 Mbps). 
Specification is currently 
under development and 
has not been ratified.    
Uses an OFDM PHY 
operating in the 2.4GHz 
band. MAC based on the 
standard 802.11 MAC 
architecture. 
Can also use 802.11e 
MAC for multimedia 
support. 
Can interoperate with 
802.11b nodes. 
 

Speed: 802.11g’s higher 
data rates versus 802.11b 
enable both richer content 
to be sent across the 
network, as well as 
enabling more concurrent 
streams.  
Interoperability: 802.11g 
is interoperable with the 
large and growing 
installed base of 802.11b 
networks.   

Availability: Currently a 
draft specification.   
Lack of QoS, Interference, 
Complexity, and Range. 
Degradation:  802.11g 
presents the same 
disadvantages as outlined in 
the 802.11b section above.   

Table Annex 2. IEEE 802.11 overview of standards and specifications97 

 

                                                 
97 Wulfing, Joe, article on HomeToys, Inc. website, http://www.hometoys.com, (August 15, 
2001)   
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Annex 3 – HiperLAN/2  
 
The main parameters for HiperLAN/2 have the following values: 
 

•  FFT size: 64;  
•  Number of used sub-carriers: 52, where 48 sub-carriers are used for data and the rest 

for pilots;  
•  Channel Spacing: 20 MHz;  
•  Sampling rate: 20 Msamples/s;  
•  Guard interval: 800 ns default mode corresponding to 16 time samples; 400 ns as an 

option;  
•  Sub-carrier modulation: BPSK, QPSK, 16QAM and optionally 64QAM;  
•  Sub-carrier demodulation: coherent;  
•  Mandatory Forward Error Correction: a rate 1/2, constraint length 7 mother 

convolutional code (9/16 and 3/4 by code puncturing);  
•  Supported data rates: 6, 9, 12, 18, 27, 36, 54 Mbps;  
•  Interleaving: Block interleaving with the size of one OFDM symbol.  

 
A comparison of 802.11 and HiperLAN/2 is presented in table 12.  
 
Characteristic 802.11b 802.11a HiperLAN/2 
Spectrum 2.4 GHz 5 GHz 5 GHz 
~Max physical rate 11 Mbps 54 Mbps 54 Mbps 
~Max data rate, layer 3 5 Mbps 31 Mbps 32 Mbps 

Medium access control/Media sharing CSMA/CA  Central resource control/ 
TDMA/TDD 

Connectivity Conn.-less  Conn.-less  Conn.-orientated  
Multicast Yes Yes Yes 

QoS support (PCF) (PCF) 
ATM/802. 
1p/RSVP/DiffServ (full 
control) 

Frequency selection DSSS Single Carrier 
Single carrier with 
Dynamic Frequency 
Selection 

Authentication No No NAI/IEEE address/X.509 
Encryption 40-bit RC4  40-bit RC4  DES, 3DES  

Fixed network support Ethernet Ethernet Ethernet, IP, ATM, 
UMTS, FireWire, PPP 

Radio link quality control No No Link adaptation 

Table Annex 3. Summary of the characteristics of 802.11b, 802.11a, and HiperLAN 98 

 

                                                 
98 HiperLan2 Global Forum, http://www.hiperlan2.com/default.asp, (February 26, 2002) 


