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This working paper, part of the second year of CATS’ project on intelligence 
for terrorism and homeland security for the Swedish Emergency Management 
Agency (SEMA), explores a new category of intelligence problems, “complexi-
ties.” Those seem particularly present in assessing terrorists groups and so pro-
tecting the homeland. The challenge is what intelligence and other agencies 
can usefully say about them for policy-makers, ranging from senior leaders of 
government to police on the street. This paper first defines complexities and 
explores their implications, then looks at several examples of how complexities 
might be addressed in counterterrorism intelligence and law enforcement. 

“Complexities” and “Wicked Problems”

Most intelligence questions about nation-states fell, and fall, into the frequent-
ly used distinction between puzzles and mysteries.� Puzzles have an answer 
in principle; intelligence just may not know it. North Korea has X nuclear 
devices. Mysteries are future and contingent, with no definitive answer even 

� On the distinction between puzzles and mysteries, see Gregory F. Treverton, “Estimating 
Beyond the Cold War,” Defense Intelligence Journal, 3, 2 (Fall �994); and Joseph S. Nye, Jr., 
“Peering into the Future,” Foreign Affairs, 77, 4 July/August �994, 82-93. For a popular ver-
sion, see Treverton, “Risks and Riddles,” Smithsonian, June 2007
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in principle. Whether North Korea will dismantle its nuclear programs is a 
mystery. But mysteries have some shape; we know what variables matter most 
in producing an outcome, and we may have some historical evidence about 
how they interact. “Complexities,” by contrast, are mysteries-plus. 2 Figure � 
displays the range from puzzles to complexities. Large numbers of relatively 
small actors respond to a shifting set of situational factors. Thus, they do not 
necessarily repeat in any established pattern and are not amenable to predic-
tive analysis in the same way as mysteries. Those characteristics describe many 
transnational targets, like terrorists – small groups forming and reforming, 
seeking to find vulnerabilities, thus adapting constantly, and interacting in 
ways that may be new. 

Table 1: Puzzles, Mysteries and Complexities

Type of Issue Description Intelligence Product

Puzzle Answer exists but may not be known The solution

Mystery Answer contingent, cannot be known, 
but key 
variables can, along with sense for 
how they combine

Best forecast, perhaps with scenarios 
or excursions

Complexity Many actors responding to chang-
ing circumstances, not repeating any 
established pattern

“Sensemaking”? Perhaps done orally, 
intense interaction of intelligence and 
policy

The critical differences between mysteries and complexities turn on shape and 
“boundedness.” Mysteries are mysteries; they cannot be solved. But they do 
have the shape provided by history and perhaps some theory, both specific 
to the issue at hand and more general, including inferences from other cases. 
Those provide clues to what factors are important, what indicators bear on 
those factors, and how those factors may combine to produce outcomes. 

A nice example of dealing with a mystery arose at the May 2008 workshop 
of this project, one from the private sector, not the public. The mystery was 

2 The terms is from Dave Snowden, “Complex Acts of Knowing: Paradox and Descriptive 
Self-Awareness,” Journal of Knowledge Management, Special Issue, September 2002, avail-
able at http://www.kwork.org/Resources/snowden.pdf, (last visited December �7, 2003). His 
“known problems” are like puzzles and his “knowable problems” akin to mysteries. 
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whether a given country would suffer a financial crisis. Drawing on a wide set 
of cases across the world, one bank developed a warning system based on a set 
of statistical indicators – and formalized it into a signal system.  Yet only one 
in three warnings eventuated into an actual currency crisis. The reason was 
that mysteries are contingent. They depend. In this case, governments could 
take corrective action to make the warning not come true. As a result, the 
warning was broadened to include the risk of policy tightening – for instance, 
by increases in interest rates. The warning became that a crisis was likely if no 
tightening occurred. 

 Because mysteries have some shape, sharp discontinuities are rare. They 
are bounded. In the example above, only one in three predicted financial cri-
ses actually occurred. Most governments are not overthrown; most coups fail. 
Intelligence most often is wrong about mysteries when adversaries seek to sur-
prise, as the rich literature on surprise attack attests.3 In those cases, the shape 
derived from history and theory becomes the attackers’ friend and the assessor’s 
enemy. Witness that shape turned into conventional wisdom that wars in the 
Middle East keep proving wrong, for instance, that attackers wouldn’t start 
wars they couldn’t win on the battlefield. 

In contrast, complexities have much less shape and so are less bounded. 
Because history, comparable cases and theory may be lacking, what to look for 
is not clear. Nor are the factors that will be important or how they may inter-
act to produce an outcome. In these circumstances, uncertainty is very high 
and hard to reduce. Moreover, many of the actors driving complexities – for 
instance, transnational actors like terrorists – will also seek surprise. In those 
circumstances, one of the few relative advantages of complexities is that there is 
no common wisdom that becomes the adversary’s friend. September ��th drove 
home that anything can happen and so put an end, for a time at least, to the 
nostrums beginning with “they couldn’t” or “they wouldn’t.” 

Complexities are similar to what are sometimes called “wicked” problems. 
Indeed, for present purposes they may be the same. A “wicked” problem might 
be distinguished from a “tame” one. A tame problem, somewhat like a puzzle: 

3 : The classic work on surprise attack is Roberta Wohlstetter, Pearl Harbor: Warning and 
Decision (Palo Alto: Stanford University Press, �962). See also Richard Betts, Surprise Attack, 
(Washington: Brookings, �982). Not surprisingly, Israeli scholars have been especially inter-
ested in surprise attack, for instance, Ephraim Kam, Surprise Attack: The Victim’s Perspective, 
(Cambridge, MA: Harvard University Press, �988) or Uri Bar-Joseph, The Watchman Fell 
Asleep: The Surprise of Yom Kippur and its Sources, (Albany: State University of New York 
Press, 2005. A path-breaking study of intelligence in a crisis is Alexander Fursenko and 
Timothy Naftali, “One Hell of a Gamble”: Khrushchev, Kennedy, Castro and the Cuban Missile 
Crisis, 1958-1964 (London: John Murray, �997). Wilhelm Agrell has written on early warn-
ing signals in relation to crisis management in “Förvarning och samhällshot” (Stockholm: 
Studentlitteratur, 2005).
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•	 Has a relatively well-defined and stable problem statement.
•	 Has a definite stopping point, that is,. we know when a solution is 

reached.
•	 Has a solution which can be objectively evaluated as being right or wrong.
•	 Belongs to a class of similar problems which can be solved in a similar man-

ner.
•	 Has solutions which can be tried and abandoned. 4

Interestingly, wicked problems were first defined in urban planning. In �973, 
Horst Rittel and Melvin Webber, both urban planners at the University of 
Berkley, published “Dilemmas in a General Theory of Planning” in the jour-
nal Policy Sciences. The authors observed that there is a whole realm of social 
planning problems that cannot be successfully treated with traditional linear, 
analytical approaches to urban planning. They called these “wicked” (that is, 
messy, circular, aggressive) in contrast to relatively “tame” problems, such as 
mathematics, chess, or puzzle solving. Rittel and Webber’s work continued to 
focus on the nature of ill-defined design and planning processes. They wrote:

“The classical systems approach … is based on the assumption that 
a planning project can be organized into distinct phases: ‘under-
stand the problems’, ‘gather information,’ ‘synthesize information 
and wait for the creative leap,’ ‘work out solutions’ and the like. For 
wicked problems, however, this type of scheme does not work. One 
cannot understand the problem without knowing about its context; 
one cannot meaningfully search for information without the orienta-
tion of a solution concept; one cannot first understand, then solve.” 5 

“Wicked problems are ill-defined, ambiguous and associated with strong 
moral, political and professional issues. Since they are strongly stakeholder 
dependent, there is often little consensus about what the problem is, let alone 
how to resolve it. Furthermore, wicked problems won’t keep still: they are sets 
of complex, interacting issues evolving in a dynamic social context. Often, new 
forms of wicked problems emerge as a result of trying to understand and solve 
one of them.”6

4 Jeff Conklin, “Wicked Problems and Fragmentation,” Unpublished working paper, 200�, p. 
��.

5 Horst Rittel and Melvin Webber. “Dilemmas in a General Theory of Planning,” Policy 
Sciences, 4 (�973), �6�.

6 Tom Ritchey, “Wicked Problems: Structuring Social Messes with Morphological Analysis,” 
Swedish Morphological Society. November 7, 2007 (Downloaded from: www.swemorph.
com.), pp. �-2.
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A year after Rittel and Webber’s seminal article, in his book “Re-designing 
the Future,” Russell Ackoff posited a similar concept (although in less detail), 
which he called a “mess,” and which later became a “social mess.”7

In a list similar to the one for tame problems, complexities might be char-
acterized in the following ways:
•	 There is no definite formulation of a wicked problem.   
•	 Wicked problems have no stopping rules. 
•	 Solutions to wicked problems are not true-or-false, right or wrong but, 

rather, better or worse, good enough, etc.
•	 There is no immediate and no ultimate test of a solution to a wicked prob-

lem. Every wicked problem is essentially unique and novel. 
•	 Every solution to a wicked problem is a “one-shot operation”; because there 

is no opportunity to learn by trial-and-error, every attempt counts signifi-
cantly.

•	 Wicked problems do not have an enumerable (or an exhaustively describ-
able) set of potential alternative solutions, nor is there a well-described set 
of permissible operations that may be incorporated into the plan.

•	 Every wicked problem is essentially unique.
•	 Every wicked problem can be considered to be a symptom of another [wick-

ed] problem.
•	 The causes of a wicked problem can be explained in numerous ways. The 

choice of explanation determines the nature of the problem’s resolution.
•	 [With wicked problems,] the planner has no right to be wrong. 8

This list betrays the origins of wicked problems in policy, not intelligence, and 
in planning, not assessment. In principle, it is possible to imagine wicked prob-
lems that were not characterized by social complexity. Indeed, in the examples 
from planning, much of the social complexity derives from the stakeholders, 
whose interests cannot be separated from the planning problem at hand. (That 
is a nice reminder that stakeholders have interests in intelligence assessments 
as well, interests that the assessment process ignores at its peril. An uncertainty 
that is, for one stakeholder, simply a giant headache may be, for another, an 
opportunity to seek budgets to build hedges.)

Nor need social complexity always make for wicked problems. In the plan-
ning example, the interactions that shaped the use of an urban space might be 
complex but perhaps could be rather simply mapped at the level required for 

7 Ackoff ’s book is Re-defining the Future, (London: Wiley, �974). On “social mess,” see R. Horn, 
Knowledge Mapping for Complex Social Messes, 200�. A presentation to the “Foundations in 
the Knowledge Economy” at the David and Lucile Packard Foundation. [Online] Available 
at: http://www.stanford.edu/rhorn/a/recent/spchKnwldgPACKARD.pdf.

8 Rittel and Webber, cited above. 
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certain kinds of planning. Here, though, social complexity is of the essence of 
wickedness; it makes it difficult to tame the wickedness. 

Terrorism as Complexities

At the extreme, complexities could become purely random, what Snowden calls 
“chaotic” problems. At that point, the quest for understanding becomes pretty 
fruitless, by definition. Most of the work on so-called chaos theory is an effort 
to limit the chaos, to find regularities, or complicated interactions amidst what 
looks like purely random behavior.9 At the extreme, intelligence’s role would be 
like the speech-writers in the joke German Chancellor Helmut Schmidt used 
to tell on himself. His speech-writers tired of his never using their text, and so 
on one occasion, when he actually was reading a speech, he got to the bottom 
of a page and read, ringingly, “I feel very strongly about this, and here are the 
seven reasons why!” When he turned the page, all he found was “You’re on 
your own, Mr. Chancellor.” Intelligence would say to policy-makers: “We have 
discovered that this problem is a complexity. You’re on your own.” 

Plainly, that is not good enough. Modern terrorists are not so different in 
scope, strategy, intention, and source from other international security threats 
past and present that we should throw away all traditional problem-solving 
and analytical frameworks. The mystery-complexity distinction is really a con-
tinuum. So the challenge in addressing terrorism as complexity is to import 
concepts but carefully, always mindful that they may be wrong, that we may be 
surprised, and that new patterns or theories may be required. Some of what we 
might apply, carefully, is what we knew but forgot. Just as the very calibrated, 
political nature of the terrorists on the far left in the �960s and �970s made 
us forget that for most of history terrorism was about mass killing, so too we 
were prone to exaggerate just how different their religious motivations made 
the terrorists of the �990s and 2000s. We now know better. They have more in 
common with previous terrorists than we thought. 

There is also more continuity in tactics. A dozen years before September 
��th, my RAND colleague, Brian Jenkins, wrote: “The nightmare of govern-
ments is that suicidal terrorists will hijack a commercial airliner and, by kill-

9 For instance, for Crutchfield relative measures of both randomness and structure are neces-
sary for determining a system’s complexity. At the extremes, the system is structurally sim-
ple. Statistical complexity – which is correlated to structure – is greatest in the intermedi-
ate regime.  In complexity literature, this intermediate regime is referred to as the “edge of 
chaos,” and is where some of the most interesting system behaviors occur -- such as surprise, 
innovation, and phase transitions. See J. Crutchfield, The Calculi of Emergence: Computation, 
Dynamics, and Induction, Santa Fe Institute Report 94-03-0�6, �994.
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ing or replacing its crew, crash into a city or some vital facility.”�0 Notice that 
not only was he prescient about the possible attack mode, but he also attrib-
uted that prescience to governments as well. Former U.S. Secretary of Defense 
Donald Rumsfeld focused attention in the intelligence war on terrorism on the 
“known unknowns,” the things we know we don’t know, and, especially to the 
“unknown unknowns,” the things we don’t know we don’t know.��  In this case 
and others, what is just as important are the “unknown knowns” – the things 
we knew but have forgotten or didn’t know we knew.

Writing in �996, well before September ��th or the Iraqi insurgency or the 
London bombings, Walter Laquer also wrote presciently, and described the 
complexity of the terrorist threat.

“Scanning the contemporary scene, one encounters a bewildering 
multiplicity of terrorist and potentially terrorist groups and sects.  An 
individual may possess the technical competence to steal, buy, or manu-
facture the weapons he or she needs for a terrorist purpose; he or she 
may or may not require help from one or two others in delivering these 
weapons to the designated target. The ideologies such individuals and 
mini-groups espouse are likely to be even more aberrant than those of 
larger groups. And terrorists working alone or in very small groups will 
be more difficult to detect unless they make a major mistake or are 
discovered by accident…. Society has also become vulnerable to a new 
kind of terrorism, in which the destructive power of both the individual 
terrorist and terrorism as a tactic are infinitely greater. New definitions 
and new terms may have to be developed for new realities, and intel-
ligence services and policymakers must learn to discern the significant 
differences among terrorists’ motivations, approaches, and aims.” �2

A listing of the characteristics of terrorists, as we now understand them, might 
be the following:�3

•	 Terrorism is predominantly a phenomenon of group psychology, where a 
social system of sympathizers and supporters exerts multiple influences on 
individual behavior.

•	 There is not single root cause of terrorism, like poverty; rather there are 
multiple paths to terrorism.  

•	 Terrorist groups and their supporting social systems are embedded within 

�0 See his “The Terrorist Threat to Commercial Aviation,” P-7450, (Santa Monica: RAND 
Corporation, March �989, p. �0. 

�� The distinctions were not new with Rumsfeld but he used them, famously, in a Pentagon 
press briefing, December �2, 2002. For the transcript, see http://www.defenselink.mil/tran-
scripts/transcript.aspx?transcriptid=2636

�2  See his “Postmodern Terrorism,” Foreign Affairs, 75 (�996), 24-36.
�3 This list is from Nancy K. Hayden, who also provides a rich set of citations to the relevant lit-

erature for each. See her The Complexity of Terrorism: Social and Behavioral Understanding, 
Trends for the Future, Sandia National Laboratories, forthcoming.
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evolving institutional and political structures and complex religious belief 
systems.

•	 Terrorist actions have several, perhaps many, audiences, and evolve with 
responses by those audiences. 

•	 Terrorists innovate and adapt in response to changes in both counterterror-
ism measures and independent events.

•	 Self-organizing terrorist groups form primarily through social networks; as 
such their structure is largely a function of those social ties.

•	 Decentralized terrorist networks facilitate resiliency in operations, diffusion 
of ideology and innovation, and distribution of resources and informa-
tion. 

The list is daunting, and much of it is a description of complexity. But it also 
provides places to start, evidence to look for, and suggestive patterns to try 

Addressing Complexities with Organizations

The fight against terror, to be sure, introduces dramatic new elements of dyna-
mism, complexity and uncertainty. Its complexity, for instance, breaks down 
both horizontal and vertical specialization in organization; it may be more 
important to get a particular piece of information to the infrastructure man-
ager on the front lines than it is to get it to the Prime Minister.  Moreover, none 
of the traditional responses by organizations to increased uncertainty – for 
instance, creating self-contained subunits with specific functional responsibili-
ties – is really relevant to homeland security.

Rather, newer information processing models suggest that organizations 
will seek to develop information systems for gathering information at points 
of origin, performing analysis, and directing customized information to any 
number of decision-makers in the hierarchy. For domestic intelligence in the 
fight against terror, “information sharing” initiatives are almost a perfect anal-
ogy to this guidance, seeking to collect and analyze information at many points 
in the enterprise, and get the information many decision-makers need to them 
when they need it. The analogy extends still further, for recent research sug-
gests that better information systems still may not mitigate all of the negative 
characteristics of the environment. Productive organization redesign options 
then will most likely take one of three courses – changing structural com-
ponents; introducing or expanding information systems, or an integration of 
both strategies.

In looking closer at decision-making processes, traditional organization 
theory applied two criteria to decisions: How fast are they, and how compre-
hensive – that is, are all relevant factors pertaining to the decision included 
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in the process? The rub is that the criteria are often at odds with the each 
other. Fast decisions often come at the cost of comprehensiveness, and vice 
versa. Moreover, these criteria for decisions also bear on the design of organiza-
tions. In traditional organizations, fast decisions tended to be associated with 
a decentralized authority structure and fewer hierarchical levels between the 
operating levels of the organization and executives.�4 Most pre-September ��th 
law enforcement organizations were variations of that model.  

By contrast, comprehensive decisions implied information processing and 
vetting through the hierarchy to a centralized decision authority. If character-
istics of the environment required comprehensive decision processes, then, in 
the traditional view, organizations should maintain hierarchical structures or 
invest in information systems that could exceed the capacity of the hierarchy 
to process decision related information. This logic suggested that enterprises 
operating in a highly uncertain environment should: �) maintain vertically 
specialized hierarchies; 2) decentralize decision-making authority to levels of 
the organization that can immediately process and use new information as it is 
acquired; and 3) increase the use of information technology directed at gather-
ing and analyzing data and information from the environment.

In contrast, if high dynamism were the chief characteristic of the envi-
ronment, then organizations needed to make fast decisions, and they need-
ed information processes that sorted the most critical information from the 
environment for decision making. In addition, the hierarchical structure 
should be reduced to keep decision processes closest to operational activities. 
Organizations in dynamic environments needed to invest in information tech-
nology that facilitated lateral and vertical information sharing. 

Finally, complex environments presented unique challenges to organiza-
tions because they required decision making processes to be both comprehen-
sive and fast.  For example, partners, competitors, rules of engagement, politi-
cal stakeholders, the geographical differences of different operating locations 
all represented different points of view and different kinds of information that 
that needed to be integrated in making decisions – an apt characterization of 
homeland security intelligence enterprise. As a result, the guidance to organi-
zations was to maintain the vertical specialization of hierarchy to match the 
complexity of information processing with other actors in the environment 
but, at the same time, decentralize decision-making authority to keep deci-
sion speed high at levels close to operations. Information technology was to 
be directed at enhancing analysis capability to increase decision-making speed 

�4 K. M. Eisenhardt, “Making Fast Decision in High Velocity Environments,” Academy of 
Management Journal, 32 (�989), 543-576.
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and to increase scanning and synthesizing information from the environment. 
Table 2 summarizes these considerations:

Table 2: Operating Environments, Decision Requirements and Design Considerations

Salient Characteristic
Of Operating Environment

Decision 
Requirement

Design 
Considerations 

High uncertainty Comprehensive • Vertical specialization
• Decentralization
• IT to collect, analyze

High dynamism Fast • Limit hierarchy
• IT to share vertically and horizontally

High complexity Fast and compre-
hensive

• Maintain vertical specialization
• Decentralization
• IT to analyze, scan, synthesize

In other areas of public policy, such as software development and project design, 
experts are developing ways of identifying wicked problems and coping with 
them. DeGrace and Stahl, apply wicked complexity to computer engineer-
ing.�5 To deal with wicked problems better, Rittel had developed the “Issues 
Based Information System” (IBIS), a framework that enables groups to break 
problems down into questions, ideas and arguments. Expanding on IBIS, 
computer scientist Jeff Conklin recently developed gIBIS (“graphical IBIS”). 
Now Director of the CogNexus Institute (http://cognexus.org/), Conklin also 
developed Dialogue Mapping, a meeting facilitation skill usually supported by 
a software tool. By taking a group’s conversation about a problem and structur-
ing it as an issue-based diagram, Dialogue Mapping enables groups to further 
understand and frame the problem appropriately, which is believed to be an 
important step in tackling wicked problems.

More recently, researchers have applied wicked problems to private sector 
strategy. Between �995 and 2005, John Camillus completed three research 
projects that provided insights into wicked strategy problems. He concluded 
that companies can tame – but they cannot solve – wicked problems. To do so, 
companies should:�6

•	 Involve stakeholders, document opinions and communicate. Since stake-
holders will disagree, it's important to involve them early on in the discus-
sions about the nature of the problem and how to solve it. The goal is not 
to get everyone to agree but to get everyone to understand each other's posi-
tions so that people can work together to find ways to manage the problem. 
It is also important to document the ideas and concerns continually. This 

�5 Peter DeGrace and L. Hulet Stahl, Wicked Problems, Righteous Solutions: A Catalogue of 
Modern Software Engineering Paradigms, Prentice Hall PTR, February (�998).

�6 John C. Camillus, “Strategy as a Wicked Problem,” Harvard Business Review, May 2008.
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provides an opportunity for communication with employees throughout 
the organization.

•	 Define the corporate identity. While trying out different ways to deal with a 
wicked problem, the organization must still stay true to its strategic intent. 
It must be sure that its actions align with its values, competencies and aspi-
rations.

•	 Focus on action. Since it will be impossible to identify the right strategy, 
companies shouldn't think through every possible option. Instead they 
should experiment with a few that are feasible. However, any path taken 
will have unforeseen consequences that will require changes in strategy. It 
is important to learn from those mistakes and not try to avoid them.

•	 Adopt a “feed-forward” orientation. Since wicked problems are unique they 
require novel solutions. To take a "feed-forward" orientation, companies 
need to discover how to envision the future. Scenario planning, looking out 
�0, 20 or even 50 years, helps executives get into the mindset of imagining 
the type of plans they might need to succeed in the future. 

“Sensemaking” in Homeland Security

It was the particular challenges of dealing with high complexity – exactly the 
circumstances of the fight against terror – that led to a related line of thinking 
about organizations and process, sensemaking.�7 In the United States, that 
approach was spurred by looking at major failures, like the Three Mile Island 
nuclear accident or the space shuttle Challenger disaster.�8 These examina-
tions sought to understand how complexity could blind people to emerging 
catastrophes or create vicious cycles that could lead to major failures in cri-
ses. For instance, while the pre-September ��th FBI was perfectly shaped for 
law enforcement – decentralized into geographically defined units, with a flat 
hierarchy and thus the ability to make decisions fast – it and its fellow law 
enforcement organizations were not designed for the complex environment of 
the terrorist threat. 

While the first approaches to knowledge management tended to treat 
knowledge as a durable object that could be transferred, stored, accessed, and 
used – in short, learned – sensemaking treated knowledge as an ephemeral 
social construction that must be created, is difficult to move across bounda-
ries (“sticky”), is “recontextualized” in moving from one context to another, is 

�7 The term derives from Karl Weick. See his Sensemaking in Organizations, (Newbury Park, 
CA: Sage Publications, �995).

�8 See, for instance, Charles Perrow, Normal Accidents: Living with High-Risk Technologies, (New 
York: Basic Books, �984); and K. E. Weick and K.M. Sutcliffe, Managing the Unexpected: 
Assuring High Performance in an Age Of Complexity, (San Francisco: Jossey-Bass, 200�).
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subject to decay and destruction, and must be “reaccomplished” from day to 
day. For the sensemaking approach, information was less learned by the organi-
zation that created by it.�9 The language of “information sharing” dominates 
current discussion of the homeland security enterprise. Yet from a sensemaking 
perspective, the goal is not sharing information but jointly creating it across 
national, local and private organizations.20

The sensemaking perspective is also suggestive for more fine-grain process-
es within individual agencies and across homeland security, especially analytic 
processes as they encounter the complexity of the terrorist threat. The ongoing 
stream of events is likely to include some disruptive “environmental jolts” that 
– when bracketed for further attention -- can trigger a process of “sense-los-
ing.”2� In sensemaking, the aim is to help groups move from an orderly context 
to a chaotic context and then reconstruct a new orderly context. In shaping 
those processes, the watchwords are:22

•	 Social: People don’t discover sense, they create it, usually in conversations. 
Those conversations are critical.

•	 Identity: The first identities that surface in an inexplicable event, identi-
ties such as “victim” or “fighter,” lock people in to overly limited options. 
Moving beyond first identities is imperative.

•	 Retrospect: Faced with the inexplicable, people often act their way out of 
their puzzlement by talking and looking at what they have said in order to 
discover what they may be thinking. The need is to make it possible for 
people to talk their way from the superficial, through the complex, on to 
the profound. 

•	 Cues: People deal with the inexplicable by paying attention to a handful of 
cues that enable them to construct a larger story. They look for cues that 
confirm their analysis; and in doing so, they ignore a great deal. Expanding 
the range and variety of cues is important. 

�9  he foregoing description is from Program on National Security Reform, “Project on National 
Security Reform Literature Review,” no date. As of May �4, 2008:

http://www.pnsr.org/pdf/Organizational_Structure_Literature_Review_draft.pdf
20 Lt. John Sullivan of the Los Angeles County Sheriff ’s Department refers to this process as 

“coproduction.”
2� See A.D. Meyer, “Adapting to Environmental Jolts,” Administrative Science Quarterly, 27, 

(�982), 5�5-537; and J.D. Orton, “Enactment, Sensemaking, and Decision-Making in the 
�976 Reorganization of U.S. Intelligence,” Journal of Management Studies, 37, 2 (March 
2000), 2�3–234.

22 See Weick, Sensemaking in Organizations, cited above. The watchwords and description are 
from Karl E. Weick, “Leadership When Events Don’t Play by the Rules,” available at http://
www.bus.umich.edu/FacultyResearch/Research/TryingTimes/Rules.htm.
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•	 Ongoing: Sensemaking is dynamic and requires continuous updating and 
reaccomplishment. Groups can’t languish in thinking “Now we have it fig-
ured out.” 

•	 Plausibility: What is unsettling when people face the inexplicable is that 
they tend to treat any old explanation as better than nothing. That is 
healthy, but the first plausible account can’t be the last possible story. 

•	 Enactment: Most of all, in inexplicable times, people have to keep moving. 
Recovery lies not in thinking then doing, but in thinking while doing and 
in thinking by doing. People need to keep moving and paying attention. 

The watchwords are pretty abstract, but they suggest the goals both in design-
ing organizations and especially in fashioning processes within and across them. 
Mindfulness is critical, both in the sense of being open-minded but also in the 
sense of being aware of just how uncertainty the complexity of reality can be 
and how possible it is that the group will be surprised. Suppose, for instance, 
the U.S. FBI and CIA officers who met in New York in June 200� had engaged 
in a sensemaking conversation, instead of mutually holding back information 
they weren’t sure they could pass to each other. They might have led to the joint 
discovery of where two of the September ��th terrorists had been and in fact 
were. Broadened, it might have introduced flight schools as a jolt, a jolt that 
might then have triggered another round of conversation in an effort to make 
some sense of that inexplicable piece.

Sensemaking in Law Enforcement

The project’s May 2008 workshop discussed a law enforcement example that 
wasn’t called sensemaking but sprang from a very similar motivation. The 
emphasis on “intelligence led” policing came out of Kent, England a genera-
tion ago. The logic was that it was better to prevent the 2�st crime than to solve 
the twenty that came before. In that sense, what has been going on is a long 
experiment at whether that proposition can be made to come true. The chal-
lenge is that police generally are inclined to make any case they can, rather than 
deferring to take up particular cases or concentrate on prevention – the latter 
especially requires making sense of a complex environment.  

The European Union defines organized crime as more than two people 
engaging in serious criminality with some permanence, where the goal is power 
or financial gain. The definition is elaborated, but that is the core. Types of 
crime are less useful as a category, for those tend to remain relatively constant; 
what police need to focus on is behavior. In that sense, the police live not in a 
world of limited information but in one of huge information; the problem is 
relevance. As an example, investigations are law enforcement’s main tool, but 
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the critical information is hat is not in the investigation. From a police perspec-
tive, justice ministries include many “integrity huggers” who make it hard to 
get at some information that is in police registers. 

Much of what passes for “strategic analysis in law enforcement is too general 
to be helpful – “the price of heroin in falling in Russia,” for instance, which 
doesn’t really help local law enforcement in Sweden. The goal of this analysis, 
rather, is to establish some priorities. It seeks to work in both directions up 
and down a ladder, both from the top down with seven strategic areas, both 
regional and functional (Balkans, eastern Europe, human smuggling, cocaine, 
criminal organizations (prison or motorcycle gangs, for instance), and from 
the bottom up through known or suspected criminality among groups or indi-
viduals. The time horizon is about three years. One Swedish gang began as the 
Muslim Brotherhood, but then become the “Original Gangsters”; its leader 
was described as better in jail – both safer and more able to lead. Sometimes 
honor is more important than turf; for reasons more of the former kids in 
Gothenburg took on the Bandidos criminal gang. 

The process begins with a very open-ended brainstorming, much like that 
described in work on sensemaking, with stickies on a whiteboard, looking for 
groups and associations. Once that board is full, then the “fish,” in figure �, 
begins to organize that brainstorming:

Figure 1: Mapping Associations and Hypotheses
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The fish metaphor is that tasking is illustrated by the tail, the backbone 
keeps it all together and the result comes out through the mouth. As the figure 
suggests, competing hypotheses are added, and one set of associations (in one 
fish) might be decomposed into a separate fish of hypotheses and associations. 
The process pays particular attention to resources and capabilities, which are 
key, as well as the legal business in which crime groups are engaged. It also 
looks at countermeasures that particular gangs take, like throwing away their 
cell phones or carefully reading court documents for hints about investigative 
strategies. Secondary criminality is also important because, on the Al Capone 
principle, it may be a way to get criminals off the street even if they cannot be 
caught at their major crimes. 

Ideally, one output of the process would be indicators, which could then be 
fed back as tasking or things to look for. On the whole, though, the people on 
the street know suspicious behavior, though there are sharp differences among 
organizations; Custom may notice but the Coast Guard less so.) Observations 
relevant to those indicators get put in the criminal intelligence register. The 
main outputs are targeting and priority setting. (In language, law enforcement 
in Sweden finds it necessary to talk of “problem,” for “threat” is the province 
of the military.) The point is not “strategy” in some grand sense but something 
more operational. That includes sharing information through the register with 
those who can use it. 

In some ways, it was easier to penetrate the Italian gangs, for they were 
ethnic and somewhat territorial. While technology lags the needs, sometimes 
help comes in strange ways. The recent riots in Copenhagen sparked by what 
Muslims regarded as provocations were bad for business, including criminal 
business, so the Black Cobra gang discouraged the rioters. Is there risk of a 
gang-geek alliance? So far, the answer seems less in crime than in terrorism. 
Gangs have not used the Web as a recruiting device to the same extent, but 
rather have relied on it more for communication. 
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Concluding Words: Intelligence and Policy

Virtually all of the 2000s post mortems of intelligence called for more creativ-
ity in analysis – a steep hill to climb. Yet, psychologists are eloquent that busy, 
harried people are less likely to be creative.23 Rather, creativity arises from 
reflection, from down time. An experiment might create a cell for understand-
ing, say, Al Qaeda and its strategy. That cell might be enjoined from current 
production but instead empowered to reflect, to go to conferences, to walk in 
the park, to consult outsiders, to brainstorm, and the like, passing insights only 
when it had them. 

Sensemaking is a step in this direction, a continuous, iterative, largely intui-
tive effort to paint a picture of what is going in the environment of a target. 
It is accomplished by comparing new events to past patterns, or in the case of 
anomalies, by developing stories to account for them. Sensemaking is, in fact, 
done everyday in current intelligence, which is a continuous, largely informal 
effort to update the story line on an issue. It also underlies the key warning 
concept of recognition or discovery of patterns of behavior. 

The aim would not be to examine rigorously alternative assumptions or 
outcomes, but rather to prompt analysts to be continually on the lookout for 
different types of patterns. It would be, to employ another concept used by 
organizational decision-making experts – to promote mindfulness within the 
analytic intelligence organization. 24  According to organizational literature 
by proponents, mindfulness – an intellectual orientation favoring continuous 
evaluation of expectations and assumptions – is found in many organizations 
that successfully deal with high levels of complexity and uncertainty, such as 
aircraft carriers and nuclear power plants. Such organizations do very effective 
sensemaking of their environments, as is indicated by exceptionally low rates of 
accidents (a minor equivalent of an intelligence failure). According to Weick’s 
theory and some associated research, high levels of mindfulness are associated 
with, among other things, a preoccupation with past and potential failure and 
a learning culture in which it is safe and even valued for members of the organi-
zation to admit error and raise doubts. 

23 For an exploration, from a sensemaking perspective, of how creativity unfolds in large, complex 
organizations of long standing, see R. Drazin, M.A. Glynn, and R.K.Kazanjian, “Multilevel 
Theorizing About Creativity in Organizations: A Sensemaking Perspective,” Academy of 
Management Review, 24, 2 (�999), 286–307. Oldham and Cummings found that employees 
were most creative when they worked on complex, challenging problems under supportive, 
not controlling, supervision. See G. R. Oldham and Anne Cummings, “Employee Creativity: 
Personal and Contextual Factors at Work,” The Academy of Management Journal, 39, 3 (June 
�996), 607–634.

24 See, for example, Weick, K. E. and Sutcliffe, K. M. (200�). Managing the unexpected: Assuring 
high performance in an age of complexity, San Francisco, CA: Jossey-Bass,.
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For intelligence, enhancing mindfulness would be a process, not a tool. 
Sustaining mindfulness among time-pressed consumers would be even more 
difficult than getting them to read alternative analysis papers on occasion.  
Again, a portfolio of research and experiment would make sense. RapiSims are 
one example of ways to let consumers work through the various implications of 
different intelligence conclusions, and to do it all at their desks.25 Robust deci-
sion-making is similar in spirit. It uses the power of computers to let analysts 
(and decision-makers) alter variables through hundreds of scenarios, looking 
for assessments (or policies) that are robust across a wide range of those sce-
narios. If too close to consumers breeds bias but too far away leads to irrel-
evance, why not test this proposition with experiments, giving analysts different 
degrees of proximity to policy and the policy agenda? Indeed, this might not 
be done through experiment but through mining the experiences of the many 
intelligence analysts who have served rotations in policy positions.  In the end, 
analytic practice will not be reshaped until the product of analysis is reconceived 
– not as words or bytes in a finished document but as better understanding in 
the heads of policy-makers. 

25 Enabled by increasingly sophisticated spreadsheet-based programs, these would allow con-
sumers to manipulate variables to generate alternative outcomes. Decision-makers could 
quickly and easily explore a range of possibilities in a way that is more likely to be retained 
than if presented in a long and dry formal tome. See https://www.cia.gov/cia/publications/
Kent_Papers/vol3no2.htm.






