Swedish Defence University April 11, 2023 Carl zZaff
Defence Systemd=0rsvarssystem Sjalvstandigt arbetgThesisreport

Swedish
Defence
University

Thesis report

Course:Advanced Course Military Technology, Independent Project 2023

Course code: 10F011 Credits: 15 ETCS
Supervisor: Commander Thomas Svensson Date: April 11, 2023
Examiner: Associate Professor Hans Liwang Number of words14093

Automatic compilation and summarization of documented Russian equipment losses in UkraifieA
method development

Abstract

Since the Russian invasion of Ukraine on th& @#February 2022 most of the United Nationisave, in
one way or anotheparticipated inthe most significant war of many decades. The war is characteriz
Russiads atrocious war cCri mes, i1 1 egal a rfon
international law. On the other hand, the war has also been characterized by Ukrainian resilience
Europe, and a new dimension of intelligence gathering through social media.

Due to the internet, social media, the accessibility of mobiNeide e s , and Ukr aiian
effort in documenting Russian equipmérits whereabouts, status, and quantity, Gfenrce Intelligenc
possibilities have reached new levels for both professionals and amat®gespite these improve
possibilities gathering such a vast amount of datstiisa Herculean effort.

Hence, this studgontributes a starting pdifor anyone wanting to compile equipment losses by prov
a process specialized in automatic data extractidrsammarization from an existing database. The dat
in question is the image collection from the military analysis group Oryxspioenkop. To further comj
the information provided by Oryxspioenkop, the method automatically extracts and anndéestéodathg
images to provide a chronological order of the equipmen&leoseell as a graphical overview

The process shows promising results and manages to compile a large set of data, both the ir
provided by Oryx and the extractdatedrom its imagery Further, the automated process proves to be
times faster than its manual counterpart, showing a linear relationship between the number g
analysed and manhours saved. However, due to the limited developmentttienprocess stilhas roon
for improvementand should be considered semitomatic, rather than automatievertheless, thanks
the opepsource design, the process can be continuously updated and modified to work with other d
images, or the extraction of othériisgs of text from imagery.

With the rise of competent artificial image generation models, the study also raises the question if
of imagery will be a reliable source in the future when studying equipment losseatibicial intelligence
will be used as a tool of propaganda and psychological operatiaass to come

Keywords: Russian Equipment loss, RusstJkrainian War, Method development, Machine learning
Tesseract OCR, OryxspioenkopOSINT
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Automatisk sammanstélining och sammanfattning av dokumenterade ryska materielforluster
Ukraina i Metodutveckling

Sammanfattning

Sedan Rysslands oprovocerade invasion av Ukraina den 24e februaii B@2&ora delar av dEodrents
nationernangagerasigi arhundradets mest signifiki krig. Kriget har karaktariserats av ryska krigsb
olagliga annekteringar, terror, propaganda samt en total avsaknad av respekt for folkratt. | kontrast,
aven karaktariserats av Ukrainas ovillkorliga motstandskraft, ett enat Europa ach dimension a
underrattelseinhamtning fran sociala medier.

Genom internet, socialmeder, tillgangligheten av mobiltelefoner och Ukrainas militdra och c
anstrangning att dokumentera rysk matériert den befinner sig, vilken status denseamt vilken kvantiteg
den finns i, har 6ppen underrattelseinhamtning blomstrat pa bade professionell och amatérniva.
grund av den kvantitet som denna data genereras i, krdver en helhetssammanstallning en oerhérd

Darav avser detta arbete ge grund foér sammanstallning av materielforluster genom att tillhandahg
automatiserad process for att extrahera data fran en befintlig databas. Detta har exemplifierats
nyttja bildkollektioner frdn Oryxspioenkop, en gruppstdende awnilitaranalytiker som fokuserar
sammanstallning av grafiskt material. Utdver dett&ksdpletterarprocesserbefintliga datagenom at
inkludera datumet da materielen dokumenterats. Darigenom gesrakemmologisk ordninépr forlusterna

Processen visdovande resultat och lyckas att effektivt och traffsdkarnmanstélla stora mangder d
Vidare lyckas processen dtvertraffasin manuella motsvarighet och visar pa ett linjart samband n|
antalet analyserade bilder obesparadenantimmar Dock, pa grund av den korta utvecklingstidérar
processen fortfarande en delecklingsmajlighetoch forblir semiautomatisk, snarare an automatfs
andra sidargeftersom processen bygger pa oppen kallkod, finns fortsatt majlighet att uppdatera och n
processen for att pasaanat kallmaterial.

Slutligen, i och med déekontinuerligautvecklingenav artificiell intelligens ochartificiellt genereade bildey
lyfter studien frdganom denna typ av data kommer vara en trovardig kalla i framtida anay:
materielforluster, eller om det kommer att forvandlas till verktyg for propaganda och paverkansopd
I ettframtida krig.

Nyckelord: Ryssland, Materielorlust, Rysk-ukrainska kriget, Metodutveckling, Maskininlarning,
TesseractOCR, Oryxspioenkop, OSINT
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1 Introduction

Nomenclature

Computer terminology

Data, in the scope of this thesisefers tothe
collection ofdigital values(byteg. Hence data is
unprocessedand requires contexto convey
information In a similar manneto information,an
individual piece of data is incoherent and
seemingly useles3o illustratewith an examplé
thehexadecimasequenc@4f], [53], [49], [4€],and
[54], arefive pieces of data Given aprocess and a
context such as UnicodeTransform Format
(UTF8), t hi s set of OBINTa

Information on the other handefers tocomputer
processed and structureddata presented in a
context Information can beiseful, but it can also
be useless. Iithe previous illustrationthe word

WSINT6 forms a piecGrenadf
couplemor e dat asetQ@SINTisthe s
acronymfor OpenSource Intelligena2 i s f or

The sentence still lacksontext but carbe new
information depending on previous knowledge

When combininghe rightpiecesof information a
new contexttakes form, from whichntelligence
can be extracted. To further illustrabsing the
previous examplé theinformation thatiOSINT is
the acronym for OpeBource Intelligena@
combined with another sequence of dhttforms

t he s eO0StNg analgsissiurther reviewed
inthisthesi8 woul d al | aecidetoh e
whetherto continue readingpr to stop.

Metadatais a collecton of information within a
piece of data that provideslditionalcontext. For
instance, in a photo, metadata could inform what
time a photo was taken, who took ithe
manufacturer of the camer#he location it was
taken,and camera settings such as dkutspeed,
focal length, etcThis data can be reviewed when

5

analysingthe mage t o hel unde

context.

P

A Script is a set of instructions given to the
computer i n a -languageithéis c
carried out by a program, rather than directly by the
computeés processor

An Algorithm is a set of instructionsthat a
computerfollows to achieve goal, such asolving
a mathematical problem or sorting large sets of
data. An algorithm iscomparable taa recipe in
many wayd giving structurejnstructionsandthe

f ahrandogitah ademequired toperform a task.

When used in this thesi&@lgorithndwill imply a
script with the intent of sorting and cleaning data.

Scrapingwhen referred to in this thessill imply
the act of storing data from a website iman
interfdedwaya t i on

nt e nhc e .0

esearc terminology
Approach which can be found in section four,
refers totheimageprocessing developent

Processwhen mentionedefers to a set aictions
that need to becompleted to ackie adesired
result.

Method in its turn, means the specific method or
submethod that can be us&dthin a processo
achieve thevantedresult This isfurtherillustrated

in sectiongour andfive.

reader to .
Tool implies a developed software, script or

framework that can process, storegam and/or
clean data required far specificmethal.



Swedish Defence University
Defence Systemd=0rsvarssystem

1.1 Background

On the 24" of February 2022, Russia started
Europeds | argest war si
The origin of this event started eight years prior,
27" of February, with the annexation of Crimea.
Which since then has exponentially escalated in the
period 20141 2022. The escalationtarted with
pro-Russiansshooting down a military transport
plane in June 2014, killing 49 Ukrainian service
personnel, and 298 livegere
later lost in July 2014, when i
Malaysia Airlines flight was
shot down in eastern Ukraine

Then, in 2015 Ukraine was
plagued by several rocke
attacks killing 30 and injuring
many more in Mariupol.
Consequently, these even
caused Ukraine to graduall
move and form closer bonds
with Europe and NATO
during 2016 2020, resulting
i n Ukraineos$

Security Strategy 2020i

striving to become an official

Figure 1, Soldiers posing
152mm 2S3(M) Akatsiya, categorized by Oryx
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launches a large joint military exercise between

rRaossia t dné Beta®in dclo¥éo rtd dthewa r

Belarusian/Ukrainian bordér.

Altogether these eventssulted in President Putin

recognizing the independence of the =self
proclaimed L uhan sk Peoplands
Donet sk Peo,ohthe®¥ofRebrpatyb | i
2022, and commanded the
Russian military into these
areas for what he calls
Apeacekeeping
days later, 24 of February
2022, Russian state television
announces t hat
military oper at
carried out in Ukraine, which
marks the beginning of the
Russian invasion of Ukrairfe.

02.0552022

d

At the time of writing, his
war has elapsed over a year
and claimed hundreds of
thousands of lives, millions of
refugees, and billions of
dollars?®

in front of Aussian

NATO country?

In early April 2021, Russia started a substantial
military exercise in the neighbouring regions of
Ukraine. 14 of Apr i |
minister states thabver 100,00 Russian troops
were bordering Ukraing. Later that year,in
November 2021, President Zelenskyy confirms
that large masses of Russian soldiers are still close
to the Ukrainian border.

The following month Russia makes demands that
denied NATO military acess to eastern Europe as

well as Ukraine to be accepted as a NATO member
state. Later, in early February 2022, Russia

T Walker, 2023pp. 15 16.
2Walker, 2023pp. 15 16.
3 Walker, 2023p. 27.

2021 Ukr

During the war, the Ukrainian civilian population
andits armed forcefaveproven themselves to be

c%pable inLeIIigenccgatPems for the rest of the
I r] e ?‘S 51 efence .
wo r | ohiérested amateur and professional

military analysts By using social media such as
Telegram, Twitter, TikTok, YouTubeand many
more, the Ukrainians have gathered thousands of
images ofbattlescarred Russian and Ukrainian
equipment.For security reasons, many of these
images have had their metadata containing
information such asdate taken geolocation,
camera model, etaviped off However, a vast
majority of these images hawem embedded date

4Walker, 2023pp. 27, 30.
5 BBC, Ukraine war: US estimates 200,000 military
casualties on all sides, 2022
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within the image(Figure 1). These imageshen
contribute ta h e hiqdata. 6

The concept of 0big
processing, representation, analysis, dasitly
interpretation of large amounts of digital data to
support decisiomaking.

As a result of the growth of social media, the
dnternet of Thi ngs 6, t he
storage capacity, and smart devices being
accessible by the general puliligenerated data is
growing exponentially. Every social media post,
YouTube video, cloudtored security camera
footage, fridge sensor, and so forth, leave its unique
digital footprint and is stored on servers worldwide.
Hence, the possibility to use anddryret this data
creates a unique opportunity to gain intelligence
which can be acted upén.

1.2 Problem

Since neither sidef the warwants to release the

official numbers of their casualties and equipment
loss for strategic and operational security reasons
the media throws itself over any numeric value

released by experts or intelligence agencies. These

numbers arefurther skewed by &ssian and
Ukrainian propaganda, withtendency to portray
t he opposi nigtheyrfaber 6 s |

At the same timethere existsplenty of well-
established sourcéisatgatter data through Open
Source IntelligenceDue to the continuation of the
war and no indication of its end, theaeeand will
beplentyof researclopportunitiesn gathering and
analysing equipment lgs

However, since analysts have varying methods,
niches, and use different data structurethese
sources include avariety of information
Consequently, the information isontinuously
generatedand updatedresulting inthe manual
labour needed to compilend understand the

8 Gandomi & Haider, 2015. 138.
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information becoming more and mordime-
consuming.

t he

The aim of thisstudy is, hence, to exploran
automaticdata collectionprocess specializedin
photographic materiadnd datarom one or more
sources that facilitates OpenSource Intelligence

acqui sition

i mpr o (RS nThe PEogess 5 eygmplified with a

database containing informatidrom the current
RusseUkrainian war but can be used, depending
on implementation, to compile differesurces

Furthermorethe study aims toontribute to future
analysis of Russiarquipment losssi when a
larger portionof the equipment is documented,
collected sorted andaccessible

Delimitation

This study is aimedt exploring data collection and
analysis, rather than military intelligence analysis.
The result of the proposed data collection method
is exemplified in Appendi® and3, but the aim of

the study is not to analyse Russian equipment loss.

To further delinit the method, the source material
used is exclusively imagéBNG or JPEG)hat are
directly downloadable. The included images can
nonetheless originate from screenshaita video,

0 S &l media post, or other graphical media.

Dueto the short time awducting this research, no
further time was spent on developing a scraping
method for sites such as Twitter or Facebook,
which would be highly resourceful sites to use.
Recommendations for future studies are also
included in the final sections.

All source code and assets can be found in
Appendix 2i Source Code, the code is commented
to explain what each line of code does. In section
four, the basic principles of the method are
described in further detail. However, to keep the
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report concise, section fodoes not go into detalil
explaining what each step of code does.

Research Questions
How is Oryxspioenkop image collection a
viable source to use for compiling equipment
losses,and what information jsdirectly and
indirectly, included on the website

How would it be possible t@utomatically
compilethe data presented by Oryxspioenkop
T utilizing both the directly included
informationandtheembeddedext information
within the image®

How accurateand effectivas theprocessand
at what data volume is the breaken point for
automatization versus manual labour?

1.3 Previous studies

The subject of using a machine to find text in
images is a area that has beewell-studiedsince

the early 1990s. Image processing and optical
character recognition (CR) are two fields that are
closely related. Numerous studies have been
conducted to improvéhe accuracy and efficiency
of these algorithms.

Threefields that have receivespecialattention are
document  digitalization transcription  of
handwriting,and number plate detection.

" Ntogas & Ventzas, 2008, p. 41.
8 Zhang, et al., 2017.

8
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The former is frequently used to efficiently
transcribe newspaperhistorical documentsand
other papebasedtexts to a digitalized world.
When dealing with imagdbat contain a variety of
colours and noise, it has been shown that using a
binarization technique (further explainedsigction
three) is an effective way teeparate text from
unwanted artefacts in images, consequently
enhaning the resultgiielded by an OCR engirfe.

Transcription of handwritingcan be used to
analyse individual styles, separate similar
characters, andutomate processes such as mail
sorting, transcription of handwritten text and bank
checks® In this field, even though is not intended
for it, the Tesseract engine (further explained in
section three) has proved its potency as an all
around optical character recogniZer.

The latter field, number plate detectipns an
important asset to law enfilament, toll collection,
and traffic managemerBy using a machine rather
than manual labour, the engine can extract the
information within a number plate and match it
against the authoyit® databases. In this area, the
Tesseract engine has also shoveneitfectiveness
when combined with binarizatioand otherpre-
processingmethodsi reaching a 92% precision
ratedistinguisling text within a detairich image'®

® Mursari & Wibowo, 2021, p. 177.
0 poorani, et al., 2023. 136.
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2 Open-Source Databases

Narrowing the study t@ne databasks a liability
for multiple reasonsFirst and foremost, if the
database is not continuously updatteé method is
quickly renderedobsolete Then, if the database
contains incorrect information, the method
produces inecurate informationFurther if the
database is not considered trustwortimg method
is unreliable to use. Finallyhe information within
the database needs to be accessiltiereforejt is
vital to knowhow often a database is updated, if
thedata is reliablgand if it is accessible.

To evaluate differenbpen sourcefor intelligence
gathering Lieutenant Colonel Joakima@sikivi i
oneo f S w eRlissaU&rainian war expes
participaes in assessiranddiscussing the sources
used for this method

With a military backgroundstaring in 1979 in

Finland LieutenantColonel Paasikivhas worked
his way up fromthe recomaissancdroopsto the
highestmilitary intelligence sen¢e in Sweden.

His merits also include working at the Swedish
Armed Forcesheadquarterén the department of
strategicmanagement12 years athe Swedish
Military Intelligence and Security Servigavhere
he waschief for the Balkan andthe Mali desk
(desk i temporary group that work with
intelligence from a specific geographical aress
well as intelligence head teachemt the Baltic
Defence CollegeAt thetime of writing, Paasikivi
works at the Swedish Defence Univetsiy 6 s
stratey department!

With accumulatedprofessional expertise of 40
years, whereofl2 years at the highest military
intelligence institution in Swedein working with
intelligence ranging fromtactical to strategical

11 paasikivi, 2023

12 BBC, Ukraine conflict: Why is Russia losing so many
tanks?, 2022

13 Lendon,2022

Lieutenant Colonel Paasikitias good insighinto
intelligence gathering and the RussdJkrainian
war. With his expertise, Paasikivi helps by
providing a critical viewof the databases discussed
in the following subsection.

2.1 Databases

To streamlineand exemplifthe method described
in section fourthe primary databasesedto collect
the datais the Dutchequipmentcompilation and
image collectiorwebsite Oryxspioenkop

Oryxspioenkop

Oryxspioenkop or shortened, Oryxs an open
sourceand up-to-date website gathering daten
Russian and Ukrainian equipment loss@se
group doesmore than just collect data on the
Russian invasion, but will when mentioned in this
study, refer to theiimage collection.

The Oryx group isan independerdnalyss group
consisting of a variety of different nationalitiasd
has been cited byews sites such &BC'2 CNN?,
Forbes* and The Guardidnto mention a fewThe
group has been collectingnd analysingconflicts
around the world since 2011t has according to
Google Trends® received substantially more
attractionsince the Russian invasioh Ukraine

In the context of this studypnly the image
collection of Russian equipment losses is being
used. However, the method provided in section
four can also be used, withlittle tweaking, for
otherURL-image sources.

Furthermore, Paasikivimentions that he has
confidence in the material provided by Orgrd
credts the site for professionally providing data in
their niche are& image collectionHe statesthat

4 Hambling, 2022
15 Sabbagh, 2022
18 Google Trends Oryx, 2023
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hehas been in contact with the sité
the recent conflict
Azerbaijan

between Armenia ard

However, in a discusson with the Lieutenant
Colonel it is also mentioned that there is a
weakness in their line of woikthatthecontinuous
data streameeds to be collected, sortetkntified,
and uploaded. A process that requitese and
competenceHe mentions thathe contributos to
the websitarescattered across the globed some
of them have never mdtlencegdepending on how
long the war persistnd other conflictthat require
attention the grouprisks either buming out from
the workload orneedng to change their focus,
resuling in the data becoming obsolete.

But on the other hand, Paasikivi finds their work to
bewell established and will, if the group can handle
the workloadresult in impactful data that can be
used to understand the Rudskrainian war in the
future.

The content on Oryis categorized intalifferent
vehicle types(for example Tanks, Radarsgind
subcategorized into vehialeodelg(for example F
72AV, PPRU1 M), the unidentifiable vehicles are
then categorizeds well as possiblor example
Unknown T72, UnknownRadaj.

The group states thathe list only includes
equipmentof which there are photoor video
graphic evidence and it does not include
equipment such asmall arms, missiles, mortars,
loitering munitionsor civilian vehicles. Hence, the
true amount of equipmentioss is higher.
Furthermoreif the origin of the vehicle cannot be
established, it is not included tme list

Lastly, the Oryx groupclaim thatii Al |
effort has gone intavoidingduplicateentriesand
discerning the status of equipment between
captured or abandongd’

17 Mitzer & Janovsky, 2023.
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masineer i aSources for future studies

Since here is a plethora of sites aagplications
that give the user access to information concerning
the Russian invasigrthere is great potential in
combining these sourcesto compie the
information into opensource intelligence. For
instance, Twitter, Telegram, Deepstate,
Liveuamap, Redtl UAwardata, and many more.
Many of these sites focus on gdata, such as
troop, equipment, and vehicle sightings.

In the infancy of this study, the aim was to create a
methodology that allows the user to combine
different sources to crossference egipmentloss

to a certain unit. However, due to lack of tilmghe
work of creating the correct crosseferencing
database had to be leficompletedNevertheless,
the unfinished framework angroposeddatabase
will be includedin the repositoryin Appendix 2
and exemplified in Appendix.4

UAwardata

UAwardata is in similarity to Oryx an opesource
website that collects data on the Russian invasion
of Ukraine. UAwardata is creatednd contributed

to by Henry Schlottman, an independent cpen
soure intelligence/operations analyst.

In contrast to Oryx, UAwardata is a database that
collects information which is composed of
operational/strategical intelligence concerning
troop movements and events. The primary data it
provides is geographical and issplayed on an
interactive map with a timeuler allowing the user

to see the invasion from a taown helicopter
perspective. It also provides data on the location of
different units, and to some extent, their equipment.

p o s Pepgndieg on the type of informati being

gathered, and what intelligence is sought after,
Paasikivi is sceptical about the usage of
geographical map data for intelligence work. He
adds that using such data can be helpful when
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trying to understand the bigger picture butirs
itself, not as valuable. He mentions that a fatal
weakness is such data fails to provide context and
details. He exemplifies this by saying that the
decisiomma ker doesndét have
that they are facing the 88eparate Naval Infantry
Brigade. Howeer, what is of value for the
Ukrainianc o mmander i s to
battle worthiness, their equipment and what
resistance they can offer.

But on the other hand, the data that the website
provides is valuable for the recording and future
analyses of the war. As well as that it can provide
other pieces of data, that provide context for other
pieces of information.

April 11, 2023
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The opepsource data that is provided by
UAwardata gives dates, unit names coordinate in
longitude and latitudeS ¢ h | a t d@matysisn @ss
wel | as to some extent
sourdes) & weompfermantece xwithrap tdatahase
containing Russian units and their equipment, and
then crosseferenced agast the equipment loss
documéneed rby @ryysmoenkop,t & dvould be
possible to dedre, with certain plausibility, the
equipment losses of different Russian units during
the war.

In Appendix 4possibleconnectiondetween Oryx
and UAwardataare exemplified which is also
mentioned as &uture researchsuggestionin

Section 7

3 Locate, interpret, and understandthe data

Big data Processes

Data Management

Extraction,
Cleaning and
Annotation

Acquisition and
Recording

Integration,

Angregation and
Representation

Modeling and

Analysis Interpretation

Figure 2, Model for Big data Processgsandomi and Haider,

3.1 Framework i Big data

Volume, Variable and Velocity

Big data is generally characterized byeing
produced at a high rate as wellths variability of

i t s Oorigin, foremat andstructure Depending
on the datasehese factors can différthereforet
is not possible tespecify acertainrange ofdata
structure®r amouns of byteswhich are defined as
big data'®

18 Gandomi & Haider, 2015. 138.
11

Volume

Depending onthe system, data management
methods, file structure, and compresdiatata can
range froma fewbytesto petabytegp 1 bytes)or
more Rather than focusingn byte sizebig data is
better understootly the magnitude of datd For
instance,20 million basic text documers, each
consisting ofone unique 8charactemword (using
capital A-Z and numbers0-9), would create a
datasetonsisting of around800 megabytesWhile
at the same timeg minute or two of high-quality
mobile camera footage the same size

19 Gandomi & Haider, 2019. 138.
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In the previous example decoding and
understanding the -8haracter datasetwould
requirea clever algorithm an@ decent amount of
computing powerwhile the video coule@asilybe
processed by one persoraimatter of minutes

Variety

Depending on howt is sorted and whatlatais
interpretable for the machinelata can either be
categorized asstructured, semistructured or
unstructured.

Structured data contribudk in the year 2010 to
barely 5% of all existing dataand wasprimarily
foundin spreadsheets arstiuctured databasdss
structured nature makessiasy to handlanterpret
andanalysefor both man and machin@

Unstructured data, on the other harsddatathat
can befound in images, text, vide@and audic’*
For a computer processing such data ssmple
However for it to depict,interpref and analyséhe
data is substantially trickier Vice versa, the
complex anddetailrich unstructureddata is easy
for the human brain tanderstandout is on the
other hand demanding to process in large
guantities.To illustrate,afterwatching a twehour
movie, a human canwithin minutes summarize
the whole movieand describeplot twists mood,
script quality and similarity to other moviethey

watched. The machine, on the other hand, can

within minutes split thetwo hours of motion
picture into 172,800individual images @ad sort
them in order obrightnessand hue

The third category semistructureddata,falls in
betweenstructured and unstructurelta andit s 6
boundaries are moteosely definedData such as
text written in programming languagedike
Extensible MarkupLanguage(XML) or Hyper
Text Markup Language (HTML)s considered

20 Gandomi & Haider, 2015. 138.
21 |bid., p. 138.
22 |bid., p. 138.
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semistructured? Just like any languageorf an
untrained eyeboth Markup Languagesook like
unstructured nonsense. Howevadden beneath is
a structure of taggFigure 3) that categorize the
data withinthe tags’

<h3 style="text-align: left;">
<span style="color: red;">

Russia - 9441, of which:
destroyed: 6607,
damaged: 270,
abandoned: 376,
captured: 2788
<br></span>

</h3>

Figure 3, Example of Hyper Text Markup Languag
Bright colour indicates HTML code.

Velocity

The final dimension of Big Data welocity i the
speed at which it is generatedrsusthe speed it

can be processed and acted uffoBome sources
produce a constant stream of data, such as security
cameras. While others, such as social mddiage
distincthighs and lows.

Big data processes

What is the common denominator for all data is that
if it is not acted on in timé it is useless. Therefore,
big data does not serve a purpose if it is not
recorded, extracted, integrated, analysed, and
interpreted in time. Since time is the limiting factor,
and big data is characterized by its magnitude,
variable structure, and the speed it is generated
procesing big data requires a simple, yet ingenious
design. Gandini and Haider illustrate the basic
principles of big data processing (Figure 2). If the
process is fast and efficient the interpretation
enables accurate decisiaraking in reatime 2°

23 |pid., p. 138.
241pid., p. 138.
25 |pid., p. 141.
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The proces proposed by Gandini and Haider is
intuitive for both man and machine. The first phase,
Data Management,consists of accessing and
acquiring the data, then extracting, cleaning, and
sorting valuable information. Lastly integrating,
compiling, and represéing the data. Depending
on the original data structure, this process can be
more or less demanding. Under these
circumstances the data transitions from a set of
incoherent bytesi to well-structured and
comprehensible information.

The organized data ihén fed into the second
phase,Analytics,where modelling and analytical
techniques are used to extract intelligence from the
data. Finally, information is interpreted to form
intelligenceto support decisioimaking.

3.2 Quality control

In an automated processis vital thatthe output
keers a high standartb reducethe needor post
processing.To improve a processand reduce
waste several methodsexist that could be
implementedFor instanceé the lean methogdsix

Control | Define

Measure

¢

Figure 4, lllustration of DMAIGcycle.

Improve

Analyse

26 Montgomery & Woodall, 2008p. 335.
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sigma a plan-do-checkact-cycle or DMAIC
(Define, Measure, Analyse, Improve, Contrél)

DMAIC quality control

The method described in section fouingproved
by using theiterative DMAIC processsinceit is
found tosuitthemethodimprovemenprocessvell
(Figure 4)

The first stepi defining is the process of
identifying the problem, and if there motential
and actual benefiin solving the problemThen
measuringthe processt seeks to improveand
collect quantitative data, tanderstand where the
breakeven point isThe measured data can then be
analysedto understand the relationship between
the processandthe problem as well agpotential
defects quality problemsand otherwaste that
motivate problemsolving After that, the defined
and analysedproblem in combination with the
measured data can beed tamprovethe process
Lastly, to identifythe furtherneeds tamprove the
processthe outpuis controlled If there is no more
need for improvements, the cycle entighereis
furtherroom for improvement, the process begins
anew and continues to do so until tdesired
process is achieved.
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3.3ProcessDevelopment and

Evaluation

Development

The general mébd development is described in
further detail insectionfour andis written in
chronological orderDue tolack of time and the
authos previousexpertiseusing a certain set of
tools the development processs greatly
influenced bythe authois work methodology,
preferred programming languagesnd software
Section five andAppendix 1showcasehe used
tools as well asuggesalternative tools that could
be ugd to solve theroblem.Section four goes into
further detail describing the different information
types the flow of information sulprocessesas
well asstrengthsand weaknessesf the procss.
Section sixdescrilesthestrengthsand weaknesses
of the methodologyn additional detailDuring the
time of developmentthe process wenthtough
differentiterationsto find a suitable ad effective
solution to the problenThesolutionshowcased in
section four isone possible way to solvehée
problem The expressiofi if your only tool is a
hammerevery problem will look like a nail is
applicable to undestand the weaknessf this
methodology

Evaluation

Section five goes into fther detailexplaining the
resultsyielded by the differeniterationsof the
process.To evaluateeffectivenessprogress, and
area of improvementhe DMAIC quality control
cycleis used throughogectiors four and five

The first step is todefinethe problem. From a
designperspectivethe maingoal of the process is

14
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to extract and conie information as fast as
possble. Hence, a gtical factor to look at isthe
required processing timeAnother factoris the
accuracy of the processThese two factors
constitutethe effectivenessf the processSince
the process is being compared agaitsd manual
counterpart as long as it ismore effective it
achieve the setgod. The manual counterpart is
benchmarked in section five.

The second steps to assess andnalysethe
guantitativevalues of therocess. This iachieved
in section fivewhere theresult of thedifferent
iterationsis measurednd theranalysedn order to
understangbossiblemprovements.

The third step consists @hprovingthe process
During the development procgshe improvement
phases continuous After improving any iteration
of the processthe yielded result iscontroled in
order to assedbe effectiity of the new iération
The results from theontrolled process define the
measuremernh the next ieration, whichn its turn
will be analysed andimprovedif needed

Measuring Variables

Due to the defingproblen, and how the process is
developed it yields a set of variables thean be
used toassess the effectivity of any givearition.
The used variables are limited to: timeimberof
dates foundthe time takae to compilethe dates,
andthe accuracy in other wordshow many dates
were found, how long did it take, and homany
could be found@ Section four goes into further
detail describing how, when, and where the
different vaiables areextracted. Section five in its
turn describs the results yielded by different
iterations of the process.
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3.4 Tesseracti Optical Strengths and Weaknesses

. Generally, tasks that are suitable for a machine to
Character Recognltlon (OCR) perform are categorized indtrty, dull, dangerous,

Tesseract is arppensource Optical Character or difficult. Transcribing large sets of data from one
Recognition (OCR) enginethat utilizes the media (in this case text embedded in a couple of
principles of machine learning to solve a specific  thousand images), to another (Unicode text), is a
set of tasksTesseract igenerallyrecognized as tedious and dull task requiring many rdaours of
one of the leadingmachine learningsoftware work. Hence, the automatization of suchrocess
capable of handlingcharacter recognitionThe with machindearning is an impactful contribution.

enginestarted as &hD project in 1984and was
under development until 199henit was publicly
revealed and outperformed many of the
commerciakengines. Later, i2005 Tesseract was
released for open sawg and ts development is .' 1673/2"
now contributed tpand sponsored by Google iffc.
Since it previous update 4.0, Tesserastd
character recognitioengine isbasedon a Long
ShortTerm Memory (LSTM) neural network. To
simplify T a machine learningnethodology meant

to imitate human learning, capable of creating
connections and conclusions between data more
accurately?®

However, complex imagery containing a variety of
colours and aefacts that resembles tektproves
to be a trlcky adversary for the mach{Régure5).

M:,..

g
a-.’ﬂo

” —-.'4

TESSERACT
methodology 0 U TP UT:

Optical Character Recognition

Optical character recognition is required when

trying to extract text embedded inside iamge =~ 1073/20:

with a computer. Unlike a human looking at a

computer screen, where a text document containing < OS .

text is nearly identical to an image containing text, o)

the machine cannot ﬁseec\) red
the image or text document. Vil

The methodology requed for a machine to

optically_recognize characters s a complex (SR PRl e i (R S
mathematical process. Tesseract achieves this with  setiings,c an 6see 6 wi \tehiderientfidde
a set of algorithms that find lines, patterns, shapes, and categorized b@ryx.

letters, words, and spacing in a text. It then Retrievedrom: https://postimg.cc/1gF6Z9qf

compares these to similar characters hias

encountered during training and estimates what

character it has located.

27 Smith, 2007p. 629. 29 Smith, 2007 pp. 630 633.
28 Tesseract User Manual, 2023
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To counter this, it is vital talirect and assist the
machinés wak.

Assisting the machine

Severalmethods can be implemented to help locate
and identify characters to improve the results
given by Tesseract. For instange rescaling,
binarization, noise removal, dilation, rotation
correction, adding borders, or correcting
transparency (alpha chann#). The method
described irsectionfour relies on binarization.

Binarization

This is the process of transforming a range of
values into a twaligit scale. For instance, a colour
image turned into &lack-andwhite image?®! By
using a threshold function, colours that are above a
certaincolour valueturn into black, and all other
nuancego white (Figure §.

The threshold function illustrated ifigure 6
converts each pixel to either black or white,
depending on the pixelsbéo
normal geyscale used in editing software is based

on 256 shades of grey, whedeas representetly

black and 255 by white. By using this mechanic
certain features are enhanced while others are

diminished, for instangg he date 610/ 3 Ff", THRESHO I.D 50
Figure 6is better visible when using threshold 50 B;Ty m
.. . . . "L aaids - ———

than 150 or the original image, which helps the

optical claracter recognize”fz. Figure 6, Comparison betweetJpperi full-colour
image Middle and Lower Whatthe imagdooks like

when binarized witla thresholdvalue of150 or 50

30 Tesseract User Manual, 2023 32 Binarization, 2023
31 Binarization, 2023

16



Swedish Defence University April 11,
Defence Systemd=0rsvarssystem

To illustrate, when running Tesseract on the same
image as in Figur®, but preprocessing it with a
threshold value of 50, before using Tesseract, a
fairly accurate result is yieldeéigure 7.

Directing and controlling the result

To further improve the output from Tesseract, it is
beneficial to understand the basic settings that can
be used to manipulate the optical character
recognition algorithm.

The normal set of commands that can be given to
Tesseract regulates what language it tries to
recognize, output format, OCR engine mode, page

10/3/2022

\,

TESSERACT
OUTPUT:

10/3/2022ima

|4 A

0 g
3 Vil
4

Figure 7, Upperi Threshold 50pre-processedmage
Lower 1 Tesseract output, with default settn
Character OLFO indicate

33 Tesseract User Manual, 2023
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segmentation mode, or whitelisted characters.
Since Tesseract isoperated with console
commands, rather than aaghical user interface
(GUI), this gives Tesseract an intimidating look for
users who are unfamiliar with navigating a
program using commaddhes. However, this
allows the user to customize the outputatbigh
degree.The basic commands needed to launch
Tesseract will be described below, for more
detailed descriptions aifther setting the reader is
referred to the Tesseract mantfal.

Tesseract commands

The first basic commands to launch Tesseract OCR
is illustrated inFigure 8. This command uses the
default settings toinput an image named

601 mag e, formatieddn jpg, and outputs the
result to a text [Offerene n
file formats are supported by Tesseract, to analyse
a large set of images, the utidile (yellow text in
Figure 8) can be specified as a text file containing
the names of all images to be analysed.

Page SegmentationMode (PSM), illustrated in
Figure 9, allows the user to force Tesseract into a
specific reading patternThere are 13 diérent
modeswhere the default settings use mode three,
automatic page segmentation. Mode four assumes
a single column of textwith variable sizes. For
more informatiorabout page segmentatjarse the
command

Tesseract -- help - psm

If the source images all are the same resolution, it
is beneficial to use the dots per inch (dpi) command
(Figure 10). Bydefault, Tesseract adjusts this
setting automatically, but when specifying the dpi

I Tesseract has a better chance of reading the
image.

34 Tesseract User Manual, 2023
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To further narrow down possible missadings
from Tesseractthe user can whitelist character
hence Tesseract will ignore any character not

Image Name.jpg Output File

Figure 8, Basic console command to launch Tesseract P&Rtex{ included on the whitelist. Figure 11 exemplifies

on an image named Image_Name Jpgllow tex{ and outpuit into a this by whitelisting all digits ranging from -9,
file called Output_Fildgreentex{.

dots, slashesninusesand backslashes.

Finally, Figure 12 demonstrates the usage of the
Optical character recognition Engine Mode
(OEM). By default, Tesseract uses mode three,
which is based on what is availableor more
information about engine modes, use the
command:

Figure 10, Console command to launch Tesseract specifying ima¢  As the general theme dfie methoddescribed in
resolution to 300 dots per inch [pinéx. the followingsectionis data acquisitiorgleaning,
sorting and automatization thereis a specific set
of computerknowledge software, and hardware
required to practice the method efficiently.
Software and hardware requirements are described

in  Appendix 1. These requirements are

Figure 11, Consolecommand to launch Tesseract whitelistitigits dimensionedcby the minimum requirements to run
and character$ dot, slash, minus and backslgsthite tex{. the tools.

Figure 9, Console command to launch Tesseract OCR using pag
segmentation mode folturquoisetexd.

-c tessedit char whitelist=012345

Regarding thesr s e r 6 s T thémole previsus t
knowledgethefasterthe method will yield results
butwith a little curiosity and patiencéhere are no
limitations.

Figure 12, Console command to launch Tesseract with Optical
Character Recognition Mode three [ree{.
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4 Approach

The following section will explain thenethod
development approach andprinciples the
Microsoft Excelframeworkis built on.

4.1 The generalwork - and

dataflow

The complete process that is exploredsattion
four is illustrated in Figurel3. Later, when
exemplifying specificsubprocesses, the described
proces is highlightedfor example, seEigure 14.
White background indicated that the proasssed

to data management, whieeybackground is tied
to theanalysis of data.

The process starts at the top of the figure
Depending on the database, the second step will
either becleaningandorganizingthe source data or

if the databasenatively supports downloading
images the process continues directly to the
processing phases (illustrated with a dashed line).

The point & the download phase is first and
foremost to allow Tesseract to have data to work
with T since the program does not natively analyse
online resources. Secondly to secure the data, in
case the source website goes offline or in other
ways gets outdated, uaidd or manipulatedi
allowing the user constant access to the same
dataset

After having downloaded the images, ythean
either be manually transcribedr fed into the
Tesseract OCR Engine Manual transcription
implies that each image isoked at by a human,
and then the date ismanually written down on
paper or computer.

The sorting algorithms will later be described in
further detail. These algorithms have the purpose
of structuring unstructured or sestructured data,
such as theutput from Tesseract and the website
HTML code.

19

«d  DATABASE |
1

[SORTING ALGORITHM|
1

[ pataineutr |
1
%] DOWNLOAD IMAGES | 4'
1

v
| PRE-PROCESSING |

INJWIIVNVHI viva

v
| TESSERACT OCR | [MANUAL TRANSCRIPTION]
1

[SoRTING ALGDRITHMI

% __

L Ireepeackl
Figure 13, The omplete datgrocessexplored insection4.

%
Arrows indicate multiple selections. General dataflow is t

to bottom.

DATA INPUT

CALCULATIONS

REPRESENTATIDN

SUMMARY

The two data inpud steps indicate that the data
need to be stored temporarily or permanentty
the workflow to be efficient. In the method
described in thisection all data input is done in
Microsoft Excel. Allowingthe software tosort,
clean, stog, andcalculate

When the data is cleaned, sorted, and sjoited
forms information thatan be calculated\fter the
calculating step, itis possible tointerpret and
anal yse T e s s e Hencet alawvinga ¢
images to be fed back to the gecessing phase,
in case Tesseract failed to find a date within them.
Sincethere is a variety between format, colour,
background, size, and location of the dates within
the images (Figure5), preprocessig using one
setting will not be able to distinguish the text in all
images.

After having achieved a satisfactory result either
usingTesseragtmanualtranscription or
combiningthe twq the data can be represented
and summarized, enabling further arsady
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4.2 Oryx source data | ORYXSPIOENKOP |

Image characteristic

Looking at the images included in Oryx the general
patiern is that most images have a date within them
and most of the dates are coloured black
hindsight, roughly 97% of the images contaia
date (see sectiofive). The format of the images
differs significantly. Some images are high quality
(example 1220 x 800 pixels) while others are
lower quality (example320 x 187 pixels)
Consequently Tesseracimust work with a wide
range ofresolutions subsequently resulting in the
dates within the image also vary.

LNIWIIVNVW VIva

N

Z :,’f‘,f:/'f %
Furthermore the shape, sizeposition,and colour _ ) _
Figure 14, Method step 1 i Fetching data from

of the date var. To illustrate Figure 15 showcases Oryxspioenkop. The figure contains the entire di
three different variations of dates that can be found management and analysis process, themoicess currently
within the images in focus is highlighted.

The upper image depics he date 61 13 11 2022

against a light blue skyDirectly under itis the
productwhen using ghreshold value of 37The 1 3 1 1 2 02 2
middle image containsthedate2 8 / 02/ 2 0 2
slaskesdd | n st e a das adepardtort The foizp s Yo
date ishard to detect evenfor the human eye. - & oo
Below it is the output when using a threshold value 28/0 2/2022
of 10, giving aclearerview of the date. The final
image has the date 23.02.2023 embedd#dn it

The whitedaterequires la tr.1reshld> value of 225 ';o ’3}92 o20,‘23?
distinguishthe textfrom the background 23 0 2 2 0 2 3 |
- L] H

In conclusionthese three threshold values capture

three unique styles of dates within the image Figure 15, Three imagesvith varyingcharacteristicsEach

However, if used incorrectly, for instance using a image is splitinto two, original vs. binarized using a
) ’ ’ ) Threshold function.

high threshold valueon the two uppemmagesor

using a low value on the bottom imaiyevill not Upper image Date with sky as background. Black té&xbts
. ) assepaator. Below iti Result withThreshold value of 37.

yield any resul{for example, see Figure.6)

Middle image- Date withdense foresis background. Black
Visually inspecting the dates embedded within the text. Slashessseparator Below iti Resultwith Threshold

images, it is eviderthat a vast majority of them are ~ Value of10.

either formatted using dots, slasheackslashes, or Bottomimage - Date withmuddy groundas background.

minus signs as separators. Additionally, most of White textDots as spacingelow iti Resut with Threshold
- ' value 0f225,

them are also formatted in the DD.MM.YYYY

standard.
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> Il 50 T-62M: (1, destroyed) (2, destroyed) (3, destroyed) (4, destroyed) (5, destroyed) (6, destroyed)

destroyed) (9, destroyed) (10, destroyed) (11, destroyed) (12, destroyed) (13, destroyed) (14, destroyed)

Figure 16, Screenshot from the Oryxspioenkop website depicting several hypkrtidksy to images of destroyed Russian
62M tanks.

Data characteristics

Continuing by looking at the data withithe
websitel the firstproblem that needs to besessed
is what structuré is stored in.

By taking a quick look at what hidedirectly
beneath the surface Gfryxspioenkopone can see
that thefront end of the websites composed of a
collection of hyperlinks that allow the user to
navigate to either an image dwitter post by
clicking at the status of a vehidEigure 16). This

is achieved by linking the status tektr example
o0( 2, d ets & UnidboymeREgolrce Location
(URL) link within the cod€Figurel7). Looking at
the code in Figurd?, it is possilte to see certain
patterns as well as identify useful information, such
asivehi cl & 2tMWope nATmber of
source Ohttps: /1 é6,

Consequently, the data is sestiuctured and, in
contrast to structured data, requireertain

processing before being useful. Looking at the data

in Figure17, the manual process to clean and sort
these 20 lines of codes fast work. However,
looking at all the data on Oryx, when structured
similarly to that of Figurel7, adds up to over 15
thousand lines of codélence, sorting and cleaning
the entire site requires a differeagproach.

Oryx spioenkopi Acquisition and
Recording

In theory, the Oryx scrapingmethodis to storeall,

or parts of thecode that the web browser given
by theserverhosting Oryxspioenkaf@hecode can
easily be displayed by

21

and

that most welbrowsers areatively equipped with.
When the code is displayed (Figure 1i¥)s just a
matter & copying and pasting the code into a text
document to save it.

Technically however scrapingimages fromOryx
can be madsimpler than th@reviouslydescribed
method. For instance by using a praleveloped
addon, software, websiter script that downloads
all images directly from the website.

However, usingsuch amethodwould undermine
the work done by Oryx in categorizing and
labelling the equipment. In other wordswould
ignore information such asequipment type,
”\‘}r%bﬁriancd|5ta"é$hat cgmrbogly’/ be found within

the semuistructured Cé) e .
status odestroyedo.

£flix€lix<img alt="" class="thumbborder" data-
file-height="688" data-file-width="1288"
height="12"
src="https://upload. wikimedia. org/wikipedia,/commo
ns/thumb/a/a9/Flag_of the Soviet Union.sves23px-
Flag_of_the Soviet_Union.svg.png"
width="23"3&nbsp;58 T-62M:&nbz=p;<a
href="https://twitter.com/UAkeapons/status /154470
TO7@383684353"»(1, destroyed)</far&nbsp;<a
href="https://i.postimg.cc/X72R¥DmM/1024-t62m-
destr-11-81-23.jpg">(2, destroyed)</fa>&nbsp;<a
href="https://twitter.com/UAkeapons/status/ 157267
22357265735638"»(3, destroyed)</ar&nbsp;<a
href="https://twitter.com/UAkeapons/status,/158198
8487967022738 "> (4, destroyed)</a»&nbsp;<a
href="https://1i.postimg.cc/GtAMW2mT /1818-t62m-
destr.jpg"»(5, destroyed)<far&nbsp;<a
href="https://twitter.com/UAkeapons/status/159847
4674995558145 (6, destroyed)</a»&nbsp;<a
href="https://i.postimg.cc/fy6e52qj8/1018- 2x-t62m-

Figure 17, Parts of the corresponding HTML code 1
Figure 16. Fetched from Oryxspioenkop using the insg

element on the Web browser. |
Y
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Sorting Algorithm 1 Cleaning

The sorting algorithn{Figure 18) is designed to
clean HTML code in the specific format tHatyx
organizes their website3he source code can be
found in Appendix2 andis generalized to work
even thougtparts of Oryxarewritten in different
coding styles (presumably since there are mleltip
contributors)

The algorithm relies on the usage of regular
expressions There is a multitude of different
regular expression languagwhat they all have in
common is hat their primary task is pattern
recognition and string replacemghence they are
aperfecttool for creating a cleaning algorithm.

Both sorting algorithms are based time Perl
Compatible Regular Expression (PCREjrary
and are executedthrough the Python coding
language.To further simplify and control the
processthesorting algorithm is launched by using
the text editing software Notepad++ (NPP) as a
framework. By using Notepad+#& graphic user
interface is introduced into tldeaning and sorting
process allowing the user to see what text is
cleanedo assess the efficiency and accuracy of the
algorithm.

The algorithnds design philosophy isto be as
careful as possiblefirst sorting and organizing
white-listed phrases, thenremoving the most

April 11, 2023

Carl Zaff
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[SORTING ALGORITHM|

INJWIIVYNVI Viva

///// s

Figure 18, Method step 2 Sorting and cleaning Oryx

HTML code The step is performed with Notepad ++
and a Python script.

N

RERTTAY|

50

evidentclutter, andlastly working its way dowii
removing smaller and smaller clutter

It exploits the sermstructured design of HTML
codeby knowingwhat tags are followed by useful
information. For instance, looking Bigure 17 all
URL links arepreceded by the phrade r e theo
URL isthensucceeded byatation markaclosed

anglebracketand vehicle status 0 >de 5t r oy e ¢

By taking advantage daliis structure thealgorithm
makes fast work of thousands of lines of cadea
matter of seconds. Outputting a sorted, cleaned

S50 T-62M:
https: twitter.com/UlNeapons/status/1544797070883684353 (1, destroysd)
https://i.postimg.cc/XT72RXCmM/1024-t62m-destr-11-01-23.9pg (2, destroysd)
https: twitter.com/UbNeapons/status/1572672235726573568 (3, destroysd)
https: twitter.com/UlNeapons/status/1581908407967092738 (4, destroysd)
https://i.postimg.ce/GEtOMW2mT /1010—t62m—destr.jpg 5, destroysd)
https: twitter.com/UlNeapons/status/1590474674995558145 (6, destroysd)

Figure 19, Output of the sorting algorithnThe information depicted is tl®rted and cleanedodecorrespondingo
Figure 17 formatted to work with Microsoft Excel
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and correctly formatteddocument, ready to be
pasted into Microsoft Excel (Figure 19).

Data Input i Extraction andAnnotation [_oataineur |
When the data from Oryx is cleanesbrted and : :
formatted as in Figure 19, it is just a matter of
inputting the data (Figure 20) bgopying and
pastingit into Microsoft Excel. By extracing and
annotaing the datait is possible tocontrol and
monitor each image throughout the entire process
The Excel Framework can be found in the

/// ////// ////// f ////// 77 //
repository / i
This is achieved by giving each URL a unique ///// ///// /
identification number (ID) (Figure 21)This é e EE 7

INIWIIVYNYW VLVa

Z
G

\

identification numbeis tied to each URL andis Figure 20, Method step B Inputtingthe data
further usedas a more intuitive reference, rather into Microsoft ExcelThe step is performed in
than using the URL E x c el D&dbase Oryxd Automatéd

_ o . . can be found inAppendix 2 repository named
The identification number is used mrangeof 6VBA code3.Mobdsudl e
tasksthroughout the procesBata thatgetstied to
an IDlater in the processanthereforealsobetied However, for preprocessing methedl and 2
to an image. (further explained in step), the file name being

seven digisis vital for the framework to be able to

The structure and order of the identification deduceand differentiate betweatatesandcontrol

numbes are not vital for the program In the

text
framework prposed in Appendix 2 the ID is
generatedby adding row-number to 000,000, Furthemore, constraining the identification
essentiallyallowing up t08,999,999 images to be ~ humber to seven digits anding the chronological
analysed (without altering the length of the order given by Oryx simplifies organizing
identification number The Excel framework downloadingandcontrollingthe images.
found in Appendix 2 is programmed to
automatically inputand calculateall required
formulas the corresponding coder this function
AMOUNT | = [Unit | ™ | Vehicle ~ | Links ~ | Status | ID ~ | Sgurce v
T-62M:

\\\\\\\\W https/ftwitter.com/UAWeapons/status/1544757070883684353 (1, destroyed) 1000011 | Twitter
https__ postimeg.cc/ X7 2RXDmM/1024-t62m-destr-11-01-23.jpg (2, destrayed) 1000012 Image
https./ftwitter.com/UAWeapons/status/1572672235726573568 (3, destroyed) 1000013  Twitter
https./fowitter.com/UAWeapons/status/1581908407967092738 (4, destroyed) 1000014 Twitter

Figure 21, A snippet of data from Figure 20 inputted into Ex@alumns from Left to RighAMOUNTT The number of equipent
counted by Oryx. UNIT What kind of uniDryx categorizes the vehicle/equipment as (not shown in figuEJICLET The vehicle of
equipment type categorized by OryNKST Corresponding URL. STATUSStatus categorized by Oryx.IDEac h | i nk 6
identification numbefautomatically inputted and calculated by exc8PURCE What kind of resource the URL refers to
(automatically inputted and calculated by excBlue hyperlink indicates that the link has been clicked on.
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Sincebatchdownloadingimages is only possible )
on URL links that directly refer to an imagsuch
as ID 1000Q2 in Figure 2} it is important to : :
categorizewhich links can be used tdownload : : :
imagegcolumn seven ifrigure 21) By doing this, DDWNLOAD'MAGES ;
each link gets taggeand can be sorted as either

Twitter oranimageURL.

LINIWIIVNVYW vLVa

Downloading Imagesi Acquisition and

Recording

As previously mentioned, tassureconstantaccess

to the images angive Tesseract favourable source
material, it is vital to download all images that are
included in Oryx(Figure 22)

7 ////// ////// //// ////

= ////

In the Excel framework this function is Figure 22, Method step 4 Downloadingtheimages
programmed to only require faw button clicks, The step is done in Exc
allowing the user to specitye destination folder,
andfile name,as well as create a list of all images.

The corresponding coder this function can be
found in Apperdix 2r eposi tory nam
code_Module 1 v b Aft@r. running the Excel
download tookll required information is stored in

the same folderHigure 23.

RN

0_Image names.txt 1000012,jpg

However, using the downloading tool provided in
the repository comes with one drawbadke code
cannd distinguish between different image
formats, such as 6. PNGHO
after downloading ammage formatted as a PNG
the image will be saved with JPEG extension,
such animage might workat first glance with
insensitivesoftware such as Microsoft Paint ar
image viewing softwareBut will, when batch
processedn software such as Photoshop or Gimp
create problemd hereforethereis a need to clean

and integrate the images before continuing. Like Tesseract, ImageMagicls a free, open
_ _ A source tool that ipowered byconsolecommands.
In total, during the periodf 24" of February 2022 By using ImageMagick all images can be batch

to 24" of February 20230ryx has documented  converted intoa correct format. Due to the
9392 vehiclesand equipmentWhereof 6696 are pr ogr ameénsitivity images that are
downloadablemages. downloadedn a faulty format get converted a

1000017,jpg

Figure 23, Example of downloaded images and
generated text filen aWindowsl0 based computer.

ImageMagicki Integration
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correct format, without noticeable qualitpss
allowing integration of all images

The following commandan be used to operate
ImageMagick using th@ative command prompt
onWindows:

magick 1000012.jpg 1000012 new.jpg

The ¢ omma nidvokastma apirect bidary
launching the ImageMagick software,
60100 0 0 0tRe.inpyd fdedo convert, and lastly
610000127 theeoutpui filegNbte thahe
input andthe output files can have the same nam
to eliminaie the need to sort copied files

4.3 Processing methodology

When addr essi ngvwbuldat bej u e
possible to automatically compile the data
presented by Oryxspioenkdyd is wiseto take into
consideration that there gpéenty of ways to alter

a processing methodlhe following subsection
describeghree different prgrocessing methogds
only using Tesseractand finally using manual
labour (Figure 24) Methods one, twand three
were developed in chronological ordand are
different preprocessing alternatives, each method
having processed the same set of 6696 images

By controlling the results yielded with different
threshold valugit is concluded that #hreshold
value of 11-20 has the highestchance of
distinguishng dates within the imagethena value
of 201-210, and lastly a value &1-40. The results
are further reviewed in Section 5.

Method 1 and 21 Cleaning and

Annotation
The first question that is addresseis finding out
if Tesseract is a suitable tool to use for extracting
information from complex imagery. Since the tool
is developed foscanningextdocumentsit would
not be areckless assumption to mattet finding
dates next talestroyed tanks is above its league.
Even though it has proved its fidelity looking at

25

April 11, 2023

Carl Zaff
Sjalvstandigt arbetgThesisreport

Figure 24, Method step b Processing rethodology.
Methods 1 to 3 refer topre-processingnethodsthese
can either be using editing software or command
based functions

TesseracOCR is done witlthe OCR engine
Manualtranscription is performed by manually
looking through each image individually,

Figure 25, A snippet of aw output from Tesseract
depictingeightanalysedmages’ whereof six
contains a date.
Char act er FoonHEed charactertwhieh
separates analysed pages, representedxiCoin
American Standard Code for Information Interchanc
(ASCII).
number platesthe images provided by Oryx are
characterized by more unpredictable text formats

and backgrounds.

To answer this questiomethod one and two
analyse Tesseracts work methodologyand

accuracy As will be further explained, the
difference between the two methadshe order in

which they process images.














































































