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Sammanfattning 

Denna rapport är en av de första som undersöker hur systemmetodik kan tillämpas som ett 

verktyg för att underlätta en holistisk syn på stridsflygplans överlevnadsförmåga. Detta 

görs genom tillämpningen av en modifierad version av multiagent influence diagrams 

(MAIDs) som ett analysverktyg av två generiska en-mot-en-scenarier baserade på Robert 

E. Balls The Fundamentals of Aircraft Combat Survivability, Analysis and Design. 

Begreppet överlevnadsförmåga har avgränsats till mottaglighet eftersom det är här ECM, 

ECCM och ESM verkar. 

 

Resultatet: tre influensdiagram för varje scenario och ett generisk MAID baserat på det 

första scenariot. Dessa ska inte ses som en exakt teknisk beskrivning av interaktionen 

mellan hot och motmedel, utan som en pilottillämpning av systemmetodik inom 

studieområdet. Vidare indikerar användarvalideringen att diagrammen kan förmedla 

komplexiteten i interaktionerna mellan hot och motmedel genom en grafisk presentation. 

Diagrammen ledde till en djupare diskussion om vilka influenser som är av vikt för 

överlevnad. 

 

Slutsatsen är att MAID och systemmetodik kan fungera som ett verktyg för att beskriva och 

hjälpa till att kommunicera de komplexa sambanden mellan element och influenser som 

påverkar flygplanens överlevnadsförmåga mellan olika aktörer. En förutsättning är dock att 

de modelleras på ett korrekt sätt. 

 

Nyckelord: Survivability, EW, ECM, ECCM, Systems methodology, influence 

diagram, multi-agent influence diagram, defence systems, försvarssystem. 
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Abstract 

This report is one of the first to examine how system methodology can be applied as a tool to 

facilitate a holistic view of fighter aircraft survivability. This is done through the application of a 

modified version of multi-agent influence diagrams (MAIDs), as an analytical tool of two generic 

one-on-one scenarios based on Robert E. Balls The Fundamentals of Aircraft Combat Survivability, 

Analysis and Design. The concept of survivability has been limited to susceptibility because this is 

where ECM, ECCM and ESM operate. 

 

The result: three influence diagrams for each scenario and a generic MAID developed for the first 

scenario. These should not be seen as an exact technical description of the interaction between 

threats and countermeasures, but as a pilot application of system methodology within the study 

area. Furthermore, the user validation indicates that the diagrams can convey the complexity of the 

interactions between threats and countermeasures through a graphical presentation. The diagrams 

led to a deeper discussion about which influences are important for survival. 

 

The conclusion is that MAID and systems methodology can serve as a tool to describe and help 

communicate the complex relationships between elements and influences that affect the aircraft's 

survivability between different actors, provided they are modelled correctly. 

 

Keywords: Survivability, EW, ECM, ECCM, Systems methodology, influence 

diagram, multi-agent influence diagram, defence systems, försvarssystem. 
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Introduction 

 

The thesis is divided in to six chapters. This first section introduces the reader to the problem 

area under investigation, the purpose, the research question, the thesis scope, and its 

delimitations. The second chapter gives a background to EW, the concept of survivability and 

the research overview. The third chapter provides the theoretical framework of the study. This 

includes systems definition, the definition of survivability and the tool of analysis. Fourthly 

the results are presented. Following is a discussion regarding the results in relation to previous 

research and validity. Theory, research approach, application, and future improvements. The 

last chapter presents the study’s conclusions, recommendations, and acknowledgments.  

  

Problem area 

The field of aircraft combat survivability is one of the most expensive defence projects in 

modern times. One of the reasons for this is the need for modern fighter aircraft to avoid or 

withstand a man-made hostile environment. A capability that is highly dependent on its 

electronic warfare capability (Neri 2018). Even though there has been a proposition of 

treating aircraft combat survivability as a discipline in its own right, to allow for its proper 

consideration when designing and operating military aircraft. Such an effort is highly 

dependent on the ability to unite several actors in a holistic systems view (Ball 2003).  

 

A primary goal of systems methodology is to provide and promote insights and 

communication of complex systems amongst individuals and groups vested in their 

understanding. This encompasses system situations, responses, and the utilisation of system 

assets to reach a specific goal (Lawson 2010). 

 

The research overview indicates that systems methodology, which ultimately serves the 

purpose of assisting in the creation of learning organisations that continuously improve their 

capabilities, has not been applied to either aircraft combat survivability or electronic warfare 

to any greater extent (Appendix 1). 

 

A major factor for the lack of publications within this area is assumed to be the restricted 

nature of such knowledge. Modern defence systems are highly dependent on electronic 

warfare systems but contrary to sharing the expertise and knowledge amongst actors involved 

in the development and lifecycle of such systems. Knowledge is highly compartmentalised or 

classified to retain a leading edge over adversaries. This restrictive nature, therefore, hinders 

scientific development within the field. 

 

To further the scientific development. The thesis investigates how systems methodology can 

be applied to promote insights and communication of fighter aircraft as complex systems, 

amongst different actors. As electronic warfare systems are prerequisites for aircraft combat 

survivability. It becomes a natural start by investigating how fighter aircraft and electronic 

warfare systems can be viewed holistically as complex systems.  
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Purpose 

The main purpose of the thesis is to investigate how systems methodology can be used as a 

tool for facilitating a holistic view of influences on survivability and susceptibility amongst 

affected actors, with the focus on aircraft combat survivability. It also aims at contributing to 

scientific development within the field’s academic context. To achieve this, the study focuses 

on aircraft susceptibility in relation to threats, countermeasures, counter-countermeasures, and 

electronic support measures. This is commonly known as electronic warfare. The aim has 

been to allow for open publication of findings as well as to provide a report that is available 

for actors of different professional technical and military backgrounds (engineers, decision-

makers, users etc.). This manifests in the simplification of technical descriptions to a generic 

level.  

 

Transparency throughout the report is therefore of importance to allow the reader to evaluate 

and further contribute and critique the findings and methods used.  

 

Scientific contribution 

First, the study extends the limited research on the understanding of electronic warfare from a 

systems perspective. The study is one of few that apply a systems methodology as a tool to 

facilitate understanding of the complex interactions and relations between threats and 

countermeasures in the context of combat aircraft.  

 

Secondly, it applies multi-agent influence diagrams as a tool for visually representing the 

relationship and influences affecting aircraft combat survivability, as noncooperative 

interactions between actors.  

 

No previous study to the best of the author’s knowledge and through systematic search in 

peer-reviewed databases has explored the application of systems methodology as a method for 

facilitating a better understanding of electronic warfare in general, in the specific context of 

fighter aircraft in the academic context. Existing research on electronic warfare and combat 

aircraft survivability has focused on the optimisation of subsystems rather than taking a 

holistic systems perspective. This is one of the earlier studies to combine influence diagrams 

and systems methodology to gain a holistic systems perspective. It is worth mentioning 

Heikell's  (2005) doctoral dissertation which takes a similar approach but focuses on 

battlefield helicopters. 

 

Thirdly, the study adds to the theoretical development by exemplifying how systems 

methodology can be applied to electronic warfare in general and by recommending further 

fields of application and study. 
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Research question 

 

1) Primary research question 

• How can systems methodology be applied as a tool to facilitate a holistic view of 

electronic warfare in the context of aircraft combat survivability? 

 

2) Secondary research questions 

• What is the system-of-interest? 

• Is it possible to identify variables of strategic relevance? 

 

Scope and delimitation 

To achieve the research purpose, the definition of systems science and system thinking has 

been delimited to the taxonomy presented by Lawson (2010) in his book A journey through 

the system landscape, his systems survival kit and universal mental model of systems, the 

systems coupling diagram. This is only one of many perspectives and definitions regarding 

systems. 

 

Secondly, the work has been focused on synthesizing the information gathered into a holistic 

model relating to the concept of survivability and susceptibility. The study does not 

investigate and compare different definitions of EW in greater detail, aspects of aircraft 

vulnerability or different definitions of air defence systems. This delimitation was made to 

retain an overarching system view on a conceptual level and the focus on the application of 

systems methodology. This also manifests in balancing the technical parameters and 

subsystems to a more generic level. The study intends to investigate how systems thinking 

can be applied as a tool for creating a holistic view of aircraft combat survivability, not to 

correctly depict the interactions between threats and countermeasures on a technical level as 

that lies outside the scope of the study and expertise of the author.  
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Background 

This section introduces the reader to electronic warfare and the concept of combat aircraft 

survivability, followed by the research overviews method and conclusion.  

 

EW 

Electronic warfare is of increasing importance for military operations. The most recent 

evolution was the introduction of electronic devices for precision-guided missiles. As their 

kill probability, today is near unity today, undefended targets are unlikely to escape. Nearly 

all modern weapons employ electronic guidance systems. This increased sophistication does 

however render them useless if the electronic systems were to be tampered with. Seriously 

degrading the performance of nearly all digital weapon systems Neri (2018). 

 

This has led to the development of countermeasures and counter-countermeasures. Which 

serves to disturb and restor functionality of the threat weapon system affected. In this report, 

the term electronic warfare (EW) and electronic defence (ED) is used synonymously 

according to Neri’s (2018) definition. 

 

Survivability discipline 

Survivability is a critical system characteristic of military aircraft due to the man-made hostile 

environment. Therefore, the effectiveness of the enemy air defence plays a major role in the 

survivability design and operations of such aircraft. The fundamental of survivability builds 

on the incorporation of all contributors to the system. To design the right amount of combat 

survivability into a military aircraft, tactics-, signature-, vulnerability assessment specialists 

and construction engineers, amongst others, need to be familiar with the how their field 

influences the resulting survivability of the final product, the aircraft (Ball, 2003 p. xxxi-

xxxvi). 

 

To summaries: Survivability and susceptibility always exist in relation to a manmade threat. 

In modern air combat, these systems are ultimately reliant on electronic devices for guidance. 

A major part of aircraft susceptibility is therefore reliant on ES, ECM and ECCM interaction 

with the threat.  
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Research overview 

This section presents the research overview. The purpose of the research overview was to 

establish the current state of the field of systems science about EW and aircraft survivability.  

 

Search process  

The search process followed 4 steps. 1, Database search. 2, filter by title. 3, by abstract. 4, by 

the method. 

 

For electronic warfare, the phrases Electronic warfare systems and Electronic warfare aircraft 

were chosen. For Systems thinking and influence diagrams the phrase systems thinking, and 

influence diagram was chosen. Below the search process along with the selected material will 

be presented.  

 

First, the search phrases were fed to two databases. For each database and search phrase, the 

top five results were reviewed based on title (totalling 40 articles). If the title was deemed 

relevant (containing any of the search phrases) the abstract was read. Based on the abstract, 

second filtering was done excluding irrelevant texts based on the details in the abstract. 

Thereafter the methods for each of the articles were reviewed leading to the third filtration 

and final selection of material for the review.  

 
Table 1, search results from research overview 

The first database selected was Primo. The 

database of SEDU’s library reaches 80% of 

the library’s electronic resources as well as 

links to external databases. It is a good tool 

for an initial search within a subject. The 

second database was Google scholar as it 

provides a wide search. In both databases, the 

results were sorted according to relevance and 

filtered by scientific journals and overview 

articles. In the case of the databases showing 

the same result, they were accounted for in 

both tables. 

The search has not been exhaustive for 

several reasons. Partly due to practical delimitations such as time and recurse scope for the 

study. It is also limited in its scope due to the overall purpose of the study. As the focus is to 

create a better understanding of the interaction between threats and countermeasures in the 

context of fighter aircraft. Solley focusing on the research overview, turning it into an 

exhaustive one, would make the study a meta-study rather than a building block to reaching 

the study’s objective. Instead, the systematic search was designed to be wide enough and 

specific enough to find scientific research on EW through a systems perspective and for the 

methods chosen. For specific detail of the research overview, see appendix 1. 

  

Date Database Search 

phrase/ word 

Hits Read 

abstracts 

Second 

Selection 

2021-

12-13 

Primo 

Sorted by date 

and filtered by 

scientific 

journals 
 

“Electronic 

warfare 

systems” 

12 477 5 1 

“Electronic 

warfare 
aircraft” 

3404 5 2 

Google scholar 

Sorted by 

relevance and 

overview 

articles 

“Electronic 

warfare 

systems” 

9 030 5 3 

“Electronic 

warfare 

aircraft” 

1 920 5 3 
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Conclusion research overview 

The research overview aimed at investigating to what extent electronic warfare threats and 

countermeasures have been investigated utilising a systems-oriented methodology. Both in 

general, and for fighter aircraft specifically. It did so by conducting a systematic research 

overview (see appendix 1). Only one dataset was found to conduct a study of electronic 

warfare with a system methodology. Heikell's (2005) doctoral dissertation investigates 

electronic self-protection of battlefield helicopters from a systems perspective. Further, the 

application of systems thinking in the other articles was done to specific subsystems/ 

components or design and manufacture processes. 

 

The conclusion is therefore that the lack of information publish is indicative of a knowledge 

gap regarding the application of systems thinking within the field of electronic warfare in 

general and for fighter aircraft specifically. 

 

On the topic of systems thinking. The consensus defines systems science/ thinking as a 

discipline independent method of investigation. Its key benefit is its ability to reframe how we 

view problems. It does not ultimately deliver a set solution. Instead, through a holistic 

perspective, it allows for investigation and a better understanding of a system’s parts, their 

relationship, and properties. The scope of the system is ultimately a product of the system 

definition allowing for a variety of views, levels of resolution, and contexts. It is applied to a 

wide array of scientific disciplines to create a better understanding of complex interactions, 

influences, and relations. 

 

Further, Influence diagrams originated in the field of decision theory and can either be 

qualitative, mapping interdependencies, influences, and relationships between key system 

elements. Or quantitative, defining a value to influence variables, allowing for quantitative 

assessment. It is usually applied to create a better understanding and optimise the decision-

making process. It is widely applied to different fields of scientific endeavour.  

 

No strong indication of systems methodology being applied to the field of electronic warfare 

was found. One paper out of the 40 originally sourced investigates the interaction of threat 

and countermeasures but in the context of battlefield helicopters. 

 

Systems methodology is an approach widely applied to complex problems to create a better 

understanding of interactions. In the lack of a well-defined standard for describing such 

interactions. The initial research should be aimed at constructing a generic qualitative model 

that can serve as the basis for further research and investigation. In this regard, Influence 

diagrams are considered a good starting point for graphically mapping these relations.
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Theory 

This section gives a theoretical background to systems science. It also presents the concept of 

aircraft combat survivability and how it is applied in the context of this thesis. Lastly, it 

presents a definition of electronic warfare and how it relates to survivability. 

 

Systems Science  

Modern systems thinking started taking shape during the early parts of the 1900s and is an 

amalgamation of several contributing disciplines and is to some extent still amorphous. 

Lawson (2010. p 42) frames it in the following words: 

 

“The duplication of theoretical and practical efforts is still ongoing and is 

required in the quest to learn more about the nature of systems thinking and 

its application.” 

 

From the early cross-disciplinary advancements during the 1950s, system thinking had an 

upswing during the ’90s as popularised by authors Peter Checkland and Peter Senge, in turn, 

criticised by Robert flood (Lawson, 2010). An influence that is reflected in the scientific 

overview (see Appendix 1). 

 

Systems thinking is discipline independent in the sense that it enables a collective 

understanding of system dynamics and behaviours through the unification of thinking and 

acting. The unification of highly specific knowledge or know-how that would otherwise 

remain isolated to said specific entity. Instead of a reductionistic approach, systems thinking 

takes and holistic approach, describing multiple systems with multiple elements and their 

emergence and behaviours (Lawson 2010). To an extent making it a meta-science. Systems 

science is therefore under continuous development and should be viewed as a toolbox for 

assessing complex problems. 

 

Influential theorists 

This section briefly mentions the influential theorist on which Lawson partly built his 

framework. 

 

Peter Senge defines systems thinking as a specific set of techniques and tools, a framework 

for identifying interrelations and patterns of change rather than painting a stale picture. A set 

of principles resulting from the evolution in the field and an approach to see things as wholes 

(Senge, 1994).  

 

Senge further highlights the possible pitfalls of a reductionistic approach when working with 

systems, further pointing to the danger of simplistic cause and effect assumptions rooted in 

singular observations. Relationships and patterns and their causality is not simplistic in nature 
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and therefore demand a wider perspective. Additionally, for complex systems, relationships 

may not always be directly coupled but still have an effect, aka be influential. 

 

In summarising, Senge means that the world we know is one of complexity. Yet the general 

approach to understanding this complexity is by breaking it down into parts, which is 

insufficient. According to Senge, complexity takes the shape of detailed complexity 

(numerous difficult variables that need to be simultaneously accounted for and seen as a 

whole) and dynamic complexity (subtle variation over time making cause and effect difficult 

to assess, great variation of long vs short term effects or greatly differing effects dependent on 

its relation to the source, local vs wide scale) (Senge, 1994). 

 

In contrast, Checkland’s view is that system thinking stems from the two ideas of 

emergence/hierarchy and communication/ control. The first principle encompasses behaviours 

and the hierarchical decomposition of a system as fundamental concepts. Communication and 

control concern the exchange of data/ material within the system or to its environment, whilst 

control is based upon the availability of information for a relevant process. In his soft systems 

methodology (SSM) Checkland states that when looking at something through a systems 

perspective, the end state, and the means to reach said end state is one of interpretation. SSM 

offers a continuous learning process built upon these principles along with a set of stages. 

 

What he highlights is that individuals in human activity systems are dependent on information 

support, moving the emphasis from goal definition to the support of fundamental relationships 

(Checkland, 1999). Checkland further defines soft and hard systems. Hard systems are 

characterised by using engineering methodologies to establish goals and missions. Whilst soft 

systems are extremely complex, ripe with unknown phenomena and further, lack concrete 

goals (Lawson, 2010). 

 

Lawson (2010 p. 44) writes the following in his book when summarising systems thinking: 

 

“In summary, the principles of systems thinking have evolved because of 

observing common holistic aspects of systems in diverse fields of 

endeavour. It is founded upon an understanding that there are common 

relationships between systems in nature and in and amongst man-made 

systems that are useful to understand and exploit [..] in achieving 

unification of disciplines in respect to systems”. 

 

The conclusion drawn from the presentation of different theorists is that different perspectives 

result in different system definitions and problem descriptions. It is, therefore, necessary to 

clearly define from what viewpoint one observes a system, as this will affect how it is 

defined. Knowing where the semantics of the system stems from allows for an open 

evaluation of the classification proses. The theoretical basis for the thesis, therefore, builds on 

Harold Lawson’s book A journey through the system landscape. The book makes a discipline 

independent presentation of how to think and act in systems. By introducing system semantics 

and a mental model in a systems survival kit. The book itself is a synthesis of systems thinking 

in turn referencing a wide variety of theorists and methods giving a substantial overview. 
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The concept of combat aircraft survivability 

Ball (2003) defines aircraft combat survivability as the capacity for an aircraft to avoid or 

withstand a man-made hostile environment. Further defining the inability of avoiding all 

elements of the enemy air defence that make up the hostile environment as the aircraft’s 

susceptibility. The more likely an aircraft is of being physically affected or hit by a threat 

weapon, the more susceptible it is. Survivability is a critical system characteristic because of 

the threat environment it operates within and must therefore be designed and operated 

accordingly. Defining survivability requirements for acquisition is however very difficult and 

is often referred to as operational features with varying success in defining measurements of 

performance. To allow for survivability to be incorporated early in the lifecycle and reach the 

right compromise between attributes. Ball (2003 p. xxxiv-xxxvi) stresses that all contributors 

to survivability must be involved in a common survivability discipline. A discipline that 

includes all disparate features of the aircraft design process and operations. The fundamentals 

of survivability, therefore, need to be familiar to engineers, systems developers, designers, 

and users. The conclusion Ball makes is very similar to the purpose of systems theory and 

methodology. To facilitate a holistic view transgressing different field of knowledge. 

 

 

Major factors 
 
The degree of susceptibility of an aircraft during an encounter with a threat system is 

dependent on three major factors. The threat, the aircraft, and the scenario. The threat features 

of interest are the characteristics, operations, and effectiveness of the system. The aircraft 

features of interest are the electromagnetic signatures, countermeasures, and flight 

performance. The scenario includes the physical environment, threat deployment and activity, 

and the flight path and tactics of the aircraft (Ball, 2003 p. 445). 

 

 

Scenarios 
 
When investigating the susceptibility of an aircraft through a scenario. There are three major 

phases. 1, determine the influencing factors. 2, determine the level of susceptibility. 3, reduce 

the susceptibility of the defended platform. The first phase is of interest in this thesis. 

As we can understand, there are many factors and influences affecting the susceptibility of an 

aircraft. Determining the essentiality of these factors is difficult. Ball (2003 p. 445-448) 

proposes an essential events and elements analysis (E3A). This analysis encompasses the 

detection of the platforms, the engagement, and the essential elements of the scenario such as 

signature management, ECM/ ECCM and the number of threat weapons fired. Ball (2003) 

further lists factors that influence susceptibility as: 

- Location, number, and capability of the adversary’s defence weapons 

- The aircraft’s basic design 

- The ordonnance, survivability equipment and self-defence weapons 

- Aircraft tactics 

 

His concept of survivability and analysis is used in the thesis scenario description and 

modelling in the influence diagrams. As there have not been any open-source data for the 

parameters deemed necessary for such an analysis. The scenarios with elements and 

influences modelled are held on a generic level. The purpose is to exemplify systems 

methodology as a tool for analysis rather than conducting a flawless analysis. 
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Electronic Warfare 

Neri (2018) introduces the reader to the field of EW as one of increasing importance in future 

military operations. Describing the most recent evolution as the introduction of electronic 

devices for precision-guided missiles. Their kill probability today is near unity, which leaves 

undefended targets unlikely to escape. Hence, nearly all effective weapons employ electronic 

guidance systems. This increased sophistication does however render them useless if the 

electronic systems were to be tampered with. Seriously degrading the performance of nearly 

all digital weapon systems. This is achieved using electronic countermeasures (ECM). In 

response, counter-countermeasures (ECCM) have entered the scene where one tries to restore 

the original effect of the weapon system. The definition of EW used in this thesis is: 

- The techniques and technologies that lead to the construction of devices capable of 

electronically countering a weapon system and to the development of counter-

countermeasures go under the name electronic warfare (EW) (Neri, 2018). 

 

Electronic warfare is categorised into five overarching categories. Signals intelligence, 

electronic support measures, electronic countermeasures, electronic counter-countermeasures 

and information warfare. There is interdependence and overlap between the different 

categories. For the intents and purposes of this study, we will focus on electronic support, 

ECM, and ECCM as these will be used in the scenarios. Following this section, a generic 

description based on Neri (2018) is given to readers to get a perception of EW systems 

operations and purpose. 

 

Electronic support measures 

In an operational scenario, these systems are used to establish timely detection and presence 

of threats by intercepting their emission. This can allow the pilot or threat system operator to 

act pre-emptively by either adopting tactics or engaging the threat (Neri, 2018 p.258-262). 

Such systems are:  

- Radar warning receivers (RWR). Important factors are reaction time, probability of 

intercept and reliability. 

- Electronic intelligence is used for the strategic collection of data. 

- Infrared warning receivers (IRWR) detect infrared anomalies in terrain or air mass to 

alert platforms or launching of weapons. 

 

Radar warning receivers 

Are relatively low cost and are usually installed on platforms that need to be defended from 

radars and operate on data such as pulse width, frequency, and pulse repetition interval (PRI). 

These characteristics are then fed to a memory (library) that identifies the threat. Onboard and 

on aircraft, a radar’s lock-on phase is generally identified by its consistent illumination of the 

target whiles in search mode, the illumination varies according to the radar’s beam sweep. 

The sensitivity and ability to handle large volumes of signal noise are necessary for 

performance to warn when there is still time to act (Neri, 2018 p. 262-264). 

The generated warning gives the pilot information about the angel of arrival. Possible actions 

are: 

- Manoeuvring the aircraft to a safe(r) area 

- Use of passive or active CM 
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- Suppressive weapons such as anti-radiation missiles. 

 

Infrared intercept systems 

These work by detecting radiation emitted by platforms. The sensors either scan an area or are 

fixed to a specific field of view. For aircraft, the technology is used in missile approach 

warner (MAW) and missile launch warner (MLW) which detect the launch of a missile and 

possibly the direction of the threat in its field of view. The MAWs are either active or passive 

sensors. Active sensors will affect the signature management of the platform since they rely 

on a self-emitted signal. They are thus usually used in tandem. This ads cost and weight (Neri, 

2018 p. 361-362). 

 

Electronic countermeasure 

Is divided into onboard/ offboard ECMs and are either active or passive. Onboard passive 

countermeasures reduce the platform’s radar signature created by the body and antennas. 

Signature reduction of radar cross-section (RCS) and IR-signature are the main features of 

design (Neri, 2018 p. 260-370) and are therefore only mentioned as there is little way to 

change these features during operations.  

 

Active onboard ECM 

Commonly known as jamming it can be used for self-protection (SPJ), stand-off jamming 

(SOJ), and escort jamming (EJ). Self-protection jamming is the most common and is used 

when the platform is under attack by radar in lock-on. It can use noise or deception jamming 

techniques. SOJ mode is used to confuse or degrade enemy search radars to make penetration 

of enemy air defence safer. EJ mode is used to mask other friendly intruders during 

penetration of enemy territory and is carried out by an accompanying platform (Neri, 2018 p. 

373-376). In our case, we will focus on SPJ in the scenario.  

 

Electronic attack (EA)  

EA is useful to prevent hard kill action of the enemy threat weapon or reduce the platform’s 

susceptibility and can be used as SPJ. An aircraft in hostile airspace directs its jamming at 

early warning radars or acquisition radars to delay the firing sequence. Confusion is achieved 

either with noise or deception jamming (Neri, 2018 p. 376-472). 

 

Noise jammer 

Creates disturbance in the radar receiver. This is done by having an output that overpowers 

other RF (jamming to signal ratio). The jammer produces a similar signal by receiving and 

generating and re-transmitting the noise within the bandwidth of the threat radar. To be 

effective the noise needs to emulate the thermal noise (white noise) of the radar. Aspects that 

influence jammers are (Neri, 2018 p. 377-78):  

- Spatial coverage 

- Frequency coverage 
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- receiver sensitivity 

- Dynamic range parameters of the receiver 

- Noise band with 

- Noise quality 

- ERP 

- Polarisation 

Deception jammers 

Modern jammers are usually configured as deception jammers. They provide erroneous 

information by generation signals that mimic the expected return signal but at higher power. It 

is a function of being able to receive, memorise and retransmit the intercepted signal back to 

the radar. It can create false targets during the acquisition phase, affecting the radars target 

range perception, velocity perception or angular data perception. The jamming signal is 

modulated according to time, duration, and amplitude. The jammer is dependent on a 

technology called digital radio-frequency memory (DRFM). It allows for the jammer to store 

pulse slice or full pulses. Performance is also dependent on the jamming echoes being 

stronger than the reflected echoes of the platform. If the platform gets close enough the 

echoes created by the aircraft RCS (skin echo) will overpower the jamming signal and create 

burn through. The effectiveness of a jammer is defined according to jamming power 

concerning target signal power (Neri, 2018 p. 363-388). The parameters of CW deception 

jammers are: 

- Angular coverage 

- Frequency coverage 

- Sensitivity 

- Power 

- Antenna gain 

 

Digital radio-frequency memory 

It is a computer-controlled device that carries out jamming techniques. The memory can be 

loaded to store parts of the RF (pulse slice) or the full pulse which allows for the generation of 

multiple targets. It allows storage and coherent reproduction of received signals and delay of 

the output signal for as long as is desired. It can generate noise around the frequency of the 

received signal, and synthesis of any frequency within the band (Neri, 2018 p. 394-396). 

 

Infrared countermeasures 

An IR-seeker can extract angular information by modulating the received IR signal of a 

target. These countermeasures work by creating a high-intensity source radiating the same IR 

spectrum as the platform jamming the IR-missile seeker. Onboard systems known as DIRCM 

are lasers that can be tuned to manipulate the input of the missiles guidance system. The IR 

signal must be more intense and modulated to act in the same electromagnetic frequency span 

but deliver a different input than the emitted signatures of the platform. More advanced lasers 

can saturate the seeker or destroy its detector material. This is dependent on the accuracy of 

the laser beam and the ability to produce a wavelength strong enough and accepted by the 

seeker (Neri, 2018, p. 450). 
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Offboard ECM 

This section shortly presents the passive offboard ECM of passive decoys and active CM. 

 

Passive decoys 

The passive systems work by reproducing radar signatures attractive to the threat system. For 

aircraft, these are dispensed behind the aircraft (dragged by wire) or launched from the 

platform. Creating an attractive radar cross-section by corner reflectors or Luneburg lenses.  

 

The second alternative is the usage of chaff. Clouds of dipoles are released from the aircraft 

creating an area reflecting massive amounts of radar waves. They can be used to create 

corridors where aircraft can “hide” by making it difficult to distinguish echoes from each 

other, or by saturating an area. For the self-protection of a fighter aircraft, the window of 

opportunity for a chaff dispenser is very short and dependent on speed and distance to the 

incoming threat. The dispensing time of radar-break lock chaff of a modern system is between 

30-50 ms. An aircraft, therefore, manoeuvres to reduce its RCS and then dispenses a cloud of 

caff that the radar seeker locks to instead (Neri, 2018 p. 451-60). 

 

Active Off-board systems 

These systems focus on louring the approaching threat towards a decoy target by creating a 

similar but more attractive echo or signature than the platform or by activating the threat 

radars track-on-jam ECCM with sufficiently strong noise. Such decoys are towed behind the 

platform or launched as expendables. The aim is to generate a desirable deception or noise 

signal that captures the tracking gates of the incoming threat. This is easier with a towed 

decoy as it has the same speed as the defended platform (doppler effect). The main challenges 

are their coverage angle (straight ahead or right behind) as the defence can’t be assured when 

the threat warhead detonates. The second parameter is the deployment time for a second 

decoy if the first one is destroyed. Launched expendable decoys with a payload that generates 

a deceptive signal have the challenge of effective time and creating a similar doppler effect as 

well as limited power supply. Lastly, flairs are used against IR-seekers and work by 

producing a stronger IR signature than the protected platform within the same IR spectrum 

(Neri, 2018 p. 460-72).  

 

Counter countermeasures 

This section lists some ECCM. The purpose of ECCMs are to protect the weapon system 

against the CM (Neri, 2018 p. 477-479). Since the purpose of this thesis is to exemplify the 

interactions of threat and countermeasures on a generic level, these are mentioned but not 

explained on a technical level. Interested readers are advised to further investigate the method 

and techniques listed below.  

  



2FS003 MASTER’S THESIS IN SYSTEMS SCIENCE FOR DEFENCE AND SECURITY 

 

 8 

Search Radar ECCM 

For search radars, there are two categories of ECCM. Induced and dedicated. Induced CM is a 

spinoff of increased radar performance and dedicated are introduced specifically to jamming. 

Therefore, only dedicated ECCM will be presented. For a single aircraft attacking a ground 

target, there is little to do rather than try to cancel the echo and simultaneously conceal the 

direction of arrival of the jamming. Search radars are therefore equipped with ECCM for SOJ 

and EJ (Neri, 2018 p. 486-91). For further details the reader can look up the following 

methods: 

- Dickie-Fix Receivers against high-intensity wideband jamming 

- Back-Bias receiver against narrowband CW or spot noise jamming 

- Jammer Strobe gives the radar the direction of the jamming signal 

- Sidelobe Blanking, against deception jamming 

- Sidelobe Canceller, against standoff jamming 

- Automatic frequency Selection, changes to a non-jammed frequency 

- Multibeam antenna. “Divides” the sent or received pulse into different frequencies 

allowing for different beams. Thus, only one beam’s capability is reduced at a time. 

 

Tracking radar ECCM 

The indicated area of the position of targets is fed to the tracking radar by the search radar. 

Therefore, there are lots of similarities in what type of induced ECCM that are used. Some 

dedicated ECCM for tracking radars are (Neri, 2018 p. 491-99):  

- The jamming detector detects noise jammers 

- Antigrated gate pull-off 

- Guard Gates 

- Double range-doppler tracking 

- Track on jam 

- Random conical scan  

- COSRO-LORO 

- Monopulse 

 

IR-CCM 

IR-sensor has very few possibilities of ECCMs to ECM such as flairs and DIRCMs. Spectral 

analysis of the received signals to distinguish false from a true target is to some extent used. 

These techniques are monopulse IR systems and seekers with focal plane arrays, essentially a 

high-resolution sensor that can distinguish between the flair and the platform by image 

processing. This further highlights the importance of where in relation to the defended 

platform and the incoming threat the flairs are dispensed (Neri, 2018 p. 499). 
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Method 

This chapter describes the study’s methodology and design. As the field of systems thinking 

contains a plethora of approaches, often cross-fertilised, the scope of the methods chapter has 

been delimited to focus on a selected few rather than conducting an exhaustive 

methodological review. As this would not have aligned with the thesis purpose. First, a short 

discussion on modelling is held. Thereafter the method for data collection will be presented. 

Followed by the tool for analysis and modelling. Ending with a critique and motivation of the 

selected material. 

 

Models 

Models are to some extent always a simplification of reality and as a result, are never able to 

fully represent it. Despite this shortcoming models still provide useful insight into complex 

systems. Models generally aim at representing behavioural patterns and or structures of 

systems. Either by manual expression or in a specified language. Lawson (2010) describes the 

application of models to soft and hard systems as either mathematical in nature (systems of 

physical or abstract definition) or more qualitative in nature (human activity systems) where 

functions, interrelationships or capabilities are in focus. 

 

As previously mentioned, there are a plethora of approaches for describing systems either 

quantitatively or qualitatively. Fundamentally, they provide a viewpoint from which a border 

insight into the aspect of a system can be gained. Qualitative models are generally built upon 

prose text, structured text, pictorial portrayals, and graphical representations of essential 

system properties, concerning a certain problem. The common goal for qualitative models is 

retelling a system story. Whilst quantitative models aim at establishing the strength of such 

relationships by assigning variables numerical values and utilising statistical models (Lawson, 

2010). 

 

Modelling & simulation 

The decision was made that a qualitative method was better suited for describing and 

modelling the interactions and relations. No formal or standardised model of such was found 

in the research overview. 

 

The main argument against qualitative modelling is that it does not provide information about 

the real dynamics of a situation (Lawson, 2010). On the other hand, Coyle (2000) believes 

that qualitative modelling can be a useful way of handling problems, especially when there is 

a lack of quantifiable variables. Further, pushing quantification beyond its limits (like 

quantifying soft phenomenon) could be counterproductive. Instead, a qualitative approach 

was chosen that aims at building on a generic conceptual model that at a later stage could be 

assigned quantifiable variables or further elaborated on. 
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Data collection 

The approach selected for data collection in the thesis is a document study based upon the 

search strategy snowballing. Building upon references found in the research overview as 

described by Säfsten & Gustavsson (2020 p. 136) and Denscombe & Larson (2018 p.70) The 

book Introduction to Electronic Defense Systems by Neri (2018) was recommended by the 

supervisor whilst the second one, The Fundamentals of Aircraft Combat Survivability, was 

used by Heikell (2005) in his Doctoral dissertation. 

 

Critique 

For methods utilising secondary data, it is important to critically assess the sources to achieve 

high validity (Säfsten & Gustavsson, 2020). The first step to reaching validity was conducting 

a systematic research overview and later inspecting the sources referenced. 

 

The thesis uses two main books in the creation of the scenarios and description of EW. The 

fundamentals of aircraft combat survivability analysis and design by Ball (2003) have been 

utilised in a doctoral dissertation to describe the survivability and susceptibility of battlefield 

helicopters. The author is a civil engineer specialising in survivability in the department of 

Aeronautics at the Naval Postgraduate School California, and the developer of educational 

programs for aircraft combat survivability as a design discipline. Aircraft combat survivability 

is a recognised design discipline for U.S. military aircraft and survivability is an essential part 

of the U.S DoD acquisition process. The theoretical and conceptual work of the author is 

therefore considered to be peer-reviewed and of relevance to the field of study. Hence 

meeting the criteria of validity. One could argue that this might be a potential for conflict of 

interest. However, the book was first published in 1985 and has since been published in five 

different printings. The possible drawback of its old age has been mitigated using Neri’s 

(2018) Introduction to Electronic Defense Systems. 

 

Dr Filippo Neri’s book delivers an up-to-date overview of EW systems. Further, he acted as 

one of the preliminary examiners of Heikell’s dissertation. It gives the reader a good 

understanding of EW weapon systems and how these can be affected by ECM. If the purpose 

was to conduct a technical description of the systems, it might have been necessary to 

complement them with additional sources. 

 

Regarding ethical considerations, both sources are open and do not reveal any sensitive 

information about specific systems, tactics, or operational procedures. 

 

Lawson’s A Journey Through the System Landscape is a book that develops thinking and 

acting in terms of systems and introduces concrete systems semantics based upon several 

concepts, principles and a mental model and is discipline independent. To mitigate the 

downside of using the concepts presented, influential theorists in the book have been given an 

overview by referencing the original work. As previously mentioned, the field of systems 

science is still under development and there is no definite way to view and defined systems. 

By acknowledging the plethora of approaches and being transparent in the application of 

Lawson’s method. The aim has been to reduce possible downsides by opening to discussion 

and development by readers. 
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Lastly, the concept and framework of influence diagrams have been sourced from the original 

paper written by  Howard & Matheson in 1984. It emphasizes the need for communication 

with decision-makers to capture the probabilistic structure of a problem. By using the original 

paper, the chances of theoretical interpretation and distortion have been minimised. The 

theoretical development of IDs into MAIDs has also been sourced from the original paper by 

Koller (Stanford University, Computer Science Department)  & Milch (University of 

California Berkeley) in (2003). Their study of non-cooperative games was supported by the 

U.S DoD Multidisciplinary University Research Initiative (MURI) program administered by 

the Office of Naval Research under Grant N00014-00- 1-0637, and by Air Force contract 

F30602-00-2-0598 under DARPA’s TASK program. Even though it is still a relatively new 

theoretical development it is considered relevant and thoroughly reviewed before publishing. 

 

Tools for analysis 

The decision to utilise a qualitative approach was based upon the reasoning that quantitative 

methods, favoured in the field of engineering for numerical processing, usually have a clearly 

defined phenomenon within a formal standard and can therefore be attributed to measurable 

(quantifiable) properties and statistical relationships. In contrast, quantitative methods are 

considered flexible at the cost of lower formalisation and standardisation. But more suitable 

when there is no formal, standardized approach (Säfsten & Gustavsson, 2020). 

 

Influence diagrams 

Howard & Matheson (1984) writes of the influence diagram as a new form of description. A 

description that is both a formal problem description that can be treated by computers and a 

representation that can be understood by people in all walks of life regardless of academic 

education and technical proficiency. Creating a bridge between quantitative specification and 

qualitative description. 

 

They state the reason for this is its ability to represent three levels of specification (function, 

number, and relation) for deterministic and probabilistic situations. In the deterministic case, 

relation means that one variable can depend in a general way on several others; for example, 

profit is a function of revenue and cost. At the level of function, they specify the relationship; 

namely, that profit equals revenue minus cost. Finally, at the level of number, we specify the 

numerical values of revenue and cost and hence determine the numerical value of profit 

(Howard & Matheson, 1984).  

 

In the probabilistic case, at the level of relationship they mean that given the information 

available, one variable is probabilistically dependent on certain other variables and 

probabilistically independent of other variables. At the level of function, the probability 

distribution of each variable is assigned conditioned on the values of the variables on which it 

depends. Finally, at the level of numbers, unconditional distributions are assigned to all 

variables that do not depend on any other variable 

and hence determine all joint and marginal 

probability distributions (Howard & Matheson, 

1984). 

 

Figure 1, Symbols of the influence diagram 
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They further conclude that the successive degrees of the specification can be made by 

different individuals. Thus, different actors in the process can contribute with their specific 

expertise and leave things such as the probabilistic description of the relationship to other 

experts (Howard & Matheson, 1984, p 721). 

 

Lawson defines five symbols of the influence diagram, see figure 1. Squares represent 

decisions the deciding actor can control. A chance variable (oval) is uncertain and cannot be 

controlled. A square with slanted corners represents a quantitative criterion to be maximised 

or minimise. Squares with round corners are general variables of a deterministic function of 

the quantities it depends on. An arrow denotes an influence. A influencing B means that 

knowing A would directly affect our belief or expectation about the value of B. An influence 

expresses knowledge about relevance. It does not necessarily imply a causal relation or a flow 

of material, data or money (Lawson, 2010). 

 

When reading an influence diagram, you start from the 

bottom of the diagram at the end variable and work 

your way backwards. A simple tip is to ask the 

question “what influences this variable?” tracing the 

attaching arrow backwards. An arrow can always be 

added between two nodes without asserting the 

independence of the two corresponding variables (if no 

loops are created). Meaning: that saying variable B 

may be dependent on variable A is not the same as 

saying variable B must be dependent on variable A. 

The influences can be adjusted in the diagram without 

making erroneous assortations. Creating additional arrows 

does not change the probability assessment but might 

destroy the explicit recognition of independencies, see figure 2 (Howard & Matheson, 1984 p. 

732). 

 

To exemplify the use of influence diagrams, a generic influence diagram of passive offboard 

decoys is depicted in figure 3. We see that the function of creating an attractive RCS, is 

influenced by the chance of the radar warning receiver detecting a rf-frequency and the 

decision to either use chaff or reflectors. We further see that chaff is a function of the radar 

cross section it creates. Which is in tur influenced by the function of dipole length and 

blooming time. The blooming time is in turn influenced by the airflow surrounding the 

protected platform and is defined as a chance variable.   

 

Figure 2, simple influence diagram (Howard & 

Matheson 1984 p. 732) 
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Multi-agent influence diagrams 

Modelling the interactions of threats and 

countermeasures adds complexity due to their 

antagonistic nature. Koller & Milch (2003) 

have addressed the issue of traditional game 

theory and the fact that influence diagrams 

have only been applied to single-agent 

scenarios. By introducing a graphical 

representation of non-cooperative games 

called multi-agent influence diagrams 

(MAIDS). They allow for the incorporation 

of multiple agents that make strategic 

decisions to maximize their utility (Howard 

& Matheson, 1984 p. 189-190). 

 

In MAIDS, the variables allow the explicit 

representation of dependence. This 

development of influence diagrams further 

allows for determining variables of strategic 

relevance. If decision D1 is dependent on D2, 

which depends on D3, which in turn depends on 

D1. The relationship to D1 could be defined as strategically important. A notion that, provides 

new insight into the relationship between an agent’s decision in strategic interaction. To 

define the different actor’s variables, they are assigned to the actors’ colour (Howard & 

Matheson, 1984 p. 189-190).  

In their paper Koller and Milch showcase a simple two-

agent scenario utilising only three variables and two 

symbols of influence, see figure 3. The decision was made 

to use Lawson’s symbology when modelling the influence 

diagram, but according to the principle presented by Koller 

& Milch (2003 p. 190). As they were considered better at 

conveying the complex nature of the variables. Further, the 

authors do not state that the use of variables and symbols is 

limited to what they have used. 

 

Figure 4, Symbols of MAID presented by Koller 

& Milch 

Figure 3, generic influence diagram of passive offboard decoys 

 
Figure 4, generic influence diagram of passive offboard decoys 
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To exemplify the use of multi agent influence diagrams, a generic maid of an IR seeker is 

depicted in figure 5. Note that the symbols used 

are the ones presented by Lawson and that this 

simplified version lacks strategically relevant 

variables. Reading the diagram, we see that the 

objective variable that either actor wants to 

maximise or minimise is influenced by the 

orange actors function variable named missile 

guidance. The missile is in turn influenced by the 

IR seeker, which is a function of the two function 

variables bandwidth and activation time. It is 

also influenced by the blue actors IR signature. 

The IR signature is influenced by the function of 

the platform’s radiant emittance and the use of 

flairs. 

 

In essence, influence diagrams are a powerful 

tool for decision analysis but also for formally 

describing relationships. Hence, of value for all 

modelling efforts. Influence diagrams were 

therefore considered appropriate for modelling 

interactions and influences, as their structure can 

be utilised to depict different system levels and 

detail. And be further built upon by different actors, each 

with their specific knowledge. 

 

  

Figure 5, example of IR seeker MAID 
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System definition 

As described earlier, the structure of a system is dependent on how it is defined. This 

definition is in turn depended on the observer’s viewpoint. To be transparent, a coherent 

system view and semantics were defined according to the systems survival kit introduced by 

Lawson (2010). 

 

The system elements were defined according to recursive decomposition. This decomposition 

of elements into sub-systems and elements in a hierarchical manner is a central concept of the 

ISO/IEC 15288 standard. The standard handles these recursive decompositions in a very 

consistent manner. At each level, the standard is reapplied to provide integration of system 

elements as the system of interest (SOI) of that level. The SOI is therefore level-dependent 

and changes when different levels are considered Lawsons (2010). The decomposition 

follows Lawson’s description of the ISO/IEC 15288 standard and not the original ISO 

standard. The recursive decomposition terminates when a stopping rule is reached. This rule 

is based upon practical needs as well as a risk assessment. If there is no advantage of further 

decomposing a system or if it is well defined and can be incorporated with a controlled risk 

(as a system). The decomposition is terminated (Lawson, 2010). 

 

Airforce assets and operations 

This section introduces the reader to the role of the Air Force and its assets. This information 

is later used as a point of reference when defining the system-of-interest to the mother system, 

a nation’s armed forces (air, army, navy).  

 

In general, the Air Force provides air defence of national territory by coordinating its systems 

with other armed forces such as the army and navy. To do this it must: contribute to the 

survival of friendly centres of gravity, loss and attrition of adversarial Air Forces, and 

neutralisation of adversarial military objectives and centres of gravity. Conduct air support, 

enable transport and reconnaissance (Neri, 2018 p. 3). 

 

To do so it has a set of elemental resources. These are Land-based surveillance and search 

systems (radars). Airborne surveillance and search systems. Fighters are equipped with 

sensors and weapon systems according to the mission. Strike aircraft are similarly equipped 

but specialised for conducting sorties against surface targets. Aircraft for transportation, 

patrolling and training. Depending on organisational structure, the Air Force is also equipped 

Figure 6, Hierarchical diagram of generic Air Force Assets 
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with ground-based air defence units, and surface to air missile systems (SAM) (Neri, 2018 p. 

3-11). Additionally, some sort of C2 unit is needed for the coordination. Below is a 

hierarchical diagram (figure 6) based on the generic asset description. 

 

System of interest 

To analyse the threats and defended platform (aircraft) as systems, we must determine what 

type of system they are and where the system of interest lies. Below follows a definition of 

the system(s) made according to Lawson’s concept definitions and Neri’s (2018) description 

of EW systems assets. The fundamentals of the systems investigated are their behaviour. 

Meaning the effect produced by the elements and their dynamic element relationships in 

operation. 

 

Classification 

Lawson’s definitions of system types outline a couple of different classifications. The systems 

investigated are defined as Human activity systems. As such systems are made up of human 

activities that are ordered in wholes for a purpose or goal together with elemental assets 

(Lawson, 2010 p.6-8) 

 

The mission of an air defence system is to protect a specific territory from attacking aircraft or 

ballistic missiles. Point/ tactical air defence is designed to protect assets in a limited area from 

incoming aircraft. These systems usually engage one target at a time and have medium to 

short-range (Ball, 2003 p. 254-255). 

 

Tactical combat missions of aircraft are air-to-surface and air-to-air operations, amongst 

others. When conducting air-to-air operations, the mission can be to intercept a hostile 

aircraft. Where they are rapidly scrambled to intercept and neutralise the incoming threat 

utilising its carried weapon systems. There are several types of air-to-surface operations 

(CAS, anti-armour, air interdiction etc.). The scenario in this thesis is delimited to air defence 

suppression (SEAD). The mission of SEAD is to degrade the components of the enemy’s air 

defence system so that offensive operations can be conducted (Ball, 2003 p. 254-255). 

 

The conclusion is that an air defence system with the three parts describe above: ground-

based air defence, air-to-surface and air-to-air operations are carried out in response to a 

situation. They are therefore classified as respondent systems. 

 

Topology 

Systems can be organised hierarchically, by network or both depending on the situation. In 

this thesis, the air defence system is defined as a hierarchical topology as they have been 

developed to meet the missions previously defined. This is of course a simplification of how 

responsibility is divided amongst the different elements of the air defence system. When 

deployed they usually work in a network structure. The scenarios in this thesis are however 

designed around one-on-one engagements which make the hierarchical topology more 

representative. 

  



2FS003 MASTER’S THESIS IN SYSTEMS SCIENCE FOR DEFENCE AND SECURITY 

 

 17 

Contextualisation 

To show how this topology is adapted in response to 

the emerging situation. There is a need for 

contextualisation. This is done with a systems coupling 

diagram (Lawson, 2010 p 1-24), see figure 7.   Systems 

can take shape to meet a certain situation. The situation 

can be long or short term and to manage the situation, a 

respondent system is created and put into operation.  

 

Lawson gives the example of a military force 

mobilising, forming a temporary system put together 

by available equipment and people (system assets). 

The system sends feedback on the situational development which is incorporated in the 

formation of the responding system to meet the needs. One of the assets/ elements 

incorporated in the respondent system needs to be a control element, directing the system in 

its operational activities as it responds to the situation. The situation system provides input to 

and is the recipient of outputs from the respondent systems actions. Bellow follows the 

system coupling diagrams of the two scenarios and their systems. In the thesis, we look at two 

adversarial agents with their 

respective systems. They have 

been modelled as respondent 

systems facing each other in 

figure 8 and figure 9.  

 

Air Defence Systems (Air 

Force) contain many elements 

and subsystems as previously 

showcased in section: Airforce 

assets and operations. We have 

to specify where the system-

of-interest lies in relation to 

the over aching system 

(Lawson, 2010). 

 

Here the narrow system of 

interest is defined as the 

fighter aircraft or the GBAD 

with their respective elements 

and subsystems. As each of 

the respondent systems is 

considered together with the 

air force subsystems assets, 

they make up the wider 

system of interest. 

  

Figure 7, System-Coupling Diagram (Lawson 2010 p. 23) 

Figure 8, system-coupling diagram, scenario 1 

Figure 9, systems-coupling diagram, scenario 2 
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The air force (NSOI & WSOI) is in turn situated in an environment where there are other 

armed forces, Army, and the Navy. All the previous systems when considered together are 

situated in the wider environment of a national defence which encompasses security politics, 

and economics (Lawson, 2010 p. 1-18). The different system levels are illustrated below. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The illustration in figure 10 shows that the SOI will warry depending on the perspective taken 

and that there is interconnectedness and interdependency between different system levels. It 

further displays where the focus of this thesis is situated. 

NSOI 

WSOI 

Environment  

Wider Environment  

Figure 10, System of interest in relation to assets and higher tier system levels. 
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Result 

This section presents the scenarios in a text followed by the graphic representation in MAIDs. 

The scenarios are presented separately and according to each phase. After every MAID the 

strategic variable are listed.  

 

Scenario 1. One-on-one air-to-ground 

In this scenario, a ground-based medium-range SAM system is defending itself from an 

approaching adversarial aircraft. The threat is a medium-range semi-active homing missile 

carried by the approaching aircraft. The ground-based surface to air system is equipped with a 

search radar, a command-and-control centre with communication links and a launch platform. 

It is considered active when searching for air targets and can encounter and engage air targets 

within the defended area. 

 

Defender 
Equipment: Pulse doppler radar, RWR, 

SPJ, chaff, ARM 

Platform: Aircraft 

Operational role: Attack 

 

Adversary 
Equipment: Semiactive SAM, pulse 

doppler search radar and CW tracking 

radar. 

Platform: SAM system 

Operational role: Point protection 

 

Textual description of scenario target exposure and encounter phase 
 

Defence perspective 
 
Target detection and acquisition are dependent on the radar’s capability to detect and discern 

the presence of a target within its detection envelope. The detection envelope is a 

representation of the probability of the detection by the sensors based upon a specified 

probability of false alarm. The envelope is a function of the radar parameters and the aircraft’s 

radar cross-section. The radar horizon is dependent on the height of the radar antenna, and the 

altitude of aircraft but also on weather conditions and reflections of radar signals. As an 

aircraft approaches the detection envelope. The echo from the aircraft gets stronger and 

eventually surpasses the threshold of noise to signal ratio. This leads to the detection and 

acquisition of the aircraft. 

 

To handle potential CMs, CCMs such as low sidelobes effect and intermediate frequency 

filter minimise the effect of jamming. These are functions of radar parameter design.  

 

Adversarial perspective  
 
The detection and acquisition of the aircraft is dependent on its mission profile. This includes 

altitude and payload configuration as well as signature management. Its radar cross-section is 

a function of design and payload. Signature management is a function of design and active 

sensors. As it enters the detection envelope, the echo from the aircraft gets stronger and 

eventually surpasses the threshold of noise to signal ratio. This leads to the detection and 

acquisition of the aircraft. This triggers the aircraft’s radar warning receiver. The radar 
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warning receiver is dependent on its digital memory to identify the threat signal. This needs 

data such as pulse width, frequency, and pulse repetition interval. The RWR is a function of 

sensitivity to detecting hostile weapon systems before reaching the weapons envelope and the 

ability to correct information in the presence of a high volume of RF emissions. The warning 

leads to the possible action of manoeuvre, passive CM (chaff, decoy), active CM (jamming) 

and if possible the firing of a RAM  (Neri, 2018 p. 262-263). 

 

A passive anti-radiation missile work by homing in on the radiated rf of the target radar. This 

is accomplished by a seeker like that an RWR. It is mainly dependent on power, PRI, and 

frequency. The launch is arranged by the pilot (Neri, 2018 p. 228-230). See figure 11 for 

MAID 

 

Strategically relevant variables 
 

- Noise to signal ratio 

- Weather condition 

- Operating band 

- Power output 

Figure 11, MAID of target and acquisition phase scenario 1 
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- Radar parameters 

- Mission profile 

- Aircraft design 

- Pilot 

- RCS 

 

 

 

 

Textual description of the scenario Engagement phase 
In this phase, the aircraft is encountered, detected and underway to be acquired by the 

dedicated target tracking radar. 

 

Defenders’ perspective 
 
The target detected is assigned a track file which is sent to the C2 centre. Here the data from 

several sensors are fused. Such as electro-optical sensors, and search and tracking radars. The 

mission of the tracking radar (TTR) is to provide accurate information about the range, 

azimuth, and elevation. This information is used by the missiles guidance system. TTR starts 

operating after the search radar has detected the target. The time it takes for the tracking radar 

to detect the target is dependent on the search radar’s sophistication. Precision is dependent 

on internal factors to the radar system and external factors of the characteristics of the target. 

Range precision is dependent on thermal noise, range glint, radial acceleration, scale & 

calibration. Angular tracking errors are influenced by thermal noise, angular glint, 

scintillation (only scanning radars conical or sequential), build quality, target angular 

acceleration and alignment. In the operational environment, this causes surface reflections. 

External factors such as RCS and target altitude influence the performance of the radar as 

well. High performance is reached through clutter-reduction using an MTI, pulse 

compression, and frequency agility. (Neri, 2018 p. 125-152). ECM such as deception 

jamming affects the radar and missile by creating multiple false targets or affecting the range 

velocity and angular perception of the radar (Neri, 2018 p. 382-383). 

 

When the target is classified and identified based upon raw data and IFF transmission. The 

target is assigned identity accordingly and is thereafter engaged with a target acquisition 

radar. The decision to fire a missile is dependent on the radar acquiring location, heading and 

speed of the aircraft. This information is used by the weapons director to determine the 

appropriate launch time to secure a kill. 

 

 

Adversarial perspective 
 
The tracking, classification and identification of the aircraft is a function of its 

countermeasures ability to affect the adversary’s sensors. Either to break the lock or deceive 

them. This is done with self-protection jamming either as noise jamming or deception 

jamming. In this scenario, deception jamming is described. Deception jammers provide false 

information signals by mimicking the radar’s signals but at higher power. It is a function of 

being able to receive, memorise and retransmit the intercepted signal back to the radar. This 

function is highly dependent on the DRFM. It can create false targets during the acquisition 

phase, affecting the radars target range perception, velocity perception or angular data 

perception. The jamming signal is modulated according to time, duration, and amplitude 

(Neri, 2018 p. 363-385). Performance is also dependent on the jamming echoes being stronger 

than the reflected echoes of the platform. If the platform gets close enough the echoes created 
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by the aircraft RCS will overpower the jamming signal and create burn through. See figure 12 

for MAID.  

 

 

Strategically relevant variables 
 

- Jamming 

- Mission profile 

- RWR  

- Firing solution 

- Tracking radar 

- Weather 

  

Figure 12, MAID of engagement phase scenario 1 
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Textual description of scenario 1 endgame phase 
In this phase, the missile has been launched and is flying towards the target. 

 

Defenders’ perspective 
 
The engagement phase starts when a lock on has been achieved and a fire solution has been 

obtained and the weapon is launched. The GBAD in this scenario uses a semi-active homing 

missile. Such a system is dependent on the tracking radar illuminating the target continuously. 

The passive missile seeker sees the reflection from the platform. The precision is dependent 

on the quality of the seeker and the manoeuvrability of the missile. Hit is dependent on factors 

such as the timing of the launch, target manoeuvre, target glint, seeker noise and gimbal 

limits. Target radar cross-section is also a factor. The susceptibility of jamming is low given 

that the processing band employed is very narrow. When the missile firer control unit 

illuminates with its radar, the launch is near. This is done so as not to reveal the threat system 

or draw ARMs toward the radar (Neri, 2018 p. 210-220). 

 

Adversarial perspective 
 
Given the launch of the homing missile, the aircraft RWR alerts the pilot of lock-on. When 

the missile is in the air either the tracking radar must be forced to brake lock or jam the 

missile. This is achieved with passive or active CM. The passive systems work by 

reproducing radar signatures attractive to the threat system. For aircraft, these are dispensed 

behind the aircraft (dragged by wire) or launched from the platform. Creating an attractive 

radar cross-section by corner reflectors or Luneburg lenses. The second alternative is the use 

of chaff. Clouds of dipoles are released from the aircraft to create an area reflecting massive 

amounts of radar waves. For the self-protection of a fighter aircraft, the window of 

opportunity for a chaff dispenser is very short and dependent on speed, distance, and angle to 

the incoming threat. The dispensing time of radar-break lock chaff of a modern system is 

between 30-50 ms. An aircraft, therefore, manoeuvres to reduce its RCS and then dispenses a 

cloud of chaff that the radar seeker locks to instead (Neri, 2018 p. 451-472).  

 

Active Off-board systems focus on louring the approaching threat towards a decoy target by 

creating a similar but more attractive echo than the aircraft or by activating the threat radars 

track-on-jam ECCM with sufficiently strong noise. Such decoys are towed behind the 

platform or launched as expendables. The aim is to generate a desirable deception or noise 

signal that captures the tracking gates of the incoming threat. This is easier with a towed 

decoy as it has the same speed as the defended platform (doppler effect). The main challenges 

are their coverage angle (straight ahead or right behind) as the defence can’t be assured. The 

second parameter is the deployment time for a second decoy if the first one is destroyed. 

Expendable decoys are launched as missiles with a payload that generates a deceptive signal. 

Their main challenge is effective time and creating a similar doppler effect (Neri, 2018 p. 

451-472). See figure 13 for MAID.  
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Strategic relevant variables 
 

- Manoeuvre 

- Payload 

- RWR 

- Tracking radar 

- Weather 

- Treat angel 

  

Figure 13, MAID of engagement phase scenario 1 
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Lastly, a generic influence diagram, see figure 14, of the first one-on-one scenario was 

constructed representing a higher abstraction level than the previous diagrams. It contains all 

phases and exemplifies how the MAIDs can be applied on a higher system level. A difference 

compared to the previous diagrams are the diamond-shaped cost variables and the indirect 

influences (dotted lines).   

  

Figure 14, Generic MAID of all phases of scenario 1 
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Scenario 2. One-on-one air-to-air 

This scenario is an example of a defensive counter-air operation performed to detect, identify, 

intercept, and destroy the enemy forces attempting to attack or penetrate the friendly 

environment. It is conducted by fighter aircraft and the main threat is the incoming aircraft 

equipped with their missile system (Ball, 2003 p. 237-38). 

 

 

Defender 
Equipment: medium-range IR-missiles, 

pulse doppler radar, RWR, MAW and 

chaff. 

Platform: Aircraft. 

Operational role: Interception. 

Adversary 
Equipment: Semi active AAM, pulse 

doppler radar, RWR, MLW, flairs. 

Platform: Aircraft. 

Operational role: Escort. 

 

Textual description of scenario target exposure and encounter phase Scenario 
2 
In this scenario, the intercepting aircraft is referred to as the defensive perspective and the 

incoming aircraft as the adversarial perspective. 

 

Target detection and acquisition are influenced by the capability of the radar to discern the 

target within the detection envelope. The detection envelope is a function of radar parameters 

and the aircraft’s RCS. It is also influenced by the radar horizon, which is dependent on the 

aircraft and target altitude, weather conditions, reflection of radar signals (multipath 

phenomenon) and radar antenna restrictions. The radar receiver is influenced by the noise to 

signal ratio of the target echoes in relation to non-target echoes. If there are consecutive 

echoes from the target, it is picked up by the radar and locked on further determining the 

target location in space (Ball, 2003 p. 258-264), (Neri, 2018 p. 160-65). 

 

As the aircraft approach each other’s detection envelope. The echo from the aircraft gets 

stronger and eventually surpasses the threshold of noise to signal ratio. This leads to the 

detection and acquisition of the aircraft. Aircraft carried radars (pulse doppler) are largely 

designed according to limited power supply, cooling air, the environmental conditions in the 

aircraft, high reliability, and easy rapid repair. In Air-to-air operations the radar typically 

searches sequentially, scanning an azimuth sector at different elevation values or elevation bar 

that is compared against the aircraft's roll and pitch, special awareness (Neri, 2018 p. 160-65). 

The altitude of the aircraft is dependent on its mission profile. This influences payload 

configuration as well as signature management. Radar cross-section is a function of design 

and payload. Signature management is a function of design and active sensors. 

 

Defenders’ perspective 
 
The defender uses a search mode called RWS-ASM which indicates that there is information 

on the direction and target altitude from RWR, IRST system or ground surveillance. The radar 

automatically adapts scan width and elevation coverage according to the expected target 

direction increasing the detection rate within a key area of the airmass. Airborne radars 

radiate for a relatively long time allowing for RWRs to fully understand the radar parameters. 

It is resource expensive to affect modern radars of this type. One way to do so is with the 

saturation of the radar computer by many false targets entering the antenna side lobes. In this 

case, none of the aircraft is equipped with SPJ. The defender utilises its radar as late as 
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possible, relying on intercepting the adversary’s RF to determine location. If the adversary’s 

radar detects and tries to acquire it as a target. The pilot is warned by the radar warning 

receiver and manoeuvre to reduce RCS and can deploy caff to create false targets (Neri, 2018 

p. 152-72).    

 

Adversarial perspective 
 
The adversary radar is influenced by the same limiting factors as the defending agent. Since it 

does not have any indication of where in the airmass the target is to be expected it uses a 

different search mode called RWS-NAM. This means that the elevation coverage is constant 

and selected by the pilot, the range is, therefore, a function of horizontal and vertical 

coverage. The active search might trigger the defender’s RWR but is needed to have coverage 

of the airmass, influencing the signature management (Ball, 2003 p. 258-264). 

 

As it enters the detection envelope, the echo from the aircraft gets stronger and eventually 

surpasses the threshold of noise to signal ratio. This leads to the detection and acquisition of 

the aircraft unless the defender’s RWR has not already been alerted. If the defender is 

detected the adversary will try to acquire the target. The lock-on attempt triggers the RWR, 

and the pilot can manoeuvre to reduce RCS and utilise IRCM (flairs) to disturb the missiles 

identification process. The radar warning receiver is dependent data such as pulse width, 

frequency, and pulse repetition interval. The RWRs need to be able to perform in a high 

volume of RF emissions (Neri, 2018 p. 262-263). See figure 15 for MAID. 
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Strategically relevant variables 
 

- Mission profile 

- Radar parameters 

- RWR 

- Radar parameters 

- Mission profile 

- RWR 

- Weather 

- Signal to noise & clutter ratio 

  

Figure 15, MAID of target and acquisition phase scenario 2 
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Textual description of scenario 2 Engagement phase 
In this phase, the aircraft are encountered, detected and underway to be acquired by the 

missile seeker leading to launch. 

 

Each of the radars will try to establish a track file for the firing solution based on the acquired 

contact and data from RWRs. The accuracy is highly dependent on the target update rate. The 

trackable sky volume is dependent on the target update rate and antenna scan rate, which 

depends on the time on target needed for detection. The time needed on target for detection is 

as mentioned: target RCS and signal to noise and clutter ratio. Signal to noise ratio can be 

influenced by SPJ and ECMs such as flairs and chaff.  In the same process, the target is 

interrogated with an IFF request. This information is then relayed to the pilot. The Pilot will 

try to engage the enemy within the weapons envelope by manoeuvring. The Weapons 

envelope is influenced by the performance of the missile (range) and the detection range by 

the missile seeker (Neri, 2018 p. 196-198). 

 

Defenders’ perspective 
 
The purpose of the tracking mode is to provide an accurate position, velocity, and acceleration 

vectors of the target to the weapons system and the pilot. This is done with a TWS mode. 

TWS mode means that the tracking filters are equipped with measurements whiles the radar 

searches. 

The IR-seekers range is influenced by the target platform’s aerodynamic heating, exhaust 

plume, IR background and atmospheric transmittance conditions (weather). The pilot assigns 

the target to the IR-missile waiting for the tell-back signal from the seeker confirming its 

detection of the assigned target before conducting the launch (Neri, 2018 p. 152-172, 196-

198).  

 

Adversarial perspective 
 
The adversary will also try to identify the target. This is conducted using the same method as 

the defender (with ESM). Since the defender is equipped with a passive IR missile it cannot 

utilise IRCMs before a launch is registered. Instead, it can try to affect the radar lock with 

jamming or chaff. Deception jammers provide false information signals by mimicking the 

radar’s signals but at higher power. It is a function of being able to receive, memorise and 

retransmit the intercepted signal back to the radar. It can create false targets during the 

acquisition phase, affecting the radars target range perception, velocity perception or angular 

data perception. The jamming signal is modulated according to time, duration, and amplitude. 

The jammer is dependent on the digital radio-frequency memory. It allows for the jammer to 

store pulse slice or full pulse which influences the performance (Neri, 2018 p. 363-385). 

Performance is also dependent on the jamming echoes being stronger than the reflected 

echoes of the platform. If the platform gets close enough the echoes created by the aircraft 

RCS will overpower the jamming signal and create burn through. Further, for airborne radars, 

the saturation of sidelobes is one way of doing so (Neri, 2018 p. 152-72). 

 

The adversary’s tracking mode in this scenario is Single Target Track (STT), meaning that the 

target is continuously illuminated by its onboard radar. This provides a fast update rate giving 

better accuracy than TWS if the target manoeuvres but ignores other targets in the airmass. 

The adversarial pilot will try to manoeuvre so that the target is within the weapons envelope 

or to avoid entering the weapons envelope of the defender. Because of the need for 

continuous illumination of the target. The adversarial pilot cannot manoeuvre like the 
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defender. The weapons envelope is therefore influenced by the radars range and the signal to 

noise and clutter ratio of the seeker. See figure 16 for MAID.  

 

 

Strategically relevant variables 
 

- RWR 

- Chaff 

- Radar parameters 

- RWR 

- RWR 

- Weather 

- Signal to noise ratio 

- Time on target 

- Mission profile 

- RCS 

- DRFM

  

Figure 16, MAID of engagement phase scenario 2 
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Textual description of endgame scenario 2 
The accuracy of the semi-active missile is influenced by the quality of the seeker and the 

missile’s manoeuvrability (Neri, 2018 p. 216-20). 

 

During the endgame phase, the missile guides itself to the target using either its seeker or by 

guidance from the launch platform. Intercept is influenced by the missile and target location, 

velocities and altitude and is considered successful if the warhead has a possibility of killing 

the target. This is dependent on the warhead’s ability to detect the proximity to its target (Ball, 

2003 p. 263-64). As defined at the beginning of the scenario the two aircraft have two 

different methods to disturb the endgame and intercept of the defended platform. 

 

Defenders’ perspective 
 
The engagement phase starts when a lock on has been achieved and a fire solution has been 

obtained and the weapon is launched. The intercepting aircraft in this scenario uses a passive 

IR-guide missile. The pilot has designated the target to the seeker and receives a tell-back 

signal indicating the missile has identified the target. This leads to the launch of the missile. 

The pilot can divert from the path towards the target. The passive missile seeker sees the 

emitted IR signature from the target platform. Which is influenced by the platform design of 

exhausts and heating of aerodynamic surfaces. The IR-seeker being of the type Focal Plane 

Array allows for the seeker to divide the field of view into smaller sections that can be image 

processed to distinguish between ECM and the target platform. The susceptibility of the 

seeker is low (Neri, 2018 p. 226-27). 

 

If the adversary launches its passive homing missile the incoming missile is detected either by 

radar or by the MAW. The Missile approach warner is triggered by the MLW and actively 

sends a small pulse-doppler signal to establish the direction and speed of the target. This 

allows the pilot to manoeuvre to outrun the missile or favourably position the aircraft for the 

launch of CM. For the self-protection of a fighter aircraft, the window of opportunity for a 

chaff dispenser is very short and dependent on speed, distance, and angle to the incoming 

threat as well as the dipole length. The dispensing time of radar-break lock chaff of a modern 

system is between 30-50 ms. An aircraft, therefore, manoeuvres to reduce its RCS and then 

dispenses a cloud of chaff that the radar seeker locks to instead (Neri, 2018 p. 451-472).  

 

Adversarial perspective 
 
Given the launch of the IR- missile the aircraft’s MLW registers the plume of the launch 

alerting the pilot of an incoming missile if it is within its field of view. When the missile is in 

the air its guidance system can be disturbed by launching flairs. Flairs, active ECMs, are 

characterised by intensity, activation time, persistence, and weight. The timing of the launch 

of flairs affects their success in louring the seeker. It is dependent on the ESM system such as 

MLW. As the IR-missile uses an imaging seeker, the success of flair to affect its guidance is 

also dependent on the coverage angle to the defended platform (Neri, 2018 p. 465). 

Dispensing flairs in between the threat and the defended platform is more effective than 

dispensing them behind the defended platform. The angel is dependent on the pilot 

manoeuvring the aircraft into a correct position. 

 

If the adversarial pilot can acquire and track the intercepting aircraft, it must decide whether 

to launch the passive homing missile. This is dependent on the indication of the MLW 

indicating if the platform is under attack and the missile’s engagement envelope. The 
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envelope is a function of the range of the onboard radar, the sensitivity of the missile seeker 

and the scattered reflections of the target aircraft (RCS). The accuracy of target intercept and 

hit is dependent on timing, target manoeuvres, target glint, seeker noise and guidance loop 

parameters (Neri, 2018 p. 216-20). See figure 17 for MAID. 

 

Strategic relevant variables 
 

- Active radar 

- MLW 

- RWR 

- Manoeuvre 

- Threat angel 

- Aircraft design 

- Mission profile 

Figure 17, MAID of endgame phase scenario 2 
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Discussion 

This section aims to conduct a critical discussion of the study’s findings and its contributions 

to the subject of research as well as possible applications in practice. Initially, a discussion 

regarding validity and reliability is held further relating it to the other methods. Thereafter a 

discussion regarding what further steps can be taken to advance the field of research of 

systems methodology in the context of survivability.   

 

Previous research & validation 

As pointed to in the research overview, there have been little to no studies found that apply 

systems methodology to the specific concept of aircraft combat survivability and 

susceptibility. To facilitate a holistic view of susceptibility. At least to the author’s knowledge 

at the time of writing. The studies on EW either focus on the architectural principles needed 

for an effective EW suite (Pitchammal & Sarala, 2013), specific challenges for subsystems 

(Gupta et al., 2011) or the role of future technologies such as artificial intelligence in EW 

(Sharma et al., 2020). 

 

In the case of Heikell’s (2005) dissertation, a holistic systems view is taken of what he defines 

as EW self-protection of battlefield helicopters. Acknowledging the importance of systems 

methodology to facilitate a better understanding of EW- self-protection. Congruent with the 

previous findings. He applies a different but similar qualitative method called Forrester 

system dynamics for simulation.  

 

This study utilises a modified version of multi-agent influence diagrams to graphically depict 

the complex nature, relationships, and influences between two antagonistic actors. Based on 

the generic description of one-on-one engagement by Ball (2003) and the description of threat 

systems and countermeasures (ESM, ECMs and ECCMs) by (Neri, 2018). The analysis of the 

scenarios resulted in seven diagrams, three for each scenario and one generic diagram 

covering all phases of the first scenario. One difference from the original application of 

MAIDs presented by Koller & Milch (2003) is the variables used and their properties. In this 

thesis, the symbols used are the ones presented by Lawson (2010 p. 51) but have been 

modelled according to the principles presented by Koller & Milch (2003) (the generic 

diagram of scenario 1 utilises the variable presented by Koller & Milch). 

 

This means that there are decisions, chance, objectives, deterministic functions, and direct 

influences symbols. Koller and Milch only uses decision, cost, and chance variables (Koller & 

Milch, 2003 p. 192-195). This could be problematic concerning validity as one could argue 

that the method is not applied correctly. If pressing on this as a weakness, one does need to 

consider the state of research within the field and the purpose of the study. 

 

As the thesis aim was to apply systems methodology as a tool for facilitating a holistic view 

of influences on survivability and susceptibility of combat aircraft amongst affected actors. 

The focus was directed at the ability to incorporate different actors’ views and expertise in a 

unified graphical representation that facilitates understanding for people outside their narrow 

field of expertise. The purpose was not to produce a correct model representing the 

interactions on a technical level. As this would have demanded knowledge and resources that 
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were not available. Partly due to the restricted nature of systems parameters but also a general 

lack of technical expertise. 

 

Further, the diagrams were partly validated through the presentation of the MAIDS from 

scenario 1 to a professional user. 

 

When presenting the diagrams from scenario 1 to a user with experience in operating and 

using SAM systems on a tactical level, the impression was that they managed to encompass 

the complexity of the interaction between two antagonistic actors given the simplifications 

that were made. For example, one thing that became clear when looking at the different 

scenarios was that the GBAD is practically reactive in operations whilst aircraft can choose 

where operations take place or to avoid a threat. There was some critique. For example, of the 

variable amid at encompassing where in space, to the defended platform and the incoming 

threat, the ECM is deployed. The success in louring the missile seeker will differ. This 

variable was named threat angel. 

 

From the user experience perspective, this variable was first thought to represent the aspect 

angel of the threat from the launch platform. This led to an elaborate discussion explaining the 

importance of early launch against fast-moving targets for the missile to be able to manoeuvre 

to a point of impact. Further, the critique was mainly focused on the possible difficulty of 

distinguishing between the different symbols (straight corners vs. rounded corners). This 

should be easily managed with education. In summary, the overall impression was that with 

education in the modelling language and the theoretical framework. It could serve as a 

pedagogical tool. 

 

The conclusion drawn has therefore been that systems methodology and MAIDs specifically 

show potential as a tool for conveying the complex relations and influences on survivability in 

the context of EW. 

 

Theory 

Systems theory has been widely applied to many different fields of endeavour. The research 

overview for example covered healthcare systems and geo-sustainability of freight logistics, 

amongst other areas. In this thesis, the definition of the system used followed Lawson's 

(2010) A SYSTEMS SURVIVAL KIT. In the validation of the diagrams, a point of 

discussion that arose was the importance of a coherent definition of the system under 

investigation. As different actors naturally might have different views or definitions. 

 

The discussion covered the definition of the system-of-interest, wider system, environment, 

and wider environment. Like in the previous section, the thesis purpose was not to correctly 

define all elements of an air defence system but to relate the system of interest to the wider 

system, environment, and wider environment. The input from the discussion was used to 

adjust the system’s definition. 

 

This makes it apparent that even though the author lacks professional expertise in the field of 

EW, it was still possible to make a system definition of such quality that a professional user 

could elaborate on the system definitions and what effect certain delimitations could result in. 

This should be seen as a positive indication of how systems methodology can facilitate a 
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unified view and its ability to reframe problems through the incorporation of different actors’. 

Hopefully leading to a higher level of comprehension. 

 

Research approach 

The choice of conducting a literature study was seen as a necessity as the chance of interview 

respondents to participate was assessed to be very low, and that research papers on actual 

systems parameters were unavailable. Mostly due to the confidential nature of the information 

to retain a competitive advantage over an adversary. 

 

There are however several areas that could be improved. For example: adjusting search 

phrases in the research overview so that they encompass the concept of combat aircraft 

survivability more precisely. There has after all been a major technological development since 

the book was published, which can affect the relevance of the generic description of the 

scenarios. Incorporating the users or companies manufacturing combat aircraft i.e., area-

specific expertise in the development of the scenarios would also be a natural step in 

increasing the validity. The generic scenarios modelled in this scenario are to a great extent 

simplifications of reality. During the writing of the thesis, an ad-hock visit to SAAB’s office 

for EW products was conducted where the thesis framework was discussed, and the 

company’s general view of EW was presented to the author. Due to a lack of time and 

planning the visit was not possible to use for validation. One conclusion drawn from the visit 

was that one-on-one scenarios are not representative of modern air combat. It is simply not 

enough to hide from one threat platform as modern systems operate in complex overlapping 

networks. For example, platforms working together might allow for shortcuts in the scenarios. 

It will however be interesting to see to what extent the war in Ukraine might affect this view. 

 

Lastly, other modelling methods are available, like Link and Loops diagrams and 

Systemigrams. Comparative studies between these methods would add to the field in general.  

 

Reliability & Validity 

Because of the limited research on applying systems methodology to EW, validating the 

diagrams was necessary to increase the confidence of the findings. There is a vast amount of 

know-how and expert knowledge within the field studied. It has however not been 

investigated and published in academic form, in essence stalling the scientific development. 

As one of the earlier studies, it adds to the theoretical development by showing how 

integrating a systems perspective in EW, using influence diagrams, can foster a better 

understanding regardless of technical and operational accuracy. The transparency in the 

application of the method allows the reader to investigate what simplifications have been 

made to accommodate the scope of the report and assess the results drawing their conclusions. 

The validity should therefore not be assessed from the accuracy of describing the interactions 

but its ability as a tool. In this regard, the user validation indicates its validity even though this 

could always be further investigated. 
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Application 

As Ball (2003) argues, to design an aircraft with the right amount of survivability, it needs to 

be an independent discipline with similar properties to systems science. Where all different 

actors are united holistically. It is evident that systems methodology is applicable to the field 

of survivability and EW and that influence diagrams can be a useful tool. 

 

The application is not limited to procurement or development of EW systems but can serve as 

an educational tool on different levels. From developing and analysing operational scenarios 

to informing decisional actors who are detached from the development and operational use of 

such systems. 

 

Future improvements 

The rather wide approach taken in this study comes with a trade-off between generic 

application vs detail and depth. As mentioned earlier the scenarios could be further developed 

together with experts in the field along with a more thorough validation process to increase 

validity. 

 

It is also possible to raise the level of analysis from tactical one-on-one scenarios to 

operational or strategic levels where multiple platforms are interacting with each other, or 

even different system assets (defined as the WSOI in this study). 

 

Conducting a deeper methodological study either focused on MAIDs and their construction or 

conducting a comparative study of different methods would also further the development of a 

more suitable modelling language. One could also take the models presented in this thesis and 

further develop them by assigning a statistical relationship of the dependencies. Or relate 

them within a framework of military utility.   It would also be interesting to investigate if it is 

possible to utilise new emerging technology to “short circuit” the kill chain., such as the 

implementation of AI mentioned in the research overview.



2FS003 MASTER’S THESIS IN SYSTEMS SCIENCE FOR DEFENCE AND SECURITY 

 

 37 

Conclusion 

This is the concluding section of the study answering the research questions and providing a 

recommendation on how to further advance and utilise the insights from this thesis. 

 

Answering the research question 

The first supportive question was: How do we define the system-of-interest? 

 

This was done using the recursive decomposition method proposed by Lawson (2010). 

Through the recursive decomposition of the Air Force assets defined by Neri (2018), it was 

possible to identify a suitable system level of detail. Therefore, the SOIs in this study was 

defined as the aircraft and the SAM system when considered together with their respective 

system elements/ assets. These elements are ESM-, ECM-, ECCM- and weapon systems. The 

SOI when considered together with the additional assets of the Air Force construct the wider 

system of interest. The SOI and the WSOI when considered together are situated in an 

environment together with the higher tear assets of the navy and army.  When these three 

WSOI are considered together in their environment, they make up the wider environment. 

Defined as the system of national armed forces. 

 

The conclusion for the first supportive research question is that the method facilitated the 

definition of a system that made it possible to relate the modelling effort of the study to the 

wider concept of the air force, and national defence system. Conveying the 

interconnectedness of subsystem up to the wider environment in which it is situated. 

 

The second research question: Is it possible to identify variables of strategic importance? 

 

The use of multi-agent influence diagrams allows for the identification of variables that are of 

strategic importance by graphically depicting the decision-maker needs to consider a variable 

to optimise the outcome. Even if it is possible to identify variables of strategic importance, the 

result is highly dependent on the validity of the diagrams, which in turn become highly 

dependent on the definition of the system and on what actors are involved in constructing the 

diagram. 

 

The result of the study should be seen as a proof of concept. Mainly due to the user validation 

of the MAIDs. The field of EW and aircraft combat survivability is one of immense 

complexity. Delimitations and simplifications were therefore necessary. To facilitate the 

identification of strategically relevant variables. The incorporation of expert knowledge and 

validation is of utmost importance. Another prerequisite is deep knowledge of the modelling 

language and having a coherent definition of the system of interest and the semantics/ 

taxonomy used. If one manages to accomplish these things, identifying strategic variables 

with high validity is considered possible. 

 

With the results from the two supporting research questions. The primary research question is 

analysed and answered. 
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The primary research question was: How can systems methodology be applied as a tool to 

facilitate a holistic view of electronic warfare in the context of aircraft combat 

survivability? 

 

As we saw in the introduction and problem description. There is a knowledge gap regarding 

the application of systems methodology to the field of EW and aircraft combat survivability. 

Further, the concept of survivability as currently defined calls for the involvement of all 

affected actors. From construction engineers to designers, users and decision-makers, if a 

successful level of survivability is to be reached. With the focus on EW, the study was 

delimited to the aspects of susceptibility. Based on the two supporting research questions the 

study finds that systems methodology can be applied in several ways to facilitate a holistic 

systems view. First, it allows for unifying the system’s view by defining the system of interest 

and doing so with a coherent semantic structure. The success is dependent on incorporating 

several actors of different expertise early and conducting a recursive validation process. 

 

Secondly, influence diagrams show a high potential to portray influences, relations, and 

dependencies in a pedagogical manner amongst actors of different areas of expertise. There 

are however limitations to the study’s findings. Influence diagrams and multi-agent influence 

diagrams do not seem to be the most suitable tool for technical analysis. Its biggest potential 

lies in transgressing different fields of expertise constructing a shared context and seems to be 

especially suitable in educational environments. As an educational tool applicable on different 

levels. From developing and analysing operational scenarios, to informing decisional actors, 

or users of systems. 

 

Lastly, the study does not compare different modelling methods. Thus, it is not possible to say 

how MAIDs perform compared to other modelling methods and system definitions. 

 

Recommendations 

As this is one of the early studies applying systems methodology to EW, aircraft survivability 

and susceptibility it is obvious that the research needs to continue exploring the field. Based 

on the conclusions, the recommendations are: 

 

1) Conduct a comparative methodological study that allows for the comparison of different 

modelling approaches. 

 

2) Conduct further studies of similar if not the same methodological approach where system 

users or technical experts can be utilised in the construction of scenarios and models to reach 

a higher level of validity. 

 

3) If possible, utilise the results in this report and conduct a quantitative study where 

statistical values are assigned to the relationships and influences between variables. 

  



2FS003 MASTER’S THESIS IN SYSTEMS SCIENCE FOR DEFENCE AND SECURITY 

 

 39 

Acknowledgements 

Lastly, I would like to extend my utmost gratitude to the people that supported me in the 

process of my study and made it possible to conduct educational study visits. Without your 

support, knowledge, and help it would not have been possible. Utmost appreciation to. 

 

Supervisor, Defence Systems, SEDU – Dr. Björn Persson 

Examiner, Defence Systems, SEDU – Hans Liwång 

Program manager Defence Systems, SEDU – L.Col. Kent Andersson 

Host of study visit, SAAB – Rickard Norberg & Ylva Larberg 

Writing support, Sister and friend – Alice Hedén



2FS003 MASTER’S THESIS IN SYSTEMS SCIENCE FOR DEFENCE AND SECURITY 

 

 40 

Literature 

 
Ball, R. E. (2003). The fundamentals of aircraft combat survivability analysis and design (2nd ed). American 

Institute of Aeronautics and Astronautics. 

 

Bielza, C., Gómez, M., & Shenoy, P. P. (2011). A review of representation issues and modeling challenges with 

influence diagrams. Omega, 39(3), 227–241. https://doi.org/10.1016/j.omega.2010.07.003 

Cabrera, D., Colosi, L., & Lobdell, C. (2008). Systems thinking. Evaluation and Program Planning, 31(3), 299–

310. https://doi.org/10.1016/j.evalprogplan.2007.12.001 

 

Checkland, P. (1999). Soft systems methodology: A 30-year retrospective. John Wiley. 

 

Coyle, G. (2000). Qualitative and quantitative modelling in system dynamics: Some research questions. System 

Dynamics Review, 16(3), 225–244. https://doi.org/10.1002/1099-1727(200023)16:3<225::AID-

SDR195>3.0.CO;2-D 

 

Denscombe, M., & Larson, P. (2018). Forskningshandboken: För småskaliga forskningsprojekt inom 

samhällsvetenskaperna. 

 

González-Ortega, J., Ríos Insua, D., & Cano, J. (2019). Adversarial risk analysis for bi-agent influence 

diagrams: An algorithmic approach. European Journal of Operational Research, 273(3), 1085–1096. 

https://doi.org/10.1016/j.ejor.2018.09.015 

 

Gupta, M., G, H., & Mahla, A. (2011). Electronic Warfare:Issues and Challenges for Emitter Classification. 

Defence Science Journal, 61(3), 228–234. https://doi.org/10.14429/dsj.61.529 

Heikell, J. (2005). Electronic warfare self-protection of battlefield helicopters: A holistic view. Helsinki 

University of Technology. 

 

Horvitz, E. J., Breese, J. S., & Henrion, M. (1988). Decision theory in expert systems and artificial intelligence. 

International Journal of Approximate Reasoning, 2(3), 247–302. https://doi.org/10.1016/0888-613X(88)90120-

X 

 

Howard, R., & Matheson, J. (Eds.). (1984). READINGS ON The Principles and Applications of DECISION 

ANALYSIS (Vol. 1984). Strategic Decisions Group. 

 

Koller, D., & Milch, B. (2003). Multi-agent influence diagrams for representing and solving games. Games and 

Economic Behavior, 45(1), 181–221. https://doi.org/10.1016/S0899-8256(02)00544-4 

Korn, J. (2019). Crisis in systems thinking. Kybernetes, 49(7), 1915–1934. https://doi.org/10.1108/K-01-2019-

0026 

 

Lawson, H. W. (2010). A journey through the systems landscape. College Publications. 

 

Leischow, S. J., Best, A., Trochim, W. M., Clark, P. I., Gallagher, R. S., Marcus, S. E., & Matthews, E. (2008). 

Systems Thinking to Improve the Public’s Health. American Journal of Preventive Medicine, 35(2), S196–S203. 

https://doi.org/10.1016/j.amepre.2008.05.014 

 

Luoma, E., Nevalainen, L., Altarriba, E., Helle, I., & Lehikoinen, A. (2021). Developing a conceptual influence 

diagram for socio-eco-technical systems analysis of biofouling management in shipping – A Baltic Sea case 

study. Marine Pollution Bulletin, 170, 112614. https://doi.org/10.1016/j.marpolbul.2021.112614 

 

Neri, F. (2018). Introduction to electronic defense systems (Third edition). Artech House. 

 

Pitchammal, R., & Sarala, S. (2013). A Blue Print for the Future Electronic Warfare Suite Development. 

Defence Science Journal, 63(2), 192–197. https://doi.org/10.14429/dsj.63.4263 

 

Säfsten, & Gustavsson. (2020). Research methodology: For engineers and other problem-solvers (First edition). 



2FS003 MASTER’S THESIS IN SYSTEMS SCIENCE FOR DEFENCE AND SECURITY 

 

 41 

Studentlitteratur. 

 

Senge, P. M. (Ed.). (1994). The fifth discipline fieldbook: Strategies and tools for building a learning 

organization (Repr. of 1994). Brealey. 

 

Sharma, P., Sarma, K. K., & Mastorakis, N. E. (2020). Artificial Intelligence Aided Electronic Warfare Systems- 

Recent Trends and Evolving Applications. IEEE Access, 8, 224761–224780. 

https://doi.org/10.1109/ACCESS.2020.3044453 

 

Trochim, W. M., Cabrera, D. A., Milstein, B., Gallagher, R. S., & Leischow, S. J. (2006). Practical Challenges 

of Systems Thinking and Modeling in Public Health. American Journal of Public Health, 96(3), 538–546. 

https://doi.org/10.2105/AJPH.2005.066001 

 

 

 

 



2FS003 MASTER’S THESIS IN SYSTEMS SCIENCE FOR DEFENCE AND SECURITY 

 

 42 

Appendix 1 

The appendix contains the research overview that was conducted as a pilot study for the main 

thesis. It follows a systematic method presented as described by (Denscombe & Larson, 

2018). First, it presents the initial search results for each search phrase, database, and 

category. There are three categories: EW, Systems thinking and influence diagrams. The latter 

two are presented together. Following is the filtration of results along with a descriptive 

summary of findings and methods followed by thematic analysis and a conclusion of the 

current state of research. 

 

 

Table of search results and selected material Electronic Warfare 
 

Search 

phrase 

Top five hits Primo Top five hits google scholar 

(Overview articles) 
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material 
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c warfare 

systems” 

 
 Premchand, & Krishna, P. H. (2020). A 

miniaturized multi-octave Vivaldi antenna for 
electronic warfare systems. Electromagnetics, 

40(1), 56–69. 
https://doi.org/10.1080/02726343.2019.1695090 

 
Pywell. (2014). Information Warfare and 

Electronic Warfare Systems R. A. Poisel Artech 
House, 16 Sussex Street, London, SW1V 4RW, 

UK. 2013. 414pp. £89. (20% discount available 
to RAeS members via www. artechhouse.com 
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Search 
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Primo Google scholar Second filtration selected 
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warfare 

aircraft 
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6. Heikell. (2005). Electronic warfare self-protection of battlefield helicopters: a holistic 

view. Helsinki University of Technology. 
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Descriptive summary EW 
 
Below the selected material will be descriptively summarised lifting when, where how and by 

whom the articles were authored. 

 

In general, the articles make a generic description of EW and its different branches. After 

which they address specific aspects of the EW field. The first article was published in 

December of 2020 by authors working at the Department of Electronics and Communication 

Engineering, at Gauhati University in India and the Department of Industrial Engineering at 

the Technical University of Sofia, Bulgaria. Two of the authors are senior members of the 

IEEE (the all-electronic archive journal) in which the article has been published. The article 

list EW and AI techniques that can be applied in an evolving scenario in the backdrop of 

changes taking place and the research that has been reported. The method used in the article is 

a literature study.  

 

The second article was published in the Defence Science Journal in May of 2011 by the 

Institute for Systems Studies and Analysis in Delhi, India. The paper proposes a solution 

framework based on regression analysis, hypothesis testing and discriminant analysis to 

overcome the challenges of emitter classification. The main method for the study was 

empirical experiments.  

 

The third article was published in March of 2013 in the Defence Avionics Research 

Establishment in Bangalore, India. The paper investigates whether integrated modular 

avionics can be used for the development of EW suits to create technology transparency, 

resource sharing, incremental qualification and reduce maintenances cost. The authors argue 

that the need for increased signal interfaces between systems, calls for the need for IMA. The 

study then applies the framework of Intergrade Modular Avionics to exemplify how it could 

be used in the development of EW-suites. The article uses a theoretical case study approach.   

 

The fourth article was published in the International Journal of Security Studies 2021. The 

journal is published by The Military College of The University of North Georgia. The author 

is an associate professor at the College of Dentistry of King Faisal University in Al Hasa, 

Saudi Arabia. The author has a special interest in global security and strategic studies. The 

article reviews the concepts of EW, major countries' capacities, and the future demand for 

EW. The author conducts a literature study. 

 

The last material is a doctoral dissertation at the Helsinki University of Technology by Johnny 

Heikell, published in February 2005. The dissertation seeks to increase the understanding of 

EW self-protection of battlefield helicopters by taking a holistic (systems) view of electronic 

warfare self-protection. Further evaluating methodologies used in the research and their 

suitability as descriptive tools in communication between stakeholders. The research had four 

objectives. 1) “generate improved understanding of EWSP of battlefield helicopters”, 2) 

“unite disconnected information on and factors contributing to EWSP of battlefield 

helicopters”, 3) “develop or identify tools or methodologies that can be used for 

communication on EWSP with disparate interest groups” and 4) “resolve on the notion 

“holistic view on EWSP of battlefield” (p. 33-34). The author uses several qualitative 

methodological approaches to fulfil these purposes. It utilises textual information, tabulated 

information, graphical information and flow and block diagrams. Further complementing the 

output of these methods with simulation if it provides an advantage. Mainly qualitative 
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modelling is used for the argument that it maximizes understandability to a large crowd. 

Mathematical tools are used sparingly when needed as support.   

 

 

Table of material, category, method, and date 
 

Title Category/ method/ date 
Artificial Intelligence Aided Electronic Warfare Systems- Recent 
Trends and Evolving Applications 

A technical overview article which focuses on the application of 
AI to EW. 

Method: literature study. 

2020 

Electronic Warfare:Issues and Challenges for Emitter 

Classification. 

A technical article which focuses on the application various 

statistical methods to overcome challenges for emitter 
classification. 

2011-5-1 

A Blue Print for the Future Electronic Warfare Suite Development. Technical paper explaining an approach to develop a unified EW 

suite (single line replicable unit) with the focus on open standards 

and COTS.  
2013-3-23 

Strategic Invisible Waves: A Review on Electronic Warfare Focus article with a social science starting point, reviewing EW 

concepts, capabilities, and future demands. 

2021  

Electronic warfare self-protection of battlefield helicopters: a 
holistic view. 

Doctoral dissertation seeking to increase the understanding of 
EWSP by utilising systems view 

2005 

 

 
Thematic analysis EW 
 
In this paragraph, the main similarities and differences of the material will be analysed. 

Initially, the material is published between 2005-and 2021. Three of the articles are authored 

by Indian scholars. Further, these investigate more specific areas of EW such as how AI could 

be implemented, how a new architectural framework is needed and could be implemented in 

the development of EW suites and how the methodology for emitter classification can be 

improved. The first and third articles share a common definition of EW and its subdivisions 

(Electronic attack, Electronic protection, Electronic support). The definition of EW and its 

subdivisions is also shared by the article Strategic Invisible waves. Heinkel investigates EW 

as defined by self-protection. Whilst the second article only describes the role emitter 

classification plays in the wider field of EW.  

 

Nazargis’s article conducts an overview of the current systems in use by different countries 

along with future trends. Concluding the strategic importance of EW for military operations. 

 

The dissertation by Heikell takes a systems (holistic) view of electronic warfare self-

protection. It is the only author who approaches EW from a systems perspective and does this 

to increase the understanding of different stakeholders involved in the development and 

procurement process for EWSP, in the context of battlefield helicopters. The author’s use of 

EWSP differs from the others use of EA EP & ES and mainly considers the interaction 

between threat and countermeasures. 

 

 

Conclusion EW 
 
What the research overview shows is that there seems to be a lack of material published 

regarding systems thinking related to EW. The analysis further shows that the current 

definition of EW and its subparts seems to be according to EA, EP & ES. This has been 
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interpreted as an indication of a knowledge gap within the field of EW. The reason for this is 

hard to conclude. There might be knowledge of EW in the context of systems thinking that 

either is taken for granted or that the producers of such knowledge, organisations or state 

actors refrain from publishing due to the sensitivity of the information. 

 

For this study, the main contribution of the research overview is how EW is generally 

described and defined. More specifically the doctoral dissertation by Heikell is considered the 

most relevant, as it investigates the interaction between threat and countermeasures for 

battlefield helicopters (defined by the author as EWSP) from a systems perspective.  Even 

though the dissertation investigates the phenomenon of battlefield helicopters, the general 

approach, methodology and conclusions are considered useful for this thesis. 

 

 

Initial search results for Systems thinking and influence diagrams 
 
 

Date Database Search phrase/ 

word 

Hits Read abstracts Second 

filtration 

selected 

material 

2021-12-15 Primo 

Sorted date and 
filtered by 

scientific 

journals 

“Systems 

thinking” 

18 248 5 3 

 Google scholar 

 

Sorted by 

relevance 

“Systems 

thinking” 

8 550 5 4 (one 

duplicate) 

 Primo “Influence 

diagrams” 

283 324 5 4 

 Google scholar “Influence 

diagrams” 

440 000 5 3 
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Search 

phrase 

Primo Google scholar Second filtration selected material 

Systems thinking  
  Cabrera, Colosi, L., & Lobdell, C. (2008). 

Systems thinking. Evaluation and Program 
Planning, 31(3), 299–310. 

https://doi.org/10.1016/j.evalprogplan.2007
.12.001 

 
  Lezak, & Thibodeau, P. H. (2016). 

Systems thinking and environmental 
concern. Journal of Environmental 

Psychology, 46, 143–153. 
https://doi.org/10.1016/j.jenvp.2016.04.005 

 

 

  Leischow, Best, A., Trochim, W. M., 
Clark, P. I., Gallagher, R. S., Marcus, S. E., 

& Matthews, E. (2008). Systems Thinking 
to Improve the Public’s Health. American 

Journal of Preventive Medicine, 35(2), 
S196–S203. 

https://doi.org/10.1016/j.amepre.2008.05.0
14 

 

 

  Schlör, Märker, C., & Venghaus, S. 
(2021). Developing a nexus systems 

thinking test –A qualitative multi- and 
mixed methods analysis. Renewable & 

Sustainable Energy Reviews, 138, 110543–
. 

https://doi.org/10.1016/j.rser.2020.110543 
 

 
  Korn. (2019). Crisis in systems thinking. 

Kybernetes, 49(7), 1915–1934. 
https://doi.org/10.1108/K-01-2019-0026 

 

William M. Trochim, Derek A. Cabrera, Bobby Milstein, 
Richard S. Gallagher, Scott J. Leischow, “Practical 

Challenges of Systems Thinking and Modeling in Public 
Health”, American Journal of Public Health 96, no. 3 

(March 1, 2006): pp. 538-546. 
https://doi.org/10.2105/AJPH.2005.066001 

 
  Rubenstein-Montano, Liebowitz, J., Buchwalter, J., 

McCaw, D., Newman, B., & Rebeck, K. (2001). A 
systems thinking framework for knowledge management. 

Decision Support Systems, 31(1), 5–16. 
https://doi.org/10.1016/S0167-9236(00)00116-0 

 

  Leischow, Best, A., Trochim, W. M., Clark, P. I., 

Gallagher, R. S., Marcus, S. E., & Matthews, E. (2008). 
Systems Thinking to Improve the Public’s Health. 

American Journal of Preventive Medicine, 35(2), S196–
S203. https://doi.org/10.1016/j.amepre.2008.05.014 

 
Mahaffy, P.G., Matlin, S.A., Holme, T.A. et al. Systems 

thinking for education about the molecular basis of 
sustainability. Nat Sustain 2, 362–370 (2019). 

https://doi.org/10.1038/s41893-019-0285-3 

 

 
  White. (1995). Application of systems thinking to risk 

management: a review of the literature. Management 
Decision, 33(10), 35–45. 

https://doi.org/10.1108/EUM0000000003918 
 

 

Cabrera, Colosi, L., & Lobdell, C. (2008). 
Systems thinking. Evaluation and Program 

Planning, 31(3), 299–310. 
https://doi.org/10.1016/j.evalprogplan.2007.12.

001 
 

  Leischow, Best, A., Trochim, W. M., Clark, P. 
I., Gallagher, R. S., Marcus, S. E., & Matthews, 

E. (2008). Systems Thinking to Improve the 
Public’s Health. American Journal of 

Preventive Medicine, 35(2), S196–S203. 
https://doi.org/10.1016/j.amepre.2008.05.014 

 

Korn. (2019). Crisis in systems thinking. 

Kybernetes, 49(7), 1915–1934. 
https://doi.org/10.1108/K-01-2019-0026 

 
William M. Trochim, Derek A. Cabrera, Bobby 

Milstein, Richard S. Gallagher, Scott J. 
Leischow, “Practical Challenges of Systems 

Thinking and Modeling in Public Health”, 
American Journal of Public Health 96, no. 3 

(March 1, 2006): pp. 538-546. 

https://doi.org/10.2105/AJPH.2005.066001 

 
Rubenstein-Montano, Liebowitz, J., 

Buchwalter, J., McCaw, D., Newman, B., & 
Rebeck, K. (2001). A systems thinking 

framework for knowledge management. 
Decision Support Systems, 31(1), 5–16. 

https://doi.org/10.1016/S0167-9236(00)00116-0 
 

White. (1995). Application of systems thinking 
to risk management: a review of the literature. 

Management Decision, 33(10), 35–45. 
https://doi.org/10.1108/EUM0000000003918 

https://doi.org/10.2105/AJPH.2005.066001
https://doi.org/10.1016/S0167-9236(00)00116-0
https://doi.org/10.1038/s41893-019-0285-3
https://doi.org/10.1016/j.evalprogplan.2007.12.001
https://doi.org/10.1016/j.evalprogplan.2007.12.001
https://doi.org/10.1108/K-01-2019-0026
https://doi.org/10.2105/AJPH.2005.066001
https://doi.org/10.1016/S0167-9236(00)00116-0
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Final filtration Systems thinking 
 

1. Cabrera, Colosi, L., & Lobdell, C. (2008). Systems thinking. Evaluation and Program 

Planning, 31(3), 299–310. https://doi.org/10.1016/j.evalprogplan.2007.12.001 

 

2. Leischow, Best, A., Trochim, W. M., Clark, P. I., Gallagher, R. S., Marcus, S. E., & 

Matthews, E. (2008). Systems Thinking to Improve the Public’s Health. American 

Journal of Preventive Medicine, 35(2), S196–S203. 

https://doi.org/10.1016/j.amepre.2008.05.014 

 

3. Korn. (2019). Crisis in systems thinking. Kybernetes, 49(7), 1915–1934. 

https://doi.org/10.1108/K-01-2019-0026 

 

4. William M. Trochim, Derek A. Cabrera, Bobby Milstein, Richard S. Gallagher, Scott 

J. Leischow, “Practical Challenges of Systems Thinking and Modeling in Public 

Health”, American Journal of Public Health 96, no. 3 (March 1, 2006): pp. 538-546. 

https://doi.org/10.2105/AJPH.2005.066001 

 

5. Rubenstein-Montano, Liebowitz, J., Buchwalter, J., McCaw, D., Newman, B., & 

Rebeck, K. (2001). A systems thinking framework for knowledge management. 

Decision Support Systems, 31(1), 5–16. https://doi.org/10.1016/S0167-

9236(00)00116-0 

 

6. White. (1995). Application of systems thinking to risk management: a review of the 

literature. Management Decision, 33(10), 35–45. 

https://doi.org/10.1108/EUM0000000003918 
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Descriptive summary Systems thinking 
 

The six articles encompass systems thinking concerning the subject of evaluation and 

program planning, public health, knowledge management and risk management. As well as 

critiquing the field of systems thinking, pointing to potential pitfalls within the subject. 

 

The articles have been published between 1995 and 2019. The most recent publication is by 

Janos Korn at the School of Design and Mathematics, Middlesex University, London, UK. In 

the journal of Kybernets (part of Emerald digital first publishers). The journal is described as 

a forum for knowledge regarding cybernetics and systems thinking. 

(https://www.emeraldgrouppublishing.com/journal/k). 

 

Two of the articles were published in 2008. Leischow et al.’s article Systems thinking to 

improve public health was published in the American journal of preventive medicine by 

Elsevier (Mission statement: “The premier source of timely and evidence-based information 

on prevention science, education, practice, and policy for a global audience.”) 

(https://www.ajpmonline.org/content/aboutinfo). The authors hold educational levels of PhD, 

MPH and BS in the fields of Public health. 

 

Caberra et al. published in the journal Evaluation and Program planning in 2008. (Mission 

statement: “The primary goals of the journal are to assist evaluators and planners to improve 

the practice of their professions, to develop their skills and to improve their knowledge 

base.”) (https://www.sciencedirect.com/journal/evaluation-and-program-planning/about/aims-

and-scope). Two of the authors hold PhDs in Human Ecology at Cornell University and one is 

a graduate of Arts and Science at Cornell. 

 

Practical challenges of systems thinking and modelling in public health was published in 

2006 in the American Journal of Public health. The authors hold PhDs, MS, and BS in public 

health. 

 

 

Table of material, category, method, and date 
 

Title  Category/ method/ date 

Cabrera, Colosi, L., & Lobdell, C. (2008). Systems thinking. 

Evaluation and Program Planning, 31(3), 299–310. 
https://doi.org/10.1016/j.evalprogplan.2007.12.001 

 

 

Systems thinking & evaluation/ document study & case study/ 2008 

Leischow, Best, A., Trochim, W. M., Clark, P. I., Gallagher, R. S., 

Marcus, S. E., & Matthews, E. (2008). Systems Thinking to Improve 
the Public’s Health. American Journal of Preventive Medicine, 35(2), 

S196–S203. https://doi.org/10.1016/j.amepre.2008.05.014 
 

 

Systems thinking & public health/ document & case study/ 2008 

Korn. (2019). Crisis in systems thinking. Kybernetes, 49(7), 1915–
1934. https://doi.org/10.1108/K-01-2019-0026 

 

Systems thinking/ hypothesis testing/ 2019 

William M. Trochim, Derek A. Cabrera, Bobby Milstein, Richard S. 

Gallagher, Scott J. Leischow, “Practical Challenges of Systems 
Thinking and Modeling in Public Health”, American Journal of Public 
Health 96, no. 3 (March 1, 2006): pp. 538-546. 

https://doi.org/10.2105/AJPH.2005.066001 
 

Systems thinking & public health/ Systems based methodology, 

concept mapping/ 2006 

Rubenstein-Montano, Liebowitz, J., Buchwalter, J., McCaw, D., 
Newman, B., & Rebeck, K. (2001). A systems thinking framework for 

knowledge management. Decision Support Systems, 31(1), 5–16. 
https://doi.org/10.1016/S0167-9236(00)00116-0 

 

Systems thinking & knowledge management/ hypothesis testing/ 2001 

White. (1995). Application of systems thinking to risk management: a 

review of the literature. Management Decision, 33(10), 35–45. 
https://doi.org/10.1108/EUM0000000003918 

Systems thinking & risk management/ literature study & theoretical 

development/ 1995 

https://www.ajpmonline.org/content/aboutinfo
https://www.sciencedirect.com/journal/evaluation-and-program-planning/about/aims-and-scope
https://www.sciencedirect.com/journal/evaluation-and-program-planning/about/aims-and-scope
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Thematic analysis 
 
Systems thinking is generally defined as a holistic approach to problem-solving where the 

entirety of the problem is considered. The outcome is heavily dependent on how one chooses 

to define the system boundaries. As it investigates the relationships between the different 

parts of a system. The system is further generally related to a larger environment or context.  

 

Systems thinking is applied to a variety of areas. Cabrera et al apply it to evaluation theory 

but argue that systems thinking allows for reframing how we view and think of problems in 

the first place, rather than offering a solution (Cabrera et al., 2008). An approach that is seeing 

increased popularity among practitioners in evaluation, education, public health, business, 

scholars, and researchers. Leischow et al. also points to systems thinking being applied to a 

wide variety of fields (Leischow et al., 2008). Or as Trochim et al (2006) put it: “It is 

relatively easy to identify examples of public health issues that can be understood accurately 

only by examining the complex and dynamic part-and-whole interactions that make up 

systems.” (Trochim et al., 2006). 

 

Rubenstein-Montano (2006) argues that knowledge management would benefit from placing 

it in the context of systems thinking to understand what factors influence success or failure. 

As it possesses the ability to depict complex dynamic processes. White (1995) in turn applies 

systems thinking to risk management, arguing that traditional risk management is lacking due 

to its reductionistic approach whilst failures continue to occur due to increasingly complex 

and ill-structured socio-technical systems. 

 

Systems thinking does not however come without challenges. As the authors denote, there is a 

plethora of approaches and methods within systems thinking. Korn thinks that at large, the 

field of systems thinking is in crisis. Korn means that there is a lack of a “theory that is 

applicable to practically the whole of a domain”. Further stating that “A theory may be said to 

be “acceptable” by peer judgement when it uses concepts which are seen as fundamental in 

some way, general and precise like the concept of “property” in conventional science of 

physics” (Korn, 2019). To be scientific there needs to be universal principles for the system's 

domain. At least if the goal of systems thinking is recognizing the empirical nature of the 

systemic phenomenon (Korn, 2019). “The new science of systems” (outlined by Korn) is 

suggested as a possible solution.  

 

According to the articles, the field of systems thinking is to an extent amorphous. Yet some 

claim there are fundamental principles for systems thinking. White derives emergence, 

hierarchy, communication, and control, referring to Checkland. Leishow says that the shared 

principles of systems thinking are increased attention to knowledge as an artefact, relationship 

building through a network-centric approach, projection and model building as well as 

systems organising fostering improvements (Leischow et al., 2008). Trochim offers an 

organising idea of dynamic and complex systems thinking with the underlying metaphors of 

mechanical and biological systems (Trochim et al., 2006).  

 

Cabrera et al. share Korn’s view of the systems thinking field as one of conflict between 

different models and claims. They further view systems thinking as a pattern of thought that 

can be applied to any existing body of knowledge. As systems thinking is about reframing 

ones thinking within a certain domain. Or as they put it: “Systems thinking is not the same as 

a pluralistic taxonomy of systems thoughts. It is the underlying conceptual pattern that 
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connects all instantiations of systems thoughts.” Which speaks against Korn’s thesis. The four 

rules they outline for conceptualization are, Distinction, System, Relationship, and 

Perspective. Each of these four rules have a special kind of relation between two elements: 

identity – other for distinctions, affect – effect for relationships, part – whole for systems, and 

subject – object for perspectives. The conclusion is that it’s the underlying conceptual pattern 

that connects all systems through (Cabrera et al., 2008). Rubenstein-Montano et al. (2001) 

also define systems thinking as a conceptual framework for problem-solving through pattern 

finding. 

 

 

Conclusion Systems thinking 
 
The field of system thinking is one of many different models and approaches. The 

overarching theme is that it is a transdisciplinary approach that allows for reframing the 

perception of problems. It does this by applying a set of principles that are common for all 

systems thinking. As Cabrera et al. (2006) state, “systems thinking is not something one does, 

but something one gets as a result of applying simple rules based on patterns of thinking.” 

 

What is also shared as a common goal within the field of systems thinking is the view that it 

allows for the coupling of different properties/ parts of systems (subparts and wider 

environment alike) which allows for a better understanding of the relationships within the 

system. 

 

In relation to this study, systems thinking and a systems method approach to studying EW 

countermeasures interaction could based upon the reasoning in the research overview, allow 

reframing the perspective in an otherwise very technocentric field. Which in turn could lead 

to a better understanding of how such systems relate to the wider environment. 

 

Table of material, category, method, and date 
 

Title  Category/ method/ date 

Cabrera, Colosi, L., & Lobdell, C. (2008). Systems thinking. 

Evaluation and Program Planning, 31(3), 299–310. 

https://doi.org/10.1016/j.evalprogplan.2007.12.001 

 

 

Systems thinking & evaluation/ document study & case study/ 

2008 

Leischow, Best, A., Trochim, W. M., Clark, P. I., Gallagher, R. S., 

Marcus, S. E., & Matthews, E. (2008). Systems Thinking to 

Improve the Public’s Health. American Journal of Preventive 

Medicine, 35(2), S196–S203. 

https://doi.org/10.1016/j.amepre.2008.05.014 
 

 

Systems thinking & public health/ document & case study/ 2008 

Korn. (2019). Crisis in systems thinking. Kybernetes, 49(7), 1915–

1934. https://doi.org/10.1108/K-01-2019-0026 

 

Systems thinking/ hypothesis testing/ 2019 

William M. Trochim, Derek A. Cabrera, Bobby Milstein, Richard 
S. Gallagher, Scott J. Leischow, “Practical Challenges of Systems 

Thinking and Modeling in Public Health”, American Journal of 

Public Health 96, no. 3 (March 1, 2006): pp. 538-546. 

https://doi.org/10.2105/AJPH.2005.066001 

 

Systems thinking & public health/ Systems based methodology, 
concept mapping/ 2006 

Rubenstein-Montano, Liebowitz, J., Buchwalter, J., McCaw, D., 

Newman, B., & Rebeck, K. (2001). A systems thinking framework 

for knowledge management. Decision Support Systems, 31(1), 5–

16. https://doi.org/10.1016/S0167-9236(00)00116-0 

 

Systems thinking & knowledge management/ hypothesis testing/ 

2001 

White. (1995). Application of systems thinking to risk 

management: a review of the literature. Management Decision, 

33(10), 35–45. https://doi.org/10.1108/EUM0000000003918 

Systems thinking & risk management/ literature study & 

theoretical development/ 1995 
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Search 

phrase 

Primo Google scholar Second filtration selected material 

Influence diagrams Bielza, Gómez, M., & Shenoy, P. P. 
(2011). A review of representation 

issues and modeling challenges with 

influence diagrams. Omega (Oxford), 

39(3), 227–241. 

https://doi.org/10.1016/j.omega.2010.07
.003 

 

  Luoma, Nevalainen, L., Altarriba, E., 

Helle, I., & Lehikoinen, A. (2021). 

Developing a conceptual influence 
diagram for socio-eco-technical systems 

analysis of biofouling management in 

shipping – A Baltic Sea case study. 

Marine Pollution Bulletin, 170, 112614–

112614. 
https://doi.org/10.1016/j.marpolbul.2021

.112614 

 

  Zhang, Demšar, U., Wang, S., & 

Virrantaus, K. (2018). A spatial fuzzy 
influence diagram for modelling spatial 

objects’ dependencies: a case study on 

tree-related electric outages. 

International Journal of Geographical 

Information Science : IJGIS, 32(2), 349–
366. 

https://doi.org/10.1080/13658816.2017.

1385789 

 
González-Ortega, Ríos Insua, D., & 

Cano, J. (2019). Adversarial risk 

analysis for bi-agent influence diagrams: 

An algorithmic approach. European 

Journal of Operational Research, 273(3), 
1085–1096. 

https://doi.org/10.1016/j.ejor.2018.09.01

5 

 

Díez, Yebra, M., Bermejo, I., Palacios-
Alonso, M. A., Calleja, M. A., Luque, 

M., & Pérez-Martín, J. (2017). Markov 

Influence Diagrams: A Graphical Tool 

for Cost-effectiveness Analysis. Medical 

Decision Making, 37(2), 183–195. 
https://doi.org/10.1177/0272989X16685

088 

 1. Fatisson J, Oswald V, Lalonde F. Influence 
Diagram of Physiological and Environmental Factors 

Affecting Heart Rate Variability: An Extended 

Literature Overview. Heart International. 2016;11(1). 

doi:10.5301/heartint.5000232 

   
Gianluca Baio, Fabio Pammolli, Vincenzo Baldo & 

Renzo Trivello (2006) Object-oriented influence 

diagram for cost–effectiveness analysis of influenza 

vaccination in the Italian elderly population, Expert 

Review of Pharmacoeconomics & Outcomes 
Research, 6:3, 293-301, DOI: 

10.1586/14737167.6.3.293 

 

 

  Lee, Park, Y., & Shin, J. G. (2009). Large 
engineering project risk management using a 

Bayesian belief network. Expert Systems with 

Applications, 36(3), 5880–5887. 

https://doi.org/10.1016/j.eswa.2008.07.057 

 
Eric. J. Horvitz et al. Decision Theory in Expert 

Systems and Artificial Intelligence. International 

Journal of Approximate Reasoning. Volume 2, Issue 

3, July 1988, Pages 247-302. 

 
 

  Sklet. (2004). Comparison of some selected methods 

for accident investigation. Journal of Hazardous 

Materials, 111(1), 29–37. 
https://doi.org/10.1016/j.jhazmat.2004.02.005 

 

  Bielza, Gómez, M., & Shenoy, P. P. (2011). 
A review of representation issues and 

modeling challenges with influence 

diagrams. Omega (Oxford), 39(3), 227–241. 

https://doi.org/10.1016/j.omega.2010.07.003 

 
 

  Luoma, Nevalainen, L., Altarriba, E., Helle, 

I., & Lehikoinen, A. (2021). Developing a 

conceptual influence diagram for socio-eco-

technical systems analysis of biofouling 
management in shipping – A Baltic Sea case 

study. Marine Pollution Bulletin, 170, 

112614–112614. 

https://doi.org/10.1016/j.marpolbul.2021.112

614 
 

 

  Zhang, Demšar, U., Wang, S., & 

Virrantaus, K. (2018). A spatial fuzzy 

influence diagram for modelling spatial 
objects’ dependencies: a case study on tree-

related electric outages. International Journal 

of Geographical Information Science : 

IJGIS, 32(2), 349–366. 

https://doi.org/10.1080/13658816.2017.1385
789 

 

 

  González-Ortega, Ríos Insua, D., & Cano, 
J. (2019). Adversarial risk analysis for bi-

agent influence diagrams: An algorithmic 

approach. European Journal of Operational 

Research, 273(3), 1085–1096. 

https://doi.org/10.1016/j.ejor.2018.09.015 
 

    1. Fatisson J, Oswald V, Lalonde F. 

Influence Diagram of Physiological and 

Environmental Factors Affecting Heart Rate 

Variability: An Extended Literature 
Overview. Heart International. 2016;11(1). 

doi:10.5301/heartint.5000232 

 

Gianluca Baio, Fabio Pammolli, Vincenzo 

Baldo & Renzo Trivello (2006) Object-
oriented influence diagram for cost–

effectiveness analysis of influenza 

vaccination in the Italian elderly population, 

Expert Review of Pharmacoeconomics & 

Outcomes Research, 6:3, 293-301, DOI: 
10.1586/14737167.6.3.293 

 

Eric. J. Horvitz et al. Decision Theory in 

Expert Systems and Artificial Intelligence. 

International Journal of Approximate 
Reasoning. Volume 2, Issue 3, July 1988, 

Pages 247-302. 
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Final filtration influence diagrams 
 
 

1. Bielza, Gómez, M., & Shenoy, P. P. (2011). A review of representation issues and 

modeling challenges with influence diagrams. Omega (Oxford), 39(3), 227–241. 

https://doi.org/10.1016/j.omega.2010.07.003 

 

2. Luoma, Nevalainen, L., Altarriba, E., Helle, I., & Lehikoinen, A. (2021). Developing 

a conceptual influence diagram for socio-eco-technical systems analysis of biofouling 

management in shipping – A Baltic Sea case study. Marine Pollution Bulletin, 170, 

112614–112614. https://doi.org/10.1016/j.marpolbul.2021.112614 

 

3. González-Ortega, Ríos Insua, D., & Cano, J. (2019). Adversarial risk analysis for bi-

agent influence diagrams: An algorithmic approach. European Journal of Operational 

Research, 273(3), 1085–1096. https://doi.org/10.1016/j.ejor.2018.09.015 

 

4. Fatisson J, Oswald V, Lalonde F. Influence Diagram of Physiological and 

Environmental Factors Affecting Heart Rate Variability: An Extended Literature 

Overview. Heart International. 2016;11(1). doi:10.5301/heartint.5000232 

 

5. Eric. J. Horvitz et al. Decision Theory in Expert Systems and Artificial Intelligence. 

International Journal of Approximate Reasoning. Volume 2, Issue 3, July 1988, Pages 

247-302. 

 

Descriptive summary 
 
All the articles have been peer revied before publication. Four of the articles are published 

within a 10-year time frame (2011-2021) with one outlier (Horwitz), which was published in 

1988. Three of the articles (1, 3, 5) are authored by scholars of technical background within 

mathematics, AI and computer science whilst the second and fourth article are authored by 

scholars of biology/ environmental science, maritime & logistics and medicine. The countries 

of origin are Spain, Finland, and the USA. 

 

The methods used are  

 

Table of material, category, method, and date 
 

Title  Category/ method/ date 

A review of representation issues and modeling challenges with 
influence diagrams 

Technical / literature review/ 2011 
 

Adversarial risk analysis for bi-agent influence diagrams: An 

algorithmic approach. 

Technical / comparative case study/ 2018 

Decision Theory in Expert Systems and Artificial Intelligence. 

International Journal of Approximate Reasoning 

Technical / literature study/ 1988 

Developing a conceptual influence diagram for socio-eco-technical 

systems analysis of biofouling management in shipping – A Baltic 

Sea case study  

 

Marine, environmental, logistics/ literature review & interview 

study/ 2021 

Influence Diagram of Physiological and Environmental Factors 

Affecting Heart Rate Variability: An Extended Literature 
Overview 

Medical/ systematic literature review & ID modelling/ 2016 
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Thematic analysis 
 
Influence diagrams are at large described as beneficial to representing or solving decision 

problems, as they allow for an easy way of estimating the value of information in a network. 

(Horvitz et al., 1988). Even if Horvitz focuses on decision modelling for AI, the general 

description and application of influence diagrams (ID) go hand in hand with probability 

theory.  

 

Gonzáles-Ortega et al. (2018) make an interesting contribution to the field of influence 

diagrams by introducing adversarial risk analysis for bi-agent influence diagrams. Aka, how 

to support a decision-maker facing an adversary. The pitfall of MAIDS (multi-agent influence 

diagrams) is handled with adversarial risk analysis (ARA) by disregarding the need for 

common knowledge about the opponents’ beliefs and actions. Supporting a single 

decisionmaker rather than simultaneously addressing problems for all agents involved 

(González-Ortega et al., 2019).    

 

The other articles concur on the general applicability of influence diagrams for decision 

processes and their ability to improve understanding of such processes. Bielza et al., (2011) 

puts it: “The need to represent complex problems has led to extensions of the influence 

diagram methodology designed to increase the ability to represent complex problems.” The 

authors do lift certain difficulties regarding representation and modelling with IDs. More 

specifically representation of asymmetric decision problems including conditional distribution 

trees, sequential decision diagrams, and sequential valuation networks. Representing the 

sequence of decision and chance variables, and how it is done in unconstrained influence 

diagrams, sequential valuation networks, and sequential influence diagrams. As well as the 

use of continuous chance and decision variables, including continuous conditionally 

deterministic variables (Bielza et al., 2011). To an extent, the problem description relates to 

what González-Ortega et al. highlights when they discuss unknown variables.  

 

Even though IDs to a large extent are used to display strengths of relations and influences 

through statistics. Conceptual, qualitative IDs can support decisions making according to 

Luoma et al. (2021) who in turn reference Carriger et al. (2018). This is achieved through 

structuring and visualising conditional aspects of problems. Revealing what the actual choices 

are to a decision-maker.  

 

Conclusion influence diagrams 
 
Influence diagrams provide a basis for conceptual and statistical exploration of key elements 

and their interdependencies, relationships, and influences. They are well suited for decision 

type problems and can either be quantitative or qualitative. The challenges for IDs are mainly 

related to quantitative efforts building on statistical models and how these could be accurately 

modelled and represented. 

 

Regarding this study, the research overview has identified influence diagrams as a suitable 

method for modelling the influences and key elements of EW.   
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