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Abstract 

This study explores the relationship between the North Atlantic Treaty Organisation and the 

European Union in cyberspace. The two organisations have differing approaches to combat threats 

from cyberspace but are continuously deepening their cooperative efforts. The former is arguably 

militarising the domain and is less inclined to share information with outside parties, while the 

latter is more willing in this respect but is struggling to balance a free and open Internet with a 

secure one. NATO’s focus on cyber defence and the EU’s focus on cyber security is connected to 

the organisations’ different identities as security actors. The difference is identifiable in the Joint 

Declaration on EU-NATO Cooperation established in 2016. While cyber defence and cyber 

security are notable in texts, it is yet to be determined how the respective organisations’ differing 

focus impacts their cooperation in cyberspace. The purpose of this study is thus to investigate the 

continuation of the Joint-Declaration given NATO and the EU’s different frameworks to combat 

cyberthreats. The study will use Michel Foucault’s Security Dispositive theory by looking at 

normalising discourses within the organisations’ respective agendas influenced by various 

cyberattacks in the 21st century. NATO focuses on developing offensive as well as defensive cyber 

capabilities while the EU primarily presents a more passive strategy. Considering the Alliance’s 

ability to set demands on partner actors, results suggested that the Joint Declaration is able to 

continue if the EU falls in line with the precedent set by NATO as the organisation continues to 

expand its militarising discourse of cyberspace.  
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1. Introduction 

When talking about cyber weapons and the potential for cyber warfare, the term war hints of violent 

means with which one achieves political ends (Clausewitz, 2007). Attacks from cyberspace have 

yet to cause casualties, yet considerable damage can still be inflicted when putting cyber 

capabilities to use. For instance, the Stuxnet virus, released in 2010, is the most sophisticated 

malware to date, and the first of its kind to cause a physical effect (Spiegel, 2017:60). Considering 

the lack of consensus on the ability of cyber powers to amount to warfare, cyber conflict implies 

“the use of computational technologies for malevolent and destructive purposes to impact, change, 

or modify diplomatic or military interactions” and would be a more appropriate term than cyber 

war (Valeriano and Maness 2015:21). The definition encompasses a range of interactions, from 

temporary Distributed Denial of Service attacks (DDoS) to espionage, and even more intense 

attacks that could cause the violence yet to be used in cyberspace. The two regional actors at the 

forefront of managing cyberspace are the North Atlantic Treaty Organisation (NATO) and the 

European Union (EU). With a long history of cooperation between the two organisations, it follows 

that they would also endeavour to collaborate in matters of such importance as protecting the digital 

infrastructure on which so many of their member states depend. Where NATO has developed a 

Cyber Defence Policy, the European Union has developed a Cyber Security Strategy, which points 

to certain distinctions.  

Laslo Kovács iterates in his study from 2018 how ‘cyber security’ largely focuses on raising 

awareness of cyberthreats among end users, such as individuals working in administrations offices 

and employees handling sensitive information (Kovács, 2018:18). These strategies often focus on 

mitigating attacks and generate response plans to improve the means with which an incident can 

be prevented. Cyber defence, however, emphasizes a response to threats and incidents in addition 

to detecting and preventing their occurrence in the first place. Cyber defence is therefore associated 

with a more aggressive approach, while cyber security can be considered as the more passive tactic 

(Libicki, 2009:7). Where NATO has consistently developed frameworks that focus on cyber 

defence, the EU’s strategy has centred on security. While cyber security and cyber defence sound 

similar, they are still distinguished in the Joint Declaration on EU-NATO Cooperation that was 

established in 2016 and renewed in 2018 (EU-NATO Joint Declaration, 2018). The Declaration 

seeks to deepen cooperation between the two organisations while maintaining a clear distinction 

between their various frameworks of cyber defence and cyber security.  
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1.1. Research Problem and Question 

What does a defence, versus security, approach entail for NATO and the EU, and how does this 

affect their ability to cooperate? The North Atlantic Treaty Organisation’s cyber defence policy 

was established in 2008 and is one of the earliest attempts to collectively combat cyberthreats. The 

defence policy aims to create robust cyber defence capabilities and response mechanisms in the 

event of a cyberattack in order to protect the interests of member states (NATO, 2011). The 

European Union’s Cyber Security Strategy, established in 2013, aims to create the safest Internet 

environment in the world that reflects the norms and values of the EU and to facilitate the 

development of the digital economy (EU, 2013:4). The focus is much less centred on the defensive 

capabilities of the Union, and more on resilience in the face of attacks. Despite the contradicting 

nature of their respective frameworks, the two organisations deepened their cooperation in 2016 to 

more effectively combat cyberthreats. The Joint Declaration of 2016 and 2018 aims to improve the 

coordination between the two organisations with regards to cyber security and cyber defence, 

emphasising their different approaches without addressing potential consequences (EU-NATO 

Joint Declaration, 2016).  

The main problem with the development of cyber capabilities is best described by Myriam 

Cavelty who writes: “What becomes exceedingly clear from the developments and lessons of the 

last decade is that we cannot have both: a strategically exploitable cyberspace full of 

vulnerabilities—and a secure and resilient cyberspace that all the cyber-security policies call for” 

(Cavelty, 2014:711). Her study determines that nations must choose between securing cyberspace 

to defend itself against cyberthreats at the expense of free movement of information, or risk being 

vulnerable. Martin Libicki states in his book Crisis and Escalation in Cyberspace that coordination 

and cooperation are vital, between national and international actors as well as between states and 

the private sector, in particular with regards to combating the transboundary nature of cybercrimes 

(Libicki, 2012:27,43). Regional actors play a large role in transboundary crisis management in 

general as inter-state collaboration enables information sharing and access to resources for effective 

response and recovery of involved actors (Hannigan, 2012:25). This constitute the study’s research 

problem: the necessity of cooperation combined with diverging approaches on how to combat 

cyberthreats produces an issue from which NATO and the EU are not exempt.  

The difference in approaches between the two organisations is a common issue connected 

to their different identities as security actors. The discourses that NATO’s Cyber Defence Policy 
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is producing with regards to cyber conflicts holds a more aggressive approach compared to the 

EU’s Cyber Security Strategy which, conversely, takes a more passive approach, seeking to 

increase resilience and raise awareness (NATO,2011)(EU,2013:5). This is not surprising, 

considering NATO is a military alliance and the EU is a political and economic union. Despite 

their different approaches, NATO and the EU are increasing their collaboration. Thus, the research 

problem lies not in their (in)ability to cooperate, but rather the complication their different 

approaches might have on their cooperation.  Using Michel Foucault’s theory of a Security 

Dispositive in order to compare discourses of the organisations’ frameworks and how these are 

reflected in their cooperative efforts, the following research question is presented: how is the Joint 

Declaration to continue, given the differing approaches adopted by NATO and the EU to combat 

cyberthreats?  

 

1.2. Purpose of Study  

The purpose of this thesis is to investigate the different approaches adopted by NATO and the EU 

to combat cyberthreats in order to determine how the differences affect the organisation’s 

cooperation in cyberspace and, by extension, determine the continuation of the Joint-Declaration 

on EU-NATO Cooperation. This will be done through a deductive approach by applying Michel 

Foucault’s Security Dispositive theory on the organisations’ respective frameworks. This theory 

consuming study aims to discern changes in the respective frameworks’ discourses over time to 

reveal normalising practices that connect the theory to the analysis. This study will thus analyse 

the discourses that reflect and legitimises practices produced by the Alliance and the EU about 

cyberthreats and how these have developed over time in order to determine the sustainability of the 

Joint-Declaration. Foucault’s concept of a Security Dispositive has been applied to NATO’s policy 

on cyber defence, but it has not been previously applied to the EU in a cyber-context. A comparison 

of the two frameworks’ different approaches to combat cyberthreats and the potential impact on 

their collaborative efforts is also lacking in current academia.  

 

1.2.1. Contribution of Study  

The main contribution of this study is what it brings to previous authors’ discussion about the 

challenges actors face to cooperate effectively in cyberspace. Clarifying how the distinction 

between cyber security and defence affect cooperation in cyberspace is thus the study’s primary 
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contribution. In a broader context, the study might also be able to contribute to deeper knowledge 

about EU-NATO collaboration as a result of the organisations’ different focuses on defence versus 

security.  

 

1.3. Scope and Limitations 

Prior to the year 2002, tackling cyberthreats had not yet appeared on the Alliance’s agenda. It was 

not until 2007, however, that NATO adopted its first Cyber Defence Policy after the cyberattacks 

against member state Estonia (Spiegel, 2018: 8). In 2013, the EU established its Cyber Security 

Strategy and revised it a year later after cyberattacks hit Ukraine during the Russian annexation of 

Crimea. The scope of the study will encompass the two cyber incidents from 2008 and 2014 that 

correspond to NATO and the EU establishing or revising their cyber frameworks (as opposed to, 

for instance, the Petnya attack that had little impact in this respect), as well as the 2016 Warsaw 

Summit Communiqué conjunction to which the Joint Declaration was established. The material 

will be limited to NATO and the EU’s respective frameworks in relation to these significant events, 

as well as the two Join Declarations.   

This study is not without limitations. One restriction is the undisclosed discourses produced 

by the EU and NATO with regards to cyber security and defence that cannot be included in this 

study due to restricted access. Security matters, however, need to provide the public with 

information regarding threats they may face; this is why the cyber practices of NATO and the EU 

can be deciphered from the norms and values present in the discourses that are publicly available. 

Another limitation is the available time and space. Limited space, for instance, meant not 

explaining in its entirety the social and political effects of the cyberattacks from 2007 and 2014. 

The reader receives this insight instead through the impact the cyberattacks had on the 

organisations’ respective frameworks. Limited space also disallows an analysis of member states’ 

attitude towards the organisation to which they are not a part of that could potentially affect 

discourses that reflect adopted practices. A critique that might be directed at this study could be the 

organisations’ different approaches as a common issue due to their varying identities as security 

actors. This is, however, the reason this study is of interest since it aims to look at the impact of the 

organisations’ differences on their intention to increase cooperative efforts in cyberspace. Another 

critique could be the choice to use only one of Foucault’s tools in the discourse analysis as opposed 

to using all three, a weakness that is addressed more in section 3.1.  
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1.4. Disposition  

Part One introduces challenges to cooperation in cyberspace, the development of cyberthreats and 

the different use of cyber defence and security. In the section below, the cyber component’s 

appearance on NATO and the EU’s political agenda will be presented, followed by the launch of 

the Joint Declaration and some of its implications. Part One also includes a formulation of the 

research problem and question, the purpose of this study, as well as its scope and limitations.  

 

Part Two covers previous research on the subject of cooperation in cyberspace, NATO and the 

EU’s respective frameworks, as well as Foucault’s Security Dispositive Theory. The theoretical 

framework chosen for this study seeks to bridge the gap between security and freedom of 

movement by looking at discourses used to “normalise” new threats with an actor’s already 

established practices.  

 

Part Three outlines the study’s method and how it will be applied. This section also provides a well 

motivation for the chosen method that sees to its strengths and weaknesses. The empirical material 

will then be presented, followed by the operationalising questions that will be used to facilitate the 

study’s analysis.  

 

Part Four consists of the study’s analysis. This section will investigate the relationship between 

NATO and the EU’s various frameworks to combat cyberthreats, the presiding and dominating 

discourses of the two Joint Declarations and how these affect the organisations’ ability to deepen 

their cooperation in cyberspace.  

 

Part Five draws on the analysis to form a conclusion regarding the continuation of the Joint 

Declaration. This section also connects the results of the study to previous research presented in 

section 2.1. and put forward suggestions for future research.  

 

1.5. Background 

Cyber security is undoubtedly an increasingly relevant topic. Cees J. Hamelink defines cyberspace 

as “a geographically unlimited, non-physical space, in which - independent of time, distance and 

location - transactions take place between people, between computers and between people and 
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computers” (Hamelink, 2001:9). Cyberthreats are, by their very nature, transnational and therefore 

challenge national borders. According to previous research on the subject, cyber security is 

seemingly dependent on coordination between the public and private sector in the affected country, 

but also between states (Libicki, 2012) (NATO, 20112). The major obstacle to effectively combat 

cyberthreats and attacks is the simple fact that states are unwilling to share their capabilities and 

vulnerabilities, in particular due to national security concerns (Valeriano & Maness, 2018:267). 

Nevertheless, states are increasingly developing cyber security and defence strategies in light of 

the considerable capabilities developed by the worlds’ primary cyber powers. Most states, such as 

member states of the EU, spend their efforts on improving their resilience, i.e. defensive powers, 

rather than developing offensive capabilities (Valeriano & Maness, 208:267-268). Regional 

frameworks have also been in the works for some time, where states are collectively working to 

meet increasingly sophisticated cyberattacks in spite of issues that hampers cooperation (Kovács, 

2018:22).  

 

1.5.1. The North Atlantic Treaty Organisation  

In 2002, the threats posed by ‘cyberspace’ first made an appearance on NATO’s agenda during 

the Prague Summit (NATO, 2002). Looking at key events in NATO’s history, the Policy was 

largely impacted by attacks against its member states and technological advancements made by 

outside parties, primarily Russia and China (Spiegel, 2017:9) In 2008, the Alliance’s Cyber 

Defence Policy was established after the cyberattacks on its member state Estonia (CCDCOE, 

2010:15). The cyberattacks consisted mainly of DDoS but as a nation highly dependent on 

information-technology, Estonia’s digital infrastructure was shut down across the country 

(Spiegel, 2017:22). This event resulted in the Alliance intensifying its efforts to secure 

cyberspace, and the defence policy was formally recognised (NATO, 2008). As the security 

environment changed and member states became more dependent than ever on functioning digital 

infrastructure, it became necessary to develop abilities to “prevent, detect, defend against and 

recover from cyberattacks” (NATO, 2011:1). The Cyber Defence Policy from 2011 clarifies 

priorities and efforts including which networks to protect and outlines a plan of action to improve 

the Alliance’s defence mechanisms. Following the cyberattacks against Ukraine during the 

Russian annexation of Crimea in 2014, further changes were implemented. These culminated in 

the Alliance’s recognition of cyberspace as its fourth domain of military operations, declaring 
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cyberthreats a part of the core tasks the Alliance need to collectively defends its member states 

from (NATO, 2016:15).  

 

1.5.2. The European Union   

In conjunction with the economic crisis in 2008, cyberthreats made it on the EU’s security agenda 

several years after NATO, largely focusing on raising awareness among end-users and mitigating 

vulnerabilities. As the cyber component began to take up more space as a prevailing security issue, 

the EU launched its Cyber Security Strategy in 2013. The strategy centred around improving 

National Information Security (NIS) among member states (EU, 2013:7). The EU’s Cyber Security 

Strategy consisted of five pillars of priorities: increasing resilience, reducing cybercrime, 

developing cyber defences as well as industrial and technological resources for cyber security, and 

establishing coherent international cyberspace policy for EU that promote core EU values (EU, 

2013:4). In 2014, the EU laid the foundation for its own cyber defence policy as part of its broader 

Cyber Security Strategy. Close relations to NATO encouraged this development as the Alliance 

demanded increased capabilities of allied parties, as well as its member states, 22 of which the 

organisations have in common. The EU’s Cyber Defence Policy Framework from 2014 is not a 

focal point in the Joint Declaration, but the Security Strategy is. As late as in 2017, the Strategy 

was recognised as inadequate in light of the ransomware attacks that disturbed the democratic 

elections in France 2016, and Germany in 2017 (Kovács, 2018:18-19).  

 

1.5.3. NATO-EU Relations 

Prior to cyber-related issues making a breakthrough on either agenda, the EU and NATO enjoyed 

close relations with regards to defence matters. The NATO-Western European Union 

Cooperation commenced in 2001, furthering efforts commenced in the 1990s to bring the 

partnership into the 21st century (NATO, 2018). The Berlin Plus Agreement that was established 

in 2003 gave the EU access to various resources from NATO, provided that certain prerequisites 

were met (EEAS, 2016). Since then, both parties have at various summits declared intentions to 

continue to fortify the strategic partnership (EU-NATO-Joint-Declaration, 2018). While NATO 

assumed the leading role in developing a framework to deal with emerging threats from 

cyberspace, the EU was quick to follow in the Alliance’s strategic footsteps that culminated in 
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the 2016 Joint-Declaration which fortified the partnerships and specified areas of increased 

collaboration.  

It was during the Warsaw Summit that NATO declared cyberspace “a domain of 

operations in which NATO must defend itself as effectively as it does in the air, on land, and at 

sea” (NATO, 2016:15). Declaring cyberspace thus equated it to other domains which the Alliance 

decrees itself responsible to protect (Spiegel, 2017:6). It was also the first time that the reality and 

impact of cyberthreats have been recognised in such a profound way. In light of changing 

security challenges, the EU and NATO face common threats. The results achieved since its 

inception two years previously resulted in the Joint Declaration being renewed in 2018 to 

enhance the success of cooperative efforts. The EU has yet to recognise cyberspace as a domain 

which it aims to defend with similar means as NATO, begging the question how their different 

approaches will impact the sustainability of the Joint Declaration.  

 

2. Theoretical framework 

2.1. Previous Research 

Cyber power, as defined by Valeriano and Maness, refers to “the ability to apply typical forms of 

control and domination in cyberspace” (Valeriano & Maness, 2015:28). The two also suggest that 

the accumulation of cyber power is politically motivated, as states covet the ability to influence 

other actors. Since cyber power can be accumulated through skill and internet access, they require 

relatively little manpower and few resources. Cyberspace is therefore not only used by states but 

by other actors as well, such as international organisations and non-state entities (Nye, 2010:16). 

The monopoly on digital violence is, however, maintained by Russia, China and the United States 

as these are currently considered the primary cyber powers (Valeriano & Maness, 2018:261) 

Alexander Klimburg statuses the Internet as a global phenomenon that transcends physical 

boundaries and enables an interconnected world and a wide range of tools for various actors and 

purposes, such as technology for military operations, propaganda, espionage and criminal activities 

(Klimburg, 2017:89).  

Valeriano and Maness postulate that attaining cyber power is no different from attempting 

to wield other political means with which a state could use to further their interests in the 

international a, as well as domestic, arena (Valeriano & Maness, 2018:260-261). With each 

technological advancement, however, society’s dependency on technology increases along with 
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societal vulnerabilities. In consequence, states are increasingly concerned by the potentially 

disastrous effects cyberattacks conducted by hostile states, malicious hackers or other violent non-

state actors could have on their digital infrastructure. These attacks would largely impact the 

nation’s economic stability and national security. Matters of cyberspace has become an integrated 

part of various domains, such as international law and states’ national defence strategies as states 

rely more heavily on digital means and measures; in effect, critical institutions and infrastructure, 

such as hospitals, are vulnerable to cyber-related affronts that could lead to system failures with 

devastating damage (Spiegel, 2017:5). Cyberattacks can also amount to little more than an 

inconvenience when DDoS or similar hacks cause a website to shut down temporarily. It is, 

however, the potentially disastrous outcomes of cyberattacks that concerns states.  

Cyber security is a fairly novel area that academics, as well as policy-makers, are still 

learning to navigate. Several authors such as Martin Libicki (2012), Myriam Dunn Cavelty (2014), 

Brandon Valeriano and Ryan C. Maness (2015), and Alexander Klimburg (2018) address a 

common dilemma: a safe cyberspace is dependent on intra-sector coordination and cooperation, 

yet states are unwilling to divulge sensitive information. Libicki, Valeriano and Maness ascertain 

the value of cooperative efforts to de-escalate cyber crises, and recognise information sharing as a 

prevailing obstacle, whereas Klimburg and Cavelty reiterate the problematic nature of having a 

secure, yet open Internet. In section 1.1., Libicki’s book Crisis and Escalation in Cyberspace was 

mentioned where he emphasises the transboundary nature of cybercrimes and the importance of 

coordination and cooperation between actors (Libicki, 2012:27). Previous cooperation in this 

domain has proven beneficial for both NATO and the EU (NATO, 2018). Difficulties arise, 

however, among involved actors, in particular states, as they frequently find themselves reluctant 

to share necessary information (Spiegel, 2017:44). The difficulty to facilitate information sharing 

is a reoccurring issue that is linked to the study’s research problem: diverging approaches affect 

EU-NATO cooperation in cyberspace since a reluctance to share information challenges the 

organisations’ ability to effectively coordinate responses to cyberthreats. In 2012, the NATO 

Cooperative Cyber Defence Centre of Excellence (henceforth the CCDCOE), published a National 

Cyber Security Framework Manual that identified information sharing as one of the main 

challenges for member states (NATO, 2012). 

  Previous literature has largely focused on deterrence theory applied to cyberspace, 

technological responses and cyber awareness. Libicki (2012) states how cyber capabilities are a far 
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cry from being sufficiently sophisticated to be used in warfare, but practices by NATO and the 

development of cyber capabilities contradicts this; furthermore, the attacks against Estonia in 2007 

show that threats from cyberspace can effectively cripple nations dependent on technology for vital 

infrastructures. Researcher Carla Spiegel from Utrecht University conducted a historical study on 

NATO’s Cyber Defence Policy to explore the impact the Alliance’s discourse has on cyberconflicts 

(Spiegel, 2017). Brandon Valeriano, a Cyber Security Senior Fellow at the Atlantic Council, and 

Ryan C. Maness, assistant professor of Cyber Conflict and Strategy Defence Analysis, have 

conducted extensive research on the relationship between cyber security and international relations 

theory. They discuss the problematic areas where the cyber component differs from conventional 

threats and conflicts, particularly with regards to deterrence (Valeriano & Maness, 2018). In his 

book The Darkening Web: The War for Cyberspace, Senior Fellow at Cyber Statecraft Initiative 

Alexander Klimburg emphasises the dilemma that cyberspace poses when the quest for security is 

pitted against establishing a free flow of information accessible to all (Klimburg, 2017:18). László 

Kovács, a researcher from the National University of Public Service in Hungary, presents in his 

paper key segments of NATO and the EU’s cyber frameworks and states how the ensuing 

challenges should be addressed at a strategic level (Kovács, 2018). There is, however, a lack of 

comparative research on the history of the particular frameworks of NATO and the EU, and how 

their differing approach affects their ability to cooperate in cyberspace.  

The German Marshall Fund of the United States has identified three key obstacles that are 

currently preventing NATO and the EU from cooperating effectively in matters pertaining to 

cyberspace: lack of shared situational awareness, lack of information sharing and uneven levels of 

preparedness and cyber resilience (Lété, 2017). Again, the largest obstacle to overcome is the 

sharing of sensitive information, such as cyber threat intelligence and coordinating measures that 

ensure all parties possess the same information. It is not only sensitive information that 

governments are hesitant to divulge but also technical information that could reveal vulnerabilities 

as well as capabilities (Lété, 2017). Information sharing is largely happening on a voluntary basis, 

which often leaves one side with an incomplete picture of the threat at hand that affects the 

organisations’ joint efforts to combat cyberthreats.   

Where NATO has consistently developed frameworks that focus on cyber defence, 

embodying the more ‘action-oriented’ approach that Libicki associates it with, the EU’s Strategy 

has centred on cyber security by adopting a more passive strategy. NATO’s Declaration in 2016 
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was a recognition of cyberspace as a domain in which it can conduct operations and, as Spiegel 

suggests, is the Alliance’s way to legitimise certain practices that support a militarised approach 

toward cyberspace and how to address its challenges (Spiegel, 2017:38). Since the EU has yet to 

make a similar declaration, it is important to study how this impacts the EU’s Cyber Security 

Strategy. Bringing to attention the dilemma Klimburg identifies, securitisation vs the free flow of 

information, and the decisive words of Myriam Dunn Cavelty that declare having both is not an 

option (see section 1.1.), the Alliance’s Cyber Defence Policy challenges the heart of the EU’s 

Cyber Security Strategy, namely the creation of an “open and free” cyberspace (EU, 2013:3). The 

authors of the previous research that lay the foundation for this study were chosen because of the 

relevant research they have conducted regarding cooperation in cyberspace, securing digital 

infrastructure while maintaining a free flow of information, and the challenges the strategic 

partnership of NATO and the EU faces in cyberspace. 

 

2.2. Theory 

The French philosopher Michel Foucault (1926-1984) first presented the concept of a Security 

Dispositive, in his lectures at Collége de France in the late 1970s. The lectures, compiled and 

available in the book Security, territory, population: lectures at the Collège de France, was 

published in 2007 and will hence be referred to as ‘(Foucault, 2007)’. The theory discerns the 

practices established by an actor through which a threat is normalised by incorporating it among 

“existing conditions of reality”, i.e. practices that are already accepted (Foucault, 2007:61-63). 

Foucault suggests that in order to control the direction of new threats, actors essentially establish 

normalising discourses that facilitate the response and interaction with emerging threats. He refers 

to a “milieu”, or an environment, where established security practices can regulate emerging threats 

and their development (Foucault, 2007:20, 63).  

Foucault postulates that “[T]he operation of normalization consists in establishing an 

interplay between these different distributions of normality” and, by doing so, the action “[brings] 

the most unfavourable in line with the more favourable” (Foucault, 2007:63). Using NATO’s 

declaration of cyberspace as a fourth domain in addition to the air, land and the sea as an example, 

the Alliance incorporates cyberthreats into its normative discourse, attributing existing practices 

applied in other domains to cyberspace (NATO, 2016:15). While lacking a declaration akin to 

NATO’s, the EU has in a similar fashion attempted to establish a digital single market, thus 
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incorporating the digital sphere in the single market policy that is the principle on which the 

European Union is based (EU, 2013:2). Considering member states’ dependency on technical 

infrastructure in the two organisations, the safety of the digital sphere becomes all the more 

important. Foucault believes that “Security” and “Freedom of movement” can coexist, one does 

not have to hinder the other (Foucault, 2007:20). Applied to cyberspace, then, Foucault’s theory 

contradicts the dilemma presented by the authors mentioned in section 2.1 since a choice does not 

have to be made between “cyber security” and the “free flow of information”. His idea is to bridge 

the gap between the two variables by, as Spiegel puts it, “containing the uncertain and abnormal 

elements affecting target populations and incorporating them into the normal” (Spiegel, 2018:17).  

Cyberspace is used by multiple actors that share the Internet. Both NATO and the EU 

attempt to facilitate open access to the Internet for citizens within their member states, while at the 

same time protecting their privacy (NATO, 2011) (EU, 2013). For the EU, the free flow of 

information intends to match the freedom of movement within the Union (EU, 2013:4). Valeriano 

and Maness suggest Choucri’s (2012) Lateral Pressure theory in discussions regarding 

cyberpolitics, as the theory sets up a framework through which one can anticipate the behaviour of 

states with varying social, political, and economic characteristics in cyberspace. The Lateral 

Pressure theory would have been very useful if the study were to look at the cooperation between 

two nations where one was a member state of NATO and the other a member state of the EU. This 

study, however, addresses two organisations’ collaborative efforts in the digital realm, which is 

why Foucault’s theory is more suitable to compare the two organisations. Applying Foucault’s 

theory on NATO’s Cyber Defence Policy and the EU’s Cyber Security Strategy through a 

deductive approach will reveal the discourses each framework has produced in order to “normalise” 

the milieu in which the organisations’ combat cyberthreat. Foucault’s theory connects the 

theoretical framework to the purpose of this thesis as it facilitates the comparison of a cyber security 

approach with a defence approach to help indicate the continuation of the EU-NATO Joint 

Declaration.  

 

3. Methodology 

3.1. Choice of method 

In this theory consuming study, NATO and the EU’s frameworks for cyber defence and security 

will be studied by applying Foucault’s theory in a discourse analysis. At the start of the 21st century, 
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the scientific value of discourse analysis within social sciences was disputed and the term 

‘discourse’ was being used in numerous ways, giving rise to various meanings (Bergström-&-

Boréus, 2015:353). Discourse analysis can be utilised in many different ways and through various 

approaches. The term ‘discourse’ was notorious for its narrow meaning when used in linguistic 

settings, generating an analysis of texts without looking to the context in which they were written 

(Bergström-&-Boréus, 2015:354-355). In the decade following the turn of the century, discourse 

analysis has appeared more frequently in studies of social science, encompassing considerably 

more dimensions than a text analysis by including social practices and contexts that influence 

discourses, enabling a broader type of text analysis (Bergström-&-Boréus, 2015:360). With the 

birth of Critical Discourse Analysis (CDA), Norman Fairclough´s influential research gave aid in 

widening the term. His angle maintains a constitutive approach, where discourses sustain and 

reproduce normative social practices, but can also transform them. Perspectives such as CDA differ 

from linguistic approaches to discourse analysis in its consideration of external structures, 

postulating that discourses affect the processes in which they are included but are also affected in 

turn (Bergström-&-Boréus, 2015:354). Göran Bergström and Kristina Boréus argue that no matter 

the kind of discourse analysis utilized, however, the method has a predetermined way of viewing 

the use of language as something that forms reality rather than reproducing it (Bergström-&-

Boréus, 2015:356-357). 

This study will make use of the Foucauldian approach to discourse analysis, as a 

complement to the theory developed by the same man. This perspective extends the term further 

by interpreting discourses as a practice that produces a certain type of opinion (Bergström-&-

Boréus, 2015:358,409). Foucault’s discourse analysis can be used to study changes in perceptions 

over time, as well as highlighting that which two or more discourses have in common, or tensions 

and contradictions that exist between them. From a Foucauldian point of view, a discourse can be 

described as a system of rules that legitimises some practices but not others (Bergström-&-Boréus,-

2015:361). Practices are thus legitimised through established discourses. The particular approach 

was chosen because it can reveal how actors normalise or legitimise practices. Foucault presents 

several tools that can be used in order to see how practices are normalised in discourses, such as 

conditions of possibilities, steering and knowledge. This study will utilize the first tool, Conditions 

of possibilities, which seeks to analyse underlying causes that instigated the subject of study, in 

this case the differing discourses of cyber security and defence (Bergström-&-Boréus, 2015:383). 
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Other tools, such as Steering and Knowledge, can be used for identifying power functions and are 

closely linked, but seeing how the theory looks to normalising practices conditions of possibilities 

is a better tool for the study. While this is a potential weakness of the study’s methodology, 

discourse analysis is best suited to answer the research question and the limited space means the 

most relevant part of the method should be used extensively, rather than fitting in all three tools 

even if these could lead to a more solid result.  

Discourse analysis is not without flaws and can be criticized for its difficulty to attain 

reliability as the method requires a large amount of interpretation of the empirical material (Teorell 

& Svensson, 2007:59). This issue can be circumvented by increasing the study’s reliability; 

outlining clear tools for the analysis, found in section 3.3. below, will aid other researchers to 

replicate the study. While problems could arise if one sees too many meanings in the material, 

official actors tend to use a well-structured language in order to legitimise their practices 

(Bergström & Boréus, 2015:406). Seeing how this study is to analyse regional frameworks 

established by well-known organisations, one can assume that the authors of the material have in 

fact used such a well-structured language in order to motivate security and defence practices and 

have these accepted by the citizens of member states. According to Bergström and Boréus, 

discourse analysis suffers from a lack of transparency which hampers the readers’ ability to see the 

connection between the material and the conclusions. This gives the method an abstract 

characteristic, which is why it is important to clearly motivate the analysis to increase the readers’ 

understanding of how the discourse analysis was conducted. Finally, the multifaceted environment 

in which discourse analysis can be used presents a variety of approaches and different meanings of 

the method (Bergström-&-Boréus,2015:400). This issue has been solved by selecting an approach 

that complements the theory. 

When motivating the choice of method, it is important to ask: “what is this a study of?” 

While not a case study, this is a comparative empirical study that addresses cooperation within 

cyberspace. NATO and the EU are the most prominent organisations in cyberspace; NATO 

possesses a framework that has been developed for over a decade and the EU has enjoyed close 

cooperation with the Alliance since the inception of its very first cyber security strategy.  As role 

models on cooperation in cyberspace, studying the effects a defence versus a security approach has 

on their joint efforts can therefore produce direction for other actors and how they might improve 

their cooperation because issues that arise between the EU and NATO will most likely develop 
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between other parties who are much less coordinated. The reason for choosing NATO and the EU 

as objects to study has thus been presented. It must be stated, however, that the study is limited in 

its generalisability to other specific actors. The results’ relevance to conditions for cooperation in 

cyberspace could, however, indicate conditions for cooperation between other actors in cyberspace.  

 

3.2. Empirical Material  

The scope of the study must be considered when choosing the empirical material. Adhering to the 

limitation of time and space, the study will limit the empirical material to historical contexts that 

have influenced the discourses instead of looking at every revision made by each organisation. 

These events are the cyberattacks against Estonia in 2007, the cyberattacks against Ukraine in 2014 

and the Warsaw Summit Communiqué in 2016. The cyberattacks are represented in the discourses 

of the respective organisations’ frameworks and speak to their different approaches. The Warsaw 

Summit outlines the unique declaration announced by NATO so close in time to when the Alliance 

and the EU decided to deepen collaborative efforts in cyberspace.  

The empirical material will primarily consist of NATO’s Cyber Defence Policy from 2008 and 

2011, the EU’s first Cyber Security Strategy published in 2013, the EU’s Cyber Defence Policy 

Framework in 2014, as well as the EU-NATO Joint-Declaration on Cooperation published in 2016 

and 2018. Other material includes discourses throughout the 21st century that clarify the respective 

organisations’ stance and actions. Papers published by research institutes such as the CCDCOE 

(NATO cooperative cyber defence centre of excellence) and ENISA (European Union Agency of 

Network and Information Security), spanning almost two decades, are used to better understand 

the discourses of NATO and the EU. The Cyber Defence Policy that was outlined in 2008 and 

revised in 2011, illustrates NATO’s discourses specific to cyberthreats in reaction to the events in 

Estonia and Ukraine. As the same events caused the EU to develop its own strategy, and similarly 

revise it shortly after, this seems an appropriate comparison. As previously stated, restricted access 

to material is of course a limitation, but official publications should do considering these are what 

is used to legitimise the organisations’ practices to the public. While a greater sample of material 

could be desirable, time and space are limiting factors and should not be considered an 

overreaching problem as it is still possible to derive an answer to the research question from the 

material at hand.  
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3.3. Operationalisation  

The difference between cyber defence and security is addressed in previous literature and NATO 

and the EU’s diverging focus is clearly distinguished in the Joint Declaration. Since this study 

addresses the impact diverging approaches of NATO and the EU have on their joint efforts to 

combat cyberthreats, the operationalising questions below have been selected analyse the empirical 

material and are listed consecutively in the order necessary to answer the research question.  

 

Operationalising questions: 

1) What expressions are cyber defence and security comprised of within NATO and the EU’s 

respective frameworks?  

2) How have these discourses become normalised over time in the respective organisations?  

3) What discourse has come to dominate the Joint Declarations on EU-NATO Cooperation?   

 

The operationalising questions aim to reduce systematic errors in the validity of the study’s 

measurement, ensuring that which is to be measured it actually measured by operationalising the 

material (Teorell & Svensson, 2007:55). Question 1 outlines the primary focus that is construed in 

the frameworks of the two organisations, seeking expressions associated with a security or defence 

approach toward combating cyberthreats. While it is already established that the latter dominates 

NATO’s discourse (see Section 1.1.), it is still significant to determine how defence or security is 

talked about. The question therefore looks to the central terms within the different discourses. 

Response plans, for instance, are imperative to solve crises, designed to facilitate the management 

of threats no matter their origin (Hannigan, 2012:25). These plans can and will differ between inter-

state actors, as well as between nations, but they also differ between the two approaches. Relying 

on previous research in this matter, the table below demonstrates attributes associated with defence 

and security as described by Libicki (2009:7) and later reiterated by Kovács (2018:18) as outlined 

in Section 1.1. These are the central expressions that will now be searched for in the organisations’ 

respective frameworks: 
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Table 1  

 

Question 2 addresses how these discourses have been normalised by seeing to the frameworks’ 

development over time by looking to the conditions of possibilities (see Section 3.1.) that facilitate 

the normalisation of discourses. The scope has been limited to look at key historical events that 

have impacted the various frameworks as explained in section 3.2.  

 

Question 3 oversees the Joint Declaration from 2016 and the changes present in the revised edition 

from 2018 with the aim to discern the dominating discourse. This is determined by Question 1 and 

2. The extent to which the different discourses are present in the Joint Declaration speak to how 

the two parties have either bridged the gap between their two approaches or if one takes precedence 

over the other.   

 

These questions are answered through the impending analysis to discern the normalisation of 

discourses that have occurred within NATO and the EU’s framework to combat cyberthreats. Using 

the Foucauldian perspective, each question seeks to find the Conditions of Possibilities, i.e. the 

underlying causes that instigated the subject of study (Bergström-&-Boréus,2015:383). In 

reference to Question 1, when discerning differences between NATO and the EU’s approach 

toward threats from cyberspace, the Foucauldian perspective on discourse analysis leads to the 

search of central expressions specific to each discourse (Bergström-&-Boréus,2015:384-385). 

These can unify or separate the discourses with each other, setting up the means with which to 

analyse Question 2. After establishing the expressions that represent the Conditions of Possibilities 
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in Question 1, the ‘how’ question sees to changes that have occurred in the discourses of the 

organisations’ frameworks over time. Discerning these changes reveals normalising practices that 

connect the Security Dispositive Theory to the analysis, practices that are reflected in the discourse 

produced by NATO and the EU as these reflects both included and excluded actions. By 

establishing a timeline from the past to present, Question 3 represents the current state of the matter 

as it sees to the Joint Declaration published in 2016 and renewed in 2018. This Question builds on 

the other two to uncover an answer to the research question. s 

 

4. Analysis 

4.1 . What Expressions are Cyber Defence and Security Comprised of within NATO and 
the EU’s Respective Frameworks?  

4.1.1. Expressions within NATO’s Frameworks   

The preamble in the North Atlantic Treaty Organisation states how the Alliance was born out of a 

necessity to coordinate defensive measures, a need acted upon in 1949 at the close of the Second 

World War (NATO, 1949). The Alliance is founded upon the core principle of collective defence, 

embodied by Article 5 in the North Atlantic Treaty that states “an armed attack against one or more 

of them in Europe or North America shall be considered an attack against them all” (NATO, 1949: 

article 5). The trend in NATO’s objectives has largely followed the interests of the United States, 

with the 9/11 attacks resulting in an increasingly greater focus on combating terrorism (Spiegel, 

2017:10). In 2002, the Alliance acknowledged the potential threats that come with technological 

advancements and stated its intention to “strengthen our capabilities to defend against 

cyberattacks” (NATO, 2002: article 4f). It took yet another decade, however, until cyberthreats 

made it from a side note on NATO’s political agenda to an operationalised framework. Shortly 

after the cyberattacks against Estonia in 2007, NATO produced a policy on cyber defence, 

introducing the framework during the Bucharest Summit in 2008. The Policy on Cyber Defence 

voiced NATO’s aim to strengthen “key Alliance information systems against cyberattacks” 

(NATO, 2008:47). It also stated that the prerequisite to protect these key information systems 

would require the capability to counter cyberattacks and, in order to better respond to security 

challenges, develop more deployable capabilities (NATO, 2008:3). As its name suggests, 

deployable capabilities entail the ability to counter a threat with measures that are ready to be fire, 

indicating an active response plan.  
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Cyber security is not mentioned in this policy; while the framework encourages member states 

to share best practices and to provide assistance if requested, no platform that could facilitate 

information sharing was established at this stage. The focus placed on building deployable 

capabilities indicates that not only preventative measures were taken into consideration (NATO, 

2008:47).  Three years later, the framework from 2008 was revised to the NATO Policy on Cyber 

Defence that outlined the aim, principles and practical steps to be taken by the Alliance to further 

defend its member states in cyberspace (NATO, 2011). The Alliance stressed that the abundant 

reliance on communication- and information systems (CIS) called for greater prevention, increased 

resilience and the development of “robust cyber defence capabilities” as well as establishing 

“minimum requirements of cyber defence of national networks” (NATO, 2011:§1). In general, a 

lot of improvements the Alliance intended to make relied on clarifying priorities such as which 

networks that are to be protected.  

The 2011 cyber defence policy had several objectives, focusing heavily on developing cyber 

capabilities and integrating cyber defence measures in every NATO mission, providing the 

Alliance with both defensive and offensive options (NATO, 2011:§12). The minimum 

requirements set a standard from which the Alliance aims to operate, which indicates a coordinated 

approach toward the policy’s primary aim: protecting the mechanisms that NATO relies on “to 

carry out core tasks” (NATO, 2011:§5). Resilience is considered a key segment of the framework 

as this enables swift recovery. While security is not mentioned ad verbum in this Policy, NATO 

looks to increase the coordination between member states by enhancing information sharing 

(NATO, 2011:§7). The CCDCOE represent the platform previously lacking in this respect. Another 

practical step undertaken by NATO is further engagement with the international community. 

Coordination with the EU, international organisations and the private sector is, however, subject to 

conditions such as their contributions have to complement NATO’s action and they have to fulfil 

minimum cyber defence requirements (NATO, 2011:§12). Cooperation with outside actors 

includes awareness-raising and sharing of best practices but does not include information sharing 

with third parties.  

In 2012, NATO presented a National Cyber Security Framework Manual that addressed the 

security aspect in much greater detail than the previous frameworks. The Manual emphasised 

defensive measures to be taken within the Alliance’s own network, rather than the counter-active, 

offensive measures presented above (NATO, 2012:33). Reliance on other organisations was 



23 
 

underlined as an integral part of the Manual, specifically related to detection, mitigation and 

resilience. Deterrence is also mentioned, both as denial of access in the cyber security Framework, 

and as deterrence through cost where it is the fear of retaliation that deters adversaries from 

attacking in the first place (NATO, 2012:69). Essentially, cyber security appears to embody robust 

defences that passively deflect attacks as opposed to actively launching counter-attacks. This 

because the emphasis lies on protecting the network from ‘within’, as opposed to venturing outside 

its borders (NATO, 2012:10). Within NATO, the main expression of ‘defence’ is found in the 

Warsaw Summit Communiqué from 2016 when the Alliance declared cyberspace its fourth 

“domain of operations in which NATO must defend itself as effectively as it does in the air, on 

land, and at sea” (NATO, 2016:15). The recognition is also the clearest example of defence 

overshadowing security that can be found in NATO’s frameworks to combat cyberthreats as it 

effectively militarises the cyber component, taking it beyond ‘security’. 

 

4.1.2. The EU’s Approach toward Cyberthreats   

Since the establishment of the Treaty of Lisbon in 2007, the European Union has developed a 

Common Security and Defence Policy (CSDP) that provides the EU with better civilian and 

military means to improve the security of its own borders, as well as increasing its role as an 

international peace-keeping force (EEAS, 2018). The CSDP includes a solidarity clause and a 

Mutual Defence Clause that, similarly to NATO’s Article 5, obligates member states to provide 

aid and assistance to whoever invoked it (EU, 2007: article 42(7)). In the aftermath of the financial 

crisis in 2008, the EU began to develop its own framework to combat cyberthreats that was 

eventually established in 2013. The EU Cyber Security Strategy centred around increasing 

resilience, reducing cybercrime and ensuring the policy reflects the core values of the EU such as 

‘openness’ and ‘freedom’ (EU, 2013:3). An integral piece of the Strategy was awareness raising, 

especially among end users such as private persons and individuals that handle sensitive 

information in their line of work (EU, 2013:8). The focus on awareness facilitates the creation of a 

‘cyber hygienic’ culture where basic hazards can be thwarted by following simple procedures. The 

cyber hygiene segment is closely linked to the primary priority of the Strategy that aims to promote 

an open yet secure cyberspace. To enable this, the Strategy states “the same norms, principles and 

values that the EU upholds offline, should also apply online” (EU, 2013:2). Protecting fundamental 
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rights, as well as personal data and citizens’ privacy while maintaining an open Internet are 

opposing tasks the EU aims to balance (EU, 2013:8).  

Among the goals of achieving cyber resilience and developing technological resources for 

cyber security, cyber defence receives limited space. The concept was, in itself, allocated to the 

European Defence Agency (EDA) and national departments of member states with the duty to 

improve defence capabilities (EDA, 2016). While the EU later developed its own Cyber Defence 

Policy, the Cyber Security Strategy that is listed in the Joint Declaration delegated most of the 

responsibility to the national level of member states, focusing on the detection of, and responding 

to, cyberattacks, as well as organising international exercises to better combat cyberthreats (EU, 

2013: 18). In its Strategy, the EU also promotes collaboration and coordination by underlining the 

importance of information sharing. The EU attempts to facilitate this by requesting channels 

between governments and the private sector of member states (EU, 2013:10-11). In recognising 

the need for coordination due to the transboundary nature of cyberthreats, the EU’s strategy places 

a large focus on reducing cybercrime and improving cross-sector coordination, specifically 

focusing on putting an end to the sexual exploitation of children (EU, 2013:5,9). While seeing to 

the capabilities of its member states, the EU is more defensive rather than offensive in its approach, 

focusing on achieving resilience and proposing incentives for the private sector to implement a 

culture of cyber hygiene, as opposed to establishing more action-oriented response plans. Security 

mechanisms include coordinated prevention, detection, mitigation and response, directed at 

improving the Union’s resilience in the face of cyberthreats (EU, 2013:16). These are not active 

countermeasures, but more passive.  

 

4.1.3. Comparison of Expressions within the Organisations   

NATO’s Cyber Defence Policy consistently aims to protect the integrity of the Alliance’s core 

tasks, underlining expressions such as capacity-building and deployable resources in reference to 

its Defence Policy, but also incorporating awareness raising and defensive options as part of its 

overall agenda to combat cyberthreats. The EU’s Cyber Security Strategy focuses on projecting its 

core values in cyberspace, highlighting resilience in the form of more passive options, raising 

awareness and instigating a culture of cyber hygiene. While both organisations recognise the 

transboundary nature of cyberspace, the EU is more willing to improve information sharing 

between member states as well as third parties if necessary, whereas the Alliance is less inclined 
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to share more than best practices with outside actors. The EU is consistently open to 

communication and coordination between a broad spectrum of actors, iterating how “The role of 

Information Sharing and Analysis Centres is particularly important in creating the necessary trust 

for sharing information between private and public sectors” (EU, 2017:7). NATO, however, 

expresses this as an option only when necessary (NATO, 2008, 2011, 2016).  

NATO’s declaration of cyberspace as its fourth domain of operation symbolises the main 

expression for defence because this militarises the cyber component and makes the focus of 

NATO’s frameworks a part of the Alliance’s core task, i.e. collective defence within a military 

alliance. The EU’s framework reflects its core values of ‘freedom’ and ‘openness’, promoting a 

more passive approach associated with the cyber ‘security’, and less focus on the development of 

offensive options which is more prominent within NATO’s defence policy. As a military alliance, 

NATO’s general approach in cyberspace does not limit itself to defensive capabilities. Whether 

one scrutinises the Alliance’s Security Manual or Defence Policy, NATO’s offensive approach 

constitutes the major difference between the two organisations. While the EU is a political and 

economic organisation with a military component, military capacity is not its first priority. The 

EU’s approach to cyberthreats is thus broader, absent need of upholding offensive cyber 

capabilities that match the abilities of adversaries, a concern NATO must consider to facilitate 

collective defence for its member states.  

Both organisations express the need to defend against attacks by improving detection, 

increasing resilience and even countering attacks. Defensive capabilities are established to protect 

the organisations’ respective CISs, as well as ensuring the protection of member states’ digital 

infrastructure. NATO, however, also notes the ability to deter cyberattacks. Libicki presents two 

options for deterrence: passive, or active deterrence (Libicki, 2009:7). The former implies 

deterrence through denying an adversary the ability to attack, whereas the latter refers to deterrence 

by threat of punishment or retaliation. In other words, passive deterrence means erecting defensive 

measures that block an attack, and active deterrence means one has the means to counter-attack the 

adversary (Libicki, 2009:7). Passive deterrence can thus be interpreted as the result of resilient 

networks, the kind of cyber security that mitigate the damage an attack could cause. This can be 

associated with the EU’s approach, perpetuating its expressions of security, whereas NATO’s 

deterrence strategy involves components from both options, threatening retaliation as well as 

making their CISs undesirable to attack in the first place.  
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Colonel Timothy McKenzie of the United States Air Force builds on Libicki’s principles 

by describing passive cyber deterrence, or deterrence by denial, as insufficient due to its inability 

to instigate the fear in a foe required to avert an assault: “There must be a credible threat to impose 

an undesirable set of penalty measures (active deterrence) to have a successful and effective 

strategy” (McKenzie, 2017:3). This brings the discourse back to the nature of the respective 

organisations. Expressions of ‘interconnectivity’ and ‘dependency’ frequents the EU’s 

frameworks, reiterating the balance the Union seeks between an open and secure Internet that sees 

to both freedom of information, as well as the fundamental rights of its citizens. NATO, however, 

carries a consistent discourse of militarisation that follows the Alliance’s military inclinations.  

 

4.2. How Have These Discourses Become Normalised Over Time in the Respective 
Organisations? 

4.2.1. NATO  

The figure below represents the timeline of NATO’s frameworks to combat cyberthreats. The 

circled events of 2008 and 2014 are cyberattacks that have particularly impacted the Alliance’s 

discourse. 

From the Prague Summit in 2002 to the Cyberattacks against Estonia in 2007  

In 2002, NATO’s political agenda began to incorporate cyberspace, focusing largely on erecting 

defences against attacks by building resilience and producing proposals for how to defend the 

Alliance against emerging cyberthreats (NATO, 2002). Addressing the cyber component was a 

Figure 1: NATO Timeline 
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response to the changed security environment, seeing to augmented malicious activities occurring 

digitally while member states became increasingly dependent on digital infrastructure. The Riga 

Summit in 2006 demonstrated how NATO left member states to handle their own cyber security 

as cyberspace had yet to become a part of the Alliance’s agenda to defend itself against (NATO, 

2006). Instead, NATO’s primary focus at the time centred around developing technical solutions 

to protect key CISs (NATO, 2006:7).  It was not until member state Estonia was hit by severe 

cyberattacks in 2007 that it was officially established and became an integral part of NATO’s core 

task.  

The cyberattacks against Estonia in 2007 flooded government websites, banks and the 

private sector with DDoS and defacements of the Prime Minister. The nation was digitally ‘shut 

down’ during the month that the attacks persisted, thus resulting in the first cyberattack ever to 

threaten a state’s national security (CCDCOE, 2010:18). Due to the unclear nature of cyberattacks 

that remain to this day, paired with the trouble of attributing the attack to a clear adversary, it is not 

unreasonable to assume that there was not much NATO could do for its member state. This 

supposition is substantiated by the creation of the CCDCOE, a research institute that had been 

proposed by Estonia already in 2004 but was established in 2007 as an implied response to the 

cyberattacks against the country earlier that year. The CCDCOE was tasked with analysing the 

capabilities of member states, as well as generate policy proposals that could meet emerging threats 

(CCDCOE, 2010:18).   

 

From the Bucharest Summit in 2008 to the Strategic Concept and NATO’s Revised Policy on Cyber 

Defence in 2011 

Following the cyberattacks against Estonia one year earlier, NATO’s rather loose cyber defence 

policy transformed at the Bucharest Summit into the Alliance’s first official framework to combat 

cyberthreats. The Policy especially addressed the question of when a cyberattack can be considered 

an armed attack, but without resolving it. Instead, a new question came to dominate the cyber 

agenda, namely how NATO was to merge cyber defence with its more conventional domains 

(NATO, 2008). The tone was now changing with NATO lifting the responsibility from an 

individual approach to a joint approach by making cyber security a collective matter, as well as a 

requirement for all member states (NATO, 2008:11). The lack of a complete framework rendered 

the Alliance unable to respond in the face of a severe cyberattack, having learned from Estonia that 
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such an event could effectively ruin a member state. The events from 2007 thus pushed NATO 

toward a centralised policy on cyber defence, normalising the implementation of minimum 

requirements and increasing capabilities to counter cyberattacks by securitising cyberspace, 

making it part of already established practices within the existing domains that NATO member 

states collectively defend themselves against. From having had a very individual approach to 

cyberthreats, the new Policy stressed the need to share best practices, improve the quality of 

responses to attacks, as well as developing a coordinated ability to assist attacked member states 

upon request. The last segment was a key part in the Policy due to Estonia’s inability to invoke 

article 5 one year earlier (NATO, 2008:11).  

Two years after the Policy on Cyber Defence was established, NATO presented a strategic 

concept named ‘Active Engagement, Modern Defence’, further integrating NATO’s discourse on 

cyber defence in normalised discourses by “bringing all NATO bodies under centralized cyber 

protection” (NATO, 2010:16-17). The Concept was devoted to further develop the Alliance’s 

ability to “prevent, detect, defend against and recover from cyberattacks” by enhancing the 

coordination between member states (NATO, 2010:16-17). The increased centralisation 

corresponded with the common view within NATO that cyberattacks “can reach a threshold that 

threatens national and Euro-Atlantic prosperity, security and stability” (NATO, 2010:11). This led 

to a revision of NATO’s Cyber Defence Policy in 2011 that continued building on the strategic 

concept from 2010. In the revised Policy it is posited that member states’ abundant reliance on 

CISs calls for greater prevention, increased resilience and the development of “robust cyber 

defence capabilities” as well as establishing “minimum requirements of cyber defence of national 

networks” (NATO, 2011:§1).  

In addition to augmenting NATO’s cyber security by assessing participating states’ cyber 

capabilities to identify weaknesses, the new Policy pushes the cyber component ever deeper into 

the fold of the Alliance’s core tasks (NATO, 2011:§6). By making it a part of aspects in need of 

securitisation through integrating cyber defence measures in the Alliance’s overall defence 

strategy, its crisis management procedures and missions, as well as including defence planning 

processes in member states’ national defence frameworks, networks pertaining to NATO’s core 

tasks are taken under centralised protection. More emphasis is placed on obtaining a coordinated 

approach to capability development due to the recognition that cyberthreats transcend state borders 

(NATO, 2011:§6). The 2011 Policy moved toward assimilating practices across the Alliance, 
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instigating a central command over response mechanisms between member states (NATO, 

2012:35). Information sharing was kept between member states while setting a new demand for 

minimum cyber defence requirements for outside partners to the Alliance (NATO, 2012:§12).  

 

From the Cyberattacks against Ukraine in 2014 to NATO’s Cyber Declaration in 2016  

Prior to 2011, NATO’s cyber defence reflected an individual approach, focusing on improving 

technical solutions while tasking member states with the protection of their own CISs. As 

cyberthreats moved up the political agenda, cyber defence within the Alliance became more 

centralised and coordinated in pace with the cyber component’s integration with NATO’s core 

tasks. The attacks against Ukraine in 2014 occurred in conjunction with the country’s negotiations 

to join the EU; these took a different turn when the Ukrainian President Viktor Yanukovych instead 

deepened relations with Russia. This led to uprisings that caused Russian armed forces to seize 

control over Crimea (Maurer, 2015:80). The events that followed exposed the damage cyberattacks 

could achieve in times of crisis: by destroying fibre-optic cables, the communications between the 

Ukraine government and its citizens were effectively disrupted during the time that Russian 

military presided over Crimea (Maurer, 2015:81). This became an important event for NATO due 

to the physical target these cables make, the destruction of which can occur through various armed 

attacks. While unable to prove Russia as the responsible actor, the attack was nevertheless 

attributed thus and the CCDCOE postulated that the Alliance had to develop offensive cyber 

capabilities that would match those of their adversaries (Lewis, 2015:12). NATO’s policy was 

altered in order to incorporate the threats exposed by the attacks against Ukraine. At the Warsaw 

Summit in 2016, the accumulation of events culminated in the Alliance’s cyber defence pledge, 

declaring cyberspace its fourth domain of military operations (NATO, 2016:16). In addition to 

facilitate rapid responses, the declaration underlined the intention to continuously integrate cyber 

defence in existing, as well as future, missions (NATO, 2016:16). 

From commencing the militarisation of cyberspace by employing technical solutions to 

operational challenges and leaving the development of cyber defences to an individual and national 

level, NATO has consistently moved toward a centralised and coordinated approach to combat 

cyberthreats. The Alliance’s cyber policy has become intertwined with previous practices such as 

deterrence strategies, thus inserting discourses that normalise cyber practices to those that already 

exist by militarising cyberspace in line with the severity of cyberattacks, especially in the case of 
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Estonia and Ukraine. By embedding threats from cyberspace within a framework that addresses 

the uncertain nature of this domain, Foucault would posit that NATO has successfully created a 

security dispositive by addressing the effects of cyberattacks in its framework while simultaneously 

using existing discourses to normalise the threat they pose. Militarising cyberspace allows actions 

undertaken to be effectively legitimised as these see to the defence and security of the Alliance’s 

member states. The more NATO increases its offensive abilities, incorporating these in military 

operations, the greater the risk that a precedent is set where building deployable cyber powers under 

the guise of security is adopted by adversaries. This could blur the line between security and 

freedom, leading to the exclusion of practices addressed in Foucault’s theory since raising cyber 

defences can also result in NATO preventing the very freedoms it tries to protect. Hence, securing 

some objects implies the exclusion of others (Foucault, 2007:67). Even though Foucault precedes 

the era of cyberspace, his Theory describes how actors normalise threats (Foucault, 2007:59). The 

Foucauldian perspective on discourse analysis seeks the conditions of possibilities that enables this 

normalisation, such as the cyberattacks that enabled NATO to incorporate the cyber domain within 

its overall agenda and, in effect, enabling the organisations’ use of defensive and offensive cyber 

power.  

 

4.2.2. The EU  

The figure below represents the timeline of the EU’s frameworks to combat cyberthreats. The 

circled events of 2008 and 2014 are cyberattacks that have particularly impacted the Union’s 

discourse.  

 

 

 

 

 

 

 

 

 

 

Figure 2: EU Timeline 
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From Establishing ENISA in 2004 to the Cyberattacks against Estonia in 2007 

Shortly after the cyber component was truly acknowledged by NATO, it began to appear on the 

EU’s security agenda. While cyber security was largely left to a national level, the EU established 

the European Union Agency for Network and Information Security (ENISA) in 2004. As an 

agency of the EU, ENISA was tasked with improving the Union’s proficiency in cyber security 

through research and development. The agency contributed to the EU’s overall cyber security by 

strengthening network and information security (NIS) across the organisation (ENISA, 2018). 

ENISA was, at the time, the agency that had the chief responsibility within the EU to see to the 

protection of member states’ digital infrastructure by “contributing to a high level of network and 

information security (NIS) within the Union in order to raise awareness of NIS” (ENISA, 2018). 

Between the creation of ENISA and the Union’s first Cyber Security Strategy, the subject 

occupied very little space in the overall security agenda. Key developments occurred after the 

cyberattacks against Estonia in 2007.1 As previously mentioned, the nation was nearly crippled 

by the attacks that affected government agencies and the private sector. Estonia did not consider 

the incident an armed attack which is why NATO Article 5 was not invoked and since the Treaty 

of Lisbon was not yet established, the Solidarity Clause was non-existent as well at this point in 

time, nor would it have been of much help while the legal implications of cyberattacks and 

counteractions remained undefined. 

 

From Cyber Crime Patrols in 2008 to the Cyber Security Strategy in 2013 

As a result of cybercrimes being on the rise and the impact such actions had on member state 

Estonia, the Council of ministers of the EU decided in 2008 to reinforce the Union’s security 

strategy by increasing operational measures taken against cybercrimes (EU Commission, 2008). 

Actions included initiating cyber patrols and joint investigation teams over the next five years, 

but also prompting directives were announced to facilitate information sharing and coordination 

between various actors. The biggest threat from cyberspace involved, at the time, the sexual 

exploitation of children (EU Commission:2008). Securing digital infrastructure or developing 

cyber capabilities was not yet a priority on the Union’s radar as the council advocated 

                                                             
1 These cyberattacks occurred in conjunction with the removal of the Bronze Soldier Statue as a protest against the 

act seen as further marginalisation of the Russian minority in Estonia. 
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“reinforcing [the] partnership between the police and the private sector by better knowledge-

sharing on investigation methods and trends in cyber-crime” (EU Commission, 2008). The risks 

that was primarily addressed were cybercrimes and actions that were taken involved the so-called 

cyber patrols to track responsible parties and facilitating transboundary investigations. Prior to 

the Cyber Security Strategy, the EU Council’s proposal also encouraged an alert platform that  

would gather information on cybercrimes that had been committed within the Union’s border that 

could easily be checked by Europol (EU Commission, 2008).  

Prior to 2013, the EU’s cyber security reflected a coordinated approach despite the lack of 

a framework. While the focus was fixed upon cybercrimes, member states were already 

encouraged to cooperate by the EU Commission in cyber-related matters, with vice-President 

Jacques Barrot emphasising the “much-needed operational cooperation and information 

exchange between the Member States” (EU Commission, 2008). The collective responsibility to 

implement suggested measures was also highlighted at an early stage, already reflecting the 

organisation’s core values that was manifested in the Cyber Security Strategy of the European 

Union in 2013. The Strategy presented cyber security as a collective responsibility and measures 

in need of being enforced across the Union, largely focusing on the improvement of member 

states’ national information security (EU, 2013:7). The Strategy also iterated how effective 

cybersecurity must be built on a foundation that respects fundamental rights and lists strategic 

priorities the framework must see to: achieve cyber resilience, drastically reduce cybercrime, 

develop a cyber defence policy, develop industrial and technological resources for cyber security, 

and establish an international cyberspace policy that promotes core EU values (EU, 2013:5).  

The framework’s emphasis on reflecting core values of the Union, allowed new practices 

to become embedded in the organisations’ normative role. The Strategy, building off of the 

Commissions’ cyber patrols to further combat the sexual exploitation of children in the digital 

sphere, also increased the role of ENISA. In addition to research, the agency became the primary 

platform that could facilitate collaboration with operational teams across the Union, make policy 

recommendations and also encourage its implementation (ENISA, 2018). In the spirit of the EU, 

improving cooperation between government agencies and the private sector was very important, 

as was raising awareness among all actors; hence, another key focus was the development of 

incentives for increasing protective measures, especially within the private sector, in order to 

reduce vulnerabilities. Awareness raising to minimise the vulnerabilities of end users has led to 
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increased efforts on national Network and Information Security (NIS) education, as well as 

making CEO’s more accountable for failing to ensure the cybersecurity of its business (EU, 

2013:14). 

 

From the Cyber Attacks against Ukraine in 2014 to the NIS directive in 2016  

While developing cyber defences was a present goal in the strategy from 2013, it was a task largely 

allocated to the European Defence Agency and national levels of member states (EU, 2013:18). In 

light of the cyberattacks against Ukraine2, however, cyber defence received an invigorating 

priority. Involved in negotiations to join the Union, the EU had a particular interest in the political 

stability of Ukraine. When President Viktor Yanukovych deepened relations with Russia instead, 

the attacks that followed exposed cyber-related vulnerabilities in need of being addressed. A 

separate framework for cyber defence was established in 2014 after the attack, focusing primarily 

on enhancing member states’ cyber defence capabilities (EU, 2014). The framework laid out clear 

priorities such as detecting, responding and recovering from attacks, as well as incorporating 

critical aspects of the policy within the CSDP and including cyber components in security and 

defence exercises (EU, 2014). The same challenges NATO stood before, also faced the EU in terms 

of assistance when exposed to cyberattacks due to the lack of legal frameworks in cyberspace. In 

the Cyber Security Strategy from 2013, the EU recognised international law to apply in cyberspace 

yet uncertainty remain when the mutual defence clause can be activated.  

The increasing ransomware attacks affecting nations worldwide, such as WannaCry, the 

DNC hack during the general elections in the United States and similar attacks against France and 

Germany during their respective democratic elections, painted the Union as ill-equipped to deal 

with the changing cyber climate. The NIS Directive for national Network and Information Security, 

initiated in 2013 was finally established in 2016 and provided a way to instigate minimum 

requirements for member states in order to reduce the gap in cyber capabilities (EU, 2016). Client 

Information and Registration Tracking System (CIRTS) were established to promote trust and 

effective operational cooperation, ensuring the Directive continued to embody core values and 

increase transparency in cyberspace in line with the EU’s Cyber Security Strategy and Defence 

Policy Framework (EU, 2016). ENISA was now permitted to not only make recommendations but 

provide assistance in preventing and responding to cyberattacks (ENISA, 2018). While a proper 

                                                             
2 The cyberattacks occurred in conjunction with the Russian annexation of Crimea.  
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framework for dealing with cyberthreats on a broader spectrum was lacking, the EU showed at an 

early stage an inclination to cross-border and sector cooperation. The EU has since evolved its 

approach toward cyberthreats by looking to defensive capacity building and connecting the abilities 

of member states for collective use (EU, 2016).  

When cyber security first became noticeable in the EU’s frameworks, combating 

cybercrime and raising awareness remained a focal point for a long time (EU, 2013:8-9). Core 

values of the Union are highlighted as the founding principles on which the frameworks rest upon. 

From minimising the vulnerabilities posed by end users through the NIS Directive and creating 

incentives for the private sector, the EU has increased investigative and preventive measures, 

pouring its attention into the development of defensive capabilities through an exchange of best 

practices and early detection, as well as information sharing rather than adopting a more offensive 

approach (EU, 2016). Since its creation in 2004, ENISA has become an advisory agency with a 

more ‘hands on’ role in its instructions, seeing to capacity building, the implementation of cyber 

security strategies and policy frameworks and improving cooperation between actors within the 

Union (ENISA, 2018). The EU has begun to include the cyber component in multiple domains of 

its CSDP, including multilateral exercises. While NATO uses a combination of active and passive 

deterrence, the EU has focused more on passive measures. Where NATO’s recognition of 

cyberspace in 2016 underlines the Alliance’s militarisation of the domain whereas the EU has yet 

to make a similar declaration. The Union has, however, moved from resilience through awareness 

raising and other passive measures to a joint referendum with the Alliance that augments the 

Union’s abilities to respond to cyberthreats (EU-NATO-Joint Declaration, 2016 & 2018). The 

Cyber Security Strategy and Cyber Defence Policy Framework does, however, iterate the right to 

privacy and other fundamental freedoms that reflect core values that the Union must protect in all 

domains, including cyberspace (ENISA, 2018). 

Foucault’s theory could postulate that normalising practices conducted by the EU are 

facilitated through the Union’s goal to ensure an “open and free” cyberspace in line with its core 

values (Foucault, 2007:59). Acceptance is gained by advocating the protection of member states 

and the institution to which they belong. The EU establishes a security dispositive when threats 

from cyberspace are addressed through a framework that neither takes complete control, nor 

allocates all responsibility to member states, but handles the new threat using existing discourses 

that normalises actions taken. As Foucault has previously iterated, securing an object also implies 
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a choice between what to include and exclude (Foucault, 2007:67). Promoting the security of 

member states’ population and reflecting the Union’s core values in the Cyber Security Strategy 

and Cyber Defence Policy Framework are included as conditions of possibilities that enable the 

normalisation of new practices.  

 

4.3. What Discourse Has Come to Dominate the Joint Declaration on NATO-EU 

Cooperation?   

The changing environment of cyberspace brought multiple attacks against EU and NATO member 

states, pushing NATO and the EU toward each other to jointly combat increasing threats from 

cyberspace. In 2016, the president of the European Commission and NATO’s Secretary General 

presented the Joint Declaration. It was signed in Warsaw close to the time when NATO publicly 

recognised cyberspace as a fourth domain of military operations (NATO, 2016:15). The Alliance 

dominated the Joint Declaration’s narrative, acknowledging the need for early detection and 

resilience but primarily focusing on enhancing the organisations’ combined cyber capabilities. This 

was described as “mutually reinforcing [that] together can better provide security in Europe and 

beyond” (EU-NATO Joint Declaration, 2016). While coordination was recognised as a necessity 

for strengthening the organisations’ security, the deepened relations were not manifested through 

communal guidelines, but rather following separate frameworks. The Alliance’s control over the 

discourse presented in the Joint Declaration is highlighted by the statement that partner actors have 

to live up to minimum standards set by NATO, as suggested by the statement that “We are 

convinced that enhancing our neighbour’s and partners’ stability in accordance with our values 

contributes to our security” (EU-NATO-Joint-Declaration, 2016).  

Impressed with improvements as a result of the Joint Declaration, leaders of the EU 

and NATO decided to renew it in 2018. In the two years, the dominating discourse became less 

obvious. This is in part due to the EU’s increased focus on cybers defence mechanisms that 

simulated discourses previously presented by NATO. While the renewed Joint Declaration 

continued to focused on cyber defence and responding to cyberthreats, it added the importance of 

transparency and called for improved resilience and coordinated exercises. It still defined NATO 

as the actor responsible for defence and the EU for security, but placed more emphasis on inter-

connected security and collaboration on “strategic communication and response” (EU-NATO-

Joint-Declaration, 2018). This suggested an attempt to facilitate more intelligence sharing, but only 
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when strategically beneficial. The renewed Joint Declaration explicated that functioning 

collaboration between the organisations required “the effective application of both military and 

civilian means” (EU-NATO-Joint-Declaration, 2018). The EU was thus urged to develop ‘defence 

capabilities’ in order to ensure the safety of the organisations’ shared geographical area, as well as 

contributing to share the load of securing it. This substantiates the idea that NATO’s dominating 

discourse has the power to dictate that the EU need to meet certain standards. While offensive 

powers were not specified as a requirement, it brings the EU closer to NATO’s offensive approach 

to combat threats from cyberspace.  

 

5. Concluding Remarks  

5.1. Conclusion  

Previous research presents challenges to cooperation in cyberspace, as well as the prevailing 

dilemma of actors’ dependency on cooperation and reluctance to share information in this domain. 

NATO and the EU have different approaches to ensuring the safety of member states, yet have 

deepened their collaborative efforts over the years. The theoretical framework was used to 

distinguish normalising practices within the respective organisations’ discourses to clarify 

differences within the strategic partnership of NATO and the EU to discern the impact this might 

have on the sustainability of the Joint Declaration. A difference has been established between 

‘defence’ and ‘security’ approach in cyberspace; NATO has normalised its practices to combat 

cyberthreats by incorporating in it the military domain as an area of operation akin to the others 

which the Alliance has to defend, namely the air, land and sea. The EU upholds the goal of 

maintaining an open and free circulation of information, the digital single market, but has had to 

make more room for traits attributed to cyber defence in order to continue its strategic partnership 

with NATO in cyberspace; meanwhile, the EU is continuously working to establish common 

minimum requirements. Their different approaches to cyberthreats suggest a struggle between a 

dominating discourse that sets precedence for the subordinate one. The differences between the 

two organisations run deeper than deploying offensive or defensive capabilities; it is also apparent 

in the way the organisations entreat their member states: for the EU, resilience depended largely 

on cross-sector collaboration and creating incentives for the private sector to increase its protective 

measures; NATO enforces more stringent requirements on member states to ensure a minimum 

level of capabilities is achieved, minimising vulnerabilities by closing the gap in capabilities 
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between member states. The EU has followed suit but there is still a lack of judicial processes that 

compels actors to follow the strategy.  

The research question of this study was: how is the Joint-Declaration to continue, given the 

differing approaches adopted by NATO and the EU to combat cyberthreats? It can be answered 

thusly: the Joint Declaration is able to continue if the EU continues to fall in line with the precedent 

set by NATO, meaning it will have to continue to develop capabilities that complement those of 

the Alliance. While cyber security is also a shared goal of the two organisations, as long as NATO’s 

defence approach is the normative practice that dominates the Joint Declaration, the EU will either 

fall in line or fall behind in this respect. This could be argued because, in addition to sharing 22-

member states, the EU is currently dependent on the CCDCOE that possess more resources and 

knowledge than ENISA. Foucault might ask if the EU can continue to normalise threats that, 

according to NATO, require practices currently not adopted by the Union nor accepted by the 

present discourse. These might conflict with the EU’s aim of an open and free Internet. The EU is 

not a military organisation which is why the Union’s discourse instead normalises cross-sector 

cooperation and focuses on raising cyber awareness among end users and implementing defensive 

measures (ENISA, 2018). The most damaging cyberattacks of the 21st century have exposed 

cyberspace and its anonymous power as a threat not only to the right to privacy, but to democracy 

as well. Since its establishment in 2014, the EU has developed its own cyber defence policy and 

had to raise its capabilities due to NATO’s minimum requirement for its partners. NATO’s ability 

to set demands on partner actors, such as minimum requirements for access to aid and resources, 

expands its militarising discourse. This has the potential to affect the direction that partner actors’ 

policies might take.  

This study’s empirical conclusion confirms the societal vulnerabilities posed by increased 

technological advancement that result in the organisations’ eagerness to accumulate stronger 

defences and better security to ward off adversaries. The dilemma discussed by authors of previous 

research such as Cavelty, Klimburg, Libicki and Valeriano and Maness, how a safe cyberspace is 

dependent on intra-sector coordination and cooperation, yet states are unwilling to divulge sensitive 

information, has been addressed throughout the study as an obstacle to cooperation between NATO 

and the EU. Klimburg posed the dilemma of security vs a free flow of information and Cavelty 

iterated that they are not compatible, demonstrated by NATO’s militarising discourse that 

challenges the EU’s goal of a safe and open Internet. The study has also contributed to Libicki’s 
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discussion regarding elements of cyber defence, laying out expressions associated with either term 

and connecting these to discourses within NATO and the EU’s respective frameworks. Valeriano 

and Maness’ definition of cyber power , “the ability to apply typical forms of control and 

domination in cyberspace (2015:28)”, can be seen in NATO’s normalising discourse that 

militarises cyberspace. Their suggestion that ‘the accumulation of cyber power is politically 

motivated as states covet the ability to influence other actors’ also holds true, since the Alliance’s 

cyber capabilities are superior to the EU and seemingly result in influencing discourses.  

Foucault’s belief that “Security” and “Freedom of movement” can coexist contradicts the 

dilemma presented in section 2.1. (Foucault, 2007:20). If his belief were to hold true, a choice 

would not have to be made between securing cyberspace and ensuring a free flow of information. 

rather than bridging the gap in this dilemma, normalising discourses are seemingly used to make 

one side of the coin take precedence over the other. This study has further contributed to previous 

research by showing how assimilating practices have not resolved the issue of information sharing 

but has brought coordination of responses under a more centralised command. NATO’s minimum 

requirement on allied parties is an example of such an assimilation being extended to outside actors 

to facilitate collaboration without divulging sensitive information. The EU still lags behind NATO 

in terms of offensive cyber capabilities but the minimum requirements and the NIS Directive is a 

step toward closing the gap between varying levels of resilience and preparedness among member 

states.  

 

5.2. Future Research 

States and other actors might never be completely comfortable sharing sensitive information, the 

issue may be circumvented. Enhanced cooperation and a centralised command could increase one 

organisations’ control over a strategic partner, the effects of which need to be further determined 

by future research. An example could be to study how NATO’s influence on the EU’s cyber 

security and defence mechanisms extend to other directives of the Union. This might have other 

consequences such as blurring the lines between the role of involved actors and confusion as to 

which legal framework that should be adhered to. In order to strengthen the results of this study, 

future research could further investigate the conditions for cooperation if diverging discourses 

persist by looking to generalise the results of this study to cooperative efforts among other regional 

organisations, such as the Association of Southeast Asian Nations and the African Union.  



39 
 

Another area where further knowledge is necessary are the conditions for effective 

deterrence in cyberspace since deterrence through fear is problematic to obtain. This is because of 

the difficulty to attribute cyberattacks and thus launch a counterattack at the right adversary. Future 

research could thus contribute to the application of conventional deterrence methods in cyberspace, 

or the need for innovative deterrence strategies. This relates to Libicki’s discussion from 2012 

where he argues that cyber capabilities are insufficiently sophisticated to be used in warfare. This 

is an outdated perception as proven by the use of cyberattacks against Ukraine during the Russian 

annexation of Crimea and states’ development of offensive capabilities. 
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