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The illustration above is an interpretation of the classic Fraser Spiral Illusion, an optical 
illusion first described in 1908 by the British psychologist Sir James Fraser (1863–1936). 
Although the black and white squares may seem to form a spiral, they are actually arranged 
in a series of four concentric circles. This becomes apparent if you cover up half of the 
illustration with your hand, as it significantly decreases the illusion’s effect. 
The illustration serves to symbolize some of the main themes of the thesis; the military 
requirements on future tactical communications, the complexity and interdependency of 
emerging information infrastructures, the heterogeneity of the actors in a collaborative 
network environment, and the deceptive assumption that a given challenge is really as 
trivial as it may appear to be at first glance. 
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ABSTRACT 
The development within the area of information and communications technology (ICT) has 
been rapid during the last couple of decades. Advancements in mobile technology, such as 
smartphones and other portable devices with embedded sensors, rapid expansion of 
communications infrastructure, and increased spectrum utilization, has had a major 
impact on civilian society, but increasingly also on professional organizations such as the 
Swedish Armed Forces. While this technology allows for enhanced capabilities in the areas 
of command and control, situational awareness, and information management, it also leads 
to new challenges in such areas as cyber security and privacy. For armed forces in many 
parts of the world, being able to deploy in new types of missions, such as humanitarian 
assistance and response operations due to natural or man-made disasters, is an 
increasingly sought-after capability. Such operations commonly require collaboration 
amongst several heterogeneous organizations, which in turn requires technical as well as 
organizational interoperability. While the actors must be able to share certain information 
efficiently, with regards to integrity and availability, sensitive or classified information 
must be safeguarded in terms of confidentiality. 
This thesis is concerned with studying emerging ICT for use on the battlefield of tomorrow, 
investigating how it can lead to more effective operations, and what preconditions that 
must be met in order for the technology to be of utility for inter-organizational 
collaboration. In particular, the thesis studies how an acceptable level of information 
security can be upheld in interconnected tactical communications networks. It is found that 
Mobile Ad-hoc Networks, Software-Defined Radio and Cognitive Radio are emerging 
technologies that, while still immature, can contribute to improved capabilities for 
communications, command and control, and information collection. Furthermore, Hastily 
Formed Networks is found to be an effective framework for collaboration between 
heterogeneous actors. However, in order for emerging ICTs to provide military utility, 
several non-technical requirements must be met. These include usability, trust, legality, 
cost, and verifying that the technology is in accordance with current military doctrine. 
Antagonistic as well as unintentional threats must also be mitigated, including information 
leaks caused by cyberattacks or insiders, and possible consequences of reduced user 
privacy. 
Besides to the Swedish Armed Forces, this thesis should be of interest to armed forces of 
comparable countries, and for professional organizations faced with similar challenges. 
Among the drawn conclusions, the thesis recommends continuously evaluating emerging 
ICT in support of new capabilities, through academic research as well as internal concept 
development. Adopting an incremental and modular process is also recommended when 
developing or procuring new ICT systems, instead of making long-term investments in 
proprietary technology. Furthermore, a focus should be put on promoting military 
requirements in future civilian ICT standards. In this way development costs can be 
reduced, while facilitating tactical use of commercial off-the-shelf products. Regarding 
information security in tactical networks for inter-organizational collaboration the thesis 
concludes that employing best-effort methods could allow for efficient information 
exchange between actors, while upholding acceptable risk levels regarding data leakage. 
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SAMMANFATTNING 
Informations- och kommunikationsteknik (IKT) har under de senaste årtiondena varit 
under stark utveckling. Ökad tillgänglighet av mobil teknik, såsom smarta mobiltelefoner 
och andra bärbara enheter med inbyggda sensorer, kraftig utbyggnad av 
kommunikationsinfrastruktur samt framsteg inom spektrumeffektivitet, har haft en stor 
betydelse för civilsamhället samt i ökande grad även för insatsorganisationer såsom 
Försvarsmakten. Tekniken bidrar till ökad förmåga till ledning, situationsuppfattning och 
informationshantering, men medför samtidigt flera utmaningar inom områden som 
cybersäkerhet och personlig integritet. Nya uppgifter som parallellt kommit i fokus för 
försvarsmakter i många länder inkluderar förmågan att kunna delta i stödjande insatser i 
samband med naturkatastrofer, terrorattacker, eller att kunna erbjuda humanitärt bistånd 
i internationella miljöer. Sådana insatser kräver vanligtvis samverkan mellan många olika 
heterogena organisationer, vilket medför ett behov av såväl teknisk som organisatorisk 
interoperabilitet. Viss information måste kunna delas effektivt mellan de ingående 
aktörerna med avseende på riktighet och tillgänglighet, samtidigt som känsliga uppgifter 
måste skyddas avseende sekretess. 
I denna avhandling studeras taktiskt användande av framväxande IKT på morgondagens 
slagfält, hur tekniken kan bidra till mer effektiva operationer, samt vilka förutsättningar 
och krav som måste uppfyllas för att tekniken ska kunna vara till nytta vid 
interorganisatorisk samverkan. Särskilt undersöks möjligheten att upprätthålla en 
acceptabel nivå av informationssäkerhet i gemensamma taktiska sambandssystem, 
samtidigt som dessa kan användas effektivt under påfrestande förhållanden. Avhandlingen 
finner att tekniker som mobila ad hoc-nätverk, mjukvarudefinierad radio och kognitiv 
radio, trots att de ännu är omogna, kan komma att bidra till förbättrade eller helt nya 
förmågor inom bland annat samband, ledning och informationsinhämtning. Vidare dras 
slutsatsen att ramverket Hastily Formed Networks är effektivt för samverkan mellan 
heterogena aktörer. För att framväxande IKT ska kunna vara av militär nytta krävs dock att 
flera icke-tekniska krav kan mötas. Dessa inkluderar användbarhet, tillit, legalitet, kostnad, 
samt att tekniken ligger i linje med rådande militär doktrin. Såväl antagonistiska som 
oavsiktliga hot måste samtidigt hanteras, såsom informationsläckor orsakade av 
cyberattacker eller insiders, samt konsekvensen av en minskad personlig integritet för 
användarna. 
Avhandlingen förväntas vara av intresse för såväl Försvarsmakten som organisationer med 
liknande förutsättningar i Sverige och jämförbara länder. Som slutsats rekommenderas i 
avhandlingen att framväxande IKT till stöd för nya förmågor kontinuerligt utvärderas 
genom såväl akademisk forskning som intern konceptutveckling, samt att en inkrementell 
och modulär modell bör väljas vid utveckling och anskaffning, snarare än att göra 
omfattande investeringar i proprietär teknik. Fokus bör även vara på att tidigt få med 
militära krav i civila IKT-standarder. På så vis kan utvecklingskostnader reduceras, 
samtidigt som militär användning av kommersiellt tillgängliga produkter förenklas. En 
slutsats gällande informationssäkerhet är att man med metoder som baseras på så kallad 
”best-effort” kan effektivisera utbytet i ett gemensamt informationssystem, samtidigt som 
risken för dataläckage kan behållas på en acceptabel nivå. 
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CHAPTER 1 

INTRODUCTION 
The rapid development within information and communications technology (ICT) during 
the last couple of decades has affected and transformed our society in many ways. New 
products and services are introduced in a never-slowing pace. These tools make it easier for 
us to solve our every-day tasks and chores, they facilitate our communication, they increase 
productivity in companies and organizations, and the effectiveness in public and 
government administration. In just over a decade the Internet has gone from being a 
curiosity for technocrats and academics, to being a medium on which many parts of 
modern society are immediately dependent. Other information systems, such as cellular 
networks, financial systems, systems for electronic patient records and government e-
services are already tightly integrated into our daily lives. As these digital systems spread 
across society our technology dependency increases, which makes our society vulnerable. 
The technology which gives us new opportunities therefore simultaneously brings us new 
challenges which we must be prepared to face. 
The availability of advanced ICT is not only important to the civilian society, but 
increasingly also to military organizations. The nature of modern conflicts are changing, 
and traditional state-on-state disputes are becoming less frequent while non-state conflicts, 
gray zone operations, violent extremism, and one-sided violence against civilians were by 
far the most common during the last decade (SIPRI, 2015). Furthermore, most of the 
developed world has experienced heavy strains on public finances during recent years due 
to a widespread economic recession, leading to constraints on political and military 
capacities to address global and regional security challenges. Budget austerity measures 
have resulted in reduced military spending, and armed forces of many countries are thus 
faced with a new reality – having to achieve effect to meet their mandates with less 
available resources and an uncertain political backing. These conditions have led to a focus 
on smaller and quicker missions and concepts such as “pooling & sharing” of military 
capabilities. The main idea is that increased flexibility, effectiveness and inter-
organizational multilateral collaboration will result in a boost of the collective capacity-
building and offset the budget cut-backs. In order to achieve this goal, an increased reliance 
is put on advanced ICT-based systems to support command and control (C2), intelligence 
gathering, targeting, logistics, tactical communications and other functions enabling 
network-centric capabilities through fusion of sensor data from multiple systems and 
platforms within a coalition of actors. 
A recently emerged paradigm is the commitment by the international community to the so-
called Responsibility to Protect doctrine. An example of a military operation based on this 
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doctrine is the NATO-led intervention “Operation Unified Protector” in Libya in 2011. 
During the initial stage of the operation, stopping the offensive against the civilian 
population of Benghazi and establishing a no-fly zone, hostile targets could relatively easily 
be identified and engaged. However, as the conflict developed, putting a higher focus on 
ground forces, targeting became increasingly difficult as light civilian vehicles were used to 
transport military units, and heavy assets were being hidden in urban areas to prevent 
being targeted (Traynor and Norton-Taylor, 2011). In order to engage these time-sensitive 
targets while adhering to the principle of distinction between combatants and civilians (in 
some cases deliberately used as “human shields”) the use of advanced ICT-based systems 
was required. This included information from airborne sensor platforms such as the 
Swedish JAS Gripen fighter aircraft, deployed with reconnaissance capabilities which 
“outstripped other combat assets with the quality of its tactical ISR (intelligence, 
surveillance and reconnaissance)” (Johnson and Mueen, 2012). 
Other challenging scenarios for collaborative crisis management operations, requiring ICT 
resources to rapidly establish tactical communications networks, include addressing 
natural and man-made disasters. According to the U.S. National Oceanic and Atmospheric 
Administration (NOAA), the extreme weather year of 2012 (including hurricane Sandy) is 
likely to rank as the second most expensive year for natural disaster losses in U.S. history 
since 1980, with total costs exceeding $60 billion, second only to 2005, when four 
hurricanes (including Hurricane Katrina) made landfall along the Gulf coast (NOAA, 2012). 
On a global scale, 2012 was not as bad as record year 2011, where the costs of damages due 
to natural disasters amounted to a staggering $400 billion, primarily due to the major 
earthquakes in Japan and New Zealand, and the severe floods in Thailand (Munich Re, 
2012). 
The situation in a disaster zone is usually characterized by being chaotic, with large 
amounts of dead and wounded, substantial material destruction, and significant parts of 
previously existing infrastructures left disabled. This is especially apparent to disaster 
response units, such as police, firefighters or defense forces, who during a mission cannot 
rely on working power grids, wire line or mobile telephony services or mass media 
broadcasts. Although the circumstances of each disaster are different, there is commonly 
an extensive initial information deficit, generating a great need for communications. 
Besides victims and families desperately trying to get in contact with each other, 
overloading what little communication resources that may still be available, information 
exchange is also required for efficient coordination of the disaster response operation – a 
key in minimizing suffering and maximizing saved lives. As time is a critical factor in these 
situations, the ability to rapidly establish a collaborative tactical network, enabling real-
time situational awareness and supporting timely resource distribution, may in many cases 
make the difference between life and death. 
As a result of the changing post-Cold War threat environment of the 1990s and post-9/11 
War on Terror of the early 2000s, the Swedish Armed Forces began transitioning from the 
existing “invasion defense” organization into one that was smaller and more mission-
orientated. The goal was to reduce the amount of fixed resources nationally, in order to 
increase the capability to rapidly engage in international peace support and crisis 
management operations, dealing with the new threats and challenges described above. 
Being able to work closely and efficiently with other military, civilian and non-
governmental organizations in an international context, to exchange information, 
coordinate common efforts, and to distribute resources and assets was thus seen as 
especially important to the envisioned future missions, partly contributing to the emphasis 
of this thesis. Even though the ever so dynamic global threat landscape has since shifted, 
and is currently (2016) heavily focused on the regional security implications of Russia’s 
annexation of Crimea and the huge flows of refugees into Europe from Syria and other 
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conflict-affected countries, one of the main positions of Swedish national security policy is 
that the defense of the country shall continue to be based on collaboration with other 
countries and organizations, such as the EU, UN and NATO. This thesis studies the 
prerequisites to engage in such future collaborative crisis management operations using 
emerging ICT infrastructures and examines some of the challenges that arise from using 
this technology. The main questions are whether employing emerging ICT will contribute 
significantly to military utility1 in future operations and, if so, what changes that are 
required in order to improve the capability to participate in inter-organizational disaster 
response operations using this technology (see also section 1.1 below).  
While progress has been done in the area during the last few years, including the 
development of the common tactical radio system (in Swedish: Gemensamt Taktiskt 
Radiosystem – GTRS), the employment of the Concept Development & Experimentation 
(CD&E) methodology and an active engagement in the Multi-National Experiment (MNE) 
project series, many challenges still remain in order to fully be able to participate in inter-
organizational collaboration, abroad as well as nationally within the Swedish national 
defense cooperation concept of “total defense” (Totalförsvaret). Such activities include 
taking part in Hastily Formed Networks (HFN), a collaboration framework for technically 
and organizationally heterogeneous actors that work together towards reaching a common 
urgent goal. There are several reasons for this lingering inability, where the main 
challenges have traditionally been centered on technical interoperability due to 
heterogeneity in the employed ICT-based equipment and issues related to information 
assurance. The advent of such emerging technologies as Software Defined Radio (SDR) 
based Mobile Ad-hoc Networks (MANETs) have gradually enabled the capability to 
interconnect disparate radio networks by loading multiple so-called waveforms and 
signaling specifications in software. In combination with Cognitive Radio (CR) technology, 
which gives improved spectral utilization by intelligent frequency allocation, these 
technologies can now provide end-to-end communications in challenging and dynamic 
environments, such as extended disaster areas. 
However, it is not always purely technical issues that are the greatest hurdles that need to 
be overcome. While advanced ICT is indeed a great resource, and many times a 
requirement for establishing a collaborative C2 network, the technology is used by humans 
who have different traditions, cultures, experiences, morality, and levels of education. 
Furthermore, the users may belong to organizations with varying command structures, 
doctrines, professional practices and economic or political incentives. An example of this is 
the problems that the Swedish contingent was faced with during previously mentioned 
Operation Unified Protector in Libya in 2011. Although the Swedish soldiers and officers 
proved to be well-prepared for the mission, and their technical systems had a high degree 
of NATO compatibility and interoperability, a key challenge turned out to be the lack of 
access to NATO secret C2 networks and cryptographic keys required for information 
exchange, and the cumbersome bureaucratic procedures when subsequently requesting 
access to these resources. This resulted in a delay of 58 days before the Swedish contingent 
reached full operational capability and was integrated with the common operational C2 
system (Egnell, 2012). Overcoming this type of non-technical heterogeneity, or at least 
finding a way to balance the various requirements, is an important challenge to address in 
order to achieve a high degree of efficiency in future collaborative missions. 
  1 Technical artifacts can be said to have “military utility” if they, or the 
effects of their use, allow the goals of a military operation to be reached at 
a lower cost. Costs can be measured in economic terms, but also in such 
quantities as saved lives or political risk. For an artifact to have military 
utility to an actor, it has to be effective, suitable, and affordable in a given 
context. See Axberg (2013) and Andersson et al. (2015). 



CHAPTER 1  INTRODUCTION 

 

4 

1.1 THESIS SCOPE 
The content of this doctoral thesis is based on research towards the degree of Doctor of 
Technology (Teknologie doktor), carried out in different phases between 2008 and 2016. 
Whereas the author performed the initial parts of the research (and doctoral student 
coursework) at Linköping University, the Swedish Defence University, and the Finnish 
National Defence University. The work was finally completed at the University of Skövde. 
The work is presented in the form of a “compilation thesis,” meaning that it consists of an 
introductory section, followed by six appended research papers, published in peer-reviewed 
journals and conference proceedings. The thesis lies within the academic subjects of 
Informatics and Military-Technology2. At the Swedish Defence University, the subject is 
defined in the following way: 

“Military-Technology is the science which describes and explains how technology 
influences military activity at all levels and how the profession of an officer affects 
and is affected by technology. Military-Technology is based on several different 
subject areas from different disciplines and combines understanding of the military 
profession deriving from social science with the foundations of natural science and 
with a superstructure and dynamics supplied by engineering” (Axberg, 2006). 

As can be understood by the definition above, Military-Technology as a subject is heavily 
interdisciplinary and deals with broad ranges of research questions revolving around 
technology and its relation to the military profession. The strong connection to the military 
profession implies that Military-Technology research requires practical study and analysis 
of the work that officers do, as a basis for determining what needs to be known and what 
gaps that exist in the current knowledge base. Technology is thus studied both as a means 
to achieve increased operational mission effect, but also as a factor affecting the role of the 
warfighter – on the battlefield as well during peace-time, day-to-day assignments. The 
former relation, i.e. how technology can be leveraged to help win wars, can be viewed as the 
traditional emphasis of research in technology for military use, whereas the latter relation 
has more recently gained attention within multidisciplinary research groups. Examples of 
research concentrating on this relation are dual-use studies, examining the consequences 
of technology used for both peaceful and military purposes, and emerging information 
technology research, exploring the implications of pervasive communications that has 
allowed for such phenomena as live personal broadcasts from battlefields as well as 
supported democratic revolutions such as the Arab Spring in the early 2010s. 
The research presented in this thesis is mainly financed by the Swedish Armed Forces and 
was originally initiated through a discussion of how the rapid development in information 
and communications technology (ICT) for command, control and communications will 
affect the Swedish Armed Forces’ ability to engage in future combined missions, nationally 
as well as internationally, and possibly in collaboration with voluntary or non-
governmental organizations while facing new tasks such as humanitarian assistance and 
disaster relief operations. More precisely, the thesis seeks to answer the following research 
questions from a Military-Technology perspective: 

• What military utility will emerging tactical information and communications 
technology have in future operations? 

  2 “Military-Technology” refers to the specific academic subject defined 
above, whereas “military technology” refers to technology in general that is 
distinctively military in nature or application. 
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• Which are the most important changes required for the Swedish Armed Forces in 
order to improve the capability to participate in inter-organizational disaster 
response operations? 

To answer the questions above, several studies were carried out; an initial survey of the 
state of the art in information infrastructures for disaster response cooperation, presented 
in Paper I, and an evaluation of the military technical and organizational requirements for 
engagement in Hastily Formed Networks for disaster response and suitable emerging 
tactical ICT to support inter-organizational collaboration, presented in Papers II and III. 
An experimental evaluation of a technical tool for collection and distribution of disaster 
field data carried out during a large-scale military exercise, presented in section 2.4, and a 
study of the importance of critical infrastructures and cyber security to modern society, 
presented in section 2.5. An analysis of possible ethical and performance-affecting 
implications of increased battlefield surveillance and reduced soldier privacy in the future 
“military workplace,” presented in Paper IV, and a study of the multitude of non-state 
actors in the cyber environment and how they may be leveraged by nation-states in military 
operations, presented in Paper VI. Finally, a technical architecture is presented in Paper V, 
proposed as a best-effort approach to information security in inter-organizational tactical 
Mobile Ad-hoc Networks (MANETs). Based on data mining techniques, the system was 
offered as a step towards achieving an acceptable level of information assurance in a 
collaborative network environment for combined mission C2. 

1.2 MOTIVATION 
Designing military-grade ICT systems which, on the one hand are effective and secure, but 
on the other hand also provide ethically sound mechanisms for information management 
and privacy protection is a challenging task. During the last few years privacy issues have 
become a political hot-topic across Europe as well as some other parts of the world. 
Protests were mainly sparked by the introduction of new common EU legislation such as 
the IPRED Intellectual Property Rights Enforcement Directive of 2004, the Data Retention 
Directive of 2006, the “Telecoms Package” of 2009, the proposed ACTA Anti-
Counterfeiting Trade Agreement (rejected by the European Parliament in 2012), and 
various national initiatives such as the Swedish “FRA” signals intelligence law (Deibert, 
Palfrey, Rafal and Zittrain, 2010). Heavy disputes related to proposed privacy-affecting 
Internet-related legislation were also seen in the U.S., e.g. regarding the bills SOPA Stop 
Online Piracy Act and PIPA Protect IP Act, rallying such large Internet-based actors as 
Google and Wikipedia to the protesting side. Although a reduction of Internet privacy is 
likely to cause more concern in the general population than limitations of privacy in a 
workplace domain, the intensity of the debate that we have seen on this topic suggests that 
the value of information to the individual has changed rapidly over the last decade as larger 
parts of our lives are “lived” online. Future military operations will involve next-generation 
tech-savvy soldiers, sailors and airmen, who have never known a life without smartphones 
and ubiquitous Internet access, even though the knowledge gap between those who 
understand how the technology they use actually works, and those who do not, will likely 
remain. When considering technology and procedures for future military operations, 
finding solutions which are able to strike an acceptable balance between user privacy and 
fully efficient operations, during peacetime scenarios as well as during conflicts and in 
warlike peace-enforcement scenarios, is an important goal that must be properly 
addressed. 
The main motivation for conducting the research presented in this thesis is to contribute to 
the scholarly understanding of the challenges described above, and to expand the body of 
knowledge within the subjects of Military-Technology and Informatics. In doing this, a 
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tangible contribution is also given towards increasing the efficiency of the Swedish Armed 
Forces’ future operations. By providing an analysis of emerging ICT for collaborative 
missions of inter-organizational crisis management and disaster response, and the main 
potentials, challenges and risks of employing this technology, the knowledge generated 
through this thesis can be leveraged to increase the military utility of such operations. The 
thesis should give advice for how the Swedish Armed Forces should act in this area, and 
also serve as a basis for future studies. On a personal level, the motivation for selecting the 
thesis topic is a consequence of a profound interest in ICT, in combination with a 
fascination with solving important real-life problems. Contributing to the understanding of 
how emerging ICT can be used to save lives, if so just in an indirect manner, is indeed a 
great motivator for engaging in this area of research. 

1.3 RELEVANCE FOR THE SWEDISH ARMED 
FORCES 

The Swedish Armed Forces are Sweden’s ultimate security policy resource. They stand 
ready at all times to act when so required, to assert Sweden’s national integrity and support 
Swedish society in major crises, or to contribute to peace and security in international 
missions. Since the mid-1990s, the armed forces have gone through a fundamental 
transformation process. As a result of budget cuts and changes in policy, forces have also 
shrunk considerably in numbers. Where, in 1997, approximately 600 000 people could be 
mobilized, only 50 000 remained enlisted in 2016, and the amount of active military bases 
and regiments had by then decreased by 90 %. Furthermore, the system of near-universal 
national conscription was made dormant in 2010 after being in effect for over a century. 
Soldiers are instead recruited for voluntary, paid basic training, and may subsequently 
apply for non-commissioned or commissioned officer career paths. The Swedish Armed 
Forces are thus left with a small professional core of officers, soldiers, sailors, airmen and 
civilian employees (20 000 people), reinforced by national security forces manned by 
voluntary and locally recruited personnel from the Home Guard (20 000 people) 
(Försvarsmakten, 2016a). 
The Nordic countries are small nations in an international comparison. Sweden has a 
relatively small population and fairly limited economical resources. This means that the 
available assets must be used efficiently in order to yield an acceptable effect. Whereas 
previously, during the Cold War era, the Nordic countries were investing most of the 
defense resources in means for guarding their borders against hostile invasion, the focus 
during the last two decades has, as previously mentioned, to a large extent been on 
participation in various multinational military ventures. In the case of Sweden, this 
includes international crisis management and peace support operations carried out in such 
countries as Bosnia and Herzegovina, Kosovo, Chad, Afghanistan, Somalia, Libya, and 
Mali. As a member of the European Union and an active partner to NATO (albeit not a 
member), the country is undeniably part of a larger environment when it comes to ensuring 
national security. As stated by the Swedish Minister for Foreign Affairs: “Sweden’s security 
is built in solidarity with others. Threats to peace and security are deterred collectively and 
in cooperation with other countries and organizations” (Bildt, 2013). Sweden is, 
consequently, not defended only within its own borders. This line of policy is also echoed in 
the Swedish Armed Forces’ Military Strategy Doctrine (Försvarsmakten, 2016b). 
The “solidarity clause” of the Treaty of Lisbon, an amendment of the European Union’s 
constitutional framework which entered into force on December 1st 2009, dictates that all 
EU states shall act jointly if another member state is the target of a terrorist attack, or the 
victim of a natural or man-made disaster. However, Sweden has gone even further, stating 
in its “declaration of solidarity” that it will not remain passive if a member state or another 
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Nordic country is attacked, and expects these countries to act in the same manner if 
Sweden is attacked (Tolgfors, 2009). This declaration obligates Swedish military forces to 
be trained and ready to collaborate successfully with allied partners, both military and 
civilian, within own territories and abroad (Försvarsmakten, 2016b). The crises of today 
are many times unpredictable. In contrast to traditional bilateral disputes, contemporary 
crises seldom respect national boundaries, and may contain such components as cyber 
threats and information operations. Furthermore, these events tend to arise quickly, so 
addressing them efficiently requires a rapid response capability that must be prepared to 
meet a variety of scenarios and to collaborate with a variety of different organizations. Even 
though the Nordic countries have their respective geographical conditions, resulting in 
somewhat different capability emphases, they are part of the same region and consequently 
share many of the regional challenges. This includes a Baltic Sea perspective and an 
interest in the status of the Arctic Ocean. It is thus natural with comprehensive regional 
collaboration in such areas defense, emergency management, and research and education 
to achieve greater efficiency with available resources as well as increased capability quality. 
This is accomplished through such common Nordic efforts as the NORDEFCO defense 
cooperation (NORDEFCO, 2009), the “Haga Declaration on civil contingencies and crisis 
management” (Government Offices of Sweden, 2009), and established collaboration 
between the national defense-related academic institutes (of which this thesis may serve as 
an example). 
The Swedish Government’s instructions to the Armed Forces of adopting a more flexible 
and mission-orientated organization and increasing the capability to collaborate with 
others introduced several novel requirements. As fewer people have to solve increasingly 
complex tasks, the need for technical support systems and effective collaboration tools has 
escalated dramatically. Moreover, efficient collaboration is required between military 
branches to make good use of the limited resources, but also to allow for work with external 
parties, such as other national government agencies, or to share information with coalition 
partners or non-governmental organizations (NGOs) during international operations. 
Collaboration has thus become an important part of the modern defense forces, and there 
is a growing need to find ICT systems and methods which provide support for this 
capability. 
Looking back at the history of ICT systems within the Swedish Armed Forces during the 
last 50 years, there has been a continuously increasing demand of efficient and pervasive 
communications. This need has led to the procurement of hundreds of different radio 
systems, ranging from large stationary low frequency systems to handheld “walkie-talkies.” 
In addition, the acquisitions of communications systems have usually not been coordinated 
between the different branches of the Armed Forces. The result has many times become 
painfully obvious, especially during joint exercises, where interoperability issues and 
problems with handling and sharing large volumes of information within acceptable 
timeframes, have led to time and resource consuming extra work instead of efficient 
collaboration between army, air force and navy units. Managing a large amount of different 
communications systems also causes costly logistical problems, such as service, 
maintenance and stockpiling, as well as requiring longer education and training for 
operators. 

1.4 METHODOLOGY 
Much of the existing research related to the use of technology in the military domain is 
based on perspectives from a single academic discipline and its traditional set of scientific 
methods. This includes the quantitative focus of experiments and measurements 
commonly used within the natural sciences and engineering, and the qualitative focus of 
interviews and narrative analysis commonly employed in such research fields as 
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management, organizational theory, history etc. Although it may be appealing to arrange 
oneself solidly into one of these well-established epistemological traditions, it is the 
author’s opinion that the result may be that some methods or approaches to data collection 
and analysis are prematurely disqualified, limiting the possible results and answers. 
For instance, whereas engineering will likely provide good answers to questions as how to 
optimize the kinetic effect of a given weapons system, it may not be able to answer 
questions such as how the system will be used in the battlefield, if it is sufficiently intuitive 
and user-friendly, if it is compatible with prevailing military doctrine and ethics, and if it 
can be developed and maintained within budget. The questions that this thesis seeks to 
answer are not only related to specific technical aspects of emerging ICT, but in large parts 
also to consequences arising from the use of this technology by human beings and the 
results concerning military utility. In order to fully understand the challenges of engaging 
in, for instance, an inter-organizational disaster response operation using a certain ICT, 
one must, of course, evaluate what available technology that is most efficient operationally 
and performance-wise, but also to what degree it supports the collaborative process, how 
the responders interact with and through this technology, and how it lives up to the 
regulations and doctrines of the organizations employing it. 
It is also important to recognize that a large part of the knowledge within the military 
profession is not based on, or generated through, research. In carrying out their work, 
military officers draw knowledge from a multitude of other sources. This can be compared 
to other occupations that have a professional as well as an academic component, 
incorporating practice as an integral part of its activities, such as doctors, engineers, 
teachers, journalists and nurses. As described by Gillis and Jackson (2002), sources of 
nonresearch-based knowledge within the field of nursing include established experience, 
tradition, authority, trial and error, intuition, and logical reasoning – contributing to the 
holism and the “art” of the profession in a similar manner as within the military domain. 
Although these sources are commonly limited by their lack of scientific predictability, they 
comprise a large body of tacit knowledge grounded in long-time experience, conveyed from 
one generation of officers to the next through practical instruction, verbal communication, 
or written regulations and manuals. 
As the military profession is becoming increasingly “academized” in many parts of the 
world, a certain friction is sometimes apparent between the advocates of scientific research 
as the single basis for the profession, and the supporters of retaining the traditional sources 
of knowledge mentioned above. However, judging these types of knowledge against one 
another is likely a non-fruitful exercise. They should instead be valued in their own right, 
based on their advantages and drawbacks. Although the merit of the scientific method is 
undeniable, in their line of duty, military officers (as well as other crisis management 
professionals) may find themselves in complex situations, sometimes requiring time-
critical decision-making or action based on limited information. When it comes to the 
military profession, actions must commonly also be carried out in the face of an advanced 
antagonistic threat, a fact that generates specific occupational requirements. In these 
circumstances, there may be no scientific answers available, thus making access to other 
sources of knowledge vital for mission success.  

1.4.1 RESEARCH STRATEGY 
As noted by Martin Denscombe in his book “The Good Research Guide,” there is no single 
pathway to good research (Denscombe, 2010). On the contrary, as a researcher you always 
have to take decisions, make judgements and use discretion in order to successfully 
complete a research project. One of the biggest decisions concerns the research strategy, 
i.e. the plan of action to achieve the goal of answering the posed research questions. 
Although no strategy in itself can be said to be “right” or “wrong,” the selected strategy 
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should be reasonably likely to be successful in achieving the research aims, and in 
producing appropriate kinds of data. Justification of the strategy selection must thus 
depend on the particular purpose of the research, as unless it is known what research is 
trying to achieve, it is impossible to judge whether it is likely to be useful or appropriate. 
Other initial questions a researcher must ask him or herself includes whether the research 
is feasible (e.g. if access to documents, people and contexts relevant for the research can be 
attained) and if the research is ethical (e.g. if it can be carried out without causing harm to 
the involved participants). 
A cornerstone of the research presented in this thesis is the aim to answer questions from 
the perspective of the military profession, contributing to knowledge that will result in 
reaching success on the future battlefield, in any shape or form it may take. This certainly 
includes the study of quantitative advantages that specific emerging technology can afford, 
but perhaps more importantly clarifying technology’s limitations, and contributing to the 
understanding of the role that technology plays in a military context. In other words, 
revealing qualitative consequences of technology being used by human beings in physically 
and psychologically demanding conditions, confronted by an antagonistic opponent, while 
being subject to prevailing military doctrine. The research thus strives to uncover 
knowledge that helps the officer to understand the tools needed to reach set goals, and to 
explain how these tools affect tactics and operations. In practice, the purpose of the 
research is to study how technology, specifically emerging ICT, affects the officer’s ability to 
carry out his or her profession, while realizing that technology by itself cannot solve 
military problems. 
Deciding on a research strategy that will be successful in achieving the given research aims 
must thus reasonably be flexible, in order to encompass quantitative as well as qualitative 
aspects of the research questions. The definition of the subject of Military-Technology (see 
1.1) gives us that it is based on several different subject areas and borrows from social 
science, as well as from natural science and engineering. It could thus be appropriate to 
select a research strategy based on Military-Technology, as it expresses that the study of 
technology from a military perspective must be done from several aspects. However, as the 
subject of Military-Technology is relatively new in an academic perspective, and thus lacks 
the rigid foundation provided by an extensive research base, it may be wise to look for 
strategies that are more well-established. A requirement for such a strategy, in order for it 
to be suitable, is that it must be in accordance with the notion that the studied technology, 
its users and the context in which it is being used, is part of a dynamic system with many 
factors affecting the result of interest, namely the military utility. It should thus allow for 
studying the research question from several aspects, through methods that may differ in 
approach but simultaneously be complementary in their contribution to the research aims. 
In his wittily named book chapter “Why do Researchers Integrate/Combine/Mesh/Blend/ 
Mix/Merge/Fuse Quantitative and Qualitative Research?” Alan Bryman (2008) describes 
that combining quantitative and qualitative research strategies is not only feasible, but in 
many contexts even desirable. The mixed methods research strategy has become 
increasingly popular during the last couple of decades, as it often seen as offering “the best 
of both worlds,” offering advantages in the form of increased explanation power when 
studying relationships between variables, better understanding of the subject of study in its 
context, validation of findings made through different approaches, and improved 
credibility (Bryman, 2009). Nevertheless, care must be taken when justifying the adoption 
of this strategy, as a mixed methods research strategy has limitations that may hamper the 
effectiveness of the research. These include increasing time and costs of the research 
project, the requirement to develop skills in more than one method, and dealing with non-
corroboration between findings from different methods (Denscombe, 2010). It is also 
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important to understand that a mixed methods research strategy should actually integrate 
results gained from the different methods, combining them thematically: 

“The expectation is that, by the end of the manuscript, conclusions gleaned from the 
two strands are integrated to provide a fuller understanding of the phenomenon 
under study. Integration may be in the form of comparing, contrasting, building on, 
or embedding one type of conclusion with the other” (Creswell and Tashakkori, 2007). 

In conclusion, the mixed methods research strategy was deemed suitable for the research 
project presented in this thesis for several reasons. Primarily, it is a good fit strategy for the 
purpose of the research, studying technology from perspective of a professional practice, 
requiring a measure of pragmatism. It is also reasonably likely to be successful in achieving 
the research aims by allowing for the combination methods from different academic 
traditions, balancing their strengths and weaknesses. The feasibility criteria can also be 
met selecting this strategy, as the author had the dual roles of being both a researcher (in 
training) with an engineering background, and an active duty military officer. Hence, 
access could be attained to environments suitable for theoretical analysis and quantitative 
computer simulations, as well as contexts where collection of qualitative data collection 
could be performed. Moreover, as generous research funding was available, travels to make 
interviews and to participate in exercises was made possible, further motivating the 
strategy choice.  

1.4.2 RESEARCH DESIGN 
In mix methods projects, the research design is especially important as it explains the 
rationale for mixing the various components. Moreover, it indicates which methods are 
considered to be appropriate for the research questions being investigated, and it shows 
how the various methods can be interlinked to best advantage (Creswell, 2009). Many 
suggestions have been proposed as to alternative designs for mixed methods research (see 
e.g. Onwuegbuzie and Combs, 2010; Natasi et al., 2010 and references therein). A common 
trait between the typologies is that they follow a conventional notation, originally defined 
by Morse (1991). The label QUAL stands for qualitative data, requiring subjective 
interpretation of the meaning it conveys, and where the label QUAN stands for quantitative 
data in numerical form, offering objective measurements of observed events. Despite the 
fact that dividing between these two paradigms is not trivial, the two labels are used to 
provide a simplified view of a complex reality, and to mark the amount of emphasis specific 
methods put on interpretation (QUAL) or measurement (QUAN). Another important part 
of designing mixed methods research is explaining the sequence, the relative importance, 
and the purpose of linking the QUAL and QUAN components (Guest, 2013). 
A defining characteristic of mixed methods research is the preference for viewing research 
problems from a variety of perspectives. This opens up for different ways of approaching 
the research topic, allowing for consideration of a multitude of aspects (e.g. the technical 
performance of a given technology as well as the ethical implications of implementing it in 
a given scenario), but also as a prerequisite for making the end results generally applicable 
in a professional domain. The common aim of the different employed components is that 
they should serve to provide a better “fix” on the thing that is being investigated, by using 
more than one method to see it from more than one angle. Within the sphere of mixed 
methods research, the notion of “triangulation” has assumed a particular significance, as a 
foundation for the premise that a research topic can be better understood if it is viewed 
from more than one perspective (Denscombe, 2010). In this thesis, triangulation is mainly 
used in its methodological sense, where findings from one method can be contrasted with 
the findings from another (e.g. interviews compared to observations, contrasted with 
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results from simulations). However, another valuable aspect of triangulation is that it is an 
iterative process with sequential contributions, where findings from one method can be 
used to inform research in the next phase within the project. Using triangulation in mixed 
methods research can thus support the method selection, playing to the strength of each 
component.  
In order to answer the research questions presented in 1.1, a mixed methods research 
design was adopted, consisting of four phases (summarized above in Table 1.1). The design 
was made to accommodate different perspectives on the use of emerging ICT for inter-
organizational collaboration. As can be seen in the table, an exploratory literature survey 
initially serves to generate an understanding of the state of the art in areas relevant to the 
research questions, such as critical information infrastructure protection, emerging 
technologies for wireless communications, and the effects of professional practices. Besides 
the study of books, academic papers, and journal articles in these areas, a stakeholder 
workshop is held to collect qualitative data, such as knowledge of common challenges, as 
experienced by field practitioners, and to identify areas with an improvement potential. 
Findings are then used to shape the issues looked at in the subsequent phase, and to inform 
the direction the following research should take. 
The second phase focuses on developing hypotheses, proposing explanations and solutions 
to the research questions. Besides the study of specific literature in relation to each 
hypothesis, empirical observations are made through participant observation (Jorgensen, 
1989; Gillham, 2008) during military and civilian crisis management exercises. This 
method was selected as it has several strengths; if gives insight into social processes and is 
suited to dealing with complex realities, it visualizes tacit knowledge by allowing the 
observation of practitioners at work (non-interference), and it gives the researcher a better 
understanding of the reality of the specific operative environment (ecological validity) by 
observation as well as own participation (to a certain degree) (Denscombe, 2010). Main 
disadvantages of participant observation include reliability of the collected data (it is hard 
to repeat an exercise) and the generalizability (all exercises are different). Nevertheless, the 
exercises contribute to refining and reshaping the hypotheses, and to serve as a starting 
point for formulating new ones studied in the following phase. Input valuable to this phase 
is also gathered through interviews with experts and practitioners, contributing to a holistic 
view of the various actors. A summary of the main exercises and practitioner interaction 

Table 1.1: Research phases, methods and outcomes 

 Research phase Notation* Employed method Outcomes 

1 
Generating an 
understanding of 
the state of the art 

QUAL Literature survey, stakeholder 
workshop Papers I and II 

2 Developing 
hypotheses QUAL  quan 

Study of literature, participant 
observation in exercises, 
interviews with experts and 
practitioners 

Papers III and IV 

3 Testing the 
hypotheses QUAN + QUAL Analytical evaluation, 

evaluation during exercises Paper V 

4 Drawing 
conclusions quan  QUAL 

Interpretation of observations 
and results 

Paper VI, 
chapters 4 and 5 

* Arrows denote sequence, lower case letters denote less relative importance (Morse, 1991) 
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can be found in section 1.4.3. The second phase is the largest phase of the research, mainly 
due to the fact that it is iterative in its nature. 
Research phase three involves testing the hypotheses generated in the previous phase 
quantitatively, namely the suitability of using mobile technology for distributed field 
information collection and using best-effort approach to data leakage protection, through 
analytical and practical evaluation. The latter is done by employing suggested solutions in 
an exercise environment and by computer simulations. In the final fourth phase, an 
interpretation of the achieved results is done, resulting in a synthesis from which the thesis 
conclusions are drawn. 

1.4.3 EXERCISES AND PRACTITIONER INPUT  
In order to gain access to the important non-research-based sources of knowledge 
discussed in 1.4, part of the thesis’ empirical evidence collection and hypothesis generation 
relies on participant observation3, performed during military and civilian crisis 
management exercises. The degree of participation during the exercises has varied, ranging 
from passive participation (acting as a monitor) to active participation (acting as a member 
of the group being studied). Input is also collected from practitioners and subject-matter 
experts. The contact with practitioners has been in the form of discussions, interviews and 
study visits. The main activities are described further in detail below. 

BALTIC CYBER SHIELD 

 

Figure 1.1: White Team control room during exercise Baltic Cyber Shield 

Type of exercise Multi-national cyber defense exercise 

Exercise goals Cyber defense exercise development and evaluation, understanding 
common cyber-attack vectors and vulnerabilities in SCADA systems 

Location Several locations in Sweden, Finland and Estonia 

Duration, time Two days, May 2010 

Exercise sponsors NATO Cooperative Cyber Defence Centre of Excellence in Tallinn, 
Estonia, and the Swedish Civil Contingencies Agency (MSB). 

Author’s role Exercise control (moderate participation) 

  3 Participant observation is a qualitative data collection method where the 
researcher, to a certain degree, is involved as an active participant in the 
community or group of practitioners that is being studied (Jorgensen, 
1989). 
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The exercise was based on a critical infrastructure protection scenario, where security 
specialists, arranged in six groups of so-called “Blue Teams,” were responsible for 
upholding cyber security in the IT and SCADA environment of a fictive power plant. The 
Blue Team members came from various government agencies, military organizations, 
academic institutions and private sector security companies located in four different 
northern European countries. One “Red Team” played the role of non-state cyber 
terrorists, with the goal of breaking into the Blue Team systems and ultimately sabotaging 
the power production. The Red Team consisted of approximately 20 hostile “hackers.” A 
“White Team” (seen in Figure 1.1) was in charge of exercise control, coordination, scoring, 
and monitoring. 

PACIFIC ENDEAVOR 

 

Figure 1.2: FIST field reports from Manila seen in the exercise common operational picture 

Type of exercise Multi-national disaster response exercise 

Exercise goals Combined/civilian-military cooperation in a large-scale disaster 
scenario, evaluation of new ICT solutions promoting this work 

Location Singapore and Manila, Philippines 

Duration, time Two weeks, August 2010 

Exercise sponsors U.S. Navy and Singapore Armed Forces 

Author’s role Member of the common operational picture team (active participation) 

 
Pacific Endeavor is an annual exercise series held in the pacific region. The 2010 exercise 
engaged several hundred participants from over 20 countries, and was based on a scenario 
where a severe earthquake had hit central Manila in the Philippines. During the exercise, a 
multinational task force was assembled, consisting of the participating countries. The task 
force was charged with supporting local authorities, providing resources for humanitarian 
assistance and restoring operations of damaged communications systems. The exercise also 
included tracks where new ICT tools in support of the scenario were tested and evaluated, 
where technical systems interoperability and spectrum management was practiced, and 
where the participating countries’ approaches to disaster management and cyber security 
could be discussed and compared. The tool evaluated by the team from U.S. Naval 
Postgraduate School (that the author belonged to) was FIST – Field Information Support 
Tool (Longley, 2010; Sigholm, 2010). 
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EXERCISE FRIHAMNEN 

 

Figure 1.3: Coordination of the inter-agency response efforts at the local command post 

Type of exercise Local emergency response and management exercise 

Exercise goals Practicing emergency response with a large number of victims, 
practicing inter-agency emergency management collaboration 

Location Frihamnen port district, Stockholm, Sweden 

Duration, time One day, September 2010 

Exercise sponsors Several regional emergency response organizations and government 
agencies 

Author’s role Exercise monitoring (passive participation) 

 
This exercise involved around 200 people, where about half came from different emergency 
response organizations, including the police, the fire brigade, the emergency medical and 
ambulance services, and municipal volunteer resource groups. Other participants included 
actors (victims, their relatives, journalists, and other civilians), exercise controllers, 
monitors, and administrative personnel. Besides practicing response to the simulated 
accident scenario, an important focus of the exercise was to evaluate inter-agency 
emergency management collaboration. The scenario was based on a large fire in a 
warehouse housing an unauthorized rave party. The some 50 youths attending the fictive 
event needed to be evacuated from the fire, have their injuries and medical condition 
judged (triage) and be treated accordingly. At the same time there were some groups of 
youths and relatives that became violent, requiring the police to keep order. 
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EXERCISE LEDNINGSDAGARNA  

 

Figure 1.4: A regional municipality staff situation room 

Type of exercise Regional emergency management exercise 

Exercise goals 
Bringing together students and researchers of emergency management 
for a joint exercise, visualizing challenges of inter-organizational 
operations 

Location MSB College Revinge 

Duration, time Two days, November 2011 

Exercise sponsors Swedish Civil Contingencies Agency (MSB) 

Author’s role Exercised staff member (active participation) 

 
The exercise involved some 50 participants, including undergraduate students in fire safety 
engineering, Ph.D. students, and senior researchers from various fields related to 
command and control. The purpose of the exercise was to highlight the complexity of 
disaster management, even when it comes to relatively minor incidents. The scenario of the 
exercise was a winter storm in the south of Sweden, where large amounts of snow, low 
temperatures and strong winds swept in over the area. 

INTERVIEWS 
Several visits were carried out to actors and stakeholders involved in the research and 
development, or use, of advanced ICT for disaster response. The purpose of these visits was 
to interview practitioners and subject-matter experts regarding such things as recent 
development in tactical ICT and experiences from crisis management and disaster response 
operations. The interviews were carried out in a semi-structured form, meaning that the 
pre-defined questions were open-ended and that new questions were defined during the 
interview based on the received responses. The reason for selecting this approach, as 
opposed to the more stringently controlled structured interview form, was to reveal more 
information and uncover relevant aspects that could not have been anticipated when 
designing the interview questions in advance. The interviewees were allowed to develop 
ideas and speak more broadly on the topics brought up, which allowed the interview to 
develop during its course and thus produce data with both depth and detail. The 
advantages with semi-structured interviews were deemed to outweigh the possible 
disadvantages of validity (being sure that the interviewee is telling the “objective truth”) 
and reliability (consistency between interviews), which were counterbalanced through 
cross-checking and triangulation. 
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The major visits include the Hastily Formed Networks group at the Cebrowski Institute, 
U.S. Naval Postgraduate School, the Swedish Coast Guard Maritime Rescue Coordination 
Centre, Ericsson Response, Cisco Tactical Operations, the Swedish Civil Contingencies 
Agency RAKEL unit (a Swedish national communications system for emergencies and 
crises), the Mixed Emerging Technology Integration Lab at the University of Central 
Florida, and the Telemedicine research group at the Ryder Trauma Center, University of 
Miami. 

1.4.4 THEORETICAL FOUNDATION 
This section aims to give the reader a brief overview of the different theories that provide 
an epistemological (“the way we know things”) and ontological (“what things are”) basis for 
the performed studies. As this thesis is of interdisciplinary nature, as described above, the 
theoretical foundation consequently consists of previous work gather from several different 
subject areas (see e.g. Buchanan and Bryman, 2009). The main goal of studying theory 
from these areas is to gain an understanding of how it relates to and influences practice, in 
this case when studying emerging ICT for inter-organizational collaboration. As an 
example, what pre-existing theories are there to describe a multi-organizational 
collaborative environment, and what components does it consist of? Could modeling such 
an environment as a system be used as an epistemological approach to explain 
observations, with physical tools, actors and relations as part of the ontology? 
The mapping of the components of the theoretical foundation was carried out in several 
steps. At the start of the thesis project, before the research questions were formally defined, 
a broad examination of the topic was done, deconstructing and clustering studied literature 
into different categories. This was done based in part based on the personal experience of 
the author, being aware of part of the problem space existing with the areas of ICT utility 
and the military domain, after having worked within this field for several years. The survey 
served the purpose of making clear what aspects of the problem area that had not 
previously been thoroughly addressed, and could thus be fruitful to research into. 
Subsequently, an analysis was made of the factors that would be likely to be of relevance to 
the research, or providing a direction of where to look more extensively. In the two first 
research phases, as described in section 1.4.2, a further review of current and previous 
work was done, specific to the studied topic, where insights were noted and possible 
remaining gaps identified. This iterative process served as a guide to refine the employed 
research methods. In some studies, as the ones relating to privacy in the military domain 
(paper IV) and best-effort data leakage prevention (paper V), existing theory helped in the 
process of developing new hypotheses, that in turn could examined further and tested. In 
sum, the theoretical foundation can be divided into some distinct categories, including 
Military-Technology, Informatics, inter-organizational collaboration, ethics, and computer 
and network security. Some examples of supporting literature are given below. For further 
references, please see the individual appended papers’ previous work sections. 

• Possibilities and challenges of using ICT as a tool for collaboration between 
heterogeneous actors in crisis management or disaster response scenarios 
(Stephenson and Anderson, 1997; Holzman, 1999; Camp et al., 2000; Turoff et al., 
2004). 

• Effects of privacy limitations, workplace surveillance and privacy enhancing 
technologies (Aiello and Knob, 1996; Tavani, 2008; Rosenberg, 2004; 
Nissenbaum, 2005; Holbrook, 2010) 
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• Strategies for efficient inter-organizational collaboration in physically and 
psychologically demanding conditions: (Calloway and Keen, 1996; Wenger, 1998; 
French and Niculae, 2005; Denning, 2006). 

• State-of-the-art approaches to upholding information security in wireless ad hoc 
networks (Lima et al., 2009; Xenakis et al., 2011; Pomponiu, 2011) 

• Review of military literature detailing the success or failure of technologies as 
used in practice on the battlefield (Lorber, 2002; Boot, 2006; Singer, 2009; 
Shimko, 2010). 

• Various informatics aspects relating to the research questions, including 
organizational theory, computation theory (statistics, probability theory, and 
graph theory), socio-technology theory (Reason, 1990; DeMarco, 1997; Norman, 
2002; Morgan, 2006; Tsoukas and Knudsen, 2005). 

1.4.5 CHALLENGES AND ASSUMPTIONS 
At the time of writing this thesis many things related to the Swedish national defense and 
security are in a state of rapid change. As described above, the Swedish Armed Forces have 
been going through a significant transformation during the last two decades. Abolishing 
the century-old tradition of mandatory conscription in 2010, and significantly reducing the 
number of active-duty personnel, while simultaneously changing to a new officer system 
with both commissioned officers and non-commissioned “specialist officers,” has seriously 
affected the organization and the possibility to recruit officers from the cadre of conscripts. 
At the time of publish (October 2016), it seems likely that conscription will be reintroduced 
in the near future, as suggested by a government-commissioned public inquiry. Moreover, 
the officer profession is in itself in the process of being “academized.” All officer cadets are 
now given a three-year bachelor-level education under the supervision of the Swedish 
Defense University, since 2008 transformed into a civilian government agency under the 
Ministry of Education and Research. 
A new large-scale joint IT-based resource planning system (PRIO), based on the German 
enterprise software SAP, has been introduced in the Swedish Armed Forces, receiving 
substantial criticism both internally for being too complex and externally for being heavily 
over budget. Overall tasks and focus areas for the entire organization, as well as the 
fundamental economic preconditions, have also been affected by frequent changes in policy 
from the political level, giving the organization new directions and objectives to prioritize. 
During the last ten years (2006-2016) Sweden has seen six different ministers of defense, 
two of which left their assignment prematurely. The technical development within 
information and communications technology is simultaneously moving with great speed. 
Research and development (R&D) in the ICT area is largely driven by the great demand on 
the civilian side and strictly military projects are therefore quickly outpaced. The U.S. Joint 
Tactical Radio System (JTRS), a basis for the equivalent Swedish common tactical radio 
system (GTRS), has been called “a blueprint for failing big” (Gallagher, 2012), and was 
cancelled by the Department of Defense in October 2011. The Swedish GTRS project still 
ongoing at the time of publishing of this thesis. 
As can be understood from the description above, the last few years have been quite 
turbulent for the Swedish Armed Forces. The work presented in this thesis should also be 
seen in the light of this turbulence, and the assumptions made at the beginning of the work: 

• The Swedish Armed Forces will complete the transformation into a smaller, more 
flexible organization that will focus on international missions in collaboration 
with external military and civilian partners in new types of operations such as 
international disaster response, 
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• The common tactical radio system (GTRS) will become the Swedish Armed 
Forces’ future tactical radio system for all of the forces, and will form one of the 
cornerstones in the joint C4ISR concept,4 

• The Swedish Armed Forces will continue to adopt new advanced ICT as it 
becomes available, have the need of upholding adequate levels of information 
security in own systems and contribute actively to general societal cyber security 
and the protection of critical infrastructures, 

• The Swedish Armed Forces will be open to new collaboration forms such as 
Hastily Formed Networks (HFN), accepting a best-effort security approach in 
when needed to increase mission efficiency, and will employ Privacy Enhancing 
Technologies to reinforce soldier performance. 

A question one may ask is what impact these challenges and assumptions will have on the 
validity, generalizability, and relevance of the presented research. The assumptions mainly 
function as bounds, limiting the thesis’ scope, focusing the research accordingly. The 
assumption that the civilian telecommunications industry will have more influence on the 
future R&D of tactical communications has thus affected the selection of experts that were 
interviewed (e.g. from Ericsson and Cisco) and the focus on open-source based tools for 
data collection. This assumption reduces generalizability of the research. The described 
turbulence within Swedish defense and security politics in general, and within the Swedish 
Armed Forces in particular, may come to affect the relevance of the research. As an 
example could be that the GTRS project is cancelled and another ICT is selected (e.g. the 
technical architecture proposed in Paper V), or that the Swedish Armed Forces for some 
reason will no longer have the need to engage in inter-organizational collaboration. The 
validity of the research should, in any case, not be affected by the challenges and 
assumptions specified above. 

1.4.6 MAIN CONTRIBUTIONS 
Although the thesis explores several different research directions, it has a common theme 
as described above. A detailed account of the findings in the appended papers can be found 
in Chapter 3.  The main contributions can be summarized as follows: 

• Description of major challenges and emerging solutions in creating secure, 
resilient and efficient information infrastructures in support of critical societal 
services and collaborative disaster response operations (Paper I), 

• Characterization of requirements for Hastily Formed Networks (HFNs) to be 
efficient in a disaster environment (Paper II), 

• Technical solution for improving information security in a collaborative wireless 
tactical mobile ad-hoc network (Paper III), 

• Verification of the proposed solution in a simulated environment to create best-
effort data leakage protection (Paper V), 

• Experimental evaluation of tools for collection and distribution of disaster field 
data (Sigholm, 2010; Section 2.4), 

  4 C4ISR (an acronym for Command, Control, Communications, Computers, 
Intelligence, Surveillance and Reconnaissance) is a term that refers to a 
support system for battle command that that links sensors, deciders and 
shooters in a common network, enabling efficient data collection, 
sensemaking and planning (Brehmer, 2007). 
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• Model for studying how soldier performance relates to the fulfillment of needs 
such as privacy (Paper IV), 

• Survey of non-state antagonists in cyber conflicts, including their employed tactics 
and motivations (Paper VI). 

1.5 THESIS OUTLINE 
The rest of the thesis is organized as follows. Chapter 2 gives a general background of 
relevant concepts and ideas needed in order to place the appended papers in a wider 
context. Chapter 3 presents a summary of the papers that are appended at the end of the 
thesis and discusses the main findings. Chapter 4 presents the conclusions drawn from the 
work. Chapter 5 reflects on the impact of the thesis and how well the research questions 
were answered. Chapter 6 offers some ideas of future work to be done in the area. 
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CHAPTER 2 

BACKGROUND 
This section lays out the general background of the work presented in the appended papers. 
It gives an overview of relevant concepts and ideas needed in order to place the papers in a 
wider context. It also provides some reference to previous work done in these areas. 

2.1 PROTECTING THE NETWORK SOCIETY 
During the last couple of decades we have witnessed a rapid development within 
information and communications technology, something that has affected and reshaped 
our society in many ways. The advent of the Internet during the 1990s, its subsequent 
proliferation through mobile technology during the 2000s, and the ongoing 
miniaturization of components and their integration of physical processes, computation 
and information exchange has given rise to cyber-physical systems, supporting and 
facilitating a multitude of human processes at almost any location on the globe. The ability 
to mine large data sets, to fuse information from heterogeneous sources, and to perform 
real-time positioning of individual network nodes, has paved the way for a variety of new 
network-based services. Whereas most of these do indeed make our lives easier and 
facilitate our every-day tasks, some services may be more questionable in terms of privacy. 
The society we live in today is sometimes referred to as the “information society” or the 
“network society,” the latter being a term first coined in the 1990s by van Dijk (2006) and 
Castells (1996). The network society is described as a post-industrial societal structure 
formed by the abundant access to information and communication technologies, allowing 
information to be generated, processed and distributed on the basis of the knowledge 
accumulated in the nodes of the network. In the network society, government decision 
making and public service delivery are conducted by increasing use of advanced ICTs (Yang 
and Bergrud, 2008). ICT is also leveraged to create new and improved, always-available 
public services, for more efficient service provisioning and for reduction of operating 
expenses. 
However, as information becomes pervasive, complex intersystem dependencies are 
formed that may induce serious vulnerabilities. These vulnerabilities can manifest as single 
points of failure in critical infrastructures, but also as an increased exposure to antagonistic 
threats such as cyber-attacks. Mitigating the vulnerability of our increasingly technology-
dependent society has therefore become a high-priority task for many governments and 
administrations of technically mature countries with well-developed ICT infrastructures. In 
the Nordic countries, commonly ranking among the top nations in the world when it comes 



CHAPTER 2 BACKGROUND 

 

22 

to ICT development (ITU, 2012), cyber security has become an increasingly important 
issue. 
In 2010, the Swedish government decided to develop a national strategy for the protection 
of critical public services and infrastructure. The work was initiated by the identification of 
sectors containing functionality that continuously need to be upheld in order to guarantee 
delivery of basic societal services, such as power production, water and food distribution, 
voice and data communications, emergency health care and financial services. These highly 
important societal functions are faced with several threats; traditional ones such as natural 
disasters and large-scale accidents may lead to disruptions limiting the access to goods and 
services. There are also new threats, brought on by the transition to a network society. 
Preparing for these extreme events is an obviously difficult task, not least since they are 
unexpected by nature and hard to characterize in detail. When it comes to cyber security, 
this holds even more true. Not only is the target hard to predict, but the method of attack 
and the extent of the resulting consequences are often difficult to fully evaluate. A 
challenging problem is the initial classification of a cyber-attack – as a criminal act or a 
military aggression. Since the identity of the attacker is commonly unknown, and since 
information flowing through computer networks is oblivious to geographical boundaries, 
an attack emanating from a server physically located in a certain country could in reality be 
initiated by a person in the same country as the victim, or equally by a government-
sanctioned entity in an unidentified hostile nation.  
Creating a robust network society requires a systematic analysis of existing threats, which 
vulnerabilities they may exploit, what assets that are involved and an assessment of the 
resulting risk. Several countries have invested substantial resources in building new lines of 
defense against the emerging digital threats, where the U.S. is probably currently leading 
this development through the establishment of its Cyber Command (see also section 2.4.2. 
below). Sweden is in these circumstances a quite small country, geographically the size of 
California but with a population not exceeding 10 million. Even though the degree of 
national ICT development is high, the available resources for dealing with the threat of 
large scale hostile cyber-attacks are limited, both when it comes to civilian agencies and the 
armed forces. Combining resources in a comprehensive approach to cyber security is thus 
needed in order to achieve effect. 
A focus on increased collaboration, information exchange, education and combined 
exercises between the stakeholders responsible for responding to cyber-attacks is most 
likely a key factor in increasing robustness of the network society. Besides reactive 
resources, which can be used to mitigate the consequences of an attack, proactive methods 
and assets are also needed to prevent an attack from succeeding or to limit its 
consequences. Signals intelligence and information operations have proven to be useful 
methods in this work and an extensive cooperation between parties possessing these 
capabilities is thus highly valuable. One must also realize that technology itself will not 
solve any problems, either civilian or military, but the focus must instead be on how it is 
used and in what context. 

2.2 ICT AS A REVOLUTION IN MILITARY 
AFFAIRS 

Apart from civilian society, development of information and communications technology 
has also had a significant influence on military organizations, the way wars are fought, and 
armed conflicts responded to. The conduct and outcome of the first Iraq War in the early 
1990s served as an eye-opener for many of those who had previously had little reason to 
stay updated on the latest development in military use of advanced technology. This was 
the first major conflict in which the Global Positioning System (GPS) came to active use, 
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allowing for guided munitions to strike against targets with what appeared as surgical 
precision. This stood in stark contrast to the razing of entire cities and mass bombings as 
witnessed during World War II and the Vietnam War. The broadcasting of aerial video 
sequences showing specific government buildings, military installations and critical 
infrastructure in crosshairs being struck seconds later, in combination with reports of 
surprisingly low casualty figures, contributed to the sense that warfare had taken a 
revolutionary leap. This change was captured by the concept of “revolution in military 
affairs” (RMA), which predicted that military operations would forever be transformed by 
the ability to exploit technical advances in innovative ways to achieve victory, opening “a 
whole new era of warfare” (Boot, 2006). While not everyone was convinced of this at the 
time, it was difficult to analyze the Iraq War without recognizing that the application of 
information and communications technology in support for superior command and control 
capability had contributed to the successful outcome. There also seemed to be a near-
universal agreement that a significant change in contemporary war-fighting was likely 
underway. 
The concept of what constitutes “a revolution,” military or otherwise, often differs 
depending on the circumstances in which it is being used, but commonly involves dramatic 
events that imminently attract attention. However, the term is more commonly used than 
defined, and one could quite easily compile a long list of events in recent history which 
would qualify as being social, political, technological or scientific revolutions. The 
difference between revolutionary and evolutionary changes can also be discussed. Whereas 
both concepts contain measures of wide-ranging (scope) and significant (magnitude) 
transformations, the main difference lies in how rapidly (speed) the change occurs 
(Shimko, 2010). However, when it comes to RMA, it has been suggested that the issue of 
speed should perhaps not be overly dwelled upon (Liaropoulos, 2006). While rapid 
technological advances were undoubtedly a key component of the RMA envisioned during 
the 1990s, they were only part of the equation. Technology by itself does not bring about a 
revolution, it merely creates the opportunity (Singer, 2009). Hence, in order to bring about 
a revolution, technology needs to be accompanied by a military doctrine and an 
organization reform that supports the realization of the revolutionary potential. A 
frequently used example is the German development of tanks and mechanized infantry 
during World War II, employed in the revolutionary and very successful maneuver warfare 
approach. Although the Germans were not the only ones with access to such technology, it 
was the combination of availability, use, and military organization that provided the 
distinct advantage on the battlefield. 
During the mid-late 1990s much of the focus of the military discourse amongst military 
theorists and academics was on the nature of the changes of contemporary warfare, as a 
result of the outcomes of the Iraqi War. One of the outcomes was the concept of network-
centric warfare (NCW), first coined by the U.S. Admiral Arthur Cebrowski. It proposed that 
all available sensors, platforms and weapons systems should be jointly interlinked through 
a global information grid, contributing to a dominant battle space knowledge, and thus 
speeding up the OODA (observe, orient, decide, and act) loop (Cebrowski and Garstka, 
1998). Critics of the RMA/NCW concepts put forward that these were too occupied with the 
possible benefits that exploiting commercial information and communications technology 
for military purposes could bring (Mukunda and Troy, 2009). The cost of this narrow focus 
was a lack of development of accompanying doctrine and a compatible organization 
(Shimko, 2010). As the major obstacles in realizing network-centrism have proved to be 
institutional and cultural, rather than purely technological, the research focus has since 
shifted somewhat. 
As mentioned in the methodology section above (1.4), much of the existing research related 
to technology for use in military or other professional environments focus on the 
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technology itself, from an engineering perspective. This commonly includes such studies as 
the efficiency of a certain network protocol or the level of protection that certain 
fortification procedure affords. Although such aspects are highly relevant in assessing the 
utility of employing a technology or method in a military operation, it only gives a part of 
the answer. Consequences arising from the use of technology by human beings, and 
preconditions for the use of this technology to provide utility, must also be taken into 
account. 

2.3 THE EVOLUTION OF TACTICAL 
COMMUNICATIONS 

Wireless radio communications has developed from broadcast technology, found in classic 
walkie-talkies, to the hub-and-spoke configuration also called star networks, employed in 
modern mobile telephony services (see Figure 2.1). Some point-to-point broadcast radios 
have also been given the capability to perform basic signal relaying or repeating, in order to 
extend their range. However, the next major step in wireless network evolution is the 
configuration where each node may communicate with any node it happens to come into 
contact with, on an ad-hoc basis. These types of networks, usually called MANETs (Mobile 
Ad-Hoc Networks), thus consist of nodes that in themselves constitute the network, in a 
self-organizing fashion. The fact that no infrastructure is needed in order to deploy a 
MANET makes it highly interesting to individuals and organizations who operate in areas 
with no preexisting communications infrastructure, where coverage from existing networks 
is poor, or in scenarios where one does not want to rely on external services. 
In parallel with the evolution in network topologies, the data rates have improved greatly 
by using advanced modulation techniques, achieving high spectral efficiency. This allows 
for new services, such as real-time video, to be transmitted in environments where this was 
not previously possible. The ability to allow for high requirements of mobility as well as 
bandwidth is an aspect that makes the MANET network topology attractive for the military 
domain. The demands for high-speed wireless data capabilities on the battlefield is rapidly 
increasing, to allow for local broadband networks (e.g. between soldiers, unmanned 
vehicles and other tactical sensors) and to support the time-sensitive targeting sensor-
decider-shooter chain. Furthermore, the trend of intensified engagement in multinational, 
comprehensive operations involving military, civilian and non-government resources from 
numerous countries creates a requirement of efficient network-based collaboration tools. 

 
 

Figure 2.1: The Evolution of tactical communications 
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Being able to use these in unpredictable settings with high user mobility in many cases 
requires a MANET network topology. 

2.3.1 INFRASTRUCTURE-BASED COMMUNICATIONS 
One of the consequences of the ongoing Swedish defense transformation, where fewer 
people must be able to solve more complex tasks, is the requirement of adequate support 
tools. Enabling C4ISR is thus of increasing importance. Efficient collaboration is required 
between military branches to make good use of limited resources, but also to allow for work 
with external parties, such as other national government agencies, or to share information 
with coalition partners or NGOs during international operations. 
The need for an adequate ICT platform supporting collaboration for public safety 
professions led to the standardization of the TErrestrial Trunked RAdio (TETRA) mobile 
radio system in the mid-1990s by the European Telecommunications Standards Institute 
(ETSI), previously also known for the GSM standard. In the Nordic countries the TETRA 
standard has been employed to create national dedicated radio networks for emergency 
management services and government agencies, such as the Swedish RAKEL network and 
the VIRVE network in Finland. These networks provide many benefits, such as inter-
agency communication, allowing for collaboration, but they also have some drawbacks 
such as requiring a fixed infrastructure and new specialized hardware in order to 
interoperate. 

 
 

Figure 2.2: Emerging tactical information infrastructures 
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2.3.2 EMERGING TACTICAL INFORMATION 
INFRASTRUCTURES 

In emerging ICT systems for inter-organizational collaboration (see Figure 2.2) technical 
interoperability issues are being addressed by the integration of bridging technologies. This 
allows for establishing hybrid networks, consisting of both modern and legacy systems, so 
that several different ICT systems can be connected. The advent of Software Defined Radio 
(SDR) technology has paved the way for the development of RRS (Reconfigurable Radio 
Systems), also promising decreased lifecycle costs and longer durability for the equipment. 
RRS equipment has the capability to rapidly interconnect disparate radio networks by 
merely loading the required waveform (see below) and signaling specifications in software. 
In combination with Cognitive Radio (CR) technology, which gives improved spectral 
utilization by intelligent frequency allocation, RRS equipment has the potential of 
providing a platform for reliable end-to-end communications in challenging and 
dynamically changing environments. These emerging technologies are described more in 
detail below, with a special focus on the Swedish Armed Forces’ currently ongoing 
development project of an all-forces tactical radio system, the Common Tactical Radio 
System (GTRS). 

2.3.3 RECONFIGURABLE RADIO SYSTEMS (RRS) 
RRS is a fairly recent concept defined by European standardization organization ETSI 
(mentioned above), based on technologies such as Software Defined Radio (SDR) and 
Cognitive Radio (CR) (Iacobucci, 2013). Even though the RRS concept is relatively new, 
reconfigurability in radio development is well-known within the military domain as it has 
been used for radio intelligence purposes since the 1980s. Early features that were 
developed included automatic modulation mode recognition and basic bit stream analysis. 
Although such military needs as command and control, communications and intelligence 
were traditionally driving factors for R&D of state-of-the-art wireless technologies, 
progression in this area is now mainly fueled by the rapidly growing demand for mobile 
communications on the consumer side. There are already more than 4 billion mobile phone 
users globally, and some estimates suggest that by 2020 there will be 7 trillion wireless 
devices serving 7 billion users (Sørensen and Skouby, 2009). In order to meet this demand, 
and to deliver robust services in environments with many users and limited available 
frequency space, new flexible and intelligent methods for spectrum allocation, 
management and control are needed.  

Table 2.1: Conceptual Categories of Software Defined Radios based on operational area 

Multistandard Supports more than one communication protocol standard. This can include pro-
tocols within a standards family (e.g. UTRA-FDD and UTRA-TDD for the UMTS 
3G mobile cellular standards family), or protocols across several standards (e.g. 
GSM, LTE, WLAN, TETRA or P25) 

Multiband Supports more than one frequency band used by a protocol standard (e.g. GSM 
900/1800 or IEEE 802.11 b/g) 

Multiservice Supports several different services (e.g. voice, video and data) 

Multichannel Supports the use of more than one simultaneous channel within a frequency band 
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By combining these technologies, an RRS-based radio network can achieve efficient and 
dynamic self-adaptation to a constantly changing radio environment. In this way, available 
radio frequencies can be shared by multiple services, thus greatly improving spectrum 
utilization and service quality. These advantages are also attractive in communications in 
other areas than strictly commercial ones, such as for military or government purposes. 

SOFTWARE DEFINED RADIO (SDR) 
A software defined radio is a wireless communication system that, instead of using 
traditional hardware components, implements the functionality these components provide 
in software running on a computer or in an embedded system (Grayver, 2012). As shown in 
Table 2.1, SDRs can be divided into four different system categories, depending on the 
operational area. Systems that are capable of handling a combination of bands, standards, 
services or channels are commonly referred to as multimode systems. 
Figure 2.3 illustrates the conceptual design of a simple SDR transceiver. In an ideal setup, 
an antenna is connected directly to analog-to-digital converters (A/D–D/A) for receiving 
and transmitting signals, with software running on an attached processor taking care of 
everything else. However, some additional components are usually needed, especially for 
multimode systems. As can be seen in the figure, the main hardware components are the 
antenna, the radio frequency (RF) front end module (containing amplifiers, filters and 
mixers), and the analog-to-digital conversion module. All other functions are done in 
software, including baseband processing, error correction, encryption-decryption, network 
routing, presenting a graphical user interface etc. The parameterization control bus 
supplies the modules with control parameters, that describe the standard, band, channel 
and service that is currently in use. The function of the SDR thus changes into the desired 
waveform, the set of radio and communication functions that occur from the user’s input to 
the RF output and vice versa. Parameterization decreases the size of the required 
application software and also limits the hardware reconfiguration time.  

COGNITIVE RADIO (CR) 
Cognitive radio is a term that, in short, describes an “intelligent” radio platform (Grayver, 
2012). A CR has the ability to continuously monitor and analyze its operational radio 
environment, to determine which frequencies and services that are currently in use and 
which parts of the spectrum are available, and adjust its operational parameters to select 
the frequencies and protocols that are optimal for data transmission in the local 
environment. 
In a sense, CR may be compared to a driver in a car traveling on a multiple-lane freeway, 
reacting to what other drivers are doing. If traffic is heavy in one lane, it might probably be 

 
 

Figure 2.3: Conceptual design of a simple SDR transceiver 
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a good idea to shift to another lane that is not so busy. The driver must still adhere to 
certain rules, preventing cars from bumping into one another etc. In other words, a benefit 
of CR is that it allows for efficient use of the available frequency space, even though there 
are many users and services in the same geographical area. A practical example of this, 
frequently experienced by end users living in apartment buildings, is the limited frequency 
space assigned for the IEEE 802.11 (Wi-Fi) standards. In a densely populated residential 
area users may find dozens of wireless networks sharing the same “channels,” commonly 
leading to reduced network quality and performance. By using CR, the wireless equipment 
could dynamically identify and select frequencies that are not used by neighbors, or avoid 
those that are suffering from interference from microwave ovens, cordless phones or other 
similar equipment emitting radio signals. In this way, problems of collisions and 
interference may be mitigated. 
When considering large military or disaster response operations, cognitive radio may help 
remedy some of the problems associated with spectrum management. When many 
different organizations gather in an area, all with their own wireless communications 
equipment, the radio spectrum will quickly get very crowded, as was experienced during 
the 2010 Haiti earthquake response operation (Wentz, 2010). Besides overload of common 
frequency bands for mobile telephony, Wi-Fi, VHF and satellite connections, the wide 
variety of used radio transmitters can cause severe interference. The lack of an efficient 
regulatory body for frequency coordination in a disaster area may further add to the chaotic 
situation, as was the case in Haiti (Wentz, 2010). By deploying CR-based equipment, a 
responding organization can make use of so-called “white spaces,” parts of the radio 
spectrum that has been reserved for such services as analog TV broadcasting, but that is 
currently not used. In cases of extreme volatility in the wireless environment, technologies 
such as orthogonal frequency division multiplex (OFDM) and multi-carrier code division 
multiple access (MC-CDMA) can be leveraged to limit interference caused by CR users who 
opportunistically utilize regulated spectrum. In this way communications may be enabled 
even in wireless environments which are subject to intended or unintended jamming, or 
where multiple actors are otherwise required to share a given set of frequencies. 

2.3.4 MOBILE AD-HOC NETWORKS (MANETS) 
As mentioned earlier, wireless devices such as mobile phones, laptop computers, tablets or 
professional radios are usually either connected to a fixed network infrastructure or 
communicating directly in a broadcast manner. The infrastructure that devices connect to 
could be a cell tower, a Wi-Fi access point, a mesh network or a satellite in orbit. 
Communication based on fixed infrastructures or long-range broadcasting is effective, 
fairly straightforward to implement, and allows for high-speed data transfers (at least on 
the downlink). However, setting up the required infrastructure takes time and can be 
expensive, and mobile broadcast-type communications usually have a fairly limited range 
and capacity. There are also situations where user-required infrastructure does not exist or 
has been disabled, cannot be set up as quickly as required, or is subject to such adverse 
actions as jamming or communications surveillance by foreign intelligence units. Examples 
of scenarios where these conditions could apply are military operations, disaster response 
missions, and monitoring of natural events in dynamic environments. In order to provide 
the required communications services to users in these scenarios another approach is 
required. 
Mobile ad-hoc network (MANET) is an emerging information infrastructure that has 
received quite a lot of attention by researchers during the last decade or so, mainly due to 
the appealing properties of self-configuration and self-organization (see e.g. Lakhtaria, 
2012, and references therein). MANETs are networks that are made up of a set of 
autonomous nodes, interconnected via wireless links, where the nodes act as clients, 
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servers and routers simultaneously. However, in contrast to the closely related Wireless 
Mesh Networks (WMN), MANET nodes are non-stationary and may move independently 
in any direction. As the nodes move in and out of range from each other, the network 
topology changes dynamically without the need of any central administration. 
When considering communications systems based on fixed-wire or stationary wireless 
networks it is common to abstract away parts of the network topology. This includes 
functions concerned with medium-specific interfaces, the maintaining of reliable node-to-
node links, and managing message propagation across the network. The lower network 
layers, such as the physical, data-link and network layers, are thus in concert assumed to 
provide for reasonably reliable transfer of data sequences from one node to another, 
connected to the same network. Thus, when a transmitting network node performs a send 
action, the recipient node is expected to perform a receive action, as intermediary faults 
due to network failure are relatively unlikely to occur due to assumed redundancy (Grant, 
Buizer, and Bertelink, 2011). 
However, when considering highly dynamic network topologies such as MANETs, this 
abstraction is not as useful. Solving higher level requirements of the network, such as 
interoperability and end-to-end security can often not be done if ignoring the effects of 
topology changes. In MANET-based networks, data is transmitted from one node to 
another, by letting other nodes on the path between the sender and receiver relay the 
message one hop at a time. A message sent between two nodes, moving along different 
edges of a MANET out of range from one another, is thus relayed by intermediate nodes in 
a hop-by-hop fashion until it reaches its destination. The nodes in a MANET can thus be 
said to make up the network infrastructure by themselves, allowing for seamless 
communication over large geographic distances in areas with no previously existing fixed 
infrastructure. Nevertheless, any available infrastructure that does in fact exist, and is 
available for use, may be leveraged to extend network range, to uplink nodes to the Internet 
or to other networks, or to bridge between network partitions (as previously illustrated in 
Figure 2.3). The nodes in a MANET communicate in a broadcast manner, establishing links 
to any other node that is within range and organize themselves arbitrarily. 
The benefits of using MANET-based ICT systems are that they are very flexible and robust, 
and they can also be used in areas where no traditional communications infrastructure is 
available. Scenarios where these systems offer leverage over traditional centralized or 
point-to-point communication methods are during operations in undeveloped areas, or 
extended areas hit by natural or man-made disasters (see Paper II). In these situations it is 
not practical, or economically feasible, to deploy interim cover-all solutions, such as 
container-based mobile telephony systems, microwave links and satellite communication 
equipment. They could however work in compliment to each other, e.g. traffic generated in 
a MANET network, destined for an external recipient, may be handed over to available 
infrastructure at a bridging point for subsequent termination. 
The main focus of MANET research during the last few years has been on finding solutions 
to the many challenges that these networks are faced with, including network survivability, 
routing, partitions and delay tolerance, upholding information security, and protection 
against various attacks (discussed further in papers III and V). Military MANETs will likely 
also have different requirements than corresponding civilian networks. However, the 
complexity of the proposed solutions and the general immaturity of the research area have 
unfortunately in many cases turned out to be a hindrance for successful real-world 
deployment of the technology. Examples of some remaining challenges to be overcome are 
related to finding realistic radio and mobility models for simulations and achieving true 
scalability in large MANETs. 
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2.3.5 THE COMMON TACTICAL RADIO SYSTEM (GTRS) 
The large amounts of various ICT systems that have been in service within the Swedish 
Armed Forces during the last decades have created several problems. Not only have units 
from different branches been unable to communicate directly with each other during joint 
exercises and been using incompatible systems for command and control, the lack of 
coordination of procurement and logistics has led to increasing costs related to service, 
maintenance and operator education. In an effort to come to terms with these problems, a 
new vision for future telecommunications within the Swedish Armed Forces was drafted in 
the in the early 2000s, stating that: 

“The communication systems of the Swedish Armed Forces shall enable information 
transfer with sufficient flexibility, capacity and security between users and technical 
systems whether they are located in fixed or mobile units, nationally or 
internationally. The different systems shall be user friendly and comprehended as a 
common network independent of organizational structure. The communication 
systems structure shall, through the use of open, commercially well accepted 
standards, create good conditions for a gradual growth in capacity and demand 
driven procurement. Systems should be possible to be built with different technical 
solutions and to be added, modified and replaced independently and without 
jeopardizing the overall function” (Persson, 2005). 

To operationalize this vision, a project was initialized by the Swedish Defence Materiel 
Administration (FMV) in 2002 with the goal to acquire a tactical radio system that could be 
used throughout the entire armed forces by 2014. The result of this project was the 
Common Tactical Radio System (Gemensamt Taktiskt RadioSystem – GTRS), a radio 
system which is based on the U.S. Joint Tactical Radio System (JTRS). 
As part of an adopted Commercial off-the-shelf (COTS) defense acquisition strategy, FMV 
selected FlexNet™-Four (FN4), a vehicle-based SDR radio platform from Rockwell Collins 
Inc., as a first platform for GTRS ground mobile communications (Figure 2.4) in support of 
the Swedish Army’s battalion-level Battle Management System. The FN4 employs a 
MANET structure supporting a distributed system of mobile nodes that are autonomous 
and self-organizing, and that communicate via the Internet Protocol (IP). GTRS is 
supposed to be the Swedish Armed Forces’ future tactical radio system, a technical 
platform that will form one of the cornerstones in the future joint C4ISR. Furthermore, it 
will be the main data transmission system for the internal Service Oriented Architecture, 
offering functions and services for the Swedish Armed Forces, as well as providing a 
communications bridge to external parties such as allied forces or collaborating NGOs. 

            
 

Figure 2.4: Vehicle-based GTRS unit (left) mounted in the back of a station wagon during initial tests (right) 
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By using SDR technology and standard protocols such as IP, GTRS strives to replace 
several of the legacy tactical radio systems that are in use today while still retaining 
backwards compatibility (Figure 2.5). Data speeds will also be greatly improved, allowing 
for high resolution video streams and rapid bulk data transfers, by using new wideband 
waveforms (currently in development). A GTRS network consists of nodes that may be 
connected by several different waveforms. Units in close proximity of one another can 
communicate use short-range wideband links, e.g. for sending live video from a helmet-
mounted camera. Their radios can simultaneously support a narrow-band low frequency 
waveform that allows for long-range connections, e.g. for transmitting positioning 
information to a higher echelon command and control system. Some nodes can also 
support waveforms that allow for interfacing with external collaborating organizations. 
There are currently two waveforms available in GTRS – TDRS-A (high-capacity, 1-4 km 
range) and TDRS-B (low-capacity, 10+ km range). 
The GTRS network is based on a layered protocol architecture, with standard a TCP/IP 
stack running on top of a custom link layer, including Media Access Control (MAC) and a 
physical radio layer. The MANET-supporting lower protocol layers handle changes in link 
quality and loss or disappearance of intermediate nodes, intentional and unintentional RF 
interference, and multi-path effects created by the high mobility. The first demonstrator 
GTRS units were delivered during 2007, and were subsequently deployed in a vehicle-
based version for the army and navy (Figure 2.4). A portable “manpack” version is (as of 
fall 2016) planned for future procurement, along with additional waveforms, such as one 
supporting TETRA. This will be done primarily in cooperation with other EU nations 
through such projects as European Secure Software Defined Radio (ESSOR), through the 
Wireless Robust Link for Urban Force Operations (WOLF) project funded by the European 
Defence Agency (EDA), through the multinational program Coalition Wideband 
Networking Waveform (COALWNW), and through other civil-military cooperation 
projects.  

 
 

Figure 2.5: GTRS network topology and protocol stack 
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2.3.6 THE FUTURE OF TACTICAL COMMUNICATIONS 
Traditionally, tactical ICT equipment has commonly been researched and developed 
through specific military projects, resulting in customized solutions intended for use in 
combat situations. The main benefits of this development process have been that the 
customer (the acquiring military organization) gets a product that is developed according 
to given specifications and has qualities such as increased durability, resistance to jamming 
and interference, and that supports certain cryptographic security mechanisms. On the 
negative side, the resulting products are usually expensive in relation to comparable 
commercial products, and the systems are often non-interoperable. The history book is 
filled with examples of large military ICT and C2 development projects that have turned 
out badly, where the U.S. Joint Tactical Radio System (JTRS) project, as previously 
mentioned (see Section 1.4.5), may be one of the most recent additions (Gallagher, 2012). 
During the last couple of decades, the enormous roll-out of commercial cellular technology 
has led to a large supply of cheap phones. Although top-of-the-line smartphones may be 
quite pricy, the fact that well over a billion new units are shipped every year creates a huge 
second-hand market. The penetration of mobile subscriptions has now reached 89 % 
worldwide, with a total of 6.4 billion global subscriptions (Ericsson, 2013). Although 2G 
and 3G technologies still dominate globally, the number of Long Term Evolution (LTE) 
subscriptions is growing fast and is, at the time of writing, the technology standard of 
choice for 4G telephony and mobile data services globally, with 5G slowly materializing on 
the horizon. 
In the light of this rapid development, a relevant question to ask is if the large investments 
in R&D of specialized solutions for tactical communications, such as the JTRS and the 
GTRS projects, are defendable, if equivalent or at least acceptable results can be achieved 
by adapting COTS equipment to military needs. A common objection is that the goal for the 
commercial telecommunications industry is not to create robust and dependable 
communications systems, but simply to make as much money as possible. However, even if 
this statement is true, it is not a valid reason to immediately and without further thought 
disqualify the use of civilian ICT for military purposes. A plausible solution could be to 
focus future research on hybrid solutions, where different types of equipment types 
(civilian or military) and standards are used depending on the situation. Another approach 
would be to work towards common military and civilian standards, so that requirements 
from both fields are taken into consideration when developing new ICT products. 

2.4 COLLABORATION 
One of the major challenges in realizing effective collaboration among a group of 
heterogeneous organizations is how to achieve inter-organizational interoperability, so that 
the physical ICT systems can communicate and exchange mission information, and that the 
collaborating players can interact using their equipment. Many times collaborating parties 
come from organizations which are not only technically heterogeneous, but may also have 
different communication cultures, organizational structures, ways of sharing information 
and reaching decisions. 
This technical and cultural heterogeneity can prove challenging when responding to a 
situation which requires collaboration in order to successfully carry out the tasks at hand. 
We have seen previous examples of this; one such incident was the Hurricane Katrina, 
which hit the coast of Louisiana, U.S.A, in 2005, killing almost 1900 people (1200 directly) 
and causing property damages of at least $108 billion (NOAA, 2011). There were a large 
amount of various governmental agencies responding to the disaster, including the police, 
military units, fire fighters and medical services, and among the non-governmental 
organizations the American Red Cross alone assembled approximately 250 000 volunteer 
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rescue workers (Becker, 2008). Dividing the work load and organizing the information 
dissemination between all these people proved itself to be a greater challenge than anyone 
had previously realized, and many post-disaster studies have tried to find a solution for 
future similar scale disasters. 
One of the conclusions drawn in the aftermath of Hurricane Katrina was that the quality of 
the cooperative response did not depend primarily on pre-incident operation planning or 
investments in state of the art equipment, but on the quality of the network which came 
together to provide relief (Denning, 2006). This so-called Hastily Formed Network (HFN) 
describes a multi-organizational collaborative environment where a shared 
communications network is used to interact and fulfill a common, urgent goal. The ways in 
which the parties interact through the given network, in combination with the 
acknowledged rules and protocols, defines the conversation space (see Table 2.2). These 
types of networks are formed when an incident occurs where response is required from 
several different organizations (players), and where collaboration is an important factor for 
success. HFNs also have to handle insufficient resources and a lack of supporting 
infrastructure (Nelson, Steckler, and Stamberger, 2011).  
The ongoing need to exchange information between the players and to coordinate the 
common response efforts is fundamental for the success of any HFN. Further studies have 
shown that one of the key issues in achieving mission success in such HFNs is maintaining 
a high level of pre-incident technical and social education and training within each 
organization, both when it comes to operating own ICT equipment and how to interact with 
other organizations in the network by establishing communities of practice (see Paper II). 
The Swedish Armed Forces’ experiences from the inter-organizational collaboration carried 
out during Operation Unified Protector in Libya in 2011 showed that the main challenges of 
interoperability was non-technical, related to the lack of access to NATO secret C2 
networks and cryptographic keys required for information exchange, and the cumbersome 
bureaucratic procedures when subsequently requesting access to these resources. This 
resulted in a delay of 58 days before the Swedish contingent reached full operational 
capability and was integrated with the common operational C2 system (Egnell, 2012). 
Learning from this lesson, a revision of the procedures for information exchange with 
NATO forces, and development of more realistic pre-mission exercises (including all the 
formal motions of partnership contributions), would probably contribute to higher 
operational effect during the next international contingency operation. 
During the work with this thesis, two technical tools for information collection and 
dissemination in a Hastily Formed Network were evaluated, the Field Information Support 

Table 2.2: Components of a conversation space (Denning, 2006) 

Category Characteristics Examples 

Physical 
systems 

Media and mechanisms by which 
people communicate, share 
information, and allocate resources 

Telephone, power, roads, meeting places, 
supplies, distribution systems 

Players Players included and their roles, 
core competencies, and authorities 

Citizens, fire department, policy department, 
highways department, federal emergency 
management agency 

Interaction 
practices 

Rules of the “game” followed by the 
players to organize their cooperation 
and achieve their outcomes 

Situational awareness, sharing information, 
planning, reaching decisions, coordination, 
unified command and control, authority, 
public relations 
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Tool (FIST) (Longley, 2010; Sigholm, 2010) and the Portable Open Search and 
Identification Tool (POSIT) (Gautam, Lanerolle & Morelli, 2009). These tools were 
originally developed as research projects at the U.S. universities Naval Postgraduate 
School, CA, and Trinity College, CT respectively. Both tools are designed as mobile 
applications for Android, an operating system designed primarily for touchscreen mobile 
devices. The applications run on commercial off-the-shelf (COTS) portable handsets, and 
make use of the handsets’ built-in sensors to let users create reports of finds and 
observations made in the field, combining GPS-based location data, date and time, photos, 
video sequences, audio, drawings and text. While the basic versions of both tools assume a 
working Internet connection (over a Wi-Fi or cellular service), the POSIT tool was extended 
in another project with ad-hoc networking support (Asplund et al., 2010) to allow for 
communication in areas without base station coverage. 
The thesis author was involved in the evaluation of FIST performed during the military 
exercise Pacific Endeavor 2010 (mentioned in 1.4.3). An evaluation of the extended POSIT 
version was carried out in cooperation with the municipality rescue services in Boden, a 
city in northern Sweden that suffered the largest wild fires in modern times (Asplund et al., 
2010). The evaluations showed that these types of tools are effective in allowing for quick 
and easy data collection with commonly available hardware, and thus enable volunteer and 
grassroots support during disasters. They also facilitate information collection and 
dissemination for professionals, although challenges remain in such areas as how security 
and privacy aspects of the data collection is handled, how data is transferred, stored, 
processed, used and distributed to third parties. 

2.5 SECURITY CHALLENGES 
As previously mentioned, the capability to participate in inter-organizational collaboration, 
sharing of resources and dividing tasks in a joint mission, is assumed to be important for 
future defense forces. Emerging free tools (such as the ones described above) are gaining 
momentum as cheap, user friendly and easily accessible means of efficiently sharing 
information in disaster scenarios. In a perfect world this would perhaps be the ultimate 
solution for collaborative disaster management, where the involved parties are 
interconnected by interoperable ICT systems and where all information assets are shared 
freely across the network. However, this utopian scenario is not very realistic in a real-
world situation as the existence of adversarial actors cannot be ruled out. There is thus a 
need for some control over the information that is shared, especially if this is sensitive or 
classified. Completely open systems, e.g. without any mechanisms to ensure acceptable 
levels of information security, are thus commonly not an option in collaboration situations, 
even though they may require a rapid response. 
In the TETRA standard there are several mechanisms to provide system security 
(Roelofsen, 2000). Many of these are similar to the ones present in the GSM system, 
providing confidentiality, integrity and authentication. Besides standard cryptographic 
algorithms for ensuring end-to-end confidentiality for individual calls, there is also an 
advanced scheme for authentication. This is used both so that the network can know that 
all connected mobile stations (phones) are legitimate, but also so that the mobile stations 
know that the network they are connecting to is trusted, and not a “fake base station” set up 
by an adversary. However, a remaining problem in TETRA networks is the lack of 
protection against interference or intentional jamming attacks. Although the time division 
slot structure theoretically allows for slow frequency hopping (Politis et al., 2007), this is 
not part of the TETRA standard in common use. One of the main reasons for this is that the 
available frequency region is too small for frequency hopping to give any major 
improvements (Stenumgaard, 2011). 
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MANET-based communications systems also introduce some new demands in order to 
ensure network survivability, such as frequent network topology changes, resource 
constraints due to limited energy supplies in individual nodes and shared capacity levels 
across the network. The fact that information “jumps” between nodes in a MANET makes it 
very important to ensure that no intermediate nodes are compromised (physically or 
through illicit software). Furthermore, the network faces challenges such as disconnectivity 
and lack of central management, as well as traditional information security threats existing 
in infrastructure-based tactical communications systems such as TETRA networks, and 
networks based on the internet protocol (IP). 
Quite a lot of research has been done in the area of MANET security during the last decade. 
Apart from adapting traditional IT security mechanisms from IP networks (firewalls, 
encryption, and identity management) and the development of protocols and architectures 
to improve network robustness, delay tolerance, throughput rates, routing performance 
etc., the dynamic nature of such networks has also raised the need of techniques for 
protecting them from various new security threats. Several approaches to intrusion 
detection have been proposed, ranging from standalone approaches where every node in 
the network works independently to discover anomalies, to hierarchical distributed 
solutions where nodes collaborate to increase detection performance. For a broad overview 
of MANET security architectures, the reader is referred to the comprehensive surveys 
Pomponiu (2011), Xenakis, Panos, and Stavrakakis (2011), and Lima, dos Santos, and 
Pujolle (2009). 

2.5.1 CYBER ESPIONAGE 
Espionage committed by advanced actors with large resources, leveraging modern 
information and communications technology, is growing in frequency and scale. These 
actors are commonly labeled as Advanced Persistent Threats (APT). In 2013, the Verizon 
Data Breach Investigations Report (Verizon, 2013) revealed that, while organized criminal 
groups were still the top actor category in relation to causing data breaches, state-affiliated 
groups had taken the number two spot. Actors within the latter category are not motivated 
by short-term financial gain, but are rather in pursuit of data that furthers specific national 
interests, such as military or classified documents, results from research and innovation, 
insider information or trade secrets, and technical resources such as source code.  
The “Mandiant APT1 Report” (Mandiant Corp., 2013) is another example of a highly 
detailed study of the prevalence of this form of cyber espionage. It asserted that, over the 
last years, over 140 organizations across the globe had been victims of advanced hostile 
cyber operations committed by a single antagonistic organization based in mainland China, 
involving systematic transfers of hundreds of terabytes of sensitive data across a diverse set 
of industries. While China is often accused of being the most active source of cyber 
espionage in the world, disclosures (Lam, 2013) made in 2013 by the former U.S. National 
Security Agency contractor Edward Snowden, a former member of the U.S. intelligence 
community, suggested that the U.S. and UK governments had also been conducting 
extensive so-called Offensive Cyber Effects Operations in order to further national 
objectives around the world (Greenwald, 2013). 
The lack of adequate security measures against these types of highly sophisticated cyber 
operations is being reported as an increasingly urgent problem in many parts of the world 
(Smith, 2013; Sood and Enbody, 2013). Whereas military organizations, government 
agencies and high-security corporations traditionally have a high level of operational 
security awareness and thus may be somewhat better off in regards to these threats, the 
most heavily affected organizations are those that are not accustomed to having 
information security considerations and risk management being an important part of their 
everyday business concerns. Most organizations, in public as well as private sectors, 
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continue to rely mainly on passive-reactive measures, such as firewalls and anti-virus 
software, to block out malicious traffic and software from their networks (Cole, 2013). In 
most cases regular system patching is seen as enough to correct discovered vulnerabilities 
in installed software. While these approaches are effective against some threats, they fail to 
stop advanced attacks from an APT or other actor leveraging zero-day exploits, and provide 
no knowledge of what such an adversary does once the network is penetrated. 
Moreover, much of the information security work being done within companies and 
government agencies is heavily compliance-driven, with a focus on living up to such 
information security management system standards as ISO/IEC 27000-series, as required 
by regulatory bodies. The day-to-day efforts are centered on mitigating the continuous flow 
of discovered software vulnerabilities, patching servers, cleaning up infected clients, and 
getting back to business as usual. This has been perceived as the best approach to maintain 
business continuity, and to maintain the trust customers and the general public – where 
the main line of thought being that if you admit to being hacked, nobody would want to do 
business with you, or trust your ability to safeguard their sensitive data. Many cyber-
incidents have thus been classified or otherwise concealed from public knowledge. 
However, this practice is slowly changing. The increasing severity of data breaches caused 
by high-capability adversary entities, with both sufficient resources and intent, has resulted 
in a more positive attitude towards open sharing of cyber threat data, in order to raise 
awareness and to learn from collective experience. Public disclosures of cyber espionage 
incidents, such as the one committed against the New York Times in early 2013 (Perlroth, 
2013), have resulted in an increased inter-organizational information exchange to promote 
common Situational Awareness (SA) in regards to adversary activity, and to help prioritize 
cyber defense resources. A major benefit of this approach is that one organization’s 
detection can become another’s prevention. 

2.5.2 PROTECTING INFORMATION ASSETS 
In military scenarios attaining situational awareness is important. Commanders need to 
have access to a good picture of the current situation, where own and enemy resources are 

 
 

Figure 2.6: Methods for information asset protection 
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located, the status of important infrastructure, how the mission is progressing, etc. 
Creating such a common operational picture requires that data is collected, processed and 
communicated both internally and externally through various sensors. The resulting 
information set is a highly valuable asset, which must be protected from adversary access 
or manipulation. 
Information assurance is thus an especially important issue in military scenarios, where a 
security breach could ultimately cost soldiers their lives. There may also be a non-negligible 
security threat from inside the organization itself, from spies or infiltrators who convey 
information to external parties, either through malign intent, carelessness, or as a 
consequence of inadequate information management procedures. Leaks may also be 
caused by broken, misconfigured or “hacked” computer equipment that exposes the 
information assets.  
Countering the above mentioned threats, while maintaining the ability to share 
information with collaborating parties, requires that internal as well as external 
communications are adequately secured in such a way that leaks can be prevented, or at 
least stopped in an early stage. However, solving this problem is non-trivial and requires 
combining several security approaches and generating a comprehensive information 
system security model (Thomas and Dhillon, 2012). Some of the more common technical 
methods of information asset protection are illustrated in Figure 2.6. A traditional 
approach, well used in many private and professional networks, is the firewall. A firewall 
allows or blocks incoming (or outgoing) connections or data flows based on a pre-defined 
rule set. While a firewall is almost always useful to achieve a basic level of network 
protection, configuring it for a collaborative scenario may be problematic as it may be 
either too strict or too lenient in its view of legitimate traffic, and it may be too static or 
require too much manual interaction. 
Another approach is therefore using an Intrusion Prevention System (IPS) – a system 
which tries to identify and block malicious activity by means of “intelligent” algorithms 
performing real-time traffic analysis (Koch, 2011). While this security measure might be 
effective against intrusions, it does not protect against authorized insiders or already 
infected nodes sending information out of the network. For this reason, a Data Leakage 
Prevention (DLP) system may be used, focusing on denying exfiltration of sensitive 
information (see Paper V). A DLP aims to take a holistic approach to data protection, 
including information residing in a computer system (data in use), information on 
network-attached storage systems (data at rest), and information leaving the organizational 
boundary via some communications protocol (data in motion). As a final protective 
measure, if the information has already left the network, a Digital Rights Management 
(DRM) system can be used to assure that only authorized entities are allowed access to read 
the information asset (Gollmann, 2010). However, while DRMs may be effective for short-
term access control, they are commonly vulnerable to encryption circumvention or brute-
force attacks by an antagonist with sufficient time and computing resources (Hauser and 
Wenz, 2003). 
Although some research focus has been put on developing methods to secure tactical 
MANETs, the considered scenarios have commonly been homogeneous environments, 
where one military organization has full control over the communications equipment, and 
where initial device management and planning is an a priori requirement. The MITE 
project (Jahnke et al., 2008), sponsored by the German Armed Forces, includes a cluster-
based anomaly detector, CBAD, that focuses on identifying misbehaving MANET nodes. 
Other approaches can be found in Shrestha et al. (2010), where a host-based cross-layer 
IDS architecture is proposed, and in Bu et al. (2011), where a biometric-enabled IDS is 
suggested in order to produce a high-security tactical MANET environment. Ensuring strict 
confidentiality has also been the focus of research funded by the Swedish Armed Forces so 
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far, where the approach has been to enforce hard segmentation of the network into secure 
and insecure domains (Grönkvist et al., 2009). However, this approach does not address 
the need of achieving acceptable levels of security in the less secure network domains. 
In Paper III, an initial outline of a distributed IDS (DIDS) for the GTRS system is 
presented. This idea was subsequently revised, and Paper V instead adopts the DLP 
approach as a basis for best-effort security in a collaborative scenario (see also Section 
2.4.4.). However, achieving satisfactory protection of information assets in a shared 
network environment will likely require a combination of several of the protective 
measures mentioned above. 

2.5.3 INFORMATION SECURITY VS. CYBER SECURITY 
The adoption of the term cyber security is quite recent in many parts of the world. Although 
there is a substantial overlap between cyber security and information security, there are 
several aspects that differ and they are thus not analogous. Whereas information security is 
concerned with the protection of information assets and the ICT infrastructure that stores 
or transmits information (Dhillon, 2007), cyber security is also about protecting the people 
using ICT resources and any other resources that can be reached via cyberspace and that 
are vulnerable to threats. The relationship is illustrated in Figure 2.7. 
The concept of cyber security is most useful in a Military-Technology context as is shifts 
focus from information and the underlying technology to the roles that humans play in 
interacting with technology, and that a human may not only be seen as a threat, but 
increasingly as an asset that may be exposed to various risks stemming from the use of ICT 
and thus needs to be protected. It can thus be said that cyber security is “the protection of 
cyberspace itself, the electronic information, the ICTs that support cyberspace, and the 
users of cyberspace in their personal, societal and national capacity, including any of their 
interests, either tangible or intangible, that are vulnerable to attacks originating in 
cyberspace” (von Solms and van Niekerk, 2013). 
In the context of this thesis, cyber security is an appropriate term when studying 
professional use of emerging ICT. Besides the possible loss of confidentiality, integrity or 
availability in relation to information or technical resources, similar effects to humans or 
social assets may be just as hampering for an ongoing operation. As an example, an 
antagonist exploiting an information security vulnerability to send a false message to a 

 
(von Solms and van Niekerk, 2013)  

Figure 2.7: The relationship between information security and cyber security 
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disaster responder may, at least if repeated, lead to a lack of overall trust in the system and 
in turn reduce the utility of the ICT. Moreover, cyber security may also be affected by non-
antagonistic threats. This could be by unethical use of ICT in ways that affect other users 
negatively, such as using a helmet camera to capture video sequences in sensitive situations 
during an operation, or conducting an overly extensive surveillance leading to limited 
creativity or initiative among the users being monitored (this line of thought is further 
expanded on in Section 2.6. and in paper IV). 

2.5.4 CYBERSPACE AND FUTURE CONFLICTS 
The growing importance of cyberspace to modern society, and its increasing use as an 
arena for dispute, is becoming a national security concern for governments and armed 
forces globally. Furthermore, the fast-paced technical advancement, and the rapid 
development of new military doctrines, public policy and various legislation makes the area 
quite volatile and subject to constant change. The special characteristics of cyberspace, 
such as its asymmetric nature, the lack of attribution, the low cost of entry, the legal 
ambiguity, and its role as an efficient medium for protest, crime, espionage and military 
aggression, makes it an attractive domain for nation-states as well as non-state actors in 
cyber conflict. Cyberspace has been identified by many armed forces as a new fifth arena, 
besides land, sea, air, and space in which military operations can be performed 
(Netherlands Ministry of Defence, 2012). These operations, called cyberspace operations, 
include both offensive and defensive measures, and may be performed independently or as 
a complement to conventional warfare. 
As the concept of cyber warfare is becoming gradually more relevant for many nation-
states, the need of quickly achieving a military cyberspace operation capability has become 
a top priority for armed forces and intelligence agencies around the world. This is seen as a 
requirement both to defend against cyber-attacks, but also to provide freedom of action to 
carry out own offensive cyberspace operations. The country that has probably seen the 
greatest development in this area is the U.S. with the establishment of its Cyber Command. 
In 2013, the U.S. Department of Defense approved a major expansion of its cyber security 
force by increasing the size of the Cyber Command to include close to 5,000 troops and 
civilians (Nakashima, 2013). 
Cyber-attacks are deliberate aggressions where computer and network resources, rather 
than bullets, are used to disrupt, damage or distort an opponent’s information and 
communications infrastructure. These attacks can be directed against civilian objects and 
installations as well as military targets, such as public websites or industrial production 
systems. In contrast to large-scale terror attacks, a cyber-attack can often be carried out in 
a relatively cost-effective manner, and thus be an attractive approach to forcing one’s will 
upon an enemy or opponent. From an attacker’s point of view a significant advantage over, 
for instance, a suicide bomb or some similar conventional asymmetric violence, is that a 
cyber-attack is almost impossible for the victim to trace or attribute to the originating 
attacker. In the unlikely event that attribution for a cyber-attack is established, such an 
aggression may also be considered as more acceptable by the international community than 
a conventional attack. 
In December 2011, the Swedish Civil Contingencies Agency (MSB) presented a unified 
national strategy for the protection of critical societal functions (MSB, 2011). It initially 
identified a number of sectors containing functions that must continue to function during a 
crisis in order to ensure a functional society. This includes such services as power 
production, IT and communications, transportation, financial services, health care, water 
supply, etc. There are of course several threats aimed towards these vital societal functions, 
both in the form of large-scale accidents and severe natural disasters threatening restrict 
public access to goods, services and other societal services. Moreover, the public’s demand 
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on increased availability and improved service levels has resulted in that a large amount of 
IT systems, databases, and communications systems related to critical infrastructures, 
public as well as private, are now linked, causing complex system interdependencies. The 
vulnerability of our increasingly network-dependent society has thus become a current and 
important issue for nations with a well-developed and pervasive IT infrastructure, and 
where the general population has a high level of IT maturity. In this aspect, Sweden is thus 
likely to be one of the more exposed countries in the world. 
Cyber warfare and cyber terrorism is a research subject that has been heatedly debated by 
researchers, military experts, and security professionals during the last few years. It has 
also been a rather emotionally charged subject, in which expert opinions on the realism of 
the threat have been divided. Whereas some experts claim that cyber terror is one of our 
times most potential and alarming dangers (Thibodeau, 2010; BBC News, 2012), others 
mean that the risk of cyber warfare has been greatly exaggerated (Weimann, 2004; 
Schneier, 2010), perhaps at the expense of more plausible and possible cyber problems 
(Dunn Cavelty, 2012). There have not yet been any reported cases of cyberterror attacks, 
and it has been argued that cyberterrorism does not exist (Lewis, 2010). In reports that 
have been published on cyber terrorism, the so-called terrorists are regularly “ordinary” 
hackers, or other actors, mistaken for terrorists (Weimann, 2004). However, if terrorists 
would manage to conduct such attacks in cyberspace, the consequences might be 
significant and thus cannot be completely ignored. 
Already in the early 2000s, the Swedish Defence Research Agency (FOI) described how 
vulnerable industrial control systems could easily be targeted by directed cyber-attacks 
(Grennert and Tham, 2001; Lindahl and Wedlin, 2003). Since then several reports have 
been released on plausible methods of how such an attack could be carried out, e.g. by 
distributing USB thumb drives containing specifically crafted malware.  In 2013, it was also 
discovered that members of the international hacker collective “Anonymous” had gained 
access to industrial control systems of sawmills and hydroelectric plants in mid-Sweden 
with administrative privileges (Hielle, 2013). Previous threats have primarily come to be 
associated with the phenomena of corrupted websites or blocked Internet connections, 
such as in the case of the cyber-attacks against Estonia in 2007. While those types of 
attacks can certainly cause extensive damage, many experts have asserted that Sweden is 
quite well equipped to deal with such relatively unsophisticated attacks, e.g. distributed 
denial of service (DDoS) attacks.  
Other, perhaps somewhat more sensitive targets of these hackers that have been identified 
are facilities like the recently completed Facebook datacenter in Luleå, in Northern Sweden 
(Eklund, 2013). Such targets might perhaps not be considered critical to the general needs 
of society, but the information stored could be used in more serious subsequent attacks. 
The fact that vulnerabilities exist in parts of our critical infrastructure should be beyond 
question. The attacks previously brought to light may not primarily been directed at 
Swedish targets, but it is well known that the digital arena is not bound by national 
borders. There is still a substantial uncertainty as to the extent of the existing 
vulnerabilities, which real threats that can exploit these and have the resources and 
knowledge to do so, which information assets that may be exposed, how effective the 
implemented security measures are and what actual risk that these factors together result 
in regarding the infrastructures in question. 
In 2010 an advanced, and at the time uniquely crafted, malware called “Stuxnet” was 
discovered (Farwell and Rohozinski, 2011). This specially designed computer virus was 
created with the intended purpose of infiltrating computer systems responsible for the 
monitoring and control of industrial process (SCADA) systems. What distinguishes Stuxnet 
from previous computer viruses is, in addition to its complexity, the supposed purpose as a 
cyber-weapon, probably the most advanced such to date that has come to public knowledge  
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Figure 2.8: Proposed architecture for best-effort security in a collaborative network environment  
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(Falliere, Murchu and Chien, 2011). Results from the analysis of the Stuxnet source code 
and its distribution patterns suggest that the virus was likely created to sabotage the 
reprocessing of enriched uranium at the Iranian facility at Natanz (Langner, 2011). 
Although this virus did not directly pose a threat to Sweden, the fact that the attack method 
was made publicly available, including access to the source code, can potentially create 
problems in the future. By downloading a copy of the Stuxnet source code, and providing it 
with new directives, the virus could be made to attack and seriously injure civilian as well 
as military assets. We have also seen some subsequent examples of this, through the 
Stuxnet-related malware Duqu, Flame and Gauss. 
As mentioned above, cyber threats have also become a concern and priority for the armed 
forces in the industrialized world. The effects of an unknown antagonist launching a cyber-
attack that could “trojanize” military systems, enslaving them in networks of compromised 
computers (so-called “Botnets”) under alien command, must be considered to be very 
serious. Although this might not be a very likely scenario in the present, one could at least 
in theory by using this approach achieve complete control of an opponent’s command and 
control systems and other net-based resources, in something that would resemble a kind of 
digital invasion. This possibility raises questions as how these cyber threats affect the 
officer’s use of technology, and the degree of confidence one can attribute the information 
presented in the command and control systems. 

2.5.5 A BEST-EFFORT APPROACH TO TACTICAL NETWORK 
SECURITY 

When working in collaborative environments, such as during combined missions or 
international disaster response, inter-organizational information and resource sharing is 
important for efficient asset use, yielding a comprehensive common operational picture 
and allowing for accurate Blue Force Tracking. However, safeguarding sensitive or 
classified resources residing in the network requires security measures to prevent data loss 
as a result of various attacks. The broadcast nature of MANET communication makes these 
networks inherently difficult to secure, and problems such as a constantly changing 
network topology, and interference or jamming become additional challenges. 
Nevertheless, if the commutations system is perceived as too complicated by the end users, 
they may turn to other, less secure channels. 
The contradicting demands of an easily accessible, but yet adequately secure, collaboration 
space require some method of data protection. As mentioned in Section 2.5.2. there are 
several technical approaches available for protecting valuable information assets in an open 
computer network environment. Intrusion Detection Systems (IDS) have been in the 
spotlight for researchers during the last decade or so. However, due to the risk of malicious 
code gaining system access through out-of-band channels, e.g. piggybacking on an insecure 
USB thumb drive, and the possibility of attacks initiated by authorized insiders, more 
attention has recently instead been put on preventing sensitive data from leaving the 
network, sometimes called extrusion detection or Data Leakage Prevention (DLP). 
Figure 2.8 shows a scenario where actors from different organizations share a common 
tactical MANET to exchange information during a disaster response operation. Although 
the network is mainly intended for unclassified information, certain sensitive resources 
mays still need protection. The proposed best-effort DLP system is based on anomaly 
detection (further described in Paper V) and stops sensitive information, such as transfers 
of an entire Geographic Information System (GIS) database, from leaving the 
organization’s network. The system also prevents users on the inside from disclosing this 
information by mistake. 
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However, far from all anomalies detected by the DLP will be related to data leakage, but 
could be caused by ether malfunctioning nodes or, perhaps more plausibly, legitimate but 
previously unseen traffic patterns generated during the operation. While an automated 
response to alarms raised from the detector is desirable, a human operator analyzing 
suspected leaks will likely be required, as illustrated in Figure 2.8, in order to limit false 
positive leak detections limiting network. Creation of reliable training data for the DLP, 
such as through real-world packet-capturing and movement tracing will also contribute to 
increased reliability. 

2.6 ETHICAL ISSUES OF EMERGING ICT 
Security technology has become increasingly important during the last decade, 
contributing to the global struggle against environmental threats, cross-border organized 
crime, currency speculation, pandemic diseases and terrorism. However, as ICT technology 
becomes ubiquitous, integrating sensors and processing resources in cheap network-
enabled COTS equipment, flows of information containing details of personal nature 
arborize and interconnect in complex networks, often out of one’s own control. 
As a reaction to this development, we have recently seen an opposing force gaining 
momentum, with supporters from civil liberties groups, the research community and 
media, as well as from the general population through blogs and social networks. “Pirate 
parties” have been formed in many countries with strives to strengthen the right to privacy, 
both on the Internet and in everyday life, and the transparency of state administration 
being among questions high on the agenda. As a response, established parties have been 
rushing to update their official stances and agendas in these areas. 
As mentioned earlier, recent changes in legislation related to privacy issues have led to an 
extensive debate concerning the value of privacy in relation to other conflicting societal 
interests. In the case of privacy-affecting security technology, civilian applications are 
commonly subject to scrutinization by regulatory agencies, as well as media and the general 
public, ensuring legal and ethical tenability. Security technology intended for military use, 
on the other hand, is usually not designed with privacy protection as the main objective. 
Although this is comprehensible during times of war or in emergency situations, problems 
arise when security technology from the military domain is introduced in everyday society 
with the same stance towards privacy and identity protection, such as by government 
security or intelligence agencies in the name of national security or the war on terror. 
Furthermore, the nature of the “military workplace” is not static but can change 
dramatically depending on the current task and scenario. 
To highlight some of the ethical challenges of emerging ICT, military voice-and-data radio 
communications systems, such as the aforementioned GTRS, is used as an example below. 

2.6.1 PRIVACY IN THE MILITARY PROFESSION 
One of the oldest known definitions of privacy is that of Warren and Brandeis (1890), 
commonly cited as “the right to be let alone.” Whereas this definition is valid in some 
contexts, it is not sufficient when considering the military profession as it is obviously 
impossible for soldiers to demand privacy at all times, especially not when on active duty. 
Possibly it could be applied during off-duty time, but even that is questionable. Another 
definition of privacy is that by Aiello and Klob (1996) who define it as “the ability for an 
individual to control the use of their own personal data, wherever it may be recorded.” This 
definition seems to suite the military domain better, and corresponds to a need that the 
soldier on a battlefield might still want to have fulfilled. The matter of privacy becomes 
even more interesting once soldiers become subject of surveillance and monitoring, such as 
can be expected from emerging ICTs supporting advanced C2 systems. 
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As been established earlier, efficient collaboration requires a communications space 
enabled by technical tools for communication and information sharing, and interaction 
practices to organize cooperation and achieve outcomes. At the same time, upholding some 
measure of information security in these common networks is required to protect sensitive 
data, or information that may be classified in an aggregated form. However, many of the 
available technologies for upholding network security are fairly invasive in regards to user 
privacy. Technologies such as positioning and tracking, communications monitoring and 
storing of sensitive personal data is commonplace in modern tactical communications 
systems. Even though this might initially not seem like a problem, a relevant question is if 
reduced privacy has any negative consequences for the soldiers and other military 
employees using these systems, and if so, what can be done to limit those consequences 
while still delivering the same operational effect.  
Access to well-functioning communications is a basic and critical requirement in all 
military operations, both in war and in peace. Communication is required both by military 
leaders for command and control over subordinate units in a combat situation, as the 
ability for units to request logistical support during a peacetime exercise. The military 
history literature contains plenty of cases that illustrate the consequences of a lack of 
communication, which often have led to severe defeat. At the same time there are also 
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cases where good communication has led to unexpected victories. As an example, one of 
the main reasons for Napoleon’s severe defeat at the Battle of Waterloo in 1815 was a lack 
of communication between different units, allowing Wellington’s outnumbered coalition of 
forces to emerge victorious. Another example is the Battle of Narva in 1700, where a small 
Swedish force managed to defeat a several time greater and fortified Russian enemy force. 
Good internal communications and favorable weather conditions are usually pointed out as 
the deciding reasons to the surprising Swedish victory against all odds. 
As discussed in Paper IV, many studies have shown that privacy has a value, for the 
individual as well as for an employer, and that an excessive privacy invasion may have a 
negative impact on self-esteem, creativity and performance. Depending on the situation, 
privacy-infringing surveillance may also be morally unjustified according to basic ethical 
principles. Opinions on the importance of privacy seem to shift depending on the context. 
Most people seem to agree on that privacy in one’s own home and in “private locations,” 
such as public restrooms and store changing rooms, is very important. In regards to 
publicly accessible places there is more of a disagreement, where some people do not mind 
the surveillance while others would rather remain being unwatched. Opinions regarding 
workplace surveillance appear to be more tolerant, and studies have shown that most 
people are aware of that they might be monitored while doing their job, and employers also 
feel they have the right to know what their employees are doing when at work. 
On the battlefield, monitoring and surveillance is something natural. C4ISR systems are 
used to keep track of the location and movement of own and enemy units, and the thought 
of demanding privacy in this environment may perhaps sound a bit farfetched. As a soldier 
engaged in combat, your life may actually depend on how well you are monitored as in how 
quickly you can be provided with reinforcements, medical support, or accurate intelligence 
information. At the same time there are also other situations during military missions 
where privacy requirements are more plausible. This is especially true as ICT systems 
converge, and the same equipment is used in many different scenarios, as illustrated in 
Figure 2.9. Some examples include tactical communications in a combat situation, when 
communicating with relatives back home during mission off-duty hours, when transferring 
sensitive data to coalition partners or collaborating NGOs during a peace-time exercise, or 
when working or sending private messages in a peace-time office environment.  
Privacy Enhancing Technologies 
Privacy Enhancing Technologies (PETs) are technical solutions or methods that help 
maintain or enhance user privacy in ICT systems, without limiting overall system 
functionality or effectiveness. PETs achieve this by minimizing the amount of privacy-
related information stored in the system, and by preventing or limiting access to this 

Table 2.3: Privacy Enhancing Technologies (PETs) relevant to battlefield ICT and C2 systems 

Data minimization Variable amount of collected data and variable storage times 

Transparency The clients (users) are aware of when they are being monitored 

Personal data safeguards Protection of user data that is being stored or transferred 

Anonymity Variable level of detail, i.e. the possibility to group users 

Pseudonymity Possibility to replace actual user name with an alias 

Access control Access to personal data only on a need-to-know basis 

 



CHAPTER 2 BACKGROUND 

 

46 

information. An overview of suggested PETs which could be relevant for future military 
communications and C4ISR systems is shown in Table 2.3. These technologies are not 
mutually exclusive, but each come with pros and cons that make them more or less usable 
in different military scenarios. It should also be noted that none of the PETs mentioned 
above are absolute in the sense that their existence means they always have to be 
employed. There is also nothing that contradicts implementation of several of these 
technologies in one system, allowing them to be configured specifically for the purpose they 
are being used at a specific time. However, the “human factor” must not be neglected and 
the subjects may therefore have issues trusting a system with the potential to infringe on 
their privacy if not properly configured. 
Implementing PETs in emerging ICT-dependent systems is an available option for 
developers of military technology in order to reinforce and strengthen battlefield privacy, 
and to shift emphasis of missions from being control-oriented into being more 
characterized by consistency between rules and culture. A question to consider is if not 
implementing PETs to reduce the risk of privacy infringement can be justified, especially if 
it could be done without limiting system functionality, efficiency or safety. As so often in 
ethics, it becomes a tradeoff. In this case, the problem is finding an acceptable balance 
between security and privacy. 
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CHAPTER 3 

PRESENTATION OF APPENDED 
PAPERS 
This chapter gives a short walk-through of the papers that are appended to the thesis. For 
each of the papers, a short summary is given and the key findings are presented. For papers 
that were co-authored, a specification of the thesis author’s contributions is given. 

3.1 PAPER I 
Title: Emerging Information Infrastructures: Cooperation in Disasters 

Authors: M. Asplund, S. Nadjm-Tehrani & J. Sigholm 

Year: 2009 

Publication: Lecture Notes in Computer Science (LNCS), Vol. 5508 

Publisher: Springer 

Comments: This paper was originally presented at the 3rd International Workshop on Critical 
Information Infrastructures Security (CRITIS’08), October 13-15, 2008, Rome, Italy. 

SUMMARY 
The paper surveys major challenges and emerging solutions in creating secure, resilient 
and efficient information infrastructures in support of critical societal services and 
collaborative disaster response operations. The paper determines that while large parts of 
previously and currently existing information infrastructures are based on fixed wire-line 
communications, many future infrastructures will be based on wireless technologies and 
decentralized mobile network topologies. Furthermore, the actors connecting to these 
infrastructures will be characterized by technical as well as cultural heterogeneity. 
Complexity in network structures and interdependencies between different types of 
infrastructures makes network protection complicated. Solving this problem requires good 
models of system behavior in daily operations as well as during extreme circumstances, 
and conducting thorough risk analyses. The transition from managed to unmanaged 
networks, lacking central control functions, offers benefits such as increased flexibility and 
resiliency. However, such infrastructures cannot provide real-time service guarantees and 
are more susceptible to information security vulnerabilities. Addressing these challenges 
requires systems with self-managing capabilities, and careful thought to network security 
design. Increased technical heterogeneity creates the need of standardized protocols or 
overlay networks. Emerging wireless technologies such as software defined radio (SDR) has 
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been identified as an efficient remedy for bridging together diverse communications 
equipment as well as allowing for connections between legacy and more recent systems.  
Emerging information infrastructures for disaster response, such as Hastily Formed 
Networks (HFNs), are rapidly mobilized and spontaneously organized as a result of a 
common need shared by several actors to address an urgent pressing incident. They are 
established as the need arises and are prone to frequent change over time. Although they 
are usually suboptimal for everyday use, their strength lies in the fact that they can be 
deployed when the other communication networks have failed. These infrastructures are 
subject to various requirements depending on the nature of the disaster in question, but 
they commonly are required to deliver a common operational picture to the involved 
parties, and provide a system for coordinating available resources and current demands. 
Some of the main challenges with these information infrastructures are related to their 
loosely connected nature, their extensive mobility, the large number of connected 
heterogeneous actors, the lack of reliable message delivery due to network partitions and 
strong assumptions as to users’ technical equipment and system knowledge. Furthermore, 
the issue of upholding acceptable levels of information security is a further issue, especially 
when considering traditional military requirements. 

KEY FINDINGS 
The paper concludes that dealing with the technical challenges of crisis management and 
disaster response requires applying solutions from variety of research areas, such as 
wireless and delay-tolerant networking, fault-tolerant distributed systems, real-time 
systems, and information security. Moreover, addressing organizational and cultural 
heterogeneity requires several non-technical solutions such as diplomacy, education, 
exercising, regulations and managing social processes. The need for multidisciplinary 
solutions to these problems is thus a key finding of the paper. 

AUTHOR’S CONTRIBUTIONS 
This paper was co-authored with two colleagues at the Department of Computer and 
Information Science at Linköping University. The author of this thesis contributed by 
writing the parts of the manuscript dealing with military communication and 
requirements, and reviewed the final manuscript. 

3.2 PAPER II 
Title: Hastily Formed Networks for Disaster Response: Technical Heterogeneity and Virtual Pockets 
of Local Order 

Authors: E. Törnqvist, J. Sigholm & S. Nadjm-Tehrani 

Year: 2009 

Publication: Proceedings of the 6th International Conference on Information Systems for Crisis 
Response and Management (ISCRAM2009), May 10-13, 2009, Gothenburg, Sweden. 

Publisher: ISCRAM (International Association for Information Systems for Crisis Response and 
Management) 

SUMMARY 
This paper continues the study of information infrastructures for disaster response 
initiated in Paper I, and more specifically analyzes requirements for Hastily Formed 
Networks (HFNs) to be efficient in a disaster environment, including a well-functioning 
conversation space. An initial focus is put on technical aspects, recognizing that the 
performance of the employed physical systems is an integral part of conversation space 
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quality. Performance, in this sense, is not only thought of as capacity (e.g. bandwidth) but 
more importantly as overall system reliability, resilience and survivability. Whereas 
traditional solutions for upholding these properties have been concentrated on providing 
protected energy sources, dedicated channel capacity and overload protection, the closed or 
proprietary systems that are commonly available to disaster responders are expensive, 
inflexible and prevent seamless integration of such important actors as voluntary forces 
and non-governmental organizations. A current trend is therefore that HFNs are turning to 
emerging ICT, for instance Software Defined Radio, Mobile Ad-hoc Networks and social 
networking services, as a basis for efficient collaboration within a HFN. 
The paper continues to study the roles of the players, or actors, and the interaction 
practices they make use of when engaged in a HFN. The fact that communicative 
competence is a very important success criterion for successful collaboration in inter-
professional groups is well established in literature. In a disaster scenario this becomes 
even more evident, which has been seen during such events as the Katrina hurricane. A 
common barrier that must be overcome is that of language. This does not only imply 
completely different languages being used, but perhaps more frequently professional 
terminology and jargon that exist in a certain community of practice, within a given 
language. The concept of virtual pockets of local order (PoLO) is introduced, describing 
professional practices that occur during a certain time and in a given physical location 
mediated by advanced ICT. Virtual PoLOs existing within the communication space of a 
HFN are affected by resources and restrictions, and establishing acceptable levels of trust 
between members may be a challenge. Allocating time to interactions that may at glance 
appear as irrelevant “small talk” may thus be significant in strengthening the mediated 
relation and thus consolidating the virtual PoLO. 

KEY FINDINGS 
Even though advanced emerging ICT may have a great potential in allowing for higher 
quality HFNs, the paper concludes that it is still the actors involved in a disaster response 
operation who matter most for its success. Besides language, non-visible unspoken norms, 
embedded understandings and tacit agreements are phenomena that influence the 
communication quality between different communities of practice. Recognizing the 
importance of these social heterogeneities are paramount since the consequences of 
miscommunication could be devastating, especially in a disaster response situation. 
Addressing these challenges requires a good understanding of the community of practice 
one belongs to as well as involved organizations commitment to a continuous learning 
process. 

AUTHOR’S CONTRIBUTIONS 
This paper was co-authored with two colleagues at Linköping University. The author of this 
thesis had the major role in the planning of the paper, headed the data structuring, and 
wrote most of the manuscript. 

3.3 PAPER III 
Title: Reconfigurable Radio Systems: Towards Secure Collaboration for Peace Support and Public 
Safety 

Author: J. Sigholm 

Year: 2010 

Publication: Proc. of the 9th European Conf. on Information Warfare and Security (ECIW 2010) 

Publisher: ACPI Ltd. (Academic Conferences and Publishing International) 

Comments: The paper received an average rating of 4.8 out of 5 in the peer review process. 
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SUMMARY 
The main focus of this paper is the question of how to design a secure and dependable 
communications platform for efficient and secure inter-organizational collaboration, for 
use by the Swedish Armed Forces in a future disaster response scenario. The paper follows 
up on the work presented in Paper II to enable a conversation space for a Hastily Formed 
Network (HFN) by employing emerging ICT, and the state-of-the-art Common Tactical 
Radio System (GTRS) is used as a baseline. A summary of previous research in information 
security for tactical MANETs and HFNs for disaster response is presented.  
As future defense forces will likely have limited capabilities in many areas, the ability to 
pool and share resources, and divide tasks between actors in a joint mission will become 
increasingly important. In a perfect world the collaborating parties, connected by 
interoperable ICT systems, could achieve this by opening up their networks, systems and 
databases to each other and providing full access to all resources. However, this scenario is 
unrealistic in a real-world situation, especially in presence of adversary threats. Control 
requirements regarding sensitive or classified data thus disqualifies completely open 
systems as an option, in national as well as international collaboration situations. 
Tactical MANETs intended for use in military scenarios have requirements which separate 
them from corresponding civilian networks. Properties such as resistance, the ability to 
uphold information security and to repel attacks, and requirements such as robustness and 
protection are prioritized. In order to allow for collaboration, while simultaneously 
upholding the basic properties and requirements mentioned above, a method for detecting 
anomalies is desirable. 

KEY FINDINGS 
The paper presents a mechanism for securing a collaborative MANET. It introduces the 
concept of “Big Brother” surveillance nodes, where some nodes with access to more 
resources can analyze the network traffic flows, and decide if anomalous or possibly 
malicious behavior is present, such as intrusion attempts or illegitimate information 
dissemination between collaborating organizations (e.g. data leakage). An outline of a 
gossip-based cross-layer Distributed Intrusion Detection System (DIDS) for the GTRS 
system is given, but the actual implementation is left as future work (which is later 
presented in paper V). 

AUTHOR’S CONTRIBUTIONS 
This paper was single-authored. Hence, the author of this thesis was responsible for all 
associated work and contributions. 

3.4 PAPER IV 
Title: Privacy on the Battlefield? Ethical Issues of Emerging Military ICTs 

Authors: J. Sigholm & D. Andersson 

Year: 2010 

Publication: Proceedings of the 9th International Conference of Computer Ethics: Philosophical 
Enquiry (CEPE 2011) 

Publisher: INSEIT (International Society for Ethics and Information Technology) 

SUMMARY 
This paper elaborates on some of the ethical implications of increased ICT use in the 
military domain, with a focus on soldier privacy. As advanced technology for command and 
control is becoming commonplace, the possibility for individual soldiers to avoid being 
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monitored during missions, many times including off-duty time, is rapidly decreasing. 
Command and control capability has increasingly come to rely on the use of potentially 
privacy-infringing technologies such as positioning and tracking, live health monitoring, 
video feeds and communications analysis. These systems are designed to increase mission 
performance, but a question that has not received very much attention is if and when lack 
of privacy becomes a problem. Additional questions that the paper asks are to what degree 
soldiers should have the right to control the use of their own personal data, and what the 
soldier reaction will be, expressed or unconscious, to the increasing amount of surveillance. 
Existing literature on workplace surveillance shows tangible evidence of unfavorable effects 
as a result of diminished employee privacy, such as lessened individual creativity and 
lowered self-esteem. The paper theorizes that this may also be the case for military or 
civilian crisis management personnel when considering the battlefield, or the disaster area, 
as their workplace. This is contradictory to the principles of the Mission Command 
doctrine, which advocates individual initiatives and freedom of action. Moreover, the paper 
reflects on the fact that security technology for military purposes is commonly designed for 
the most demanding environment, predominantly a situation of conflict or war. This is 
considered to have implications when the same system is used in another context, as the 
acceptability of privacy-infringing surveillance, as well as its consequences, may vary 
greatly depending on the context. An invasion of privacy that might be acceptable or even 
desirable in a war-time scenario might thus be damaging, ethically questionable or 
unnecessary, in a peace-time environment. 

KEY FINDINGS 
In order to determine what effects the lack of privacy may have on soldier performance, the 
paper offers a model to illustrate how performance depends on the fulfillment of various 
needs. Privacy is found to be a “basic attribute” as it does not render significant advantages 
in combat, but it could potentially hamper soldier creativity if not adequately fulfilled 
under certain circumstances. The paper also recommends implementing Privacy 
Enhancing Technologies (PETs) when developing systems or technology for use in military 
scenarios, or similar professional environments. The paper concludes that extensive use of 
emerging military ICTs gathering personal data, without proper PETs employment, will 
likely lead to soldiers’ privacy being violated, resulting in an observable performance drop. 

AUTHOR’S CONTRIBUTIONS 
This paper was co-authored with a colleague at Swedish Defence Research Agency (FOI). 
The author of this thesis performed the background literature study, was responsible for 
the design of the presented need-performance model, selected suitable PETs for military 
scenarios, and wrote most of the manuscript. 

3.5 PAPER V 
Title: Best-Effort Data Leakage Prevention in Inter-Organizational Tactical MANETs 

Authors: J. Sigholm & M. Raciti 

Year: 2012 

Publication: Proceedings of the 31st Military Communications Conference (MILCOM 2012) 

Publisher: IEEE (Institute of Electrical and Electronics Engineers), Communications Society 

Comments: The paper received an average rating of 3.7 out of 5 in the peer review process. The 
acceptance rate of submitted papers was approximately 30 %. 
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SUMMARY 
The Swedish Armed Forces are currently acquiring a newly developed joint tactical radio 
system, called the common tactical radio system (in Swedish: Gemensamt Taktiskt 
Radiosystem – GTRS), in close cooperation with the U.S. Joint Tactical Radio System 
(JTRS) program. The system is a so-called Reconfigurable Radio System, based on 
Software Defined Radio and mobile ad-hoc network technologies. However, when it comes 
to such issues as information assurance, there are still many challenges to be addressed in 
relation to future use of the system. An open question is how to attain adequate levels of 
security in multi-organizational scenarios, where tactical data may flow across 
organizational boundaries. Even though the information in collaborative networks is 
intended to be unclassified, some sensitive resources may still need safeguarding against 
uncontrolled data leakage. 
The paper presents a technical architecture for best-effort Data Leakage Prevention (DLP) 
in inter-organizational mobile ad-hoc networks. It is based on previous work within the 
field of anomaly detection, using data mining techniques and an efficient n-dimensional 
clustering algorithm previously used for contaminant detection in drinking water 
reservoirs. The basic concept of the used algorithm (called ADWICE) is to take 
multidimensional vectors as input, containing characteristic features of each data sample, 
and grouping these vectors in clusters. By calculating the Euclidian distance between a new 
data point and an existing cluster, the system can rapidly determine whether it is part of an 
existing cluster or if it is an anomaly. The original (normality) data set is generated in an 
initial training phase. When anomalies are detected, an alarm message is generated and 
sent to an intervention module for aggregation. If the alarm level passes a certain 
threshold, action is taken to terminate an ongoing leak. 
Simulations of the DLP system was carried out in the OPNET Modeler network simulator 
with realistic radio models, using the same software as is run in the physical radios, and 
actual specifications of the custom C4ISR application traffic, in order to perform training of 
the anomaly detector and generate a normality data model. Two types of leaks were then 
introduced, based on encrypted point-to-point connections with outbound traffic, and 
unencrypted FTP file transfer sessions where groups of large files where transferred off the 
network. The simulations took about one week to execute on five parallel computers, in 
order to find a configuration that yielded an acceptable trade-off between detection rate 
and false positive rate to be used for subsequent real-time anomaly detection. 

KEY FINDINGS 
The paper shows that common data leaks can be identified by the proposed data leakage 
prevention scheme in a simulated environment. Additionally, a detection rate of 86 % of 
the leaks could be achieved, while keeping the important false positive rate at a level of only 
1.5 %. This is concluded to be suitable for a best-effort strategy to data leakage prevention. 

AUTHOR’S CONTRIBUTION 
This paper was co-authored with a colleague at the Department of Computer and 
Information Science at Linköping University, who provided assistance with the ADWICE 
anomaly detector. The author of this thesis was responsible for the planning of this paper, 
for designing the DLP architecture, executing the OPNET simulations, evaluating the 
results, writing the manuscript, and presenting the paper at the conference. 
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3.6 PAPER VI 
Title: Non-State Actors in Cyberspace Operations 

Authors: J. Sigholm 

Year: 2013 

Publication: Journal of Military Studies, vol. 4, no. 1. 

Publisher: National Defence University, Finland and Finnish Society of Military Sciences 

SUMMARY 
When planning for and developing new capabilities for cyber defense, it is important to 
have a realistic view on the nature of existing and future cyber threats, and the associated 
risks. Who are the possible aggressors, what kinds of actions could they target us with, and 
how do we best defend against these attacks? This paper focuses on the various non-state 
actors who coexist in cyberspace, examines their motives and incitements, and analyzes 
how and when their objectives coincide with those of nation-states. Literature suggests that 
many nations are currently pursuing cyberwarfare capabilities, oftentimes by leveraging 
criminal organizations and irregular forces. Employment of such non-state actors as 
hacktivists, patriot hackers, and cybermilitia in state-on-state cyberspace operations has 
also proved to be a usable model for conducting cyberattacks. 

KEY FINDINGS 
The paper concludes that cyberspace is emerging as a new tool for state power that will 
likely reshape future warfare. Several non-state actor categories may be leveraged to act as 
proxies during cyberspace operations, backed by nation states who wish to avoid 
attribution, a fact that requires attention when developing a cyber defense capability. 

AUTHOR’S CONTRIBUTIONS 
This paper was single-authored. Hence, the author of this thesis was responsible for all 
associated work and contributions. 

3.7 SUMMARY OF FINDINGS 
The papers that are included in this thesis study aspects of emerging tactical ICT for use in 
collaborative military operations. They strive to illuminate technical as well as non-
technical consequences of adopting this technology in a professional domain in order to 
assess the military utility. This section discusses the main findings and outcomes of the 
performed studies. 
The number of global ICT users, professional as well as civilian, will likely continue to 
increase rapidly during the next 20 years. This is also true when it comes to machines 
interacting with each other via networks. The development is mainly fueled by 
continuously increased demands from the civilian society, where many developing regions 
of the world are just starting to get connected. In a few decades, most people in the world 
will thus likely be used to having access to “all information, all the time, at any place.” 
Challenges that will arise are related to such aspects as information control and 
management, information security, privacy and physical limitations such as spectrum 
management in densely populated areas. The trend of system interdependencies and 
increased network complexity will likely continue to be a challenge. Solving this problem 
requires good models of system behavior in daily operations as well as during extreme 
circumstances, metrics to evaluate properties such as security, robustness and overall 
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system “health” over time, and continuous follow-ups and audits of previously made risk 
analyses in relation to current operational status. 
Due to such factors as greenhouse gas emissions, world population growth, increasing 
urbanization and overexploiting of natural resources, natural and man-made disasters are 
likely to remain a challenge. The capability to conduct effective disaster response, 
mitigation and recovery will thus continue to be a high-priority capability for governments 
in most parts of the world. Facing these challenges requires the capability to partake in 
efficient inter-organizational collaboration, increasingly relying on emerging tactical 
command and control network infrastructures for information exchange, coordination of 
common efforts, and distribution of resources and assets. Furthermore, the aspect of 
security in these commonly chaotic environments needs to be considered thoroughly, 
allowing for required information sharing, contributing to situational awareness and a 
common operational picture, while simultaneously safeguarding highly valuable, possibly 
classified information, also residing in the systems. 
When it comes to tactical communications for the military and professionals environments, 
many of the technology trends seen in the consumer market in a 20-30 year perspective 
will likely also be applicable. A reason for this is the increasing reliance on commercial of-
the-shelf (COTS) equipment, as custom-designed technology for military use is not 
economically viable. However, several of the emerging technologies that are not mature 
enough as of today (e.g. RRS-based tactical communications system such as JTRS and 
GTRS) will have a higher readiness levels in this time frame. This requires a continued 
monitoring of emerging ICT and that military organizations play an active role in the 
requirements and standardizations processes. It is hard, if not impossible, to predict the 
advent of disruptive technologies that may lead to a revolution in development and use, 
instead of the easier to predict evolutionary development. Organizations wanting to 
embrace the revolutionary potential of such technologies should nevertheless remember to 
simultaneously focus on accompanying doctrine and organizational development. 
As we have seen in the studies carried out in this thesis, the requirements on 
communications within the military domain are growing. Larger amounts of information 
are continuously required to provide situational awareness, information sharing with 
collaboration parties is commonly required for active participation in a combined 
operation, but it must also be done in a way that is adequately secure for the given 
situation. A common notion is that having access to more information will result in better 
decisions, but as information volumes grow better information processing is needed in 
order to avoid information overload. The same can be said about information security, as 
many existing solutions can produce logs, but leave the final decisions to a human. 
In summary, the findings of the appended papers show there are many factors that affect 
the military utility of a given ICT, especially when considering its use in different 
environments and for different purposes. The performed studies suggest that it is possible 
to achieve an acceptable level of military utility of emerging ICT for a collaborative scenario 
in relation to robustness, efficiency and interoperability. However, when it comes to 
aspects such as cyber security, protecting against antagonistic as well as unintentional or 
unforeseen threats, and non-technical factors such as education, organizational cultures, 
and privacy there is a potential that the utility of a given ICT could be limited if these 
factors are not taken into account. 
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CHAPTER 4 

CONCLUSIONS 
This thesis has focused on answering if emerging tactical ICT can be of substantial military 
utility in future operations, and what the most important changes required for the Swedish 
Armed Forces in order to improve the capability to participate in inter-organizational 
disaster response operations. The work has included a survey of emerging information 
infrastructures, communication technologies and methods for disaster collaboration, a 
study of the various requirements on a collaborative environment (security, usability, 
performance, interoperability, survivability, privacy etc.), an evaluation of a tool for 
collection and distribution of disaster field data during a large scale military humanitarian 
assistance and disaster relief exercise, and an implementation of a technical architecture 
for best-effort security in wireless inter-organizational communications network. It is now 
time to summarize the results from the work done. 
To start off, it is important to humbly recognize that the subject that this thesis deals with 
is quite substantial. Given the interdisciplinary nature of Military-Technology research, the 
sample space is vast and understanding the nature of events and relationships in this space 
is quite challenging. Given sufficient time and resources, several additional volumes could 
probably be composed based just on the thesis title, and the author realizes that this thesis 
merely focuses on a small selection of topics within the field. Even so, the outcomes of the 
studies that are presented in this thesis, the observations done during visits to and 
discussions with stakeholders, and the experience gained from participation in exercises 
have resulted in some important conclusions. These conclusions are presented below, 
organized in the four categories Collaboration, Emerging ICT, Cyber Threats, and The 
Future. Finally a reflection on how well the thesis has answered the research questions is 
made. 

COLLABORATION 
Through international integration, spread of goods, services and culture, advances in 
transportation, and telecommunications infrastructure expansion the world is rapidly 
becoming globalized. Through this process existing and emerging threats to the security 
and safety of modern society and its citizens are increasingly becoming a shared concern of 
many nations. Environmental threats due to climate change, pandemic diseases, cross-
border organized crime and international terrorism need to be solved jointly by 
stakeholders in many different countries and regions, increasing the importance of 
intergovernmental organizations for resource coordination and policy harmonization. 
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However, efficient collaboration is no easy thing to establish. Experiences from this thesis 
show that several requirements need to be fulfilled in order to achieve successful 
collaboration. A well-functioning conversation space is seen as a key enabler for inter-
organizational collaboration, including mechanisms for information exchange. Although 
ICT equipment is usually required to a distribute information, a more important factor is 
how well the involved players are able interact through the common network, the degree of 
adherence to rules and protocols and the level of mutual trust. The author has experienced 
that while problems relating to technical issues such as system heterogeneity may 
temporarily hamper communications, issues of lacking pre-incident planning, education, 
interaction training, and cumbersome bureaucratic processes are likely to be a greater 
long-term hurdle. This is true independent of the scale of the operation, although solving 
such problems may be more easily done when fewer actors are involved. 
Through its “declaration of solidarity,” the Swedish government has expressed a clear 
statement of political will that the country will not remain passive if a neighboring country 
is threatened or attacked – a statement that extends the requirements of the “solidarity 
clause” of the Treaty of Lisbon. A relevant question to ask is whether Sweden actually has 
the capability to provide and receive this type of extensive support from external 
organizations in such events. Sweden has a long tradition of adopting a comprehensive 
approach to national security and defense related challenges, but being able to collaborate 
internally within one country does not automatically mean that the same can be easily be 
done when working with other actors that are technically as well as organizationally and 
culturally heterogeneous. Experiences from this thesis show that efficient collaboration, 
even on a local scale, is quite challenging to achieve. When increasing the scale, expanding 
the numbers of stakeholders, issues are likely to grow accordingly. A conclusion is thus that 
Sweden, and the Swedish Armed Forces, have more work to do within such areas as 
structure, planning, education and training before we can credibly declare ourselves ready 
to fully engage in inter-organizational collaboration. 

EMERGING ICT 
While not always openly declared, a common belief (especially amongst engineers) is that 
technology can solve any problem. The bigger the problem, the more advanced, complex, 
and expensive equipment is required to address it. This assumption is not only false, but it 
is probably even a quite dangerous one to make, as it can be at the expense of other 
investments options yielding a better end result. Moreover, people who lack technical 
competence but who are in a decision-making position, either representing a customer or 
creating policy, are often incapable of judging the achievable results of an investment in a 
given technology. This is further complicated by the requirement from industry to sell 
products and services to generate revenue. The conclusion of this set of problems is that 
great measures of caution are required in relation to large-scale technology investments. 
This seems to hold especially true regarding military ICT projects. As been pointed out 
earlier, the military industry is no longer driving research and development in ICT. Even 
so, it is very important to follow the ongoing trends and continuously evaluating the 
military utility of emerging technology. Having close relationships with the civilian 
telecommunications industry, as well as being an active collaboration partner with 
academic research institutions, is a necessity for the defense sector in the future. A possible 
solution is to increased efforts in the standardization process of civilian technology, in 
order to be able to include military requirements. In this way, the same basic technologies 
(protocols, processes etc.) could be used for civilian as well as military purposes, requiring 
only minor adaptation. 
While technology cannot solve every problem, it can indeed support and enhance many 
human processes. Some of the emerging ICT that has been analyzed in thesis promises 
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considerable advantages for military operations as well as civilian communications needs. 
Reconfigurable Radio Systems (RRS) are still immature and the understanding of the 
technical challenges in fielding MANET-based systems is still severely lacking. MANETs 
may admittedly seem like the perfect alternative for efficient communications in many 
scenarios. However, the main drawback of this technology is that it is (perhaps too) 
complex. There are several issues that have to be solved in order for a MANET to be 
efficient. They inherit all the challenges associated with traditional wireless and mobile 
communications, such as power control requirements, transmission quality variation, 
bandwidth optimization etc. Furthermore, the multi-hop nature of the network requires 
various schemes for performing node configuration and access control, network addressing 
and routing, dealing with unpredictable topology changes and partitions, and upholding 
comprehensive information security as previously discussed. Other problems relate to the 
limited battery capacity of mobile nodes, how to efficiently distribute services in the 
network, and issues related to scalability. Advanced technical solutions are thus required 
on all the Open Systems Interconnection (OSI) layers, and also across layers. Therefore, 
while promising many desirable benefits, MANETs are still some of the most challenging 
(and thus expensive) types of networks to construct. They are a key step in the evolution of 
future wireless networks, but they are still far from being mature enough to rival the 
established infrastructure-based network topologies for most applications. 
The JTRS project was found to be too complex and inefficient by the U.S. Department of 
Defense, resulting in its cancellation in late 2011. The same assessment could probably be 
made about the Swedish GTRS project, even though fewer resources have been invested in 
the project due to the COTS-approach and the R&D cooperation with other nations. 
However, although RRS technology does not presently provide an adequate military utility, 
the author predicts that it will most likely come to do so in the future (in 15-20 years). The 
reason for this is the strong tendency of R&D of RRS technology for civilian applications, 
such as for vehicular networks and for performance enhancement in support of commercial 
services in areas where the customer base is low or sporadic. A comparison can be made 
with the wireless communications technology Code Division Multiple Access (CDMA) used 
in 3G mobile phone networks. Although the technology is widely used all over the world, at 
the time of its development it was thought to be too complex and expensive for civilian 
applications, as it was originally designed for military transmissions. In the same way RRS-
based technology may well become prevalent in future mobile networks. Furthermore, a 
prospective future frequency space shortage will likely increase interest in Cognitive Radio 
technologies in order to optimize spectral utilization. 
Based on the reasoning above, the resulting advice to the Swedish Armed Forces would be 
to closely follow the development of RRS and equivalent emerging ICT in the coming years, 
to maintain in-house academic and experience-based competence in the area, to continue 
concept development and experimentation of various emerging technologies, but to avoid 
large investments in projects based on cutting-edge technology until an adequate degree of 
maturity has been reached. It may also be wise to take an active part in ongoing 
international standardization processes in order to get military requirements taken into 
consideration in of future civilian communications standards. 

CYBER THREATS 
During the last few years, the concept of “cyber” has become extremely popular throughout 
many sectors, not least within the military domain. Armed forces of many countries have 
scrambled to quickly publish a cyber doctrine and it seems that any project (or thesis!) with 
a title including the word “cyber” is currently more likely to receive attention or funding. 
Many (commonly self-proclaimed) “cyber experts” have voiced strong opinions on what 
should, or rather must, be done in the cyber area. Some claim that the “cyber threat” is one 
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of our times most potent and alarming dangers (in October 2012 former U.S. Defense 
Secretary Leon Panetta warned that the country could be facing an imminent “cyber-Pearl 
Harbor”), whereas others (such as security technologist and author Bruce Schneier) mean 
that the fear of cyber war has been greatly exaggerated and is largely blown out of 
proportion at the expense of more pressing and everyday cyber-related issues, such as 
fraud, identity theft and extortion. 
While the increased awareness of such classical research areas as information security and 
critical infrastructure protection due to the recent cyber-trend is surely positive, there is 
always a risk of carelessness when the waters get muddied. There is also a substantial 
difference between being aware of threats and being adequately protected from them. The 
true nature of cyber warfare, cyber conflict, and cyber threats has unfortunately been quite 
heavily obscured by the frequent use of vague terminology in media and contemporary 
literature, the employment of sensationalist rhetoric by politicians and corporate 
proponents, a lack of solid empirical datasets, and a lingering notion that these new 
concepts are unique in their characteristics, rather than constituting yet another set of new 
and improved technologies applied to the art of war. The possibility of a sensible, fact-
based discussion on the subject has thus unfortunately been limited. 
As the ongoing “War on Terror” is coming to an end, focus increasingly seems to be shifting 
towards the cyber arena. Terrorism as a phenomenon is most certainly not eradicated, in 
Afghanistan or elsewhere, and as next-generation will-be cyber-terrorists are growing up 
with computers and smartphones, the advent of cyber-attacks of magnitudes greater than 
those previously witnessed, could be approaching. In the other corner, the global defense 
industry is likely picking up the scent of significant military spending coming their way. 
This makes for an interesting, if perhaps somewhat disquieting development in the coming 
years. It should be stressed that academia has an important role to play in this 
development, namely to present concrete facts based on solid scientific research, 
contributing to an enlightened and sensible discussion, without either exaggerating or 
turning a blind eye to the actual threats. 
The author’s experiences lend to the conclusion that successfully building a robust cyber 
security capability requires comprehensive cooperation between several actors. 
Government agencies need to be able to share intelligence for threat assessment and since 
large parts of society’s critical infrastructure are owned and managed by commercial 
companies. The public and private sectors need to find ways to work together and to 
exchange information. These types of close relations are heavily dependent on trust, which 
requires transparency as well as adherence to mutually agreed rules and norms. Building 
trust takes time, but can be facilitated through common exercises and cross-sector 
networking activities. Moreover, education is an important factor in minimizing exposure 
of information assets. As cyber security becomes an increasingly mature area and technical 
systems are better secured, attacks will instead be directed towards new targets. These may 
include social engineering of personnel inside organizations, “spear phishing” focusing on 
decision-makers or high-value targets through social media services, or attacks aimed at 
cloud services or unsecured private mobile devices brought into the workplace. Many of the 
IT-incidents are directly or indirectly caused by human error, including mistakes made due 
to lacking competence, system documentation or routines in the affected organizations. 
Most of these incidents could likely have been avoided by simple and cheap preventive 
measures. An investment in basic cyber security education for all employees is thus likely 
to generate good returns in the long run. 
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THE FUTURE 
This thesis has studied the benefits and challenges of emerging tactical Information and 
Communications Technology (ICT) – for future military operations of the Swedish Armed 
Forces entailing inter-organizational collaboration, but also in a somewhat wider sense – 
for modern society in general (which the armed forces are of course a part of) in the form of 
cyber threats to common critical infrastructures and ethical implications of privacy-
infringing security technology. Although it is naturally hard to predict the future of any 
area, some trends can be seen as a result of the presented work in this thesis. 
Young people, who have grown up with the Internet and always-online electronic gadgets, 
are the ones who are fighting the wars of today and who will be leading the ones of 
tomorrow. They are used to modern information and communication technology, including 
tools for social networking and ad-hoc collaboration, and want to have the same 
capabilities they know from everyday life available on the battlefield. Moreover, in 
comparison to traditional military equipment such as tanks, boats and airplanes, ICT-
based products have a very short lifespan. A computer, mobile phone or IP router is 
commonly obsolete after as little as five years. This means that a new view on the use of ICT 
in tactical scenarios will have to be embraced and that lead times for fielding of new 
technology must be significantly shortened. This means that the materiel planning and 
acquisition process must be optimized and that special requirement restrictions, such as on 
security or customization, must be carefully analyzed so that they do not hamper overall 
process efficiency. This thesis had proposed a best-effort solution to information asset 
protection, taking an opposite approach to traditional tactical ICT security design. The 
conclusions are that the efficiency of information exchange can be greatly improved, while 
still maintaining an acceptable risk. This type of mentality will likely be more important as 
collaborative missions increase in frequency and extent in the future. 
An example of when a strictly “off-the-shelf”-approach has led to very short lead times is 
the acquisition of the new Swedish Helicopter 16 (UH-60M “Black Hawk”) from the U.S. 
Army, where a complete delivery in 18 months was made possible from when the decision 
was made. A key official explaining the internal project attitude has been quoted saying 
that “we did not make a single national special requirement, even if the helicopters would 
be delivered painted with the message ‘God Bless America’ nothing was to be changed!” 
Although this should primarily be seen as a jestful anecdote, and taking into account that 
the project has not yet been fully evaluated, it still tells something of the power in adopting 
a COTS approach to defense acquisition. It should also be mentioned that out of the 18 
NH90 helicopters that Sweden ordered in 2001, only four had been delivered 12 years later, 
and they have still not (2016) gained full operational status, a fact that left the Swedish 
units that were deployed in Afghanistan as a part of the NATO-led ISAF-mission (2001-
2014) without a medical evacuation (MEDEVAC) capability. If instead considering tactical 
ICT, the question we must ask is if we really need to spend massive amounts of money on 
researching and developing specialized solutions for software-defined communications, 
such as the GTRS, if a comparable result can be achieved with cheap COTS equipment 
(possibly adapted to become “good enough” for military purposes). From a Military-
Technology perspective it is relevant to at least carefully consider the available options and 
evaluate some alternative approaches for tactical ICT systems (military-only, commercial-
only or a hybrid solution). 
Another trend that can be seen is the increasing importance of privacy as more of our lives 
become “digital”. This thesis has argued that ethically sound, yet effective, technologies for 
network surveillance, intrusion detection and intelligence gathering must be flexible to 
match security and privacy requirements of the situation at hand. The substantial 
disclosures made by former U.S. National Security Agency contractor Edward Snowden 
have spurred an international debate as to how much surveillance is acceptable in society. 
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When it comes to security technology intended for use in various military scenarios, design 
principles should be adequately flexible, allowing for effective use during conflicts or war-
like peace enforcement, while simultaneously yielding ethically viable solutions for 
peacetime operations, as well as the “grey zone” in between. This can be achieved by 
exploiting Privacy-Enhancing Technologies, employed according to the given mode of 
operation. 
A final conclusion is that in order for the Swedish Armed Forces to be prepared for future 
missions, the organization must find the power to challenge old “truths” and the courage to 
accept new ones. This effort will require strong leadership, in order to get the entire 
organization working towards the same goal, and moving in the same general direction. 
Many things related to the Swedish national defense are currently in a state of rapid 
change, where the most recent trend in security policy appears to be a return to a stricter 
national focus (e.g. remilitarizing Gotland Island). However, such changes tend to be cyclic, 
stressing the importance of a long-term perspective to achieve system stability. 
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CHAPTER 5 

REFLECTION 
The main goal of this thesis has been to investigate whether employing emerging ICT will 
contribute significantly to military utility in future operations and, if so, what changes that 
are required in order to improve the capability to participate in inter-organizational 
disaster response operations using this technology. The thesis argues that while emerging 
ICT has the capability to contribute to increased operative effect in future collaborative 
missions, the military utility of the technology is dependent on consistence between 
technology, organization and doctrine. As the specific emerging ICT studied in this thesis, 
tactical reconfigurable radio systems, is still being developed and is yet immature, and the 
organization in focus, the Swedish armed forces, is in a state of organizational change, the 
thesis points out the need of a continuous process of reassessment of technology readiness 
levels and reevaluations of needs and requirements. Making incremental adjustments and 
adopting a modular development processes is thus strongly recommended, instead of 
making long-term decisions in investments that are hard to alter as changes in 
requirements and occur and as technology development progresses. A focus should also be 
put on driving military requirements into future civilian standards, rather than developing 
proprietary technologies.  
The conclusions presented in this thesis constitute a valuable contribution to the Swedish 
Armed Forces in defining policy for future investments in, and research and development 
into, emerging ICT. The thesis also gives pointers to focus areas in order to improve the 
Swedish Armed Forces capability to participate in inter-organizational disaster response 
operations. In addition, the thesis should also be relevant for armed forces of comparable 
countries, and for professional organizations faced with similar challenges. The main 
impact for ordinary citizen of this thesis is the possibility to reduce unnecessary public 
spending on military technology development, and for victims of future natural and man-
made disaster who may receive faster and more effective assistance through improved 
collaborative response operations. 

5.1 LIMITATIONS OF APPLIED METHODS 
It is relevant to question if the mixed methods research strategy used in this thesis, and the 
research design with its various phases, has been appropriate in answering the research 
questions in relation to the research purpose. As described in section 1.4, the goal has been 
to answer the questions from the perspective of the military profession, tapping different 
sources of knowledge. In order to achieve this, the research has employed quantitative as 
well as qualitative methods. Combining research methods borrowed from social, natural 
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and applied sciences was done in order to triangulate results. However, whereas results 
from performing literature studies and computer simulations are quite easily reproducible, 
results from interviews, practitioner workshops, and exercises naturally vary more and are 
thus not as reliable. It is also harder to immediately generalize based on the performed 
qualitative data collection, as, for instance, all exercises are different. Validity of the 
research is thus somewhat easier to achieve through quantitative methods, whereas the 
qualitative methods are more susceptible to such threats as chance (random variation), 
bias (systematic variation) and confounding (erroneous interpretation). In order to achieve 
a higher degree of validity in the qualitative studies of this thesis, several different 
interviews were made and participation was done in multiple exercises and in different 
roles (degree of participation). The exercises were also carried out in different countries 
(Sweden and Singapore) and with different types of participants, and the interviews were 
performed with respondents of some variety. While this helps to improve the 
generalizability of the thesis results to some degree, it could probably be improved further. 
Regarding transferability is should be possible to identify other specific domains where the 
research results of this thesis could be applicable, as for professional organizations faced 
with similar challenges as the Swedish Armed Forces. 

5.2 ETHICAL CONSIDERATIONS 
Society expects from researchers that they carry out their work in an ethical manner and 
within the boundaries set by the law. This expectation is based on the belief that the public 
should be protected from researchers who may be tempted to use any available means to 
further their personal research goals (Denscombe, 2010). Applied methods must 
consequently be acceptable within cultural and legal norms of the society in which it takes 
place, and avoid causing any harm to participants involved in the research project. 
In Sweden, research involving humans is regulated by the Act concerning the Ethical 
Review of Research Involving Humans, “Etikprövningslagen” (2003:460). This law states 
what types of research projects must be reviewed, namely those that 

• entail physical encroachment on the research subject, 

• will be conducted using a method aiming to affect the research subject physically 
or psychologically, 

• carries an obvious risk of physical or psychological harm to the research subject, 

• entail studies on biological material that can be traced to specific individuals. 

A research project should also be reviewed if it entails the handling of sensitive personal 
data, such as information on judgements in criminal cases. 
At the outset of the research project it was decided by the author and supervisors, after 
discussions, that this project was not likely to fall within any of the previously mentioned 
categories. As the project progressed to subsequent phases, including data collection 
through participant observation the judgement was reevaluated, but was still not 
considered to require formal assessment by an ethics review board. Nevertheless, as stated 
in the publication “Good Research Practice” (Swedish Research Council, 2011) there are 
some basic principles that all ethically sound research should adhere to. These principles 
stem from the Declaration of Helsinki of 1964, widely regarded as the cornerstone 
document on human research ethics. Social researchers should, according to this code of 
ethics, make certain that 

• the interests of the participants are protected, 
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• participation is voluntary and based on informed consent, 

• any form of deception is avoided and that scientific integrity is upheld, and 

• the research complies with local laws. 

As described in the research design section (1.4.2) a range of data collection methods are 
used within the mixed methods research strategy selected for the thesis project. The ones 
that stand out as requiring ethical consideration are primarily interviews and participant 
observation. The above-mentioned ethical principles were considered and handled as 
described below. 

PROTECTION OF PARTICIPANTS’ INTERESTS 
Those who contribute to a research project, as informants or subjects, should not be 
affected negatively as a consequence of being exposed to the project. Nor should they suffer 
long-term repercussions as a result of their participation. In addition, data collected should 
be treated as confidential, and should not be disclosed to other participants or people 
external to the project. In this thesis project, the risk of research participants suffering 
physical or psychological harm must reasonable be estimated as very low. The privacy of 
the respondents has been protected as no details have been published disclosing ideas or 
views can be connected to a specific individual. Collected data, such as interview notes, 
audio recordings and photos have not made available to people not connected with the 
research. No sensitive or classified data has been collected or published through this 
research. 

VOLUNTARY PARTICIPATION AND INFORMED CONSENT 
Informed consent entails providing research participants with sufficient information for 
them to make a decision on if they would like to participate or not. Coercion or forcing 
participation is naturally forbidden. The interviews carried out in this research project were 
voluntary and accepted by the parties being interviewed. The author was also transparent 
with that the data collected through the interviews were part of his PhD thesis project and 
would be used accordingly. However, during some cases of participant observation, not all 
other participants were informed in advance about the purpose of the research and did 
thus not have the opportunity to provide their informed consent. As argued by Denscombe 
(2010), if it can be demonstrated that no one suffered as a result of being observed, and 
that the identities of those involved were never disclosed, there is a reasonable case for 
saying that the participant observation was conducted in an ethical manner. The context in 
which the participant observations were made, during military or inter-organizational 
exercises, and the upheld principle of non-interference, further contributes to the 
argument that ethical standards were maintained. 

AVOIDING DECEPTION AND UPHOLDING SCIENTIFIC 
INTEGRITY 
Researchers are expected to be truthful about the nature of their research and about the 
role that the participants play. Any form of deception or action that may lead to 
misinterpretation must be avoided. The scientific integrity must also be upheld, providing a 
fair and unbiased interpretation of findings. In this research project there has been no need 
to deceive the participants, such as may for instance be required in certain psychology 
research experiments. A summary of the conducted research, including its background and 
purpose, has been available at the author’s home page. However, an identified risk that the 
author identified is to scientific integrity, in the context of making interviews and study 
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visits to various companies. As these organizations may have a commercial investment in 
the research topic, and are potential providers of future technology, they may be inclined to 
present free gifts or similar enticements to visitors. The author feels comfortable with being 
able to remaining impartial, not allowing to be swayed to supply findings that would suit 
any specific stakeholder. 

RESEARCH IN ACCORDANCE WITH LOCAL LAWS 
That research should comply with local laws seems natural, although some areas like 
investigating journalism or social research of sensitive topics could come close to violating 
acceptable bounds. Certain types of collected data could also be deemed illegal in some 
jurisdictions. The research presented in this thesis steers well clear of areas that could be 
illegal. Some consideration was given as to if any legal aspects could arise of carrying out 
research in a foreign country, such as the participant observation during the international 
exercise in Singapore. However, it was deemed that this was not the case. A further concern 
about legality could be the study of the computer security in a military communications 
system. If a serious flaw was found, could it be legally disclosed? Would it be ethical to 
withhold such findings in a research report? Fortunately, and perhaps luckily, this was not 
the case. 
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CHAPTER 6 

FUTURE WORK 
There are several areas in which the research presented in this thesis can be extended. The 
design choices and assumptions made restrict the outcome of the work and can of course 
be modified in order to allow for further studies in other directions. Below are some 
suggestions of additional aspects that could be interesting for such future studies. 
As has been described in this thesis, the international focus of tactical ICT R&D has largely 
been on Software Defined Radio (SDR) technology and IP-based mobile ad-hoc networks 
(MANETs), through such systems as the GTRS. There are several questions that still need 
to be answered in regards to the fielding of these systems, requiring further studies. One 
such question deals with scalability. In a simulated environment, fairly reliable results can 
be obtained when studying a limited number of nodes. However, when increasing the 
number of nodes the simulations are no longer consistent with reality. This could mean 
that problems such as excessive overhead and other issues related to performance could go 
undetected when simulating large networks. Investigating this potential problem would 
make a study of a large-scale real-world maneuver employing MANET technology 
rewarding. Further interesting questions deal with handling of inter-organizational routing 
in hybrid networks, establishing a system for handling traffic with special priority 
requirements (such as emergency calls) across interconnected heterogeneous networks, 
and managing the interaction between different types of waveforms and their services (e.g. 
TDRS and TETRA). 
The analysis of the ethical issues of emerging military ICT presented in Paper IV allows for 
many interesting follow-up studies. The two hypotheses that are offered in the discussion 
part of the paper warrant further research. These state that extensive use of emerging 
military ICTs gathering personal data, without proper Privacy Enhancing Technology 
(PET) employment, will lead to soldiers’ privacy being violated, and that these violations 
will result in an observable performance drop. In order to either verify or reject these 
theories, further empirical studies are required. An experimental study of implementing 
suitable PETs in a C4ISR system, and evaluating the result on soldier performance, would 
be very interesting. 
When it comes to the proposed architecture for best-effort Data Leakage Protection (DLP) 
in Paper V, there are several areas which could deserve further study. An analysis of the 
impact on detection performance when data leaks are divided over two or more separate 
GTRS border gateways would be interesting, in addition to an extension of the design with 
a mechanism that can terminate an ongoing leak. To improve the efficiency of the anomaly 
detector, this could be extended with additional features in order to better characterize the 



CHAPTER 6  FUTURE  WORK 

 

66 

nature of the traffic that is flowing between the networks, such as trends over longer time 
periods. Another possible future extension of the architecture is an addition of a misuse 
detection module, which more rapidly could detect leaks by use of signatures of known 
malicious patterns, or other advanced detection approaches. It would also be interesting to 
reinforce the validity of the presented results further by using real-world packet-capture 
data and movement trace files gathered during a military exercise or similar event. 
 



 

67 

 

 
REFERENCES 

 
 
  



 

68 

 



 

 

69 

REFERENCES 
Aiello, J. R. and Knob, K. J. (1996) “Electronic Performance Monitoring: A Risk Factor for Workplace 

Monitoring,” in S. L. Sauter and L. R. Murphy (eds.) Organizational Risk Factors and Job Stress, 
American Psychology Association, Washington, DC, U.S.A., pp.163-179. 

Andersson, K., Bang, M., Marcus, C., Persson, B., Sturesson, P., Jensen, E. and Hult, G. (2015) “Military 
utility: A proposed concept to support decision-making,” Technology in Society, Vol. 43, pp. 23-32. 

Asplund, M., de Lanerolle, T., Fei, C., Gautam, P., Morelli, R., Nadjm-Tehrani, S. and Nykvist, G. (2010) 
“Wireless Ad Hoc Dissemination for Search and Rescue,” Proceedings of the 7th International 
Conference on Information Systems for Crisis Response and Management (ISCRAM2010), Seattle, 
Washington, U.S.A., May. 

Axberg, S. (2006) “Military Technology as Science,” in S. Axberg and J. Foghelin (eds.) Perspectives on 
Military Technology, The Royal Swedish Academy of War Sciences, Department of Military 
Technology, ISBN 91-975807-2-4. 

Axberg, S., Andersson, K., Bang, M., Bruzelius, N., Bull, P., Eliasson, P., Ericson, M., Hagenbo, M., Hult, 
G., Jensen, E., Liwång, H., Löfgren, L., Norsell, M., Sivertun, Å., Svantesson, C. G. and Vretblad, B. 
(2013) Lärobok i Militärteknik, vol. 9: Teori och Metod (Textbook on Military Technology: vol. 9: 
Theory and Method), Swedish National Defence College, ISBN 978-91-86137-23-6. 

BBC News (2012) “US prepares first-strike cyber-forces,” BBC News Technology, Oct. 12, 2012. 
[Online]. Available at: http://www.bbc.co.uk/news/technology-19922421 

Becker, J.C. (2008) “The opportunities and Limits of Technology in Non Profit Disaster Response,” 
keynote speech at the 5th International Conference on Information Systems for Crisis Response and 
Management (ISCRAM2008), Washington DC, U.S.A., May. 

Bildt, C. (2013) “Statement of Government Policy in the Parliamentary Debate on Foreign Affairs,” 
Ministry for Foreign Affairs, February 13 [Online]. Available: 
http://www.government.se/sb/d/5298/a/209053 

Boot, M. (2006) “War Made New: Technology, Warfare, and the Course of History, 1500 to Today,” 
Gotham Books, New York, U.S.A. 

Brehmer, B. (2007) “Understanding the Functions of C2 Is the Key to Progress,” The International C2 
Journal, Vol. 1, No. 1, pp. 211-232. 

Bryman, A. (2008) “Why do Researchers Integrate/Combine/Mesh/Blend/Mix/Merge/Fuse 
Quantitative and Qualitative Research?” in M. M. Bergman (ed.) Advances in Mixed Methods 
Research, SAGE Publications Ltd., London, UK, pp. 87-100. 

Bryman, A. (2009) “Mixed Methods in Organizational Research, ” in D. A. Buchanan and A. Bryman 
(eds.) The SAGE Handbook of Organizational Research Methods, SAGE Publications Ltd., 
London, UK, pp. 516-531. 

Bu, S., Yu, F. R., Liu, X. P. and Tang, H. (2011) “Structural Results for Combined Continuous User 
Authentication and Intrusion Detection in High Security Mobile Ad-hoc Networks,” IEEE 
Transactions on Wireless Communications, Vol. 10, No. 9, September. 

Buchanan, D. A. and Bryman, A. (eds.) (2009) “The SAGE Handbook of Organizational Research 
Methods,” SAGE Publications Ltd., London, UK. 



REFERENCES 

 

70 

Camp, P. J., Hudson, J. M., Keldorph, R. B., Lewis, S. and Mynatt, E. D. (2000) “Supporting 
Communication and Collaboration Practices in Safety-Critical Situations,” Proceedings of the 
SIGCHI conference on Human Factors in Computing Systems, ACM, pp. 249-250. 

Calloway, L. J. and Keen, P. (1996) “Organizing for crisis response,” Journal of Information 
Technology, Vol. 11, No. 1, pp. 13-27. 

Castells, M. (1996) “The rise of the network society,” Blackwell, Oxford, UK. 
Cebrowski, A. K. and Garstka, J. H. (1998) “Network-Centric Warfare: Its Origins and Future,” 

Proceedings of the US Naval Institute, Vol. 124, No. 1. 
Cole, E. (2013) “Advanced Persistent Threat: Understanding the Danger and How to Protect Your 

Organization,” Syngress – Elsevier, Waltham, MA, U.S.A. 
Creswell, J. W. (2009) “Research Design: Qualitative, Quantitative, and Mixed Methods Approaches,” 

SAGE Publications, Inc., Thousand Oaks, CA, U.S.A. 
Creswell, J. W. and Tashakkori, A. (2007) “Developing Publishable Mixed Methods Manuscripts,” 

Journal of Mixed Methods Research, Vol. 1, No. 2, pp. 107-111. 
Deibert, R., Palfrey, J., Rafal, R. and Zittrain, J. eds. (2010) “Access Controlled: The Shaping of Power, 

Rights and Rule in Cyberspace,” Cambridge, MA: Massachusetts Institute of Technology Press. 
DeMarco, T. (1997) “The Deadline: A Novel about Project Management,” Dorset House Publishing 

Company, Inc., New York, NY, U.S.A. 
Denning, P. J. (2006) “Hastily Formed Networks,” Communications of the ACM, Vol. 49, No. 4, pp. 15-

20. 
Denscombe, M. (2010) “The Good Research Guide: For small-scale social research projects,” 4th ed., 

McGraw-Hill Education, Maidenhead, UK. 
Dhillon, G. (2007) “Principles of Information Systems Security: Texts and Cases,” John Wiley & Sons, 

Hoboken, NJ, U.S.A. 
Dunn Cavelty, M. (2012) “The Militarisation of Cyberspace: Why Less May Be Better,” Proceedings of 

the 4th International Conference on Cyber Conflict (CYCON 2012), Tallinn, Estonia, June. 
Egnell, R. (2012) “The Swedish Experience in Operation Unified Protector: Overcoming the Non-NATO 

Member Conundrum,” Stockholm Center for Strategic Studies, October. 
Eklund, N. (2013) “Hackerhot mot Facebooks nya datacenter i Luleå” (Hacker-threat against 

Facebook’s new datacenter in Luleå), Sveriges Radio Ekot, January 7 [Online]. Available: 
http://sverigesradio.se/sida/ artikel.aspx?programid=83&artikel=5383951 

Ericsson (2013) “Ericsson Mobility Report: On the pulse of the Networked Society,” February. 
Falliere, N., Murchu, L. O. and Chien, E. (2011) “W32.Stuxnet Dossier,” White paper, Symantec Corp., 

February. 
Farwell, J. P. and Rohozinski R. (2011) “Stuxnet and the Future of Cyber War,” Survival, Vol. 53, No. 1, 

pp. 23 40. 
French, S. and Niculae, C. (2005) “Believe in the Model: Mishandle the Emergency,” Journal of 

Homeland Security and Emergency Management,Vol. 2, No. 1, pp. 1-16. 
Försvarsmakten (2016a) “Försvarsmakten i fickformat 2016,” M7737- 366622, Stockholm. 
Försvarsmakten (2016b) “Militärstrategisk doktrin 2016,” M7739-354028, Stockholm. 
Gallagher, S. (2012) “How to blow $6 billion on a tech project,” Ars Technica, June [Online]. Available: 

http://arstechnica.com/information-technology/2012/06/how-to-blow-6-billion-on-a-tech-
project/ 

Gautam, P., de Lanerolle, T. and Morelli, R. (2009) “POSIT: Portable Search and Identification Tool: 
Using the Google Phone for Disaster Management,” poster presentation at the 6th International 
Conference on Information Systems for Crisis Response and Management (ISCRAM2009), 
Gothenburg, Sweden, May. 

Gillham, B. (2008) “Observation Techniques: Structured and Unstructured Approaches,” Continuum 
International Publishing Group, London, UK. 

Gillis, A. and Jackson W. (2002) “Research for Nurses: Methods and Interpretation,” F.A. Davis 
Company, Philadelphia, U.S.A. 



REFERENCES  

 

71 

Gollmann, D. (2010) “Computer Security,” Wiley Interdisciplinary Reviews: Computational Statistics, 
Vol. 2, Issue 5, pp. 544-554. 

Government Offices of Sweden (2009) “Hagadeklarationen antagen på nordiskt ministermöte rörande 
samhällsskydd och krisberedskap i Stockholm” (Haga Declaration adopted at Nordic minister 
meeting on civil contingencies), Press release (in Swedish), April 30 [Online]. Available: 
http://www.government.se/sb/d /11432/a/125556 

Grant, T. J., Buizer, B. C. and Bertelink, R.J. (2011) “Vulnerability of C2 Networks to Attack: Measuring 
the topology of eleven Dutch Army C2 systems,” Proceedings of the 16th International Command & 
Control Research & Technology Symposium (ICCRTS 2011), Quebec, Canada, June. 

Grayver, E. (2012) “Implementing Software Defined Radio,” Springer, New York, U.S.A. 
Greenwald, G. (2013) “Obama orders US to draw up overseas target list for cyber-attacks,” The 

Guardian, June 7. 
Grennert, J. and Tham, M. (2001) “Influencing Conflicts with IT-Weapons: The Possibility of Non-State 

Actors Influencing the Course of a Conflict,” User Report FOI-R--0263--SE, Swedish Defence 
Research Agency, Stockholm, Sweden. 

Grönkvist, J., Hansson, A., Nilsson, J., Sköld, M. and Svensson, J. (2009) “Multiple Services in 
Heterogeneous Ad Hoc Networks,” Technical Report FOI-R--2886--SE, Swedish Defence Research 
Agency, Linköping, Sweden, December. 

Guest, G. (2013) “Describing mixed methods research: an alternative to typologies,” Journal of Mixed 
Methods Research, Vol. 7, No. 2, pp. 141-151. 

Hauser, T. and Wenz, C. (2003) “DRM Under Attack: Weaknesses in Existing Systems,” in E. Becker, 
W. Buhse, D. Günnewig, and N. Rump (eds.) Digital Rights Management: Technological, 
Economic, Legal and Political Aspects, Lecture Notes in Computer Science (LNCS) vol. 2770, pp. 
206-223, Springer-Verlag Berlin Heidelberg. 

Hielle, L. P. (2013) “Anonymous-medlem: Jag kunde styra sågverk” (Anonymous-member: I had 
control over sawmills), Sveriges Radio Ekot, January 5 [Online]. Available: 
http://sverigesradio.se/sida/ artikel.aspx?programid=83&artikel=5384724 

Holbrook, J. (2010) “Communications Privacy in the Military,” Berkeley Technology Law Journal, Vol. 
25, No. 2, pp. 831-908. 

Holzman, T. G. (1999) “Computer-human interface solutions for emergency medical care,” Interactions, 
Vol. 6, No. 3, pp. 13-24. 

Iacobucci, M. S. (2013) “Reconfigurable Radio Systems: Network Architectures and Standards,” John 
Wiley & Sons, Ltd., West Sussex, UK. 

ITU, International Telecommunication Union (2012) “ITU releases latest global technology 
development figures,” Press Release, October 11 [Online]. Available: 
http://www.itu.int/net/pressoffice/press_ releases/2012/70.aspx 

Jahnke, M., Wenzel, A., Klein, G., Aschenbruck, N., Gerhards-Padilla, E., Ebinger, P. and Karsch, S. 
(2008) “MITE – MANET Intrusion Detection for Tactical Environments,” Proceedings of the 
NATO/RTO Research Symposium on Information Assurance for Emerging and Future Military 
Systems, Ljubljana, Slovenia, October. 

Johnson, A. and Mueen S. (eds.) (2012), “Short War, Long Shadow: The Political and Military Legacies 
of the 2011 Libya Campaign,” The Royal United Services Institute (RUSI), Whitehall Report 1-12, 
March. 

Jorgensen, D. L. (1989) “Participant Observation: A Methodology for Human Studies,” Sage 
Publications, Inc., Thousand Oaks, CA, U.S.A. 

Koch, R. (2011) “Towards Next-Generation Intrusion Detection.” Proceedings of the 3rd International 
Conference on Cyber Conflict (ICCC 2011), Tallinn, Estonia, June. 

Lakhtaria, K. I. (ed.) (2012) “Technological Advancements and Applications in Mobile Ad-Hoc 
Networks: Research Trends,” IGI Global, Hershey, PA, U.S.A. 

Lam, L. (2013) “Edward Snowden: US government has been hacking Hong Kong and China for years,” 
South China Morning Post, June 14. 

Langner, R. (2011) “Stuxnet: Dissecting a Cyberwarfare Weapon,” IEEE Security & Privacy, Vol. 9, 
Issue 3, pp. 49-51. 



REFERENCES 

 

72 

Lewis, J. A. (2010) “Cyberwarfare and its Impact on International Security,” United Nations Office for 
Disarmament Affairs, UNODA Occasional Papers, No. 19, June. 

Liaropoulos, A. (2006) “Revolution in Warfare: Theoretical Paradigms and Historical Evidence – the 
Napoleonic and First World War Revolutions,” The Journal of Military History, Vol. 70, pp. 363-
384. 

Lima, M. N., dos Santos, A. L. and Pujolle, G. “A Survey of Survivability in Mobile Ad Hoc Networks,” 
IEEE Communications Surveys & Tutorials, Vol. 11, No. 1, pp. 66-77. 

Lindahl, D. and Wedlin, M. (2003) “IT Weapons in a Laboratory Environment,” User Report FOI-R--
1056--SE, Swedish Defence Research Agency, Linköping, Sweden, December. 

Longley, C. T. (2010) “Field Information Support Tool,” Master’s Thesis, Naval Postgraduate School, 
CA, U.S.A. 

Lorber, A. (2002) “Misguided Weapons: Technological Failure and Surprise on the Battlefield,” 
Potomac Books, Inc., Washington, DC, U.S.A. 

Mandiant Corporation (2013) “APT1: Exposing One of China’s Cyber Espionage Units,” February 
[Online]. Available at: http://intelreport. mandiant.com/ 

Morgan, G. (2006) “Images of Organization,” Updated ed., Sage Publications, Inc., Thousand Oaks, CA, 
U.S.A. 

Morse, J. M. (1991) “Approaches to Qualitative-Quantitative Methodological Triangulation,” Nursing 
Research, Vol. 40, No. 2, pp. 120-123. 

MSB, Myndigheten för samhällsskydd och beredskap (2011) “A functioning society in a changing 
world,” Swedish Civil Contingencies Agency [Online]. Available at: 
https://www.msb.se/RibData/Filer/pdf/26084.pdf 

Mukunda, G. and Troy, W. J. (2009) “Caught in the Net: Lessons from the Financial Crisis for a 
Networked Future,” Parameters, Vol. 39, No. 2, pp. 63-76. 

Munich Re (2012) “Review of natural catastrophes in 2011: Earthquakes result in record loss year,” 
Press release, January 4 [Online]. Available: http://www.munichre.com/en/media_relations/ 
press_releases/2012/2012_01_04_press_release.aspx 

Nakashima, E. (2013) “Pentagon to boost cybersecurity force,” Washington Post, January 27 [Online]. 
Available: http://articles.washingtonpost.com/2013-01-27/world/36583575_1_cyber-protection-
forces-cyber-command-cybersecurity 

Natasi, B. K., Hitchcock, J. H. and Brown, L. M. (2010) “An inclusive framework for conceptualizing 
mixed methods design typologies: moving towards fully integrated synergistic research models,” in 
A. Tashakkori and C. Teddlie (eds.) Handbook of Mixed Methods in Social and Behavioral 
Research, 3rd ed., Sage Publishing, Inc, Thousand Oaks, CA, U.S.A., pp. 305-338. 

Nelson, C.B., Steckler, B.D. and Stamberger, J.A. (2011) “The Evolution of Hastily Formed Networks for 
Disaster Response: Technologies, Case Studies, and Future Trends,” Proceedings of the 2011 IEEE 
Global Humanitarian Technology Conference, Seattle, WA, U.S.A. 

Netherlands Ministry of Defence (2012) “The Defence Cyber Strategy,” June 27. 
Nissenbaum, H. (2005) “Where Computer Security Meets National Security,” Ethics and Information 

Technology, Vol. 7, No. 2, pp. 61-73. 
NOAA, National Oceanic and Atmospheric Administration (2011) “The deadliest, costliest and most 

intense United States tropical cyclones from 1851 to 2010 (and other frequently requested 
hurricane facts),” NOAA Technical Memorandum NWS NHC-6, August. 

NOAA, National Oceanic and Atmospheric Administration (2012) “Preliminary Info on 2012 U.S. 
Billion-Dollar Extreme Weather/Climate Events,” News report, December 20. 

NORDEFCO, Nordic Defence Cooperation (2009) “Memorandum of Understanding Between the 
Ministry of Defence of the Kingdom of Denmark, the Ministry of Defence of the Republic of 
Finland, the Ministry of Foreign Affairs of Iceland, the Ministry of Defence of the Kingdom of 
Norway, and the Government of the Kingdom of Sweden on Nordic Defence Cooperation,” 
Memorandum of understanding, November 4 [Online]. Available: http://www.nordefco.org/Docs 

Norman, D. A. (2002) “The Design of Everyday Things,” Basic Books, New York, NY, U.S.A. 



REFERENCES  

 

73 

Onwuegbuzie, A. J. and Combs J. P. (2010) “Putting the ‘mixed’ back into quantitative and qualitative 
research in educational research and beyond: moving toward the ‘radical middle’,” International 
Journal of Multiple Research Approaches, Vol. 6, No. 3, pp. 192-219. 

Parry, M. L., Canziani, O. F., Palutikof, J. P., van der Linden, P. J. and Hanson, C. E. (eds.) (2007) 
“Climate Change 2007: impacts, adaptation and vulnerability,” Contribution of Working Group II 
to the Fourth Assessment Report of the Intergovernmental Panel on Climate Change, Cambridge 
University Press, Cambridge, UK. 

Perlroth, N. (2013) “Chinese Hackers Infiltrate New York Times Computers,” The New York Times, 
January 30. 

Persson, R. (2005) “Gemensamt Taktiskt RadioSystem: Bakgrund och historiebeskrivning” (Common 
Tactical Radio System: Background and History), Presentation slides, Swedish Defence Materiel 
Administration (FMV), October. 

Politis, I., Tsagkaropoulos, M. and Kotsopoulos, S. (2007) “Video Transmission over TETRA,” in P. 
Stavroulakis (ed.) Terrestrial trunked radio - TETRA: A global security tool, Springer Berlin 
Heidelberg, pp. 133-190. 

Pomponiu, V. (2011) “Securing wireless ad hoc networks: State of the art and challenges,” in J. Zubairi 
and A. Mahboob (eds.) Cyber Security Standards, Practices and Industrial Applications: Systems 
and Methodologies, IGI Global, pp. 1-22. 

Reason, J. (1990) “Human Error,” Cambridge University Press, Cambridge, UK. 
Roelofsen, G. (2000) “TETRA Security,” Information Security Technical Report, Elsevier Science, Vol. 

5, No. 3, pp. 44-54. 
Rosenberg, R. S. (2004) “The Social Impact of Computers,” 3rd ed., Emerald Group Publishing, Ltd., 

Bingley, UK. 
Schneier, B. (2010) “Threat of ‘cyberwar’ has been hugely hyped,” CNN, Jul. 7. [Online]. Available at: 

http://edition.cnn.com/2010/OPINION/07/07/schneier.cyberwar.hyped/ 
Shimko, K. L. (2010) “The Iraq Wars and America’s Military Revolution,” Cambridge University Press, 

New York, U.S.A. 
Shrestha, R. Han, K.-H., Choi, D.-Y. and Han, S.-J. (2010) “A Novel Cross Layer Intrusion Detection 

System in MANET,” Proceedings of the 24th IEEE International Conference on Advanced 
Information Networking and Applications (AINA 2010), Perth, Australia, April. 

Sigholm, J. (2010) “Collection and Distribution of Disaster Field Data,” Proceedings of the First 
National Symposium on Technology and Methodology for Security and Crisis Management 
(TAMSEC 2010), Linköping, Sweden, October. 

Singer, P. W. (2009) “Wired for War: The Robotics Revolution and Conflict in the 21st Century,” 
Penguin Books, New York, U.S.A. 

SIPRI, Stockholm International Peace Research Institute (2012) Yearbook 2015: Armaments, 
Disarmament and International Security. Oxford, UK: Oxford University Press. 

Smith, D. (2013) “Life’s Certainties: Death, Taxes and APTs,” Network Security, Vol. 2013, Issue 2, 
Elsevier Ltd., pp. 19-20. 

Sood, A. K. and Enbody, R. J. (2013) “Targeted Cyberattacks: A Superset of Advanced Persistent 
Threats,” IEEE Security & Privacy, Vol. 11, Issue 1, pp. 54-61. 

Stenumgaard, P. (2011) “Interference susceptibility of civilian wireless consumer technology,” Swedish 
Defence Research Agency, User Report, FOI R–3216-SE, ISSN 1650-1942, May. 

Stephenson, R. and Anderson, P. (1997) “Disasters & the IT Revolution,” Disasters, Vol. 21, No. 4, pp. 
305-334. 

Swedish Research Council (2011) “Good Research Practice,” The Swedish Research Council’s expert 
group on ethics, Report 3:2011. 

Sørensen, L. and Skouby, K. E. (eds.) (2009) “User scenarios 2020 – a worldwide wireless future,” 
World Wireless Research Forum (WWRF), Outlook, No. 4, July. 

Tavani, H. T. (2008) “Informational Privacy: Concepts, Theories, and Controversies,” In K.E. Himma 
and H.T. Tavani (eds.) The Handbook of Information and Computer Ethics, Wiley & Sons, New 
Jersey, NJ, U.S.A. 



REFERENCES 

 

74 

Thibodeau, P. (2010) “Cyberattacks an ‘existential threat’ to U.S., FBI says,” Computerworld, March 24 
2010. [Online]. Available at: 
http://www.computerworld.com/s/article/9173967/Cyberattacks_an_ 
existential_threat_to_U.S._FBI_says 

Thomas, M. and Dhillon G. (2012) “Interpreting Deep Structures of Information Systems Security,” The 
Computer Journal, Vol. 55, No. 10, pp. 1148-1156. 

Tolgfors, S. (2009) “On the Baltic Sea Co-operation,” speech by the Minister for Defence Sten Tolgfors 
at Almedalen, Visby, Sweden, July 3 [Online]. Available at: http://www.regeringen.se/sb/d/10705 
/a/129883 

Traynor, I. and Norton-Taylor, R. (2011) “Nato lacking strike aircraft for Libya campaign,” The 
Guardian, April 5 [Online]. Available: http://www.guardian.co.uk/world/2011/apr/05/nato-
lacking-strike-aircraft-libya 

Tsoukas, H. and Knudsen, C. (2005) “The Oxford Handbook of Organizational Theory,” Oxford 
University Press, Oxford, UK. 

Turoff, M., Chumer, M., Van de Walle, B. and Yao, X. (2004) “The Design of Emergency Response 
Management Information Systems (DERMIS),” Journal of Information Technology Theory & 
Application, Vol. 5, No. 1. 

van Dijk, J. (2006) “The Network Society, Second edition,” Sage, London, UK. 
von Solms, R. and van Niekerk, J. (2013) “From Information Security to Cyber Security,” Computers & 

Security, Vol. 38, pp. 97-102. 
Verizon (2013) “2013 Data Breach Investigations report,” April [Online]. Available at: 

http://www.verizonenterprise.com/DBIR/2013/ 
Warren, S. D. and Brandeis, L. D. (1890) “The Right to Privacy,” Harvard Law Review, Vol. 4, No. 5. 
Weimann, G. (2004) “Cyberterrorism: How Real is the Threat?” United States Institute of Peace, special 

report, May. 
Wenger, E. (1998) “Communities of Practice: Learning, Meaning, and Identity,” Cambridge University 

Press, Cambridge, UK. 
Wentz, L. (2010) “Haiti Information and Communications Observations: Trip Report for Visit 18 

February to 1 March 2010,” Center for Technology and National Security Policy, National Defense 
University, U.S.A., August. 

Xenakis, C., Panos, C. and Stavrakakis, I. (2011) “A Comparative Evaluation of Intrusion Detection 
Architectures for Mobile Ad Hoc Networks,” Computers & Security, Vol. 30, No. 1, pp. 63-80. 

Yang, K. and Bergrud, E. (2008) “Civic Engagement in a Network Society: An introduction,” in K. Yang 
and E. Bergrud (eds.) Civic Engagement in a Network Society, Information Age Publishing Inc., 
Charlotte, NC, U.S.A. 

 
 





 

 

 
  JO

H
A

N
 S

IG
H

O
L

M
  S

E
C

U
R

E
 T

A
C

T
IC

A
L C

O
M

M
U

N
IC

A
T

IO
N

S
 F

O
R

 IN
T

E
R

-O
R

G
A

N
IZ

A
T

IO
N

A
L C

O
LLA

B
O

R
A

T
IO

N
     2016 

 

 

JOHAN SIGHOLM 
 
Johan Sigholm is a major in the Swedish Air Force and has 
a background within the fields of military technology, 
intelligence and security. He received his M.Sc. in Computer 
Science and Engineering from Linköping University in 2008 
and has performed his Ph.D. work in collaboration with the 
Swedish Defence University. 

In his thesis, Johan investigates how emerging tactical 
Information and Communications Technology (ICT), such 
as smartphones, Mobile Ad-hoc Networks and Software-
Defined Radio, can be of military utility in inter-
organizational disaster response scenarios. He also studies 
the requirements for the Swedish Armed Forces to 
participate in such operations, where Hastily Formed 
Networks is found to be an effective framework. The thesis 
argues that while emerging ICT has the capability to 
contribute to increased operative effect, the military utility 
of the technology is dependent on consistence between 
technology, organization and user. Interoperability and 
information security are found to be important technical 
aspects, whereas non-technical requirements include 
usability, trust, legality, cost, and verifying that the 
employed technology is in accordance with military 
doctrine. 

The thesis also studies new security threats, antagonistic as 
well as unintentional and unforeseen, including 
cyberattacks, insider information leaks and concerns related 
to privacy on the future battlefield. The scientific 
contribution of the thesis includes a technical solution for 
best-effort data leakage protection in a collaborative tactical 
Mobile Ad-hoc Network through anomaly detection.  

 ISBN 978-91-982690-3-1 

Dissertation Series, No. 13 (2016) 
 
 


	CHAPTER 1
	Introduction
	1.1 Thesis scope
	1.2 Motivation
	1.3 Relevance for the Swedish Armed Forces
	1.4 Methodology
	1.4.1 Research Strategy
	1.4.2 Research Design
	1.4.3 Exercises and practitioner input
	1.4.4 Theoretical foundation
	1.4.5 Challenges and assumptions
	1.4.6 Main contributions

	1.5 Thesis outline

	CHAPTER 2
	Background
	2.1 Protecting the network society
	2.2 ICT as a revolution in military affairs
	2.3 The evolution of tactical communications
	2.3.1 Infrastructure-based communications
	2.3.2 Emerging tactical information infrastructures
	2.3.3 Reconfigurable Radio Systems (RRS)
	2.3.4 Mobile Ad-hoc Networks (MANETs)
	2.3.5 The Common Tactical Radio System (GTRS)
	2.3.6 The future of tactical communications

	2.4 Collaboration
	2.5 Security challenges
	2.5.1 Cyber espionage
	2.5.2 Protecting information assets
	2.5.3 Information security vs. cyber security
	2.5.4 Cyberspace and future conflicts
	2.5.5 A best-effort approach to tactical network security

	2.6 Ethical issues of emerging ICT
	2.6.1 Privacy in the military profession


	CHAPTER 3
	Presentation of appended papers
	3.1 Paper I
	3.2 Paper II
	3.3 Paper III
	3.4 Paper IV
	3.5 Paper V
	3.6 Paper VI
	3.7 Summary of findings

	CHAPTER 4
	Conclusions
	CHAPTER 5
	Reflection
	5.1 Limitations of applied methods
	5.2 Ethical considerations

	CHAPTER 6
	Future Work
	References
	Blank Page
	Blank Page



